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cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

2IX|AE2|ofl O|0[X|E F=7HefLICt

1. Astra Control Center HES £ZZ Y X|AEZ|Z ZEA|StH = ZR A 0| AT Hetst ThA| A|RA
etz Bt

]
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Docker £ & ZT5IAA|IL

a. EtZ2e| RE C|HEZ|Z HATLICL 7t EA|ELIC} acc.manifest.bundle.yaml I 3 CHS

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. Astra Control Center O|0|X| C|2lE2|2| T{7|X| O|O|X|E 2& X|AE2|0 Zof E&LICH E
57| Hof| S oAl 2 S +AHELICH push-images EH:

* <BUNDLE_FILE>Z Astra Control HE I}!°| 0|22 2 H}EL|LC}

(acc.manifest.bundle.yaml)S S&lgL|Ct.

* &lt;MY_FULL_REGISTRY_PATH&gt;E Docker X{Z£A 2| URLZE HHELICH O|E 504, "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

* <MY_REGISTRY_USER>E AI2X} 0|EQZ H{EL|Ct,
* <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| Cist QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

P
a

- El2Ql RE CIMELZ| 2 HZSLICE O] mpUat C|2ME2| 7} HAIELICE

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. 2X|AEZ|of| 2TQIgfL|Ct.
podman login <YOUR REGISTRY>

C. AFE3}= Podman HZO| SEA| ALK} XY El Ch2 A3RE F SHLUHE FH|St A#BfL|Ct

=
<MY_FULL_REGISTRY_PATH>S R E 39| C|2l£2|7} LetEl 2| XX|£2|9] URLE CHA|SLCY.

<strong>Podman 4</strong>

29



export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BiES oj0jx] B2 ChS R Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. LA EE|S HEF RO

30
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2E 27 A0 A= XIAEL|0f CHet WA H0|A Sl S AFESfL|Ct

1. Astra Control Center A E 22{AE 2| kubecononfig LHELH 7|

export KUBECONFIG=[file path]

() w2 2=817] Holl Astra Control CenterE 44/8 SAH S HSHIAIL.
2. Q1m0 W3 AKAER|S ALBSLE HS ChSS 2o} FLICH
a. 'NetApp-acc-operator' [ QAL 0| A M M-

kubectl create ns netapp-acc-operator

b. NetApp-acc-operator L AH|O| A0 CHSt A E MABHL|CL Docker M2 E Z=7t6t0 LS HHES
AI‘6‘H'c'>'l‘|__| |:|.
=2od -

@ Xt2| EAXJLICE your registry path 0|0 FZE3t O|O|X[2] |X[2F & X[BHOF
SLICHOIl: [Registry URL]/netapp/astra/astracc/24.02.0-69)E S=/gL|Ct

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-

operator —--docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
+
(D ASE WMo T HUAAHO|AE AH|SHH HAAHO|AE CHA| BHE CFS W AD|O[ A0 CHEt
A E CHA| ‘dMetL|Ct.

a. & MMPILICt netapp-acc (E= AFEX X|H 0|E) HIJAH|O[ARL|CE,

kubectl create ns [netapp-acc or custom namespace]

b. of ot S E PHELICt netapp-acc (5= AFEX} X|H 0|8) WA AHO|ARYLICE Docker BEE F7}st1
HXIAER| 7|2 AFof w2l MAot HAHE F SHLHE ALt

31



kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

Astra Control Center 2 XIS MX|gL|Ct

1. (22 YX|AE2|0 o) 22 X AER|IE M8tz B2 LIg HHAIE ™AL

a. Astra Control Center 2 Xt HHZE YAMLS GL|C}.

vim astra control center operator deploy.yaml

(D vawLzso 22 MEe Og BIS HELIC

HO| HHELICE.

mN

b. 21Z0| Rt Y X|AEZ|E AESH= HL 'imagePullSecrets:[['2] 7|2 £& Ct3 1t
imagePullSecrets: [{name: astra-registry-cred}]

C. tH4 ASTRA IMAGE REGISTRY 2| B2 kube-rbac-proxy O|0|X|E O|A FEA[St X|AEE| ZE2R
o|0fX| OfF EHA.

d. ¥ ASTRA TIMAGE REGISTRY 2| Z® acc-operator-controller-manager O|O|X[E OflA FEA|
HX|AERZ| AZZ 0|0]|X| O|F A,

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator

spec:
replicas: 1
selector:
matchLabels:

control-plane: controller-manager
strategy:
type: Recreate

32



template:
metadata:

labels:

control-plane: controller-manager
spec:

containers:

- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443

name: https

- args:
- ——health-probe-bind-address=:8081
- —--metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10
resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m



memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

3. Pod7t A FQIX| gtolgtL|Ct,

34
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kubectl get pods —-n netapp-acc-operator



Astra Control CenterS 1A EHL|C}

1. Astra Control Center AF8X} M2| 2|AA(CR) AU S MEYLICH (astra control center.yaml) AH
o nts
=

K&, eXA~EzR| 8l 7|et AR 719

vim astra control center.yaml

(D vawLzso 22 MBS Og BIS HELIC

2. Otg S S FOIALE =QlgtLct

AY 0|2
=P x| & /4
accountName £ HATL|C} =X
accountName Astra
Control Center A&t
&g o| S0 chet
EXFEUL|CE SLte
accountName?Zt QS £
UELICH
astraVersionS X EXSHMAIL
=P X| & /4
astraVersion H I & Astra Control =X

Center2| HHHQIL|LC},
Zrol oj2| el
ooz o] dHo| cHst
xtolo T Q3K
OI'AL“:I.

(=]

o

Example

o
24.02.0-69
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36

astraAddress=S MEHSIL

ks

astraAddress

|CF

bl

|II

[ )
£ HZEgLIC}
astraAddress
HetRX 0| Astra
Control Centero|
OHM|ASEY| 2o AtES
FODN(HE) E= IP
ZFA0f CHet
EXEJULICE O] FAE
Astra Control CenterZt
HIO[Ef MIE{Of| A O{EH|
AME|=X] He|5tH, Of
FAE 2AZoIH ZE
WA 0| A XH|Se 2t
S2SHFQDN E= IP
FAQULICH "Astra
Control Center 2+
Abgt,

11 AFESHX| OFY A2
http:// £&
https:// &
LT} ol M
AHE517] I3l O]
FQDNE SALRL|CH
LIZ01l.

Mo do
ogt

>
ne

o

astra.example.com



AutoSupport

Of MMoflAf MEtist =0l 2} NetApp2l AFH X2 S8 =32l C|X|E O =HHO|A{of HHEX| o Fet

- O

HIo|E & X7t BHE

ks ME

autoSupport.en = Ct 7tsEL|Ct

rolled enrolled &
url ZEE

e OF %”—I Ct

HZA enrolled 2
£2{ AutoSupport

toZ O|SeLCt

false QIE{4l

autoSupport.ur

HZO| §AALE
Hag X ote
AO|ES| &
HZE AIO|EQ
22 9 48 true
x|2lg glsh ol
H|O|E{E NetAppOi|
HMAesHA 2= Ql&L|Ct
| Mey g2

QLICt false " 2

NetAppdi| x|
HlO[E{ 7} M& KX
UZES LIEFHLIC

= O 7ksguct Ol URLZ oY

1 enrolled & HIO|HE H'H
url ZEE IXE BH™EL|CE
MEHBHOF %“—| Ct
o
=pS PNES /4
email £ HATLICE email =X
EXEE 7|2 X7

22| Xt -’F--’-‘-E
MHETIL|CE oA AtE S
ol O|H|Y =AE
SALELICH LEEOf. O
O|HIY F=AE= Ulo]|
20l8 X7| A ™9
AF2X} 0|20 AIRE|H
Astra ControlOi|A{
O|HIES AZIL|Ct

AL true

=AE

LI} QIE{Hl HZHO| HRSHH(EE 442) 2= X[ CIO[E{7t 2| HotEL|C.

of

false (O] 2f2
7| 22tALICL)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com

37


https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
https://support.netapp.com/asupprod/post/1.0/postAsup
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https://support.netapp.com/asupprod/post/1.0/postAsup
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ks

firstName

ks

lastName

X

Astra A|&Eat AZE 7|2
x7| &2|xte|
O|SQILICE. of7|of
AL El O|E2 NS
2013t = UI19| XS0
HA|EL|C

X

Astra A8 at AZE 7|2
7| &2 Xtel . of 7|0
AL El O|E2 NS
29It 5 UI19] XS
HEAEL|C

MO Ho
ogt

>
ne

MO Ho
ogt

Rl
ne

o

SRE

of

Admin



imageRegistry(0|0|X| 2| X|AE2])

O] MMOf|A] MEHSH A}EFS Astra
Center Helm 2| EZX|EE|E SAE!

o
o

a4 A8
imageRegistry. T QAQILICE
name

L1 |
o

XtE

XH

Mo do

Astra Control
Center HHZZOj|
LRt IE
O|0|X|E

S AESH= Astra
Control 0|0|X|
XA EEZ|9
O|EILIC}. o] Zt2
oj2] MYXH =2ZH
HXAERIE

T d5tX| o™
0|-l=l II-O-IE
nlﬂol'xl s r=||—||:|'
28 Y XAEZ| 9
AR 0| 7|E UE
Ol A O|O|X|E

T At o|O]x]|
HX|AER|
0|29 HtEL|Ct
O THA|. AFESHX]
OFMAIL nttp://
= https://
HIX|AEZ| 0|2,

X o|s
S—=l=

T Z 73 0|0]X], Astra Control Center Operator %! Astra Control
I5t= Z4H|0|L O|O|X| HIX|AEE[E

of

cr.astra.netap
p.io (Z7|22})
example.regist
ry.com/astra
(22 Y XAEZ]
of)

39



40

ks

imageRegistry.
secret

X

o|O|X|
HXAEZE
QIEsH= O

A EBElE=
Kubernetes H| 29|
O|SLICt. 22
o2| XfLXH 24
HX|AEZ|2F of| A
SHEt XA ER|of
CHel =45t
EAIE S FMEHA
UOM™ OLF XA
L QSIX| t&LCE

imageRegistry.

name H|ZO|
ZegtL|Ct.

582: 21E0]
HRSIX| et2 2H
HXAERZE
A8z 2R 0|
AbH|sH{of gfL|Ct
secret & L&
imageRegistry
JX| gtoH
AX|7t Aojgtu|Ct.

Mo 40

o2t

p2]
g

of

astra-
registry-cred



storageClass = MEHBIL|C}

ks

storageClass

=& cl2eo1 e

243

volumeReclaimPoli
cy

bl

|II
=

Mo do
ogt

£ HELIC
storageClass af Al
ontap-gold X[ A
LEstCE
storageClass 2|AAZ
O|SgLICH HHE
AHHBILICH kubectl
get sc THE 7|&
AEZ|X| FHAE
stolotz{l 122
+HBtL|C} Astra
Control Provisioner=
AME AEZ|X] EA
 SLHE DL HAE
mrol| i=dsHof efL|ct
(astra-control-

]
ne

center-
<version>.manifes
t) W = Astra PVSO||
A ElLICE. o] &M0|
HEE|O JX| 4oH
718 AER[X| Z2HAT}
A EL|C,

7|2 AEE|X]
ZejA7t 242 F2
7|2 M0 Yl gt
AE2|X| S2HAQI
solstlAl2.

NES)

TJ12{™ Astra2| PVSO||
CHSH A=t H2O|
MM™EILICEH o] MM S
O MHMSILICt Retain
AstraZt AH|El = HH
=52 |XgLct. of
HMg o= AHetLCt
Delete AstraZl AHH| =l
sgn=zgs
éml%*u Ct. O] gf=2
HM™SIX| ko™ PVS
SX[ELCE,

7t

o
ontap-gold

=M

* Retain (7|2

®* Delete

)
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44

ks

ingressType

x| o
e =4 fd S oILIE XS
AHEBHIAIR

* IOE||:|I_|. *

(ingressType:

"Generic") (7|22
CIE &AM HEEHE
AHE BO|7HLE RHH| 441
ZEEZE MEstHE
A2 0l gM¥e
A3 AIL. Astra
Control CenterS #&¢t
= E Fdsf{of gLICt
"M AEZEZ" URLE
A235H0{ Astra Control
CenterS HEA|EHL|CE.

& 82: Astra Control
Center0| A MH[A
HAIE ALESHAH S
MEdsHof gL Ct
Generic £ KA O=2
Aot AF dYetL|ct
"M HEER"

* AccTraefik *
(ingressType:
"AccTraefik")

M HEEZE 745K
o= 320l SHE
ALESHMAIR. O2{H
Astra Control CenterZt
TPHELIC traefik
Kubernetes 2= 2 A
FY MH[AZ XN

A O|ES|0]

Astra Control Center=
"loadbalancer" £3&2|
MH[AE AtETL|C
(sve/traefik Astra
Control Center

H| QUAH O] A0 A]),
HM|A ThsTH 2IE IP
FAE SEol{of giLICt,
ZC WMRANTL ALEXL
StZ0|M 5811 Ot&
2C WMANI} M 0f
UX| %42 B2 MetallLB
= CHE QI§ MH[A
EE HHME ARSI
QIE IP FAE MH|AO|
Stetet & QUELICH LHE

2
=]

A

—

* Generic (7|24f

* AccTraefik

)



S e

ks

scaleSize

X

7| 2MOZ Astras
HA(High Availability)S
AMESIL|CH scaleSize
9| Medium'Z, HAOA
CHREES| MH|IAE
THot1 O|FAE sl
o2 EXES
HICSILICEH, 2F S|
‘scaleSize X
Small Astras
AHIE Z0|7| et
L+ MHIAE H|2lst
MH|AS| EXE2
= AYLICE.

‘Medium &

1007H2| PodE #%
7ts(EA |I22E H2l)
100 Pod= 3712| OrAE
L= 3Ll ZYRL
LC IHE 7|HICRE
LICt) £3| xHslH =
ALE[RE e
AEXF 2o M ZH[7t
& = A= PodE
HIERIZ H[eh Aol
ROSHHAIL.

Mo do
ogt

]
ne

om 4> o
i rin
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46

astraResourcaresaTM

243

astraResourcesSca
ler

=7 7ER L

®

additionalValues:

MX| Al 2ai7

x|

ogt

AstraControlCenter
2| A H[otof| Cier =hat
SM I7|EXHOZ Astra
Control Center= Astra
LHel CHE22| 74
240 cish 4™ E
2|AA XDt S|
HIZLEILICE O] S
E4l| Astra Control
Center 2T E Q|04
AEH2 OfEZ|A|0|M EE
N eE aFO| =2
FHEOM O LI2 M2
2rele 4+ ASLICH
JgLt o &2 Y =
HAE ZAHE
At83t= AlLIE|20|M &=
CR ZEE AE2gtL|Ct
astraResourcesSca
lar 2 AHT
UELICH o £. O|FHA|
SIH Z|AA QFO|
H|2tM3le| D AR
S2AHY A=
USLICE

Ho 4o

P
ne

[fot

I.

T

i3
=

A

—

* Default (7|24}

* Off

2HE 2X|st2{™H Astra Control Center CRO| C}2 =7} 2t

keycloak-operator:

livenessProbe:

initialDelaySeconds:

180

readinessProbe:

initialDelaySeconds:

180

= F7HELI.

)



CRD

0| MIMoj| M MEHSE A2 Astra Control Center®il A CRDE X 2|5H= WH g 2F gLt

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

i 4o

Mo o2

externalCertManag
er S MEHSILIC true.
7| 2AURLICE false
M| =0]| Astra Control
CenterZt XHH| 215 XA
#2|Xt CRDE
AX|gL|Ct CRDE

S AH TH|
QHHMEO|H 0|2
AX|5HH S AR CHE
BERIA2 =5
USLICE ol E2OE
Ar23810{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR 9| S2{AH Zt2|Xtof|
ols MX| B! 22| EICH=

NEE B 4 AL

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 23t Traefik 7|22tLICt)

CRDE AX[ghL|Ct.

CRD= Z2{AH HA|

QHHMEOQ|H 0|2

AX[SIH 2 AEC| CHE

2R ggS =+

UELICE O] E2HDE

A28+ Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

QE 9| S2{AK Zt2|Xtof|

ofsff MX| 5! 22| EICH=

MSE HHl & JUESL|CH

() uxz =] o 740 e 262 AS2X S U 4N 9

njo
rx
m
s
rr
Ral
ok
0
Ot



Astra_CONTROL_CENTER.YAMLZ MZ2IstL|Ct

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

Astra ®|0f MIE{ 5! 2TX EX|E 2t=LCH

1. O™ Ao A 2t SR Qb2 B, "NetApp-acc" (£ AFEXt X|H) HQAATO|AE HMSHUAL.
kubectl create ns [netapp-acc or custom namespace]

2. Astra Control Center0llAl AMH|A HIAIE At25H= AR Of CIS 80|22 FIHELICH netapp-ace EE= AFEXL
X L AmO|A;

® 5%
o] 33

HYULICH (ingressType)E 2 A 6HOF 2LIC Generic Astra Control Center CRO| A
2 TEsty| Mol
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kubectl label ns [netapp-acc or custom namespace] istio-
injection:enabled

3. (

]

&) "AAS MTLE ZdetefLICt Istio MH|A TAIS] L

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. "NetApp-acc"((2= AF2XL X|H) | AH[O] A Astra Control CenterS A X|gfL|C}.

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

Astra Control Center 2FXAt= 2H4 Q7 Ate0f| CHSH XHs HAIS AlietL|Ct gl
@ MX|7t AoistALL Astra Control CenterZt MICHZ ZHSSHX| 42 £ USLICH
&.'*j% IDI-XOHIMQ x|.5 AlAE-II I-IJ-I]I_|. 4_|-E=|E| AT IIHIAIIIE sto 6.;."'——| |.

r

o2 A
ESHIAS T8

kubeck HHZ ALESI0] A|AHI MEHE =toleh £~ JUSL|CE OpenShiftE ALE5tH = 22 B3 A0 fAFSHOC
A2 AR 4 UL
CHA|
1. X Z2NAOM REH AARL A El A0 HIAX|I 7t MHE|X] UAE=X| holghL|Ct,
kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

@ Astra Control Center 2GXt 20| F71 210 HIA|X| 7t EA|EL|CT

2. X}SoHE @F At 2ols &9

=

HI
[
rt
riot
ox
e
rl'U
Mo
=
i
H
4n
=0=I-
iy
of
>
>
to

o
ro
Ot
2
MO
=
o
el
MY
et
1
30

@ =N %‘OI 2(8) 85%t=X SLICH "2+ Alet

Centere| 22

" Astra Control
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
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3. RE AA™ 1Y QAT HZH

2t
Z]

MO 2 MX|E|Q=X| &olgtL|C}.

=/ -

kubectl get pods -n [netapp-acc or custom namespace]

ZE &= Running' AEHO{0F BHLICH A|AR ZES



acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running
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1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running
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ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (MEf AFEh S(8) &IBtLICH acc-operator X A2ts TL|EZSHY| @8t 27:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

acciost BR{AE SE2 0K Xl 3 iLio|0l, 22AE| S20| Anfste sz M5t
() wauch 200 22{AE SE Amjt AR 32 2 E¢ S23 CHA| Alz2 2 YL
U0 Z22AE A2BZ2E Sk APIE ALSEILICE.

5. RE Pod7} Mg Mx|7t NEHOZ o

22| = X| 2QILICH (READY RUELICE True) & Astra Control
Center0] 2915 I AFREH X7 MA QS E Hi&| |

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]



0o

Ct.
=]

NAME UulbD VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 24.02.0-69
10.111.111.111 True

@ UUID Zt2 SAtetL|Ct &%= ACC-, UUID 25 ACC-[UUIDY)), O] df|of A= ACC-
Qaa5faaaaaaaud-4214-4cb7-9976-5d8b4c0ce27f) 4 L|CL.

MH| A0 CHEt 2| & HMAE 2t2[SH= Kubernetes =41 ZIEEZE WY = JSLICE o BXIO|M= 7|24 S
ArESH 22 £l HEE2{0f| CHot A oM E MSELICE ingressType: "Generic" Astra Control Center
AEXE K™ B|AA (astra_control center.yaml)E SELICL X[t A2 0 HAE ALEY HRIt
&LICt ingressType: "AccTraefik" Astra Control Center AF2 At X|H 2| AA

(astra_control center.yaml)E SEELICEL

]
-1
0x
OF
=
°
ot
r
il

Astra Control Center?} 71=%l & Astra Control Center?} URLE LEE|E2 4 HEZEE

X[ HAE A8S
X EgLC ol2g

My
m
10
° qo
0%t
=2
o
inl
o
il
iul
>
@
o
0
o
=
S
0
D
=
@
rr
ful
0Q
rot
4>
r=
r
[m
My
]
J0
ogt
mjo

* T 4Lt i ZIESR{" 0|0] B E|0] LO{OF BfLICE.
EEI A

Seiar s HEEH | siEdt= ZIEES 7} 0|0] M- &|0{0F gLt

Istio & F0f| CHEH EHA|

1. Istio Ingress& A gtLICt.
() ol =ttolE vler 1y DRI ALBSIO] Istio PAUICHT R ELIC

2. =4 A[O|ESojol| Chsh 3t 2B B e

N
=
ne
mjo
1
ial
_0'1
X
I
0z
0%
I
C
I}

CANE L= XM ME QISME AIEE £ JELICL 2E 0|52 Astra T2 (FQDN)O{0f BHL|LCt,
HH 0f:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. ASE OLELICt t1s secret name §8 kubernetes.io/tls OlA TLS 702l 7| & QIZEMO| AR istio-
system namespace TLS H|Z0| HE|0] JSLICT.

HH 0f:
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

4. 0f M 2[AAE HHEBILICE netapp-acce (5= AF2XAL X[ 0|F) A7|0t| CHe v1 2|aA &

kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

H|212] OIS “istio-ingress.YAML' TF0fl HIZE ‘pec.tis.secretName'af 2K eHOF BLICE.

HJAHO|ARLICE (istio-Ingress.yaml O OO AFEE):

5. 1

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

A NS HME-

[= |

kubectl apply -f istio-Ingress.yaml

HEIE HAoHAIL.

S A8t
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kubectl get ingress -n [netapp-acc or custom namespace]

0lo

Ct.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.

7. Astra Control Center MX|E 2t2¢fL|C}.

=
AHO|ARULICH (nginx-Ingress.yaml O| O[O ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: netapp-acc-ingress

Alo| S E BHEL|Ct kubernetes.io/tls HIA TLS 742! 7]
2 (E= AR X 0|8) UIUAHO|AE AFERILICH "TLS H|Z"
AI_|
ol
|

PORTS  AGE
248 80, 443 1h

2 QBN AR netapp-acc Ol AHE

= .

|2 AE O BHERILICE netapp-acc (£= AFEAL X[F O|F) 27|0t0f| TH3H v1 2|22 HAMS AESHE

namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:

- <ACC address>
secretName: [tls secret name]

rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:

name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. HA A M E:

[= 2 |

kubectl apply -f nginx-Ingress.yaml
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

(D Nginx HES21Z 0] oftl HEZ Hx[8}= 20| FELICH daemonset.

OpenShift Ingress ZIEE2{E 2/t tHA|

1. QIZME Tt OpenShift 2t EO0AM AEE & AT

2. OpenShift 25 MMgtL|C}

I
M
=
i
N

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0| 230I8tL|C}
Astra Control CenterE AX|ot £ 7|2 2t2|Xte| ¢z E HASI1 Astra Control Center Ul CHA[E2E0f| 221%¢
ChA|
1. HElRXO0|M FQDN(2 Z&H2 LHELICt nttps:// BFAHNE YHELICE astraaddress Ol YELICE
astra control center.yaml CR Astra Control CenterE &X|H&L[C
2. HIAIX|7F A E|H XA MEE QISME $2HBtLICE

() =293 A% N ABNE TS 4 AL,
3. Astra Control Center 219! H|O|X|0f| A Off ATt 242 UZBLICH email 21X
astra_control center.yaml CR Astra Control CenterE ZX|UELICIE 2 C2 27| 24X 4= E
UBLICH (acc- [uuID))E S=RLICH

() =2 oss A Y yiete 152 Sot 2aixt AFo| FULIC

4. Login * & ME4BILICE

5. HAIXI 7} LIERL}

r2
fof
i
rE
o
oo
I
o

2| AL A0l OFR Y8 =R 22 22 0

FIO

©

A H El‘?_".’_' %‘—?— °.:.*§% {01211 Ef%
=
e

o
Of
vl
>
|'0
Z
>
5
S
pal
rio
=
ng
r'E
fot
AT
=l
Pl
M9 rk
mo
o
el

6. (ME4 Areh) 7|1&E2| XMl MEE TLS ABME HM7stn = HigL|ct "ol

MEHQ! MH[ATEJASH 25 HARE = AELICE 400 ~ 500 Hel2| API 8 ZEE RELIC
Ol= FO| Zdict HAE LIEFLICY

* Astra Control Center 2GAt 215 AAISIZH LSS QUESHAAIL.

L|C}.

21F 7|2HCA)MIM MEet ALEXE X[E TLS
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRS| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

CHA| 2 X] ZA

* * Red Hat OpenShift OperatorHubE AF25H0] AX| *: ALE "CHA| Z X" OperatorHub& AHE35H0] OpenShifto]|
Astra Control CenterE A X|st2{H

* * Cloud Volumes ONTAP HAlES AE5I0] I{Z2] IR0 X| *: AL " AE = ASLICH
AWS(Amazon Web Services), GCP(Google Cloud Platform) &= Cloud Volumes ONTAP AE2|X| BHAl =T}
L= Microsoft Azure0ll Astra Control CenterS M X|st2{H CIS 2 et

che £
© (e Abgh) $H20] T2t A MA|S RRBLICH A £
of

* "Astra Control CenterS M X|St UI0| 2016t
52 gd3tstu, AER|X|E &2lstn, HIAIZ Tt = U

QIE QIS M BE|XIE FIELICE

Kubernetes 22{AE{0]| 0]0]| QIF 22| X7t Y= AL, Astra Control Center0f| M XtA| Q1=
EE|XHE HK[SHA| A= E B JHX| Ea THAE ftisl{of S|,

£
1. QIZ A Ba|XI7H MAIEIQEX| SolgtLCt

—

kubectl get pods -A | grep 'cert-manager'

ME Bt
cert-manager essential-cert-manager-84446£f49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. of CHst QIS M /7| WS MMBILICH astraAddress FQDN:
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH

—

lH
00

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. OfFOl MAE TS ALBBHO] 2 M

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

—

M-
00

secret/selfsigned-tls created

.

4. 2 MMBILICt clusterIssuer MES| * ol Oi CHS
cert-manager Pod7} AX|E EL:

rlo

ZX|2 7t U= HJAHO[A K| 7F ZSE|O AEL|CH

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

AH

—

MiH
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &QIgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICEH Ready (=) O|0{OF BHLICt True A&
x .
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kubectl get Clusterlssuer

MI HID.
O=2 L-oO-.
NAME READY AGE
astra-ca-clusterissuer True 9s

6. £ 2= 8tL|C} "Astra Control Center AX| T2 M|A". A7} Q&LIC}H "Astra Control Center 22{AE YAMLO|
Lot 714 CHA" QIBE A 22| X7t 2| 80| MX|2|A}SS LIEFLHZ| I8 CRD 22 HATLICE Astra Control
CenterZt 2|5 QZ A H2|XIE QASIHEE HX| F0i| 0 £HAE 2tZ6H{of BFL|C}.

OpenShift OperatorHubE AI-&35t0{ Astra Control CenterS A X|gfL|C}

Red Hat OpenShiftE AtE%t= 22 Red Hat 3¢ 2FXLE AL 610 Astra Control
CenterS Mx|gt 4 QUELICL O] BAS AME3I0] 0| A Astra Control CenterS M X|gfL|C}
"Red Hat 0| ZA|AEI FHEFZ 1" EE= Red Hat OpenShift Container Platform AHE.

O] XS b=t 20l= 2K BAIZ S0t7t & t=oljof LIt "LIHA| EHA" EX] 43 R E &elst
Za2gLct

AlZrst7| FHof

o * A DA XA EZ + "MX|ZE A|ZHSH7| o Astra Control Center 152 I8t St2 2 FH|gL|C}",

—

Astra Control CenterS M| B 08 Q] o= 22 ALO|E0i| HHESILICE 4 = 3 et
st =tof] HEELIC.

+ * 7AYB 2P AE SEX U API AHIA BE -

-O =

° OpenShift 2220 M 2= Se{AH 27 o HE{QIX] &FlgtL|ct.
oc get clusteroperators
° OpenShift 22{AE0|A ZE API MH| AT & AEfQIX| ZHolgtL|C,

oc get apiservices

Iul
I
=
4
o
pd
n
>
=3
2

* * 2IRE! 7t5% FQDN *: AF23l2{= Astra FQDNS 22{AEZ 2tREE 4 &L
DNS &=0| 7Lt o|0] S E 20 URL Z2E AH2stn Y= HLICEH

* * OpenShift #st 7| *: Red Hat OpenShift Container Platform0i| CH$t = T4 2stnt A ABHo| Q!

HYE X HAHE =8 +~ ASLICH

m

.*Ol

—

It2tA Astra Control Center= AHA| @15 t2|XtS M X5t
S0l XA Q15 A 22|XHE HX|L|CE

SA 22Xt Y *: 22{AE0| 0[0] ASM 22Xt U= AR LR ZS AHOF LTt "2 HA
I
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
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* * Kubernetes Ingress ZIEE2| MH *: S2{AEQ| 2C W A} ZH2 MH|A | CHSE 2 HMAE 2t2|5H=
Kubernetes Ingress ZIEE2{7t ! '.: A< Astra Control CenterOHH AL g M- slof gfLCt.

ALK} Y AT|O|A THET):
OC Ccreate namespace netapp-acc-operator

b. "M 2tZ S|l &AM HEZP

[l = |

o
T
* * (ONTAP SAN E2I0|tH 2t 8iEh CHS ZAZ AL2 *: ONTAP SAN E2t0|HE AI23SH= 2L 2 E Kubernetes
S AN CHE Z27F 2HSE|0] Y=X| ZRISHIA L.

CHES AFSE 2{s{of SfL|Ct.
* * NetApp Astra Control O|0|X| 2| X|AEZ|0]] M| A *:

NetApp O|0|X| &|X|AEZ|0f| M Astra Control Provisioner?t Z'2 Astra Control2| x| 0|0|X| & 7|5 7HM
A E 7t E 5 JUSLICH

a. 2f|X|AEE|o| 2QI8H0F H= Astra Control A& IDE 7|SgLIC}.

o

AH ID= Astra Control Service € UIO|A] &tolgh £~ QIELICE H|0|X| LEZXR Atcto| A&l 0t0|2

MEHSIL * AP M| A * £ MEHo £ AF IDE 7= -

b. Z+2 HO|X[olM * API E2 MM * & MEHSI D API EZ EXIE S SEE S0 SAISI HE 7|0l MZERtL|Ct

C. Astra Control 2l|X|AEz2[0| 212l

o

%
-
n

Ot EAMEZ Q5 MH|A HA|ZS MX|BILIC} * : Astra Control SAE 22 AE EA fEe 2 AMR5I0] Hot2
FXISH= 20| ESLICH "X E[= ME|A HAKL[CH,

Astra Control CenterE AH|A HA|2t E8t6H= 2H42 Astra Control Center soﬂ bpolish o~
(D) sttt A 2213 of 3ol SYH0|x| YALICE HAIIA HIAIEIX| 242 HHOE ChA|
HASHE A2 X[/ X| QtELICE

— AT
Istio AH|A HIA|S AESHHH LSS S&sH{of LT

° B FIJIBILIC}t istio-injection:enabled Astra Control Centerg T#55617| H0i| Astra U AT 0| A0
20|=2 XIFeLICt

° & ME8YLIL Generic =41 2% of CHet ChA| S MSELICH "2 F F5F 2"
HOo

rn

° Red Hat OpenShift 22 AE 2| 22 2 M2|8lOF YLIC NetworkAttachmentDefinition HEE 2

Astra Control Center W[ AH|O| A0 A| (netapp-acc-operator, netapp-acc, netapp-
monitoring 88 EZ2I M S2{AF L= M| E AFEX} X W AT 0|AS] HR).
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cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni

EOF
CHA|
* Astra Control CenterE CI2ZLEst0 &f=S SL|CH
* 24 Y X|AER|IE MESH=E AR F7t BHAE 22 TfLICt

o

o T

* 2 EX HO|X|E HOMAL
* 2TXE EXIuct

—

* Astra Control Center2 A X|&tL|C}

Astra Control Center 2 BXIE AH|SHK| OFYA[2(Of: kubectl delete -f
astra_control center operator deploy.yaml) ZEZ} AH|E|X| G=F Astra Control
Center 2%| £= Z& S0i| AHE=XI.

Astra Control CenterE CI2255t0 &2 FLI

Ct2 QK| = StLI0| M Astra Control Center O|0|X|S CIRZESHMA| L.

* * Astra ZAEE AMH|A 0|0|X| HX|AEZ| *: Astra ZAEE MIE] 0|0|X|0f| 22 B|X|AEE|E AF2SIX| ALt
NetApp Support AIO|EO|A| HE CHR2ZEHC} 0| HHE MSot= AR 0| FME AFETLICH

of

* * NetApp Support AFO|E *: Astra ZIEE M| O|0|X|2f &7H 22 2X[AEE|E M85tz 82 0| M2

AtE LY.

i
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Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C}.
2. tHA2E0{| A * Astra Control2] Xt7t 22| QAIAE A H{E * £ MEHBHL|C},

3. X|&loj| 2t Astra Control O]0]X| 2| X|AE2|0ff 29181 Astra Control Center A X| O|0|X| 2 7IH &
CtS O|O|X|E F&gfLCt.

NetApp Support AIO|E

1. Astra Control Center7t ZetEl HES CH2EEYLICH (astra-control-center-
[version] .tar.gz)E ME{EIL|Ct "Astra Control Center CH2ZE T|O[ X[ ",

2. (MEE[X|2F MEH AtSH) Astra Control Center Q1S A 9 MH HES CHREZERLI|C (astra-control-
center-certs-[version].tar.gz)E 2&/6l0]{ HE MEZ =QITtL|Ct

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz

Z=20| EA|ELICt verified OK QI M2 5,

3. Astra Control Center HE0{|A| O|0|X|E F=ZETtL|LCt.

tar -vxzf astra-control-center-[version].tar.gz

2 Y XAERIE MEots 3% 71 HAIE 2= 8Lt

Astra Control Center HE2 22 2| X|AEZ|0f| ZA|S2{= 2 NetApp Astra kubectl HEHE S2{1212 AFE6HO}
ghL|Ct.

NetApp Astra kubtl 22|12/ MX|gtL|Ct
%4l NetApp Astra kubectl BHEE E211012 HX|5t2{H LIS THAIE 2ESHHA 2.

AlZtst7| o

NetApp2 CHFet CPU OF7 BN 3! 2F A|H|of Chet 21 1¢! HO|H 2| S MSELILt. o] HHS +&st7| Tol| A
E¢l CPU X 2F HHE 2otof gLLt.

O] &x[ofAf o|o] E&{a0lS &K

rot
ox

S "5 A 0| QK| EHQISHIAIR" TS EAIZ 43| Hoj

— — =

A

1. A2 7}s3t NetApp Astra kubectl 221321 HIO|H{2|E LIEstn 2 MK 5! CPU O |EIX 0| T 3ot opd
O|E2 HO| FHMAIL.
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
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®

kubbeck E2{19Q! 2t0|E2{2|= tar HE2Q| LEO0|H ZEC 0| =0 E&ILICH kubectl-astra.

ls kubectl-astra/
2. SHIZ HIO|H2|E MM HZZ 0| S5t 0|52 2 HAYLILCt kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

2 X|AE2|0f O|0|X|E ZFIFefLICH

1. Astra Control Center HS S 2Z 2l|IX[AE2|Z FA[SI2 = Z R 0[] Aol Zetdt ThA AlZA
2tz

TH—- =

i



Docker £ & ZT5IAA|IL

a. EtZ2e| RE C|HEZ|Z HATLICL 7t EA|ELIC} acc.manifest.bundle.yaml I 3 CHS

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. Astra Control Center O|0|X| C|2lE2|2| T{7|X| O|O|X|E 2& X|AE2|0 Zof E&LICH E
57| Hof| S oAl 2 S +AHELICH push-images EH:

* <BUNDLE_FILE>Z Astra Control HE I}!°| 0|22 2 H}EL|LC}

(acc.manifest.bundle.yaml)S S&lgL|Ct.

* &lt;MY_FULL_REGISTRY_PATH&gt;E Docker X{Z£A 2| URLZE HHELICH O|E 504, "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

* <MY_REGISTRY_USER>E AI2X} 0|EQZ H{EL|Ct,
* <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| Cist QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

P
a

- El2Ql RE CIMELZ| 2 HZSLICE O] mpUat C|2ME2| 7} HAIELICE

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. 2X|AEZ|of| 2TQIgfL|Ct.
podman login <YOUR REGISTRY>

C. AFE3}= Podman HZO| SEA| ALK} XY El Ch2 A3RE F SHLUHE FH|St A#BfL|Ct

=
<MY_FULL_REGISTRY_PATH>S R E 39| C|2l£2|7} LetEl 2| XX|£2|9] URLE CHA|SLCY.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BiES oj0jx] B2 ChS R Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. LA EE|S HEF RO

68
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23X AKX HO|X|E H2HAL

1. 2GXt HX| HO|X|of] MM ASI2{H CHZ EXt

=
S

SILIS 2t= 5t

69



70

Red Hat OpenShift & 2&
a. OpenShift Container Platform UI0|| 2 321%}L|Ct,

b. £ M|50{| M * Operators > OperatorHub * £ MEHS}L|LC}.
() ol ciuixtz ALgeto] Sixh BEH S| Astra Control Centertl2t @iT20|S 8 4 QILICH

c. 2(8) AMELICt netapp-acc NetApp Astra Control Center 2H XIS MEHSHL|CE,

@ netapp-acc-operator x

Install

Latest version

Capability level
cloning

How to deploy Astra Control

Refer to Installation Procedu y As ter using
Lource Documentation
Certified
Provider
NetApp
you
Repository
N/A

Container image
N/A

Createdat
e

Support

NetApp

Red Hat Of| ZA| AR FIEI2 T
a. NetApp Astra Control CenterS MEHBIL|Ct "2 H X}

b. B 5! AME * S MEHBILICE

=

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

Home » Software » OpenShift cperators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview


https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

HXE RIFLICH

Ho

1. Install Operator * H|O|X| & 225t 2HAIE MA|EL|C},

2 AE HIYAHO| A0 M AFEE 5= ASLICEH

Mo
02
Pl
rir
H
rin
iy

() 45 a0l0| ATELICH S2AET stLto| 2HX QIATATH M F0|0fof ELCH

() 3850 HerE Hae F2 o] MRl chet 5 8K S Selsiete AN
HEAIELICH
2. 2201 OperatorHub M4 2 0S50 2V} HZHOZ MK|EQX| EolgLct,

Astra Control CenterZS M X|gtL|C}

1. Astra Control Center 28 X}2| * Astra Control Center * 20i| /= 240 M * Create AstraControlCenter * £

MEdStL|CE

AR UREZ RIA H|YADHO|A EE= 'NetApp-acc-operator' LY AH|O| AT} XSO 2 W ELICE.
=

Project: netapp-acc-operator w

Installed Operators > Operator details

Details  YAML  Subscription  Events  Astra Control Center

No operands found

Operands are declarative components used to define the behavior of the
application.

netapp-acc-operator
%} 2340 provided by NetApp Actions  «

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

2. 'Create AstraControlCenter' ¥4l ZEZS XbMSHLICE

a. Astra Control Center 0|2 {X|StLt =™ EHL|C}.
b. Astra Control Center0i| it 20|28 F7tgtL|Ct.

C. XK= XS gdet E= v Yot X3 XY 7|52 |AlSh= 20| Z&LICt

U
1
>
i

d. Astra Control Center FQDN EE£ | EstL|Ct E0{7tX|0F http:// = https:// ©

A BIL|CE
e. Astra Control Center H{7(0ll: 24.02.0-69)2 Y& gfL|Ct.
f. A" 0|5, o|HiY F& 3 Ha|Xt M2 LdHFLICL

g o 2 M=t MMZ MEHSILICE Retain, Recycle, EE= Delete. 7|22 YULICH Retain.
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h. dx|o| Hig 37| E MedetL|Ct.

712X O 2 Astra= HA(High Availability)E AFE&LIC} scaleSize 2 Medium ™ &,
@ HAOIA CHEES| MH|AE FHStD O|FSE ol o2 SHE2S HiZELICH. 2 A
‘scaleSize YK ‘Small’'Astra= AH|E £0(7] 92t 4 MH|AE H|2|St 2E A{H|AQ

=M= 2 2 AYUCt

28t * (ingressType: "Generic") (7|22})

CI2 A ZHEERE A2 SO|7LL K| A HAEEZHE AIE25I2{= EQ 0] SMS A2 AIL. Astra
Control CenterE 71&%t = £ 1 M6{0F BL|CtH "4~ 4 ZIEZE{" URLZ AHE3510] Astra Control
CenterS HA|EtL|CY.

* *AccTraefik * (ingressType: "AccTraefik")

= EEYE AYSIX| o= 2 0| M2 AHESHYA|L. O2{H Astra Control Center?}
P=EILICE traefik Kubernetes "2 E W A" Q& MH|AZ A 2] A O|E|O0]

Astra Control Center= "loadbalancer" 32| AH|AE ALEEILICE (sve/traefik Astra Control Center
HIQAHO| A A), HMA TtSTE {2 IP FAE oo fLICH 22 MM IL ALEXL 2HE0[M S{EE[11
Or2| 2E M MI} M E|0 UX| %2 B2 MetalLB EE= CHE 2|5 MH|A 2E WA E ARSI 2|5 IP
FAE MH|AO 2P = USLICEH LHE DNS M 240f|A Astra Control Center0i| CHslf MEHSE DNS
O|E& 2ol 24P FAE X|FsH{of L|Ct.

() 2o e g £M MHIA SO T2t KNS LSS S MESHIAIL 2T A

a. Image Registry*0il X 2Z 2X|AEZ|E FHSHX| 42 2R 7|22 AHEELICL 2Z 2X|AEE[Q E2 0
242 O™ A0 A O|0|X|E FA[SH 2 0|0|X| HX|AER| AE 2 HFELICE SO7HX|0t http: // EE
https:// & YHELIC

b. Q1F0[ 2ot 0|0|X| HX|AEER|E A= 22 0[0|X| A= E USL|CE

() om0l mas LSS ABoE P 22IAH e S MBI
c. B2|xtel 0|22 YRiELICt
d. 2lAA 2 PARLICH
e. 7|2 AE2|X| 2HAE HBELICH

7|2 AE2|X| SeATH TYE B 7|2 FM0| Y KU AEE|X| ZHAIX

tgk
o
I
=
na



gIXAEE| =& TELICH

QI50| Wt YXAEEE AFRSt= H R OpenShift 2EHAE| LS E MAMSHD off &S 0|2 YATILICH
Create AstraControlCenter ¥4 T,

1. Astra Control Center G X2 U|QJATO|AE MMBILICE.
oc create ns [netapp-acc-operator or custom namespace]
2. o H|YAmo| A0 2z TS T|:

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I fL|C}

3. o LIHX| ZEZE XtMSIL|C} Create AstraControlCenter 2FA] ZIE

E AZYLICH "LIHX| THA" Astra Control Center?t 85 M2 AX|E|Y=X| 2fQlsteH 4 AEE(SM)E
g5t vlo 2aQlgtL|Ct ot & JSHOF gL|Ch "2 A" 2K 2z =

=~

Cloud Volumes ONTAP A EZ|X| tHolEE AI235}0] Astra Control CenterS A X|&tL|C}
Astra Control CenterE AI25IH XHA| 2t2|=| = Kubernetes 22{AE{ 2! Cloud Volumes
ONTAP QIAEIATL Q= 610|HEZ|E S22 &HNA HS 2t2|e £ JESLICH 2og|0|A
Kubernetes 22{AE = 2R E 2HE 9| X7t 2t2|d Kubernetes 22| AE| & L0 Astra
Control Center2 —T"t°F =

StLIZ E3} Cloud Volumes ONTAPS AE2|X| HAIC 2 AL2310] OfZ2|F|0| A |0|E| 2| &S
L’ll:l' S3 H—|9|O HHO" E|-7'||O§ __'.I.A'Iol- AE OIAL—lEI‘

AWS(Amazon Web Services), GCP(Google Cloud Platform) %! Microsoft Azure0f| Cloud Volumes ONTAP
AEZ|X| HAIEE AR50 Astra Control CenterE M X[st2{H 22t E 2tF0)| M2} CFS THAIE AU AL,

* Amazon Web Services0| Astra Control CenterS #3g}L|Ct
* Google Cloud Platform0i| Astra Control CenterE #+&gfL|C}

* Microsoft Azure0l| Astra Control CenterE £ =gL|C}

OCP(OpenShift Container Platform)2t 20| XtA| 22| %= Kubernetes 22{AEE AHESH0] HIZZTHO| A WS
2a|gt £ ASL|CE Xt7t 2| OCP 22{AE 2t Astra Control Center 1E S 9l8 ASEIAUSLICE.
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Amazon Web Services0l| Astra Control CenterS 7 =&HL|C}

AWS(Amazon Web Services) I 22| 2R E0|M SAEE|= X7t 22| Kubernetes 22{AE{0]| Astra Control
Centerg #=g = UFLICL

AWSO| 2ot A

AWSO]| Astra Control CenterS 1&517| ®™of| Ct2

oot

50| 2RELIC

* "Astra Control Center 27 A&t ZETL|C}"

* NetApp Cloud Central Al

* OCPE Ar23t= Z 2 Red Hat OpenShift Container Platform(OCP) & 8HU| AH|O| A £=Z0f|A] POD AA)
* H3I S AHUEE HMS £ Qs AHTH0| Y= AWS XHH B, HM[A ID 2 HIE 7|

* AWS AHE ECR(Elastic Container Registry) @M[A S 2701

* Astra Control UIO| 2 M|ASIZ{H AWS SAE! HH 8l Amazon Route 53 50| LTt

AWS?| 2F =t QFArE

Astra Control Centerdil= AWSE ¢|ot LS 22 2F 2tF0| QoL Ct.

Astra Control CenterE S AEISH| ?|olf MEHoE 2H 2tH0| 2td ZA EA0f| AHE 7|2 2|AA Q7 AFLE
ZEH=X| &elgtLCt.

Astra Control Center0fl= £tF9| 2|AA QFALE 2|0 EX 2|AATF HQGICL 2 RESHIA|IL "Astra Control
Center 2% 2t Q7 AFE,

@ AWS Z|X|AEZ| EF0] 12A|2 20i| Bt=E|H, 1 20i|= Docker O|0|X| 2IX|AEEZ| Y= S ALI8HOF
gfLict.

AWS = IR

Cloud Volumes ONTAPE AEZ|X| HHOlE 2 AF23510{ Astra Control Center for AWSE AX|5t= ZZMAE
2HEFSHA| ATHEHL Y

Ol21¢t 2 thA|= of2fofl XtM[s| 2= ASLICE.

1. 1AM #$H0| Z2HX| &QISHYAI2.

AWSO|| RedHat OpenShift 22{AEE MX|gtL|Ct,
AWS 4.

AWSE NetApp BlueXPE A etL|Ct.

AWSE Astra Control CenterS A X|gfL|LCt.

o M 0D
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IAM 30| S 3HX| 2HQISHY AR

RedHat OpenShift 22/ AE{ 2t NetApp BlueXP (0| 2| Cloud Manager) H49EHE MX|& 4 UL E ZE3HIAM
ok gl Ysto| Q=X| stolstL|Ct.

2 BERSHIAR "ET| AWS Xt FE

AWSO| RedHat OpenShift S2{AES M X|EL|C
AWSOf| RedHat OpenShift Container Platform 22{AE{S MX|gtL|Ct.

MX| X2 & HZ5H A2 "OpenShift Container PlatformOfl A AWSOl| 22{AE AX|".

AWS T4

2, AWSE 75t &t HEQIZE Mdstn, EC2 HRE QIAHAE AFst1, AWS S3 HZlS
L-| Ef NetApp Astra ZIEE HIE{ 0|0]X| 2i|X|AE2|0f °*')\1|*3aP & Q= E 2 Astra ZAIEE MIE 0|0|X[E
5t7| 2/t ECR(Elastic Container Registry)= 445t 0|0|X|2 0| | X|AEEZ|0f| ZEA|SHOF BFL|C}.

HL

H A S
SoH
SAE

AWS EHMO| w2} ChS HAS 2=2oHAR. S ERSHAIR "AWS 2 X ZFA".

1. AWS 7t HIEQIAE M fLict.

2. EC2 ARY QUAEHAS HESLICE 0= AWSS| H|0f T Mt & VMO| & & JSLICEH

LS — -

A
HE Astra @7 AFE0f| StA| HABILICE 8 HZESHIA|Q "Astra Control Center 27 Afgl",
£ N&EY AWS S3 H{ZlS StLt o] & MABtL|CE

NetApp O[0[X| ZIX[AE2|0f HAHAT 4= Ql= R CIZS AR
=

[V)
>
=
w
mv

=
CR(Elastic Container Registry)2 4435t0{ &2 E Astra Control Center O|0|X|E S AERIL|LCE,

ECRE MMdIX| O™ Astra Control Center= AWS B E 7} Q1= Cloud Volumes

@ ONTAPZ| ZetEl S2{AENAM 2LIE{ZE HIO[E{H| HM|AS 4 ELICE O] EX|= Astra
Control CenterE AHE5I0] AM 3l 2t2|5t2{ = S2{AE 0| AWS ECR 2M[A HBH0| g3
g ieey

b. Ho|=l 2| X]AE2|0f| Astra Control Center O|0|X|S ZEA|TLICE,

AWS ECR(Elastic Container Registry) E20| 12A|Zt 20f| T2 E|0] S AH 7F S & 20|

@ AlnystLict, o] 2Rl AWSE2Z 74 =l Cloud Volumes ONTAPOA] AE2|X| A= 22| g mf
LMSILICE O] 2XIE sHZESHHTH ECRE CHA| 21550 2 & 20| M3 = MWHEEE MER
ASE MHSIHA 2,

BIA Q80| DLAE| U IR} Lol Th3t Astra A2 2|44 27 ARSHI} UX|SHK| OB AWSS] QIAEIA
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https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-accounts-aws.html#initial-aws-credentials
https://docs.openshift.com/container-platform/4.13/installing/installing_aws/installing-aws-default.html
https://docs.openshift.com/container-platform/4.13/installing/installing_aws/installing-aws-default.html
https://docs.openshift.com/container-platform/4.13/installing/installing_aws/installing-aws-default.html
https://docs.openshift.com/container-platform/4.13/installing/installing_aws/installing-aws-default.html
https://docs.openshift.com/container-platform/4.13/installing/installing_aws/installing-aws-default.html
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manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>
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echo $root image
docker pull SASTRA REGISTRY/Simage
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done < acc.manifest.bundle.yaml
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az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

= 0ff *:

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/$image"
root image=S${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag $ASTRA REGISTRY/$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. DNS = &%H
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Ct

gjo

THA|

mufn

AIZFsE7| o
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AYES A3t Azure Aol BA|ABILICH

g

7tsta, =

= X
ChA|
1. BlueXPOll XA ZHE F7IeL|Ct
2. Azure& FHYEIE FIIFLICH & BZSHYAIL "BlueXP HA",
a. IZXE * Azure * £ MEfBL|Ct

b. O§Z2[70|M ID, S2I0|AHE &=

2 BZSHIAIR "BlueXProf| A 7{HE]

S,

3. HUE{ 7 &4 FelX|

Cloud Manager

Xt
)

riot

3

mjo
rot
1%

2

2| X|: "Microsoft Azure".

b. "Cloud Volumes ONTAP HA"Z |24tL|C}.

U CHEZ[(HHE) IDE HIRS Azure XtH SES

Connectors Add Connector

Q

MAUTE | WesIUSe | m ACTve

] azurecloudmanager

Paure | centraluseuap | » Active

[] evo-aws-connector

AWS | us-east-1 | ® Active

] covo-connector-gep

Google Cloud | us-easta

TestazHA

Azure | westus? | = Active

azure-connector

Azure | westus? | = Inactive

3

= Artive

jo

PRSI Al "AzureOl| A BlueXPES A|ZFgtL|Ct",

Manage Connectors

Goto Local Ul A

Goto Local Ul A

Goto Local Ul 2

Go to Local Ul A

Goto Local Ul A

Cancel 9
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Connector
Testazha
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Workspace
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Cluster List » Cluster Detalls »

targetazacc

Cluster Version
v1.21.6+bb8ds0a

Status
() Running

Added by volumes VRC
Import 3 -

1 Working Environments

Date Added
April 14,2022

*  Provider
= testHaenva: @9 [ vl westus2
3 storage Classes
Storage Class ID Provisioner Volumes.
managed-premium mi= 0
vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3

[ Update Kubeconfig

Trident Version
V21041

Conngct to Working Envirenment

Provider
HE Microsoft
WS Arure

10.00.0/16 0,00 used of 500 GB avariable
1=-1of1
Labeis E
tndent
Xe1HSSpcha
trident netapp io/astrug
trident netanooforotocol=NAS +1

b. @2 9| 2 M2|0j| Astra Control Provisioner HHO| LIt AELICH.
C. NetApp2 35At 2 E0{F = Cloud Volumes ONTAP 22{AE| AEZ|X| E2fAE HZSHUAIL.

O|Z 7| ™™ Red Hat OpenShift 22{AEE 71X 21 7|2
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MENSHL|C}.
Astra Control Provisioner= 7tM 27| 5 M T2 A Q| YEHZ XSO = MAX|ElL|CY.

7. Cloud Volumes ONTAPE= CH LLE If= NJI2M0F Xssh £ QS
Al SOl HA AE{Qt - E HHI MEHE SQISIHMAIL.

=
Ix}
I
>
N
flick
0%
_k')_

A2 AzureOf|A

AzureZ Astra Control CenterS Ax| 8! 14gtL|C}

Astra Control CenterE BEZQZ MX|gfL|Ct "AX| X|E".

Astra Control CenterE AM26H0 Azure HZIS F7eL|CH 2 TS AR "Astra Control CenterS A& 611
H3lS FotetLCt,

MX| = Astra Control CenterS FAEHL|C}

st 2t Astra Control CenterE AX|ot £ 7t 1 M0| g 5+~ JASLICH

2|AA HotS MARLICH

UL 2tZ0| A= ResourceQuotas X LimitRanges 7HH|E AHE5I0] W[ ATO|AL| 2| AATE SR AEO|AM AE
7tset 25 CPU A H|22|E MK RSt E ILICE Astra Control Center= £|CH Mot MHSIX| ptoD =
NG 2| AAS ZFL6IK| ESLICE o|2{¢t BHAlo 2 3tAS M AL Astra Control CenterS A X|&

U LA DO A0 A SHE 2|AAE H|HsHOF BFL|Ct.

Ch2 THAIE AFBSto] 2 & 3 xots A5t Mg = AELICE o] ofiFoM B £H2 FE ==
HEA|ELCE

CHA|
1. Ol M 2|AA SH2FS JIHFLICH netapp-acce (5= AFEXL X[H 0|5) UL AH|O|A:

kubectl get quota -n [netapp-acc or custom namespace]

SH:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi

85



kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. oflM met HRIE 7 ZLICt netapp-acc (5= AFEAH X|H 0|8) UHYAHO[A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EE= H|

rot

HYE AHIL|CE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

A8 XE TLS YBME FoHeict

23 8l BelexiE o

Astra Control Center= AHH| A|/HEI TLS Q1B ME 4 HEEH
=) X JHIA A S

2 Ul 2150 AFSBILICH IREH A8 S

—

TLS QIZMZ WH|sljof BHL|Ct.

(I
ro

oA

iE
R

>

KA MBE 7|2 AB M= T2 F 7HK g2 R0l ArEE LT

* Astra Control Center & UI0]| CH$t HTTPS &

@ c M AEEH EfH(HB Y ingressType: "AccTraefik" £40| of MY EASLICE
astra_control center.yaml Astra Control Center X| & I)

712 TLS ABME uA[SHH o|2{gt HZ0| QS0 AHEE|= S M7t CHH|E LT

Al=ket7| Ho|

* Astra Control Center?} AX|El Kubernetes 22{AH

86



© S{AE{Q| B Hof CHst 22| HHAR "kubbtl" BHS ALt
* CAQ| 7ol 7| & QIS M mtd
ARl MBE QISME HAHBLICH
7|1EQ| XA MHE TLS ABME HAHFLICH
1.

SSHE AF2510] 22| AF2XIZ Astra Control CenterS S AEISH= Kubernetes 22{AE 0| 219l
2.

gLt

'<ACC-deployment-namespace>'E Astra Control Center HiZZ W[ AHO|AZ CHA|SH] XY QIS ALt HAE
TLS ¥= & &Lt

kubectl get certificate -n <ACC-deployment-namespace>

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. Ch2 HE 2 AH8SH0] CAQ 71l 7] B! B M MHUZ A TLS &

2 AT E SN ES <> QIHE MAESH HER
HHE L},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. C

ZF
HA

HE U OXE A2t 22{AE CRD(Custom Resource Definition) It 2 M5t 'pec.selfSigned
'pec.ca.secretName’ = HASGIO A0 MM TLS QS E AHESLICE

mjo 0jo

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:
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3.

4

88

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret-name>

O 83 % ofd &2 2 AL85I0 HZE AF0| SHIZED S2AE7L ABME AEE ZH|7} EJU=X] 2
"<ACC-deponment—n.’:zlmespace>"E Astra Control Center H{Z L{| QI AH|O|AZ CHA|BFLICE.

]
ro
4]

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

SH:
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

CHS Ol AM2SH0] RS <>2| k2| EAIXt gt2 MESt HE 2 M5 "certificate.yAML" It & ZEHA oL Ct.
@ 0| oo M= & AF2ELICH dnsNames Astra Control Center DNS FAE X| M= &4 QlL|Ct.
Astra Control Center= DNS A& X|™5H= CN(Common Name) £42 AFEE & I&LICH



apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
5. [I2 BHS AF85I0] QISME MdeLICt,
kubectl apply -f certificate.yaml

6. i3 B
A4 715 5L DNS 0| 5)E AFESHe =helgfLict.

kubectl describe certificate -n <ACC-deployment-namespace>

0l

Ct.
=}

S OfH EHE AESI 2 % M7t SHIZA| HSOHF =R, 22|10 4o Sof| X1t el4=(0ll: oIF, 712t
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90

Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time: 2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready

Not After: 2021-07-07T05:45:417%

Not Before: 2021-07-02T00:45:417%2

Renewal Time: 2021-07-04T16:45:417%

Revision: 1

Events: <none>

S ORE A8t M 1SN &= 0|2 7t27|=5F CRDE ME-LICL tE= <> JHA|
Z HigLC

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:
spec:
defaultCertificate:
secretName: <certificate-secret—-name>
CHS B 2 oM E M1 M QIEAM LS E 712|728 41 CRD TLS M2 WAYLICH CHES <>2f 7HA|
= uS MEot HE 2 HpEL|CH

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:



tls:
secretName: <certificate-secret-name>
9. ¢l HEtRX E A2 Astra Control Center| HE [P F=AZ O|SELICE.

10. QIZM MIT FHE7F Aot QB MO| ME el UK|SH=X| oletL|Ct.

1. JENE LT 23S o 23X ol QBN Ba|XE INSLIT
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Astra Control Center0|| Ci$t 2tO| MIAE FIt8tL|Ct
1

Astra Control CenterE A X|gt uff TohEl o
Control CenterE H7Iot= 42 0| tHAIE HLE £ &L

Astra Control Ul E£= & ALESH0] A 20| MIA S F7t8 4~ JELICH "Astra Control APIE HZSHU AL,
Astra Control Center 2l0|4IA = Kubernetes CPU SIS AR50 CPU 2|AAE FHstD, R E 2|5 =
Kubernetes E1*'£1°| XHAXE = =0f 22HEl CPU 2| = VCPU ALEEEZ 7|&EC =

AAZ DF{SILICE 2tO|MIA
N

SLICE 2ol A AL ol Tt REMIE LHE = Al "2tolild",

rlI|0
|:|>+
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® -

Al Zst7| Fof|
* M2 MX|=l Astra Control Center QIAEIAO]| HM|ASHL|CY,

* BRIX} ofE A3

[

'

* A"NetApp 20| 4IA THU" (NLF)

EHA|
1. Astra Control Center UIO| 230I8tL|C}.

- AE x> *2fo|dlA + S MEMSILIC

_'_

. 2JO|MIA 27} § MEBLIC,

2

3 MEHS!

4. CH2EE3H 2to|MlA THY(NLF)2E O] S§LCt.
5. 2to|diA It + E MedgtL|Ct

A * > * 2to[dlA * MO X|of = 2to| MIA HE, Btz =i, 2o dlA LA Mo A|IF ID

, il At
HEA|ELCE

0f0
ra

CPU
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il
o
N

WIHE = WA 20| A S 0| ESIH & HZSHYAIR "7|E 2to[HIA S A0 ERILICL",
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@ IYotm 2to| AL U1 H|O|E{E AutoSupport2 M &5HX| o= ES, Astra Control Center0i| ZHoH 7}
giMst 22 HI0|E &42 WX|SH7| 2/ A™ IDE XMZEsHOoF 2hL|Ct.

Astra Control ProvisionerS ZAIststL|Ct

Astra Trident HH™ 23.10 0| &0f|= 20| MIAE H RSt Astra Control AHEXI7H g2 AEE|X|
T2H| MY 7|50]| HMAE 4= JUTZ Astra Control ProvisionerS At238t= SM0| X &0
AUEL|C} Astra Control Provisioner= EZE Astra Trident CSI 7|8t 7|53t HE0{ 0| &%t
7|2 M=gLct.

kS Astra Control YO E 0| A Astra Control Provisioner= Astra TridentE AEZ|X| TZH|XY &

QLA AEL|O|EE CHA|ISHH Astra Control2 AtE5t2{™ T L|C}, [}2}A Astra Control AL XL} Astra Control
ProvisionerE &M3}8t= Z40| Z&LILCE Astra Trident= 2EZ AA S A& QX|6HH, NetApp2l MZ2 CSI & 7|E}
Jlse =z 2e|x, fX|, X[ 2 HH0|EE AL|C,

o| ZrAHof| CHaH

Astra Control Center AF20| &{7H=l AF2X}0| 1 Astra Control Provisioner 7|52 At2%l2{= Z 0= 0| EXIE
t2tof grL|Ct. Astra Trident AFEXL7t Astra Control2 AH2SHX| 2410 Astra Control Provisioner?}t M|S5t= 37t
7|52 A8t 0| »X}E wt2tof gLt

Z} Af2flofl ol Astra Trident 24.020{| A Provisioner 7|S0| 72X Q2 gdotk|0] QK| QX g StE[0{0F LTt

AlZtst7| o

Astra Control ProvisionerE A5t E MNoH{H HY CH22 Y ELICH

—_—r
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Astra Control CenterS £3l| AF2X}0{|#| Astra Control Provisioner X|=

* * Astra Control Center 2fO|MIA HEZ| *: 7} ZIQ B |C} "Astra Control Center 2F0| Ml A" Astra Control
Provisionerg &43%}st1 0| 7| 50| M&st= 7| s0f AMATLICE.

* * Astra Control Center 23.10 O| & MX| EE&= 21 78|0| = *: Astra ControlZt &7H %[ Al Astra Control
Provisioner 7|5(24.02)2 AtE35t2{™ %|4l Astra Control Center H7(24.02)0] Z QtL|Ct.

o * 22{AE0]| AMD64 A|AH! OFF|EIX{ 7t QI=X| €l *: Astra Control Provisioner 0|0|X|= AMD64 2!
ARMG64 CPU O}7 |l P E=0j|M K| Z k| X|2 Astra Control CenterO| A= AMD642t X| &l EL|C}.

* * Y X AERZ| HMAE 2Bt Astra Control Service A 7| * : NetApp Support AFO|E CHAl Astra
Control E|X|AEZ|E AF238I0] Astra Control Provisioner O|0|X| £ CIR2ZE3sI2{H of st SES
2t2 St AR "Astra Control Service A", A S ZH8H0] M|E st BlueXP AN S MH6HH Astra
Control Service &g O|H|& 0| M&EILICE,

* * Astra TridentS HX|$t 22 T 0| 4742 22| = & LHof| A =X| &2l *: Astra Trident?} A
24.02°| 4712] 2l2|=X %t LHo]| Q= B Astra Control ProvisionerS AF260{ Astra Trident 24.022 XH
A 0|EE 4= QUSLICE o2 E0], Astra Trident 23.040|A 24.022 =X A 18|0|EE 4= JUSLICH

Astra Control Provisioner & AI2X}

* * Astra Control Center 2tO|MIA HEZ| = I} LI QB |Ct "Astra Control Center 20| AlA™ Astra Control
Provisionerg &Aatst 0| 7|50| H&sHs 7| S0l BMASL|CE.

* * Astra TridentE AX|¢t 22 diE HTO| 4712] &2|= & LHol| A=X| 22l *: Astra Trident?t HZH
24.029| 4712| E2|= % LHof| Qe Z SR Astra Control ProvisionerS AHE235t0{ Astra Trident 24.022 =&
AI0|=T 4= USLICEL 0| S0, Astra Trident 23.040( A 24.02Z =|F HI2|0|=E 4 AELICE.

s * Y X|AEZ| HMAE /Tt Astra Control Service HIH 7| * : Astra Control Provisioner O|0|X| &
CHREESH™ 2 X[AEZ|o HMASHOF SHL|CE A[ZFSH2{H of CHEt S 2 =Y AIL "Astra Control
Service A|&". ZAlS M50 M= BlueXP AlE S MASHH Astra Control Service 2 0|H| 0]
HMEEL|CH

(1Et4)) Astra Control Provisioner O|0|X|E 7} &L Ct
Astra Control Center AF2XH= Astra Control 2|X|AEZ| EE= NetApp Support AtO|E BHHES AL238}0] Astra

Control Provisioner O|0|X|E 7t & 4= AU &LIC}. Astra Control 10| Astra Control ProvisionerE At26}2{= Astra
Trident AF2XH= HIX|AEZ| 2HHS A2 8[OF BFLILCL.
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Astra Control O|0|X| 2| X|AE2|

@ o] Exte| HHO|| Docker CHAl Podmang AM8E &= UELICH Windows 2H2E AH8%H= 22
PowerShell2 At&3t= 20| Z&L|CH

1. NetApp Astra Control 0|0|X| 2| X|AE2|0]| M| A:
a. Astra Control Service & UI0| 2126104 H|O|X| LEZR &Tre O2l 0t0| 22 MEfSiL|CE.
b. API ANA * E MEHBILICE
c. Ad IDE 7|S&LCt.

d. Z2 HO|X|of| M *API E2 dd * & UESII API EE 2X
MEect

1R
o

SEEE0| SAtstof HET|of

e. 2I5t= HHHS AL Astra Control 2| X|AEEZ|0| 23218t}

—

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

(AFEAF X1 XA EE2|0f|2F 31 S) O[0|X|E ALEAL XIF 2lIX[AEE|2 0|Sst2H LhS HAE
THSHIA L. HX|AEE|E AMEOHX| 8= B2

U= AR 9| Trident @At HAE WEMAQ "CHS MME
EXSHAAQ".
a. g|X|AEz2|0f| M Astra Control Provisioner O|0|X|& 7+ S L|LC}.
@ 7t o|O0|X|= of2| ESES X|ISHX| O Linux AMD642t 20| O|0|X|E 7™ 2
o

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
—--platform <cluster platform>

oll:

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. o|ofxjof Ef X|F:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0



b. O|0|X|E AL} K| K| AER|0]| FEAIRLICE

docker push <my custom registry>/trident-acp:24.02.0

Ct2 Docker BE S M= il F2Ql EALE S ALY &~ /USLICH
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp Support AIO|E

1. Astra Control Provisioner H52 CH22=8L|Ct (trident-acp-[version] .tar)E ME{BIL|C}
"Astra Control Center CH2 2= H|0|X|",

2. (HZE AFZO|X| 2t MEH AtEH) Astra Control Center(Astra-control-center-certs-[version].tar.gz)2 215X &
MY HES CHR2Z 810 trident-acp-[version] tar HE2| A/HES 2HQISHMAIL.

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. Astra Control Provisioner O|0|X| 2E:
docker load < trident-acp-24.02.0.tar

Ct.
H-

oo

Loaded image: trident-acp:24.02.0-linux-amd64

4. o|0]x|ofl Ef 1 X|F:

docker tag trident-acp:24.02.0-linux-amd64
<my custom registry>/trident-acp:24.02.0

5. O|0|X|E AEXL X|F B X|AER[0f FEAIRLICE

docker push <my custom registry>/trident-acp:24.02.0
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(2Zt7)) Astra TridentO| A Astra Control ProvisionerS A2t = MM TtL|C}
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Astra Trident 2 Xt
1. "Astra Trident 8X| T2 WS CIRZCSH0 ES SLICH.

2. Astra TridentS OtE] MX|otX| UL |2 Astra Trident 2E0| A HAXIE K75 E
AZ SN L.

40
i}
ojo
il
X
il

a. CRD ¥4:

kubectl create -f

deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y
aml

b. EZIO|HIE HJUAHO|AE BHFLICH (kubectl create namespace trident) S

HIYAHO|ATF TS| EXSt=X| &QIILICt (kubectl get all -n trident)E

Eajde
=i k<]
UL ADO| AT MHE B2 CHA| BHSLICE

SelgtL|Ct,
3. Astra TridentE 24.02.09 2 HO[0|E:

) =]
bundle pre 1 25.yaml. Kubernetes 1.25 0|45 &idt= S2{AE S B

A ELIC bundle post 1 25.yaml.

Kubernetes 1.24 0|5} TS HAst= S2AE9 B2, & ALERILICE
® ¢

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

!

4. Astra Trident7t A EQIX| =telgtL|Ct.

kubectl get torc -n trident

oo

Ct.
[= I

NAME AGE
trident 21lm

| HIZZ AF25H= 2| X|AER| 7t Y= AR Astra Control Provisioner O|0|X|E 7t Q= | AHEE H|Z S
ohSLICH

kubectl create secret docker-registry <secret name> -n trident

--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. TridentOrchestrator CRS TZlst 1 Ct2 1t ZH0| MEIStL|CE
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7
8.

=

Ho

oo

k

ubectl edit torc trident -n trident

Astra Trident O|O|X|0j] CHet AKX} X|H 2| X|AEZ| 9|X|E HEESI7LE Astra Control 2| X|AE 2|0 A
7t ZLICt (tridentImage: <my custom registry>/trident:24.02.0 E&
tridentImage: netapp/trident:24.02.0)E & ghLCt.

Astra Control Provisioners 242l 2iL|Ct (enableACP: true)E SELICH

Astra Control Provisioner O|0|X|2| AtX} X|8 & X[AEE| @|X[E HHSIHLE Astra Control
HXIAEE|NM 7t ZLICH (acpImage: <my custom registry>/trident-acp:24.02.0

L= acpImage: cr.astra.netapp.io/astra/trident-acp:24.02.0)2 SelgtL|Ct.

£ AEJYU=X| =elgtL|ct o|o[X| E 2= o] HEXte| AEZ0AM K7[0l|M BEE = ASLICH
(imagePullSecrets: - <secret name>)E SEELICt O™ tHAOM M At St 0|

22 O|F= AL

apiVersion: trident.netapp.io/vl

K3

m

ind: TridentOrchestrator
etadata:
name: trident

spec:

o

o

=
o
o

debug: true

namespace: trident

tridentImage: <registry>/trident:24.02.0
enableACP: true

acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:

- <secret_ name>

MES D S ofLICh BiE Z2NATE XS 2 A[ZHELIC.

Xt BHE S SH MEZL S J=K] 2eletL|c),

kubectl get all -n trident

@ Kubernetes 22 AE0|l= 2K} QIAEA * SILEZL U0{0F BLICE Astra Trident

HUXE o] H LA = et ELIct

£ 2ILICt trident-acp ZHO|HIL A& F0|H acpversion USLICH24.02.0 2 EHRILICH
Installed:

kubectl get torc -o yaml

Ct.
=



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

tridentctl S MEHEIL|CE

1.
2.
3.

o

2.

"Astra Trident 2X| Z2 IS CI2ZE510] =S FLCH.

"7|& Astra Trident7t Q= & |E S AEISHE 22{AEO|IA MAHELICH.
=

Astra Control Provisioners

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02
Astra Control ProvisionerZ} 2M3IE| A =X| ErolstL|Ct.

./tridentctl -n trident version

SH:
e e R + | SERVER VERSION
CLIENT VERSION | ACP VERSION | 4--—————————————— o
TR — + | 24.02.0 | 24.02.0 | 24.02.0. | +=————m——mmm——m—c
T T +

ol

. Astra Trident 23.07.1 O[5S M K|t "AK] KA REXF S VB 2EE

a2
Kubernetes 22{AE0f|A 1.24 0| HNE Al FQl B2 psp:

kubectl delete psp tridentoperatorpod

3. Astra Trident Helm 2| EZX|E2|S F7}EtL|CT.

0
A8t = HHEl Astra TridentE A X|®LIC} (--enable-acp=true):
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helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

. M| XIE YH|0|E:

helm repo update netapp-trident

C}.

k=]
o H-d-

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart
repository

Update Complete. [lHappy Helming![]

./tridentctl images -n trident

oo

Ct.
=

| v1.28.0 | netapp/trident:24.02.0]|

| | docker.io/netapp/trident-autosupport:24.02|
| | registry.k8s.io/sig-storage/csi-
provisioner:v4.0.0|

| | registry.k8s.io/sig-storage/csi-
attacher:v4.5.0|

| | registry.k8s.io/sig-storage/csi-
resizer:v1.9.3|

| | registry.k8s.io/sig-storage/csi-
snapshotter:v6.3.3|

| | registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.10.0 |

| | netapp/trident-operator:24.02.0 (optional)

6. E2IO|HIE - 2FXt 24.02.08 M8E 5= Je=X| gelgfLct.

helm search repo netapp-trident/trident-operator --versions

oct.
SH-



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

ME

MxE

7. AF2 helm install 2 22t Ct2 &A™

ojo
o
H
oot
of
rIr

=M & SILIE AHRLct
° HYZEL @{X|e| O|ERLICt

° Astra Trident HZ

> Astra Control Provisioner 0|0|X|2| 0|2

° Provisionerg g4stst= S LICE

o (MEH AFSH 2 HX|AER| AZ2QIL|CEH 2 HX|AER =
O[OX[" BtLtS| BIX|AEZ| EE= CHE HIX[AER[Of AS = UK 2E
x| 2~E2|off RLO{OF BHLC

° Trident LY A D O] A

4

* 2IX|AEZ|7L gl= O|0|X]

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

* SfLf o] ol HIX|AE2|0f L= o|0|X|

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage —--set
operatorImage=netapp/trident-operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

SLIC helm list O|F, HIRIAHO|A, XtE, SEY, 4 HT 0 22 EX] ME Y2E HESHH

$0

Helm2 AL25HH TridentE #55k= O 287t U= R OFS HH S AASIO] Astra TridentE 25| K| AHEL|CY.

./tridentctl uninstall -n trident
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* SX| ORMA|R * "Astra Trident CRDE 2t 5| H|AHZL|CH MX| ®|H2| Y22 Astra Control Provisioners CHA|
gt dststed 0 gL Ct,

21

Astra Control Provisioner 7|S0| 2M3tE|0 QIOH Ml FOl HH| MSE= 2E 7|52 A2 £+ /J&LICE

= AN

(Astra Control Center AF&Xt2t 3{EH) Astra Control ProvisionerE A Xlﬁfﬁ Astra Control Center UIO|[A]
Provisionerg @ AEISH= SHAEO| 7t EA|EILICE ACP version 2 AMESHA| OMMA|R Trident version
T ol odxf MX[E HE Mz

~\~ CLUSTER STATUS

(©) Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC [
Private route identifier Cloud instance Default bucket
. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

E HFTSHAAIR
* "Astra Trident & 18|0|= MHAM"

Astra Control2 AIE6t0{ 2 AEH 22| E ot e
S2{AEE FIt517| M| CtE ™A ZHO0| =&

= 2{AE|{Z Astra Control Centerd]| Z=7}&t 2-.5—'='|7
S AE| OISHS AHMBHOE SHL|C}.

_|__

Astra Control2 At2%tH &t 8l M o] M2t CR(Custom Resource) EE= kubeconfigZ #2|=|= 22{AES
Fote & }ASL|Ch

AlZtst7| o

* 817 B XY B 4 A $YO| SFHLICHTHE 4 USLIC" Astra Control Center®] 2
= A}

* *EUR L Y EARISHYA R "AUAL EE S FARILIC 222N Pod7t HAE AEE|X|Qt H
age = JrE MHESH AEE|X| E2L0|HIt QU0{0f LTt

*  *PSA Kot M5} *: 22| AE 0| Kubernetes 1.25 O|AF 22{AE Q| EEQl Pod E9t 8|8 XM20| &M3tE|
0 IATH|O|AO]| PSA X|otS 2HM3ts{oF SFL|Ct.

o

netapp-acc-operator L[ AT O] A:
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kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring HIAMHO[A:

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * ONTAP credentials *: Astra Control CenterE AI23510] ¢S Ui 5l S21512{H ONTAP A|AEIN| ONTAP
At ZHI 13 AFEX S AFZ XL ID7F A™E|0] A0{OF ThL|CY

ONTAP BZZ0|A TtE B S AP LICH

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * kubeconfig-managed cluster requirements *: 0] 27 A& kubeconfig2 22| == ¢ S2{AEO|
HEL|C}
To-d .

° * kubeconfig HAM|A & 4= AFLICEH* : GL2 HM|A & 5 JFGLICH 7|2 =21 AF kubecononfig”
JRYLIL "EX[ot= SO & S LICH

|
|2t 02 AtE *: 7HQl CA(RIZ 7|2hE & ZESH= kubeconfig U S ALESHY S2{AEE E7I8H=
E2 FIBHMIAR cluster kubeconfig It S| MM, 0|E &3l Astra Control0| 2 AHE

insecure-skip-tls-verify: true

° * Rancher M& *: Rancher 2tA0|A OfZ2[H|0|MH EHAHE 2|2 f Rancher?t M&dt=
kubeconZF st} IHA0| A OfZE 2|70 E2{AEQ| 7|2 HHIAEE X560 Rancher APl A ZHEHIAE
CHAl ZHEE Z2i|Ql HE|AEE AFRTIL|C}. [2FA] Rancher APl M Q| 2317t Z0{E 1 M 50| SALE

L
* * Astra Control Provisioner 7 Atg} *: 22{AEE 22|52 ™ Astra Trident 74 Q42 E 60 SHIZH|
T4 =l Astra Control ProvisionerZ} RL0{0F £rL|C}.

° * Astra Trident 24 273 Algt ZE *: Astra Control ProvisionerE AX| L= A 18|0|E8t7| Mol £
HESIMAR "X|}E|= THENE HAE 5l SAE 2M"

° * Astra Control Provisioner 7|5 &A3} *: Astra Trident 23.10 O|AFS M X8} 1 & M3l6H= 20| E&5LICt
"Astra Control Provisioner & AE2|X| 7|5". 2= Z2|=0f|A| Astra Control Provisioner?} & Astz|0f
QK| O™ Astra ControlO| Astra TridentES K| StHX| &&L|Ct.

o * AEE|X| HHAlE ]+ XA SLES| AER|X| BAIET} QLO{0F RELICE "Astra TridentOi| A 1 &"
SHAEO|M.

o * AEEX| SeHA P *: R4 SHLEe| AEE|X| 22 AT QLOJOF BLICH "Astra TridentOf A & E"
SHAHM. 7|2 M2 227t FEE BR 7|2 FHO0| U= * WE * MF L S22 UX| =HelghL|cf,
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CtS XHH HAIS Alisto] 22{AEE Astra Control Centerdl| 718 FH| 7t &Y =X| 2HQIgtL|Ct.

=

|

1. M =9I Astra Trident S 2HQIStL|C}.
kubectl get tridentversion -n trident
Astra Trident7} QO™ CtZ1F RAFSH £240] HA|EL|CE

NAME VERSION
trident 24.02.0

Astra Trident?t 9™ L2t RAFeH Z210| HA|ELICH
error: the server doesn't have a resource type "tridentversions"

2. C}2 B StLE s

° Astra Trident 23.01 O[SIE A FI B2 CIS2 A ELICH "X|E" Astra Control Provisioner2
1 2{|0|=5t7| M| Astra Trident2| |4 HHMOZ 20| ESHMA|L. 7S EILICH "2 E A0 =2
SHerL|CH Astra Trident?} & 24.022] 471 22X 2= LHO| /L= B Astra Control Provisioner
24.020] SZ2EIL|C}. o|E =0, Astra Trident 23.040{| A Astra Control Provisioner 24.022 XIH

P 0|ES 4= AEFLICH

° Astra Trident 23.10 0| A2 AlsH =01 A2 Astra Control ProvisionerZ} AX| | Q=X ZHolstL|Ct "2t Ao} El

". Astra Control Provisioner= 23.10 0|& Astra Control Center & 2| X0j|M ZS6tX| &LEL|CE "Astra

Control ProvisionerE & 12| 0| =&fL|CtH" £|A 7|50 HMH|ASE?| |6 & 22{|0| =5H= Astra Control
Center?t S HHS AFRELILCE.

3. DE Pod(Z2H)7t trident-acp) A8 &:

kubectl get pods -n trident
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NAME PROVISIONER RECLATIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h

22{AE 9E kubecononfigS MM EHLICt

kubeconfigE AtEst0o] 22| &= 22| AE 2| 22 Astra Control Center0i| CHoH| X|eHEl Aot &= SHEHEl ABH 22| X}

o —
odots MENMOZ MMEH 4 QIEL|CEH o|0] o & o E 2 kubecononfig& T+ SO Z Astra Control Center & H
ot Xz OFEILICE "EX| T2 MA"

CHS AlLIE|R & StL7 ALERL 2HE ol ME &=

ox
40

of ZAt

i

0l CH$t Astra Control #$HS H|gtstad 0 gfL|Ct

ArgstH x| S0 —_rl* 5._ 7|2 Astra Control kubecononfigE A2 & AL, CHY
22 AFZXF 2HE0 M ZHSOHX| S LI

AlEf8t7| Hof
X HAS =ot7| Tol| 22|52 = 22| AEof| Csl ChS AFeS ehelsliof Lt

* kubbtl v1.23 O|&t0| MX|=|AELICH

* Astra Control CenterE Edl| 715t #2|5t2 = 22 AE0f| kubctl HMAE 5 EEL|CH

@ O] HXIE £3Stz{™ Astra Control Centerg Al S 22 AE0| kubectl2 HAMA T TR}
ASLICE
« 2t HEIAEOf CHSE 2 AH 22|Xt oo 2 22[st2{= 22 A0 cH$t 2M kubecononfig?dL|Ct

T
1. MH[A AE WA

a. astractrol-service-account.yaMLO|2t= AMH|A AJH TH S GHELICEH

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount

metadata:

name: astracontrol-service-account
namespace: default

b. MH|A AE HE

Sl 2| kubecononfigE MM e o USLICH
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kubectl apply -f astracontrol-service-account.yaml

2. Astra Controlofl A S2AEIS 22/2 4 = F23 AeHS 710 O S2HAH
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RISt 2 A o2

0| H&tofli= Astra ControlOflA] 22| S2{AH

i
rr#

2|5}

rr

Ol 20t X4 Hoto] L0 ASLCE

a. 2 MMYLICt clusterRole 2EE= I (0: astra-admin-account. yaml.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole

metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:

]

resources:

(|

verbs:

get
list
create
patch

# Delete Resources

# Necessary for in-place restore and AppMirror

- apiGroups:

nmnn

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.1io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps
cronjobs
daemonsets
deployments

failover
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update

b. (OpenShift 221 AE{0f|2t sHE) o] 20| CHS S FIIeLIC astra-admin-account . yaml IHY:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update

c. S2{AH %% HE:

kubectl apply -f astra-admin-account.yaml

S={AH H&o| SEEAsLIct

0| J&0il= Astra ControlOf| A 2t2|et S AE{0f CHSE SHEHEl MTto| IEEILICE o] HEIAEE A&t
MX| S0l 4= 7|2 Astra Control kubecononfigE AF2E 4 @i7{L T HEIAE Q| X|otel et 2
A8 = gl B2 0l e 2 A8 & JUSLICHL

ot o0
oX 0jo

g £ ZSHUAIR clusterRole Y8 Kubernetes?| Oll= THAIILICE AF X}
ol it X[ %2 Kubernetes HHE 2ME HZSHUAIL.

a. 2 MHSLICt clusterRole @ EE= IMY(0: astra-admin-account . yaml.

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

I T |

b. Z2{AE g xg:

kubectl apply -f astra-admin-account.yaml

3. SAH Aol et S2{AE A HilES MH|A A IFoj| Mg e,
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a. astracontrol-clusterrobinding. YAMLO|2t= ClusterRoleBinding It 2 2t5LILCt

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

S2{2H A HIY S HEFLIC



kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= EZ H|Y IS THSLIC secret-astracontrol-service-account. yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. E3 25 HE:

kubectl apply -f secret-astracontrol-service-account.yaml

o. BEZ A2 E of 750 MH|A AFHO|| FIFELICE secrets BIE(CHS o|H[2 OFX|2f E):

kubectl edit sa astracontrol-service-account



apiVersion: vl

imagePullSecrets:

- name: astracontrol-service-account-dockercfg-48xhx

kind: ServiceAccount
metadata:

annotations:

kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"v1l","kind":"ServiceAccount", "metadata":

"name" :"astracontrol-service-account", "namespace"

creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx

{"annotations":{},

:"default"}}

<strong>- name: secret-astracontrol-service-account</strong>

6. '<context>'E(Z) &X[0]| gt HAAEZ CHA|SIO] MH|A AF =S LIGELICE

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o Zt A0 CHot QIHMARILICE secrets Of2|0]= 022 A|ZFSILICE 92| offofl A o] QI ARIL|Ct
astracontrol-service-account-dockercfg-48xhx = 00|11 °|°|H“k°“45fsecret—

astracontrol-service-account 1RILICH. Z2HA|A MH|A A H 9
EHAOM = O] QIEA M Tt HQ LT},

1

7. C+2 1t 20| kubecononfigs 44 EfL|Ct.

a. 2 MMBILIC} create-kubeconfig.sh DY,

O|HIA HS

I__l—l_

b. CHX| TOKEN INDEX CHe AZZEQ| AIZH 2E20]| SHIE 40| AELICH

<strong>create-kubeconfig.sh</strong>

112

£ 7|1=dl sLIth o2



Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-
user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. Kubernetes 22 AE{0]| ME8 S 224 SHHAIL.
source create-kubeconfig.sh
8. (MEf AFE) kubeconfigl| 0|2 S AE 2| 2|0| = 0|S2 2 HiELICE

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(7I= 0|2 27]) 22|d SHAEHE 2/t Astra ConnectorS X[ LT}

Astra Control Center0|A| 2t2|E|= 22{AE £ Astra Connectors A5t 2t2|d
S AE 2} Astra Control Center Z+2| E412 X[ SLICt 22|old= 2= S2{AE| Astra
ConnectorE A X|sl{OF gfL|LC}.

Astra Connector= MX|gfL|C}

Kubernetes B 3! CR(Custom Resource) IS AFE510] Astra Connectors A X|gfL|LCE.

o ZHe1ofl CHaH
* 0|2{3t ttA|Z T | Astra ControlC 2 Z2|8l2{= S AEO|A LIS HHES AldishL|C}.
IS SAEE A AR WS SAEQ HHE M 0|2{3 HHZ MAMSIMA L.

Al Zst7| FHof|
* Astra Control2 AME5H 22| S AE 0| HM[ASHOF SHL|CE,

* 22{AE0| Astra Connector HAHAHE A X|5H2H Kubernetes 22| X #ot0| 2 BtL[C},
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Kubernetes 1.25 0|4 Z2{AE 2| 7|23}Q! Pod EOt 50 MES A6 2HAEHE 714
() s LidAmol A0l PSAHBHS Sastefof BHLICE 8 HEBHAAIL "Astra ControlZ Aador
SoiAH HelZ 98 BAS FuELICh B AEeHIAIR,

CHA|
1. Astra ControlQ 2 #z|& S2{AE{0]| Astra Connector HAXHE MX|EHLICH O] HHS AAHSHH QA AHO|AT}
MMEILICH astra-connector-operator O] PHEO{ K| 40| LY AHO| A0 MEELICE

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. DAL K| E[0] AT FH|7} E|RA=X] =Rl
kubectl get all -n astra-connector-operator

3. Astra Controltl M APl EZS BHEL|CH S XA "Astra AHS3 A" E RESHIAIL.

4. ESE M2 A E MMBIL|CH <API_TOKEN>E Astra Control0i| A 812 EZ O Z CHA:

kubectl create secret generic astra-token \
--from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. Astra Connector O|0|X|E 7t O| AF2E Docker Y= E MAMSHL|CE 2 oF9| 2t AKX 2tFo MEZ
CHA|:

@ <ASTRA_CONTROL_ACCOUNT_ID>= Astra Control &l UIO|A &2 £ QUELICE & UIof| A
Hlo|x| 2% Atcto| 12| ofo| 22 Melst * APl access * & MEABLICH

— 1 O L

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—--docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. Astra Connector CR It 2 M35t 0|E2 K| HELICt astra-connector-cr.yaml. 2% <> 9| g2
Astra Control && 3 22{AH Fd1t LK[St= = AHH|0|EgL|C.

° <ASTRA_CONTROL_ACCOUNT _ID>: 0| TtA|0| M Astra Control & UINIA &
° <CLUSTER_NAME>: Astra Control0i|A] 0| 22{AHE &&dljof St= 0| S ILILCY.
° <ASTRA_CONTROL_URL>: Astra Control2| & Ul URLILICI. GIE &H CtS 1t Z&LIC.
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https://astra.control.url

apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. E M| F astra-connector-cr.yaml SHIE Z}0| Q= I} CRS X ETfLILCY.
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. Astra Connector7| 2t 5| 1ZE[U=X]

kubectl apply -n astra-connector -f astra-connector-cr.yaml

kol

[

Jhot

kubectl get all -n astra-connector

. 22 AE{7} Astra Control0f| SE2E|U=X| 2HQl:

kubectl get astraconnectors.astra.netapp.io -A

CtZat fAFet £20] EA|ELICH



NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS

astra-connector astra-connector true 00ac8-2cef-41lac-8777-
ed0583e Registered with Astra

10. Astra Control & UI2| * 22{AE] * H|O|X|0| A 22|=|= S2HAE S0l 22 AE 7t LIEH=X] =HQISL .

M 22| E A|ZSIE{™ Kubernetes 22{AEHE F7I5t10 0|8 AEE 2|AAE Zt2[gL|Ct,
Kubernetes O Z2|#|0| S ZAMS}2{™ Astra Control Center Z2{AE S £7}4l0F EHL|LC}.

22| 2 €|l Astra Control Center0i| Ct2 5‘31&51% ZX7}817| Fol| HX Astra Control Center0| A
22 AHE 225t 40| EELICL HEZ 5 2X| 22 25 Kubemetrics H|O|E| 8 22{AE 2HH
HIO|EHE H&sta{H 2| FQl £7| 2 A Zet|Ct.

AlZst7| o
* SAEE FI5H| Hofl 2%t £ HE S sATLICH Al A

—_ [ | — |
* ONTAP SAN EZ2}0|HE A2%H= 2R 2= Kubernetes 22 AE 0[N LS 271 &M S1E|0] QI=X]
SHOISHA AL,
CHA|
1. CHA|EE = 22{AH HF0AM o] STtL|Ct.
o B|AA QOFO| *HAIEE * Of| A 22 AE HOIAM * FJt* E ME4BILICE

o QI EfM AO|A * D2 AE * 2 Mot 02 Z2{AE HO|X|0AH * S2AE X7} * S MestLict,

2. Add Cluster * (2 E1*E1 37t *) #0| €2|H kubecononfig. YAML IS R 2 E8t7HLt kubecononfig. YAML
ool LI8S 20 d&LCt

@ "kubecononfig.yAML" It 0= StLtS| S AE{0f| CHot S AE XtH ST * ZtE[0{o}

A ItE= E 2 kubeconfig TMUOIA * StLIC| * ZHEHIAE @40t HOls{of ELICt 2

@ EXSHUAIR "Kubernetes A" & BESHYAIL kubeconfig IFY. S AFE5H0] A|THE!
S2{AEH I20f CHoll kubeconF &t E MMt AR "2 SEILICHO| EHAOM = 2t ESt S
AZESHAHLE 20 YOMAIL.

3. XA ZH 0|22 MBS, 7|2XOZ XtAH ZH 0|22 2HAE 0|22 X5 A{AELICE
4. Ot * 8 MEHShL|Ct
5. 0] Kubernetes 22{AE| AIRE 7|2 AEZ|X| 22{A S MEHSITT * Next * £ MEHBIL|CH

@ Astra Control Provisioner®l|A] 2 E| 11 ONTAP AEZ|X|0| A X|2St= AEE|X| EHAE
MEHBHOF BFL|Ct,

6. HEHE HESII 2

rin

20| YYHO = LIELIH * =7t & MEfglL|Ct,
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"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"
}
ol = Ho|nt X2 0| Yt MAER NI E|= RULICH HASO| MY F= A0 == X2 ZHo| cist X|4{o|
TQot QAUSTH CHAQILICY m2tM Kubernetes fE= AEZ|X| 2|7t £33 4 Ql= a|xt M ZHAL|Ct.



Astra Control Center= QISAE ARSI A7 B! 7|= ONTAP A=t EAIT 4~ QIEL|Ct A= Mol CHS
HEE =dljof gL Ct.

* clientCertificate: 22t0|HE QS A.

* clientPrivateKey: 9ZE 742l 7|.

* trustedCACertificate: ME|E £ A= CAUSMYUL|CE Al
HE K| SoHOF &L|C MEE £ U= 2

1. 22I0|HE QM & 7|15 WLt 4 Al CN(ZEH 0| 5)2 ONTAP ALEXIZE HHSH0] 2AFSHAIL.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. 39| Z2t0[AE ol

ME MX|ELICt c1ient-ca ONTAP S2{AE Q| 7|L|Ct

o[

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

HFEH
od

fjo

X|@st=X] gfelgtLct.

|

[0

3. ONTAP E9t 2791 Hgto| QIS A 2l

Ol

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. MME QIZME AIBSHH Q1B S HAEEIL|CH ONTAP 22| LIF> U <vserver name>Z 2| LIF IP % SVM
O|EQ = HiEL|C} LIFS| MH|A MMo| o2 HHE[0] U=X] 2Hl5of HLICt default-data-management.
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. 0|™ CHA[O|M e 22 AF238I Astra Control Center UIO| AEZ|X| BHAIEE Z=7}5HL|LC,
EfAL QIS M Z Q152 &Mttt

EtAL 2SIt A= R LIS HAIE ALESIO S A 7|8t 15

o

e 4 ABLICE

A
1. 742l 7|2t CSRE ‘HAMefLICE.

openssl reg -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

CSRE Windows CA(EtAt CA)Z MEStD MEE QISME YFFLICE
MHE QIS ME CH2ZE3t1 0|22 'ONTAP_signed_cert.crt’ 2 X| & BtL|CL.
Windows CA(EtAI CA)U[A RE QIS ME LHERILICE

O| Mol O|EE XI™ELICt ca root.crt

o &>~ W DN

O[X| ttZ Ml 712l mho] QLELICE.

° * 72l 7| *: ontap signed request.key (O 7= ONTAPL| At QIZ 0| siEst= 7| JLICH MH
CISME HX|St= SOt ZRTfL|Ct)

o * MEHE 2IEXM *: ontap signed cert.crt (ONTAPO|A _server certificate_2t11T &)
° *ZE CAQSBM * ca root.crt (ONTAPOUM _server-ca certificate_2t11 = BFLICE.)

6. 0|21t QIS ME ONTAPO|| AX|EL|Ct MM gl MX| server & server-ca ONTAPS| QIS A.

120



YAMLS| =S =HEfL(Ct

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

A HAE *.J% 2o SLSE SAEQ CHSE 22H0|HE QAUSAME MMBILIC Astra Control Center= 0|
TZMAE ALESI0] ONTAPLE SAIEL|CH
ONTAPO||A] 22I0|HE QS A MM 5l x|
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# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

oe

9. Astra Control Center UI0]| AE2|X| BAUIEE 7461 CHS 22 M3 LICEH
o * Z2I0|HE QIZF A *: ONTAP_TEST_CLIENT.PEM
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spec.includedClusterScopedResources

Astra Control0fl XIS 2 Eotk|= 2|AA R 20 2HAH He| 2|AA R et

° spec.includedClusterScopedResources: _ (ME AlEh)  Iotoh S2{AE He| 2[AA RE9
=20l |C}
== d .

* groupVersionKind:_(M& Algh) _EF
N

* *kind *: _ (groupVersionKindE Al&5H= 22 ) Eee 2[AAQ BR.

* * labelSelector *: _ (MEH AtEh)  2|AA Fgtol| CHSt 2i|o| = F2|LICt. 2i|o| 23t YX|sH=
2| AADE HMSH= O] AFREILICE 20|22 X 238HK| % O™ Astra Control i 22| AE{0f| CHaH
XHE 2|AA Q3o BE QAAEAS LZIBH|CtH MatchLabels %! MatchExpressions2| Z1t=
ANDed2!L|LC}.

* * matchLabels *: _ (MEH AFEh)  {key, value} 42| HRIL|Ct. matchLabels 2| £+l
{key,value}2 7| =7} "key"0| 1 HAXF= "in"0| 12 gf HHE T I HSH= matchExpressions2|
QAL ZEL|CH Q7 AFEH2 ANDed LT

* * matchExpressions *:_(MEH Atal) 2t MEAD| @3 Atet SEQILICE @7 At
ANDedQL|Ct.

* *key *: _ (matchExpressionsE At85h= 22 E=) _ bl MEdY|Qf gt El 2HE
7|L|Ct.

* * operator *: _ (matchExpressionsE At&5t= 22 ) _ 2f ol it 7|2 #AE
LIEFALICEH 2ot HAMX = ChEa ZELICH In, NotIn, Exists W DoesNotExist.

* *values *: _ (matchExpressionsE AE%H= 22 H) _ 2XHE 2ol BHE LT,
QH2|O|E{7t Q1 B In EE=NotIn 2t HHER HHEA] not O[|0{OF FL|CEH.
QU{F[0|E{7} 9 AR “Exists HE= DoesNotExist 2f HHE S H|0{ Ql0{0F BiL|Ct,

spec.includedNamespaces

S8 m2IO| 8T 2|AA LHofl HYATO|AS 2|AAS TEBILIC

° spec.includedNamespaces: _ (E%) _ 2[AA MEHZ 2[5 A ATO|A 5l MEHN ZEHE
X o|BtL|C}
o = .

* *namespace *: _ (Z4=) _Astra Control2 AF25I0] Zt2|sl2{= M 2|2 AT Zotel
HAmo]AL|CE

* *labelSelector *: _ (ME4 Atgh) _ 2[AA FTtol| CHSt 20| = F 2| LICE. 2i|o| 23t YX|SH=
2| AADL AMSH= O AFREIL|CH 20|22 M2t % 2M Astra Control i EH 22| AE{0f| CHaH
XHE 2|AA Q30| RE OIAEAZ £ZISHL|Ct. MatchLabels & MatchExpressions2| Zit=
ANDedQL|LCt.

* * matchLabels *: _ (MEH AFEH)  {key, value} 42| HRIL|Ct. matchLabels 2| £
{key,value}2 7| EE7} "key"0| 1 HLMXF= "in"0| 11 gf HHF O X EHSH= matchExpressions2
A4 ZEL|CH 27 AFEH2 ANDed LT

* * matchExpressions *;_(MEf Afgl) 2t MEHT| @7 At ZEQILICH key X operator
e g=QLICH 27 AFd2 ANDed g LCE.

* *key *: _ (matchExpressionsE AtE%t= 22 E) _ 2fdl MEYD|Q} 2 El 2fl
7| L ct.

%
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* * operator *: _ (matchExpressionsE At&5t= 2 ) _ 2f HEoll st 712 A E
LIEPALICH &8t HAMX = OS2 Z5LICH In, NotIn, Exists W DoesNotExist.

* *values *: _ (matchExpressionsE A&5t= 22 EH=) _ XA el tiEiL|CE
QIH2|O|E{7t Q1 B In EE=NotIn 2t HHER HHEA| not O[0{OF FL|CE.
QMYO|E{7} Q1 AL “Exists L= "DoesNotExist'Zf BHE 2 H|0] QI0{0f BfL|C}.

YAML Of[:

apiVersion: astra.netapp.io/vl
kind: Application
metadata:
name: astra mysqgl app
spec:
includedNamespaces:
- namespace: astra mysqgl app
labelSelector:
matchLabels:

app: nginx

env: production

matchExpressions:

- key: tier
operator: In
values:

- frontend
- backend

4. E MR F astra mysql app.yaml SHIE 20| = IHA0| CRE HEBLICE

kubectl apply -f astra mysqgl app.yaml -n astra-connector

AMAE HIYAEHO[AE HESL|I?

Astra Control2 Kubernetes 22{AE A A|AE! HUAALO|AE HMSILICH 7|2XOZ 0]2{5h A|AH!
HAAHO|AE HA|Z|X| QELICEH AAH M 2|AAS A0} St= AR = =EFLICH

Mest 22{AE 2] Namespaces 0l A * Show system namespaces * 2tQI2HS MEHSIO] A|AHE HQUAHO|AS
BAE & JSLICH

|| Show system namespaces
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Control Center QIAEIAZE AL238}0{ Astra Control Center QIAEIAZ uiof Ol 2215k & Ol |C}
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CHe OloiM = AEAF 3 EiQlo] Z OiA|IZH 28, =8 3 82 49 B3 AHES AFHLICL
@ configure protection policy STEL-142: DETAILS X
PROTECTION SCHEDULE u OVERVIEW
O] Hourly | | ® Daily B ® Weekly & ® Monthly i Schedule and retention

Every hour on the Oth Daily at 02:00 (UTC), keep the

minute, keep the last 4 last 15 snapshots

snapshats

® Hourly e Daily e Weekly e Monthly

Select Weekday(s) (optional) Time (UTC) (optional) ~
Monday X 02:00 d

BACKUP DESTINATION

Weekly on Mondays at 02:00
(UTC), keep the last 26

snapshots

Define a palicy to continuously
protect your application on a
schedule and configure a retention
count to get started.

Every 1st of the month at
02:00 (UTC), keep the last 12
backups
For select stareful applications,
expect 0 1o pause for a shore
ume during a backup or snapshort
operation,

Read mare in

Snapshots to keep Backups ta kesp Protection polides (3.
=d = +
26 o

@ Application
catle-logging

Bucket

ntp-nautils-bucket-10 - ntp-nautils-bucket-10 7 Default

w | Namespace
cattle-logging

Cancel

5. [* Tech preview *] AE2|X| 3! SZ20{| A 2

6. Review * & MEHBILICE,

7. H3 XMt MA * 2 MENSHL|C}

[Tech Preview] CR2 AIE3
CHA|

1. CR(AFE X} JHO| EI**) o

Astra Control 2t4,

I:IE
|_E

° <CR_NAME>: O] At&X} XM 2|AAC] O] FLICE.

MEHSIHAIL.
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i

° <APPLICATION_NAME>: Wiigt o Z2|3|0|4 2| Kubernetes O| S &L|Ct.
° <APPVAULT_NAME>: e} HAHXE X Zeliof Sh= AppVaulte| 0| S LCt.
° <BACKUPS_RETAINED>: 2&gh Wi 4~ 02 S M4SHX| gtotof eh= LIEHRL|CH

° <SNAPSHOTS_RETAINED>: H&% AMAF QULICH 02 AHAFS HHSIX| gotor &2
LIEFE LT,

° <GRANULARITY>: A#|E0| &kl = 2= QL|Ct 7tsoh 2hat B 2hH HE:
* hourly (2(E) XI'G8HOF ELICt spec.minute)

* daily ((E) XH8HOf &LICt spec.minute % spec.hour)

al

" weekly (2(8) X|H8HOF LICt spec.minute, spec.hour, U spec.dayofWeek)

* monthly (2(E) XI™6HOF ELICt spec.minute, spec.hour, ¥ spec.day0fMonth)

° <DAY_OF_MONTH>: _ (MEH At} AES Msig Q(1-31)QULICt NEst7t 2 M™E AL O
Lo = H3ULCh monthly.

° <DAY_OF_WEEK>: _ (MEf AbEh)  UX™Z Al Q(0-7). 0 E= 72 242 LR YS LIEFHL|CH
HIE317t 2 MHE A9 o] TES TaelLt weekly.

° <HOUR_OF_DAY>: _ (& Afgl)  UHO| A== AZHO - 23)ULICH ME2t7t 2 4™ E 2 0]
ZC= LTt daily, weekly, EE= monthly.

° <MINUTE_OF_HOUR>: _ (MEH Ar%*)_&ﬂ%OI g'%t*%' AZHO0-59)RILICE M2St 2 B™E 22

Ol 2= HLICt hourly, daily, weekly, £ monthly.

apiVersion: astra.netapp.io/vl

kind: Schedule

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
backupRetention: "<BACKUPS RETAINED>"
snapshotRetention: "<SNAPSHOTS RETAINED>"
granularity: <GRANULARITY>
dayOfMonth: "<DAY OF MONTH>"
dayOfWeek: "<DAY OF WEEK>"
hour: "<HOUR OF DAY>"
minute: "<MINUTE OF HOUR>"

& = astra-control-schedule-cr.yaml 2HIE Z}0| /= IR0 CRE HETfL|C}.

kubectl apply -f astra-control-schedule-cr.yaml
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Astra Control2 Ho[ot AFH|E 5l EZ FHMS AESI0] AR Sl WS HY5tn RS2 HO|H B HMS
THYLICH

®* ontap-nas
®* ontap-san

* ontap-san-economy

@ MOl o[ K|Stz MEA EeHAE AMESH= B ontap-nas-economy EEI0[H, AHARS
MMt &~ SLICH ARAR| CHA| AE2|X| 22HAE AFERLICH
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CHA
1. 88 Z203 ~ & MEFLIC
2. Yst= A2l * Actions * ol Y= =M HIF0A * Snapshot * 2 MEfBILICE
3. AHAFO|ES AR XISt * LS * & MERL|CE
4. [* Tech preview *] 2E2[X| HZl SZ0N AHAC| CHA HIIS MEHEL|C
5. AHAF @oFS HESHI * Snapshot * 2 ME{RL|CH

[7I1& O|2|27]] CRE A3t AHAS WHBILICE
|

1. CR(AFEXL He| 2|AA) IS 0HET 0|E2 X|HELICt astra-control-snapshot-cr.yaml. 2%
<> 9| Z+2 Astra Control 22 U 2| A AT AX|SIEE O|0|ESHL|C}

ol
o

© <CR_NAME>: O] AFBX} X & 2|44 9| 0|2 QLICt B20f St ngsta ga|xel of
HEHSIAIAIQ.

° <APPLICATION_NAME>: ARAFS ‘Mot o Z2(#[0| M| Kubernetes 0| S LIC}.
° <APPVAULT_NAME>: AHAF HEIXE X ZSH{0F Stz AppVaulte| 0| SRILIC
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* Delete (7|22)

apiVersion: astra.netapp.io/vl

kind: Snapshot

metadata:
namespace: astra-connector
name: <CR NAME>

spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>
reclaimPolicy: <RECLAIM POLICY>
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kubectl apply -f astra-control-snapshot-cr.yaml
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apiVersion: astra.netapp.io/vl
kind: Backup
metadata:
namespace: astra-connector
name: <CR NAME>
spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>

2. E M2 ¥ astra-control-backup-cr.yaml SHIE Z}0| = O CRS HE%fLICT.

kubectl apply -f astra-control-backup-cr.yaml
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nfs modify -vserver <svm name> -v3-hide-snapshot enabled
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tridentctl update volume <pv name> --snapshot-dir=true --pool-level
=true -n trident
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tridentctl get volume <pv name> -n trident -o yaml | grep snapshotDir

0lo

Ct.
=}

snapshotDirectory: "true"
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CRE AFE3t0] M0l M SR LTt
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1. CR(AF2XL Ho| 2|AA) oi S OHE T 0|52 X|™BLICH astra-control-backup-restore-
cr.yaml. 2% <> 2| 2}E Astra Contro | 2td X 2HAH 40 LX|SHEE Yo|o| ERLICE.

° <CR_NAME>: 0| CR X{2| 0| SILIC}. A0 Mot 0|E2 MEISHYAIL.
° <APPVAULT_NAME>: B4 ZAHI X7} {HE[= AppVaulte| 0| SIL|Ct.
° <BACKUP_PATH>: ¥} HEI XTI} MEE|= AppVault LHES| ZZQIL|Ct oS EH CS1t Z&LCt.

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9%b-401d-a0c3

° <SOURCE_NAMESPACE>: 57 29| A A LA MO|ARIL|CH
<DESTINATION_NAMESPACE>: 23 29| LAt WA H|O|ARIL|CE.

o

apiVersion: astra.netapp.io/vl
kind: BackupRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appVaultRef: <APPVAULT NAME>
appArchivePath: <BACKUP PATH>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",
"destination": "<DESTINATION NAMESPACE>"}]

2. (M AFE) =2 S8 HROU0| S B|AARH MEOF S 2 S 20|22 EAIE 2|AAS
E3ropiLt Moot EjS Foteict
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HolEl g|AAE ETESIALE H2|5t2{H CHS resourceMatchers OH7H HES 71810 T stst7{Lt
Helg e|AAE HolstL|ct,

* <GROUP>: _ (MEH Abg) _ TEHZY 2|aAS OFLICL
* <KIND>: _ (ME{ AL _ HEYY 2|AA0 ZFQLICE
- <VERSION>: _ (MEH AFSl)  TE{2Iet a|AA

* <NAMES>: _ (ME4 AtS) name 2(E) EEHAY
ULt

* <NAMESPACES>: _ (M& Atgh)  ZE &g 2|2 A9 Kubernetes metadata.name ZE0f| U=
H| QAT O| A LT,

* <SELECTORS>: _ (M&f AFgh) _off Ho|=l L2 2|2 A Q| Kubernetes metadata.name Z =0f|
AU 2|05 MEdT7| EXFERLICH "Kubernetes &A". Of|: "trident.netapp.io/os=linux".
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oll:

spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. E M F astra-control-backup-restore-cr.yaml SHZ Z{0| Q= It CRE HEELILCL.

kubectl apply -f astra-control-backup-restore-cr.yaml
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25 <> 9| ZH8 Astra Control 24 4l E3{A
0

a
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° <CR_NAME>: 0| CR %9

2ILICt astra-control-backup-ipr-cr.yaml.

~
o
T4t LA|StE = HCl|o|ESLICE.
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.I
oL
|EILICH 2Hdof| XMefet 0| E8 MESIHAIL.

° <APPVAULT_NAME>: 81} B X7} M E &= AppVaulte| 0| SL|Ct.
° <BACKUP_PATH>: U} ZABIX T} X &&= AppVault LHE S| ZZ2QILICt o|E EH CS1t Z&LICt.

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d%b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: BackupInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appVaultRef: <APPVAULT NAME>

appArchivePath: <BACKUP_ PATH>
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o
° "<INCLUDE-EXCLUDE>": _(ZE&O0| 2R) A2 include E= exclude resourceMatchersOf|
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spec:
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> <CR_NAME>: 0| CR Z¢{o| 0|2Q]L|c}. &t

oX

of Mgt 0|2 MESHHAIR.
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° <BACKUP_PATH>: B ZAEIXTJ} & E|= AppVault LHF S| AZQIL|C} O|E EM CtS 1t Z2&LItt
ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9%0-401d-a0c3

° <SOURCE_NAMESPACE>: =7 29| AA HUAHO|AQILICE

° <DESTINATION_NAMESPACE>: S+ 19| CHA YA HO|AQIL|CY.
apiVersion: astra.netapp.io/vl
kind: SnapshotRestore
metadata:

name: <CR NAME>
namespace: astra-connector
spec:
appArchivePath: <BACKUP_ PATH>
appVaultRef: <APPVAULT NAME>
namespaceMapping: [{"source": "<SOURCE NAMESPACE>",

"destination": "<DESTINATION NAMESPACE>"}]
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Helg e|AAE HolstL|ct,

* <GROUP>: _ (MEH Abg) _ TEHZY 2|aAS OFLICL
* <KIND>: _ (ME{ AL _ HEYY 2|AA0 ZFQLICE
- <VERSION>: _ (MEH AFSl)  TE{2Iet a|AA

* <NAMES>: _ (ME4 AtS) name 2(E) EEHAY
ULt

* <NAMESPACES>: _ (M& Atgh)  ZE &g 2|2 A9 Kubernetes metadata.name ZE0f| U=
H| QAT O| A LT,

* <SELECTORS>: _ (M&f AFgh) _off Ho|=l L2 2|2 A Q| Kubernetes metadata.name Z =0f|
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oll:

spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. E M ¥ astra-control-snapshot-restore-cr.yaml SHZ Zf0| Q= OO0 CRS
gt

kubectl apply -f astra-control-snapshot-restore-cr.yaml

CREZ ArE30] AHAFOM el HIATo|AZ SAFLICE
|

1. CR(AF2XL HO| 2|AA) opY 2 0TS 1 0|2 X|™BLICt astra-control-snapshot-ipr-cr.yaml.
25 <> 9| Z+2 Astra Control 22 3t AKX|SH=E 0| ERILILCE.
0

° <CR_NAME>: 0| CR £ 9
° <APPVAULT_NAME>: 814 ZAHI X7} X & &|= AppVaulte| O| S L|C}.
° <BACKUP_PATH>: 84 X It &&= AppVault LHE S| AZQLICE o€ EH CHS1 Z&LCh

2t
xoret 0|22 MEHBHIAIL.

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800 94347756-9d9b-401d-a0c3

apiVersion: astra.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:

name: <CR NAME>

namespace: astra-connector
spec:

appArchivePath: <BACKUP PATH>

appVaultRef: <APPVAULT NAME>
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HASHALE H|eots BEES F7HRfLItt
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° "<INCLUDE-EXCLUDE>": (ZHZO0| ZL) A2 include E= exclude resourceMatcherso|
HO|El 2|AAE HBSIALE 2|52 ™ CHS resourceMatchers D7 HSE 71610 LS LE
Helgd 2 AAE FogL|ot,

* <GROUP>: _ (ME&4 Ateh)  EEZS 2|aA0 OFIL|Ct

* <KIND>: _ (ME§ AtEh)  HE{AS 2[AA0 ZRAALICE
* <VERSION>: _ (MEH Abg) _ EE{-E 2|AA0 HHQILICE
* <NAMES>: _ (MEH Atgh)_name () EEEY 2|AA9| Kubernetes metadata.name E =0

YBBILICE,

* <NAMESPACES>: _(ME{ AFgh)  ZE{2IE 2|2 A9| Kubernetes metadata.name ZE0f| Q=
LI AHO[ARLICE

* <SELECTORS>: _ (XMEH AFgt)  of Ho|=l HE 2| AA 9| Kubernetes metadata.name ZE0||
= 2l[o|& MEfT| EXFEULICE "Kubernetes =A1". O: "trident.netapp.io/os=1linux".

oll:

spec:
resourceFilter:

resourceSelectionCriteria: "<INCLUDE-EXCLUDE>"

resourceMatchers:
group: <GROUP>
kind: <KIND>
version: <VERSION>
names: <NAMES>
namespaces: <NAMESPACES>
labelSelectors: <SELECTORS>

3. E M ¥ astra-control-snapshot-ipr-cr.yaml SHIZ Z{0| Y= OIY0|| CRS HEEL|Ct.

kubectl apply -f astra-control-snapshot-ipr-cr.yaml
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- 21} st A X}ol| "delete"S 2SI =HlefL|Ct,

0

* "NetApp Verda GitHub T2 HE"

Astra Control CenterE AI25l0{ Astra Control CenterS 2 gL|C}

Astra Control Center7} A3 921 Kubernetes 22{AE{0|M Al2ZIst Q22 HE 22188
I35t ™ Astra Control Center OHZ2|#|0| M XK E EetL|CH E X Astra Control Center
QUARAZS AFESI0 Astra Control CenterS Y 5 S /5Lt 7|2 AEE[X|0| A ONTAPE
A5t HL Astra 2HE AR 4= USLIC.

O| A|Lt2|20f| A= Astra Control Center?| & HIj QAEHATIICIE @F EHQI0| A5 3 LM EAUSH 1K} Astra
Control Center QIAE AR} CHE & HIH Kubernetes 22{ AE{0|A] HAHEILICtH S HIY Astra Control QIAE A=
29 Astra Control Center QAEIAE BHASE 1 E216H= Of| AFREIL|CH S)/IE|7HLE X2l Astra Control Center
QIAEAE= O Z2[A[0|ME S AE o Z2[A|0]M0] ciot of Z2|AH|0|M HIO|E &2|E A& MSSHH of2{gt
OHE2|H|0| M o] ui Rt Bl ALHARO]| CHTt AAM|A HotS SIBtLCE.
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AlZHst7| Fof|
Astra Control Centerdi| CHSt 25 A|LIZ|QE AHSH| Hof| TS AFZO| Q=X SRISHMAIL.

* 1X} Astra Control Center QIAEIAZ AMSHSH= Kubernetes 22{AE] *: 0| 22 AE{= OE2|#|0|M
22| AEE Zt2|St= 1k} Astra Control Center QIAEIAS S AEISH | Ef.

* X Astra Control Center QIAEIA S AMAlSH= 7|2 A|ARID ST Kubernetes HHE R Q| = HIY
A

Kubernetes 22{AE *: 0] 22{AE £ 7|2 Astra Control Center QIAEIAE 22|5H= Astra Control Center
QIAHAE §ﬁ'€%'%”—||:f.

* 7|2 Kubernetes B R&0| SUsH M| I Kubernetes 22{AE] *: 0] 22{AE{= Astra Control Center|
S| AL 2X|E QAEHAS SAEISHICE S} 2 AO|EY| 35 EI(H e 1t St Astra Control
Center HIJIAHO|A S AT £ U0{0F BILICE. 0|2 =01, Astra Control Center7¥ HAAHO|AN A= HR

netapp-acc &4 FRHAHON HYAHO|AYLICE netapp-ace AHE 7kt Ty Kubernetes S2{AF 2|
Ot O Z2|H|0| M| M = AFESIX| Qtotof BhL|Ct,

* 33 =%t K3l *: 2} Astra Control Center QIAE A= HM|A J7H53E S3 S8t QHHE AEZ|X| H3I0]
olA&LIC}
A H .

* PHE 2C WRlK * 2 W2 M Astraol CHEH 1P FAE HZ510] 0fZ2]3 0| M 22{AE 2} £ 53 4
2ol 3t HE92 o] Lofof FLick

* 22{AE{7} Astra Control Center 27 At&S &8t *: Astra Control Center 2350f| AF2E| = 2t 22{AEJ}
ZZ 3t "2t Astra Control Center Q AFS",

Of Zteiof Chat

Ef% K| M= CH2 & SILIE AF23L0] Astra Control CenterE M 22{AEZ E)/48t= O LRTHCHAIS
MEBILICHEY B S2 E= S5, HAlE 7|0 dHE oK M 7|9S 2 BiLCt.
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ocp-cluster-2

ocp-cluster-2.company.com

I NetApp
Astra Control

L

|
RedHat
< OpenShift Scpduster 1 ~ g;::sa:m acp-cluster-3

-cluster-1. 3 Restore ACC
ocp-cluster-1.company.com i
-> ocp-cluster-1.company.com {%}
"""""" T M NetApp
eplica
I NetApp & Restore Operator Astra Control
Astra Control -» ocp-cluster-3.company.com

e

kubernetes rancher-cluster
Rancirr [ S———————

D | % O | %
rﬁ\é@s rﬁ_\é\ms @:ezwss @é\ms
- )

Of off™| Fdol|l M= CiSat 20| EAIELICE

* * 1X} Astra Control Center QAEHAE M3sH= Kubernetes 22{AE] *:
° OpenShift 22{AH: ocp-cluster-1
° Astra Control Center 1A QIAEIA: 5cp-cluster-1.company.com
° 0| 22{AE = ojE2[A0|M E2HAEE 2t2[gL|Ct

* * X Astra Control Center QIAEA S AMEMSH= 7|2 Kubernetes BiE S8 0| SU$H £ HIY Kubernetes
E.E.IAE.I *.
= pa— .

° OpenShift 22{AE: ocp-cluster-2
° Astra Control Center 2X} QIAEA: ocp-cluster-2.company.com

> 0| E28{AE = 7|2 Astra Control Center QIAEAES BHASIAHLE CHE S2{AE(0] 00| M =)0l| CHet EME
Td5t= O AFHBELICH ocp-cluster-3 2HAH).

« xS &0l AHEE 7|2 Kubernetes HHE R%0| S %t M| MM Kubernetes 22 AE] *:
° OpenShift 22{AH: ocp-cluster-3
° Astra Control Center 3 QIAEIA: 5cp-cluster-3.company.com

° 0] 22{AE = Astra Control Center S& == SH| I Q0| ALZ-EIL|CE.
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@ O|ld™oZE= ofE2|H0|M 22{AHE 29| 0|0|X|0|AM Kubernetes %! Rancher 22{AE 0| MHEI
CHZ Astra Control Center 22{AE{ 371 2|50]| | X|sof EfL|C}.

Ctojo1 2ol EAI=|X| 243

* D= Z2{AHEO0|= Astra Trident E= Astra Control ProvisionerZ} A X|El ONTAP BiAI=T} Q&LILCY.
* 0] M0l OpenShift 2E{AE = 2= WM Z MetalLBE AF2TfLILCE.

* AHAF ZAE 29 VolumeSnapshotClassT 0 2EE 2 2E SHAH| AX[EL[CE "2 74 24
1CHA| SM: Astra Control Center 2] 5! 22
O HXIo|M = e Ol 2212 AF26L0] Astra Control CenterE M 22{AEZ 26t O] LS CHAE MESHL|CT

0| 0|0fl A= Astra Control CenterZt 24 OF2{{0f] MX|ElLICH netapp-acc HIYAHO|A S HAKH= Of2{of|
MX|ELICt netapp-acc-operator WAL O[A,

O
UA&L
Al&Est7| ol

« 22{AE0| 9 Astra Control CenterS A X[ &L|Ct

12 O}L|X|2t Astra Control Center 2 At= Astra CRIF SSH HQUAHO| AN =S £

e

* EH X Astra Control CenterS Ct2 22{AE0| AX|RHSLICE.

chA|
1. 0flM A== 2K Astra Control Center QIAEIA0|A 2 Astra Control Center 0fZ2|#|0]d 5! EF2
SHAEHE Z2|ZLICE ocp-cluster-2 22 AH):

a. EX Astra Control Center QIAE A0 2318t C,
b. "1X} Astra Control Center 22 AEE FIIELICH (ocp-cluster-1)8 S&IEL|C
C. "CHA M| HIlf 2 AEE FIHELICH (ocp-cluster-3)E MEHSL|CE.
2. EZ Astra Control Center0f| Al Astra Control Center %! Astra Control Center 2 &X}:
a. 28 T3 mf|o| X0 * ™ol * E MEfBIL|CE.

b. Define application * (OHZ2|#|0|d H2| *) &oilA M ofZ2|AH[0|M 0| S UHYLICt (netapp-acc)E
2|3t |C}
="1d -

C. 1Xt Astra Control CenterE A% &£l 22{AHE MEYLIC} (ocp-cluster-1)E MEHELICE
MEHSIL|Ct netapp-acc Namespace * EELH2 SS0{A Astra Control Center2| U2 AH[O| AL|C,

=E A
=
e. S2{AH 2[2A HO|X[Of| M * =7t SR AE Hel 2|aA et * 3 MEHgHL|CE
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88 T2 YHE =olgtL|Ct

Mol * & MEdStL|Ct

Ho| * E MEot = ALMXIo|| CHs of Z2[7[0| M He| ZEMAE HHETLIC netapp-acc-operator)E
MENSED E MEHBHLIC netapp-acc-operator 38 T2 M o O| OFHALS| A HO|AQILICE.

3. Astra Control Center &! 2FX} -

a.
b.

C.

H X Astra Control Center0i|A] OiZ2|#[0| M B S MES0] O Z2|#|0|M H|O|X|Z O|SEL|Ct.
"HHASICL" Astra Control Center OZ2|#H|0| M (netapp-acc)E & LICE

"EHASICE QIH2||O|E (netapp-acc-operator)s SEIELICE.

4. Astra Control Center2t 2HXIE HASH = £ S5l DR(MsH ) AlLI2|2E A|Z2|0|MEILICt "Astra Control
Center M7 &" 2& S AEO0||A

@ Astra Control CenterE M 22{AE (0] EXHof|AM MHSH= M HIY Kubernetes 22{AE)0|

215t M2 MX|=l Astra Control Center2| 2F S2{AE{Qt ST DNSE AF2%tLCT.

5. H X Astra Control CenterS AI235t0] "= 21" Astra Control Center OHZZ|H|0| M9 1k} QIAE A

a.

b.

22 o2 « 2 MENSE CL2 Astra Control Center 28 T2 139| 0|2 S MEHSHL|C}
A ol ZM HiRolM * F@ * S MEdgfL|Ct

22l 93O * Restore to new namespaces * S ME{StL|Ct

E¢ 0|22 UHPYLICH (netapp-acc)E SEIELICE.

CHAH M| | S AR E MESL|CH (ocp-cluster-3)E SEgLICH

—

HE HYAmo| At SYUSH U YATO|AT} E| =5 T4 WY AHO|AS AC|o|EtLICE

Restore Source H|O|X|0|A 27 AAZ AT OfZ2|H|0|M BHH S MENSH|C}.

h. Restore using original storage classes * & ME{StL|C},

. Restore all resources * £ MEHBIL|C},

. 22l MHE AESH LIS * Restore * £ MEHSIO] Astra Control CenterE CHA 22| AEZ E6t= 22

T2 MAE A|ZFRILICE (ocp—cluster—3)§ Ze/eLICt o Z2|7[0| M0 E0{7IH S77F b= EL|Ct
available 2EH.

6. CHA 22{AE{0l| A Astra Control Center 24!

a.

b.

E{O|'2S B kubeconfigE ALt CHAM 22 AE{0| HAARLICH (ocp-cluster-3) S El Astra Control
Center7} &0 Q&LICTH

£ =QIYLICH ADDRESS Astra Control Center 7142| 22 2% A|ARIO| DNS 0|58 &ZRILICH

kubectl get acc -n netapp-acc

ock.
[=} —
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NAME UUID VERSION ADDRESS

READY
astra 89f4fd47-0cf0-4c7a-ad44e-43353dc96ba8 24.02.0-69 ocp-cluster-
1.company.com True

ocCto

a. E =EL|Ct ADDRESS ¢ 2 7|2 Astra Control Center QIAE A S| FQDNO| 1&LIC}H Astra

9 SHel ZE
Control Center DNSE X XSt E 742 YUOIO|ESIAAIL.

kubectl edit acc -n netapp-acc

i. 2 HARLICI astraAddress Of|A spec: FQRDNLZE O|SELICH (ocp-cluster-
1.company.com 0| 040l A= 7|& Astra Control Center IAE A Q|

kubectl get acc -n netapp-acc

b. 2 O|SEILICt Astra Control Center OperatorS S SIL|CH MM S A TSHA|.

0| 0|0f| A= Astra Control CenterZt €&} OF2H0l| AX|ELICt netapp-acc HIYAHO|A 3! HAXH= Of2H0)|
A X|ELIC} netapp-acc-operator HIRJAMO[A,
A|Zfst7] Hof|
« 22{AH0| 29 Astra Control CenterS A X[ &L|Ct
* HX Astra Control CenterE CHE Z2{AE0| MX[}SLICE
oA
1. B X Astra Control Center QI AEAN|A 2 Astra Control Center 0fZ2[#[0| M 9l Efzll S2{AE 22
a. EX Astra Control Center QIAE A0 23 Q18HL|C,
b. "1X} Astra Control Center 22{AHE FIt2LICH (ocp-cluster-1)8 S2IBfLILCL.
C. "CHA M| HIl 2HAEE FIHELICH (ocp-cluster-3)E AHRSIO] SXEL|CE.
2. EZ Astra Control Center0f|A] Astra Control Center %! Astra Control Center 2 &X}-

a. 22{AE * £ ME{SIT] 7|& Astra Control Center?t EetEl 22{AE S MEHSIL|Ct (ocp-cluster-1)S
ZaistL|Ct
="1d .

b. Namespaces* ¢S ME{BtL|C}.

C. £ MEHPILIC} netapp-acc U netapp-acc-operator HIJAHO|A,
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EHE £astze{H 2 Astra Control Center 22 AEQF CHAN 22{AE{ 7} QBT (ocp-

@ cluster-3) Ct2 TO{ZE ONTAP AE2|X| B =S ALEEL|CE

2} WOl =7} | O{ & £|Of Astra ControlOf] 327tz H WA= 7} Bl = mf|o| x| <] *

E*I%! L|C}.

= =tet|ch 2" 28{AE Q| Astra Control Center2 X &t
b. "I|{ZI &l BHAI= = X5 |C CHA 22{AE{9| Astra Control CenterZ M4

4. 2H 7M:

a. Applications(8€ TZ213) 3tHO|A 2 MEUBILICH netapp-acc S8 T2,

b. Configure replication policy * & ME{stL|C},
C. £ MEHBILIC} ocp-cluster-3 CHA 22 AH A& S gfL|Ct.
d. AE2|X| 2aAZ MEHSHL|CEH

e. £ YHEYLICt netapp-acc Ci& HIYADO|AZ AFZELICE

f. Yot= 32 =X BI=E HFRLICH

ZAAMEl = EHO||

—a

Ol =X 2A 7} MetELICE Establishing E MEBLICE Established. 24 AEiQl H2 0| SH|=

=H| 40| AH|E m7tx| 5200 M E LT

o
Ho

S AAHRIO| 2HEIJAALL T O] 2k HAMA S 4= @l= R CHE S2{AHZ SHE Y HELC}

@ MIXol HURHE HESIT| Qs HA 22{AE{0f| Astra Control CenterZ} AX| =0 QK|
okgﬂ slo

a. =%| Ef@l Of0| 22 MEHSID * Fail Over * & ME4BIL|CE

Data protection Storage Resources Execution hooks Activity Tasks
Configure v 3 snapshots =& Backups @ Replication
Replication relationship
Source Destination STATUS
@ @ (© Healthy | Established
netapp-acc netapp-acc
© Available —% © Available SCHEDULE

Replicate snapshot every 5

O ¢ Fail over O ocp-cluster-3 T 0 ocp-cluster-3

| I I netapp-acc

Reverse replication

Al Delete replication relationship

LAST SYNC

2023/08/0117:18 UTC
Sync duration: 32 seconds
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b. ME HEE 2I5t 1 * Fail Over * £ MEISH HYH TZMAS AJZetL|Ct.

-

|

SN 2tA Mefrt 2 HAELIC Failing over J2|1 LA Failed over 2t& Al
6. HYH TS A= BILICE

a. H0|d2 10 M Hmf 2 AE 2| kubeconfigE AHESHH HAYLICE (ocp-cluster-3)E S2ILICL
O|H| o] 22{AE{0f| Astra Control Center7t MX|=|H&L|Ct.

b. M| Hml 22{AE 0| A Astra Control Center FQRDNS &QIBtLIC} (ocp-cluster-3)S 22IELILCL.

C. Astra Control Center DNSE & Z¢t= = 78S 2AH|0|EgfL|Ct
kubectl edit acc -n netapp-acc

ZAetLICt astraAddress A spec: FQDNE AFEEILICE (ocp-cluster-3.company.com'CH 4

AE9)).

rerx

=

mjy T
o
>

I
B o
N
2
In}
§
Im
il
2
rir
_ﬁ
JlOI-

'c'>'H__| [:|-

kubectl get acc -n netapp-acc

d ZQst IE traefik CRDZt Y =X| &HolstL|C}.

kubectl get crds | grep traefik

T4 traefik CRD:
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ingressroutes.traefik.containo.us
ingressroutes.traefik.io
ingressroutetcps.traefik.containo.us
ingressroutetcps.traefik.io
ingressrouteudps.traefik.containo.us
ingressrouteudps.traefik.io
middlewares.traefik.containo.us
middlewares.traefik.io
middlewaretcps.traefik.containo.us
middlewaretcps.traefik.io
serverstransports.traefik.containo.us
serverstransports.traefik.io
tlsoptions.traefik.containo.us
tlsoptions.traefik.io
tIsstores.traefik.containo.us
tIsstores.traefik.io
traefikservices.traefik.containo.us
traefikservices.traefik.io

2?2l CRD & €87t S2tEl AR
i. 2 O|SELICt "Traefik A A",
i. "Ho" S OIUZ SAFEHLICE.

o
ii. W7 L8 M8
kubectl apply -f <file name>
Iv. Traefik CFA] A|Z}:

kubectl get pods -n netapp-acc | grep -e "traefik" | awk '{print
$1}' | xargs kubectl delete pod -n netapp-acc

b. 2 0|S&L|Ct Astra Control Center OperatorS S EHL|CH MM S ARSI A|IQ.

2CH7|: Astra Control Center OperatorS S 2IgHL|Ct

LI}, cHet
S AE0M AH[E B0

HX Astra Control Centerg ALE235t0{ BiA0f|AM 7|2 Astra Control Center 2FXtHE %9.:
HIJAHO|AE AA LA O|ALL ZH0tOF BFLIC}. Astra Control Center7t 28 A4 2
St S HAE fHGHT| IS AR AL ExLICE

_|_ |I0|'

CHA|
1. 88 o203 ~ 3 MENS OIS 2R Y2 0|2 MEHEILICH (netapp-acc-operator)E S2IELILCE.

2. mel WOl B4 Bl olAf * =8 * 2 Meypi|Tt
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il

3. 221 Q8O F * Restore to new namespaces * S MEHEIL|LCE,
4. CHA M| I 22 AEE MEHEL|C (ocp-cluster-3)E S=/gLICH

A EAHO AAE HYAHO|AL}L SUSHA HAELICH (netapp-acc-operator

[¢)]
L
0o
>
=
o
| >
i
Mo
of
Y

6. O|Mo|| AT MRS S AAR MEASLICE
7. Restore using original storage classes * S MEHSL|C},
8. Restore all resources * £ MEHBIL|CE,
9. N HEE HAES F * Restore * £ 22/610] 2@ T2 MAE A|XEILICH
Applications H|O|X|0f| = CHAM M| HIY E2{AEZ 27 52l Astra Control Center 2EXAt7F EA|EILIC} (ocp-
cluster-3)E SEELICH TEMAT} =M MEf7F 2 EAELICH Available. 102 O[LHOI| DNS FA7t
H|O|X|0i| M =tol=|0{of BFL|CE.
2
Astra Control Center, SSEl S2{AH, AAFut Bjo| ZehEl 22| ofE2|AH|0| M2 OfH| EFI A Hm

=
S2{AE{OIA AR E & UBLICH (ocp- cluster-3)S SLRLICL HE0A AFRHE o BHE A QIAHANE

Ol A |
M-
J0§2 QRIEILICE GIoE He) s WO A] He] W AMAS Al AT 2 YL,

=X i &

AAR MEf S B T2 MATHHSHQIX| 2elgti|ct.

—

* * Pod7t HHE|X| %S *: ZE Pod7t A% SQIX| 2HQIptLCt,
kubectl get pods -n netapp-acc

O Y2 Pod7t U= B2 CrashLookBackOf f Chaat 20| St CHA| A|ZSHH 2 MEHEL|CE Running AFEH.

o * N\|AHI AER 291 *: Astra Control Center A|ARIO| AR =X| SQITHL|CE ready AEK:

kubectl get acc -n netapp-acc

SH:
NAME UUID VERSION ADDRESS
READY
astra 89f4£fd47-0cf0-4c7a-a44e-43353dc96ba8 24.02.0-69 ocp-cluster-
1.company.com True

* * B I AFE 2l * : Astra Control Center HIE HEE HEA|SI0 0|2 &QIEILICt Deployment State USLICE
Deployed.
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kubectl describe acc astra -n netapp-acc

o
rio
o rin
% >

stra Control Center U7} 404 @R E H._*PE.*LI Ct. *: MEHSE AL 0| QBT YHMBIL|CH AccTraefik
Mo =2 Z(E) MU Traefik CRDE EZESHUA L B MX|E|R=X| 2olgfL|Ct,

CHA[EE * & MBSt M, 22{AH, AE2|X| HAE 5l HEHE oh=of Ifefe +~ ASLICEH

O|N=2 Ehed| & xAIL; JEHRO] OfL|EL, 2f HEHZRE ERLR2E + AFLICE oS S0 Yo| 24T 2 E[X|
2 2 OI0|Z 9= OIRAE JHM7IH TS| HoE|X| o2 Y =AY = AELICH K7[0= O 77+ ZEE LIt

r0|'
=
rd
L]
ofy
ro
2
M
i
X
o
=
T4
rir
>
@
8
E
_|T'_

* OiS2|#H[0]H0| 2tHD| B k=X R (X2 HAHS A EE

* ZME| 21| B OFF| RH2|IX| 242 ol SelLiC,

— LS d— T Hd

=
rot
ot
rI-J

\fSH & BHajst7ILE RAISHH E|22 0] £XH= 00] £l 20| ZALICH 121 Che CHAIE S0 ZAE!
~2 DRI LRI SRIAEO) M US EI1SHE A|7|S Thofst 4 ALICH

S AH EHE

22| AF{ * ELUS Astra Control CenterS AtGH0Y 24215111 21 S2|AE{0] Aefol st AR A2 B
RZst0, @2 ALgots 2N SUCHR oL Of APAS HEE &8 4 AL

i

- B2IE|= AE2IX] HlE 4

- O|2{g B2l WS T} A MEfRIX| ofe

+ HQIS 7} 2| HSER| Of%

* ZAME|2IX|DH OF| B2|E|X] B2 WIS SQULIC}

Astra Control Center0|A] Zt2|gt EHAEHE FII8t 20|= SHAEH Q| {IX|, YUK =&,
7 =28 Y AELX| 2HA S SHAE| Ut I8 HEE = & JYSLICEH 22
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Z2|AEQ] 7|2 AE2X| 2HAS HHY A& UsLIC

So{AE JEf S MR 2 27

ZR|AE(S| 9K, YR L, I7 B8 U AE2X| SefAc 2L

i

2{AEO| CHot M8 HEE = & JUSLICH
CHA|
1. Astra Control Center UIO| A * Clusters *

=
=
2. 2HAE *HO|X|0| M ME HEE =tolgt S2{AEES MEISLC

= =

SHAEI} Ql 3R removed 22{AH Y HEYI HZHO| FZ6l| HO|X|ZHKubernetes APIE

AFZsto] 22|AE0f ANAS2IE 9% AIS7F S8 Z2), Astra Controld] XIZ
(D) kubeconfig= Cf 04 Q261X 22 4 AUBLICL 2AAH| QIS A8 EL 012 (2 4+

UBLICE Of SHE siZot2{2 2 AHB3H0] Astra Control®] S2{AE 2 HAE X2 B2
AOIO|ESHY AR "Astra Control APIE & ZESHYAIL",

3. Overview *, * Storage * X * Activity * B0 A Yot= HEE &tolgt 4 UEL|Ct
o *JHR *: ot AEHE EEtot R 20 CHet ME HE.
o * AEZ|X| * AER[X| B A B MEHE H|ESI0] AFE M HtE 7 SEYLICH
° * Activity *: S AESt BHAE 2SS EAIRLICH
== T

() 22128 - oM - 22| * HO|X|2 0|Sst Bie| 22AES M 4 UBLICH S2AH -
Ho|X|2 0|53t 3 9o MTE EAS wELC

Astra Control Center * CHA| 2 E * HE| S8{AEH MEE 2 £ USLICH 2|AA @QF* 9] *

718 AEE|X] SHAS HF LI

2HAHS 7|2 AER[X| 2HAE HEY £
ﬁEElIl %EHﬁE xxi'é'PL_||:|-_

=T 1d

n
1
$0

&LIC}. Astra ControlO| 22{AHE 22| uff S22{AHQ| 7|2
@ kubbeck HHZ AtE5t AEE|X| E2iAE HASHK| DY AL, CHA O] HXHE AFRSHAUAIL.
kubectl2 AF23H Astra ControlO| HZE AlStE E|S2IL|Ct

|
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Astra Control CenterE A3 £2l HEY AN M °|E1'-*' H Z (NetApp Support AtO|E0]| X|¢l HES FZE5H7| 2/sH
)l ZEA|7} 2R3 AR Astra Control Center®i|A] ZEA| MHE FL4oHof ghLct,

@ Astra Control Center= ZEA| MOl CHoll 220t M2 YEE 2QI5HX| gf&SLICH SHIE U2
UHYE=X| FHABHIAIR.
oHA|
1. admin */ * owner * At0| Q= AW S AFRS}I0 Astra Control Centerdf] 21Q18HL|C}.
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0 Disconnected

HTTP PROXY Chsirae

Configure Astra Control to send traffic through a proxy server.

4. TEA| MH 0|5 EE= IP FAQ} IEA| ZE HSE JAHFL|CL

5. EA| A0 QI50| st AL =QI2tg MEHstD ALEXt O| St YSE UATLICE
6. Connect * & ME{B}L|C

i
=

Aot TEA 2L MEE FR* A * > HE * HO|X|Q] * HTTP ZEA[ * Md0jM oy HEIt ABEUASE
L2 MH O|E S EAIRLICE

oo my

: Connected W

HTTP PROXY 7
Server: proxy.example.com:8888

Authentication: Enabled
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1. admin * / * owner * #%t0| U= AEE AHE3H0{ Astra Control Center0i| 2 3Q1gL|CE.
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1. admin * / * owner * #$10| U= AHES ALE3t0] Astra Control Centerdi] 2 2218tL|Ct
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PrometheusOl| ¥ Z5tM 2

Prometheus= Astra Control Center H|O|E{E ZL|HAE 3 QELICH Kubernetes E2{AE HEZ AIEZQIE[A
HE2S $TSIEF PrometheusE A E 4 A2 PrometheusE AHESH0] HIEZ| HIO|E{E A3t 2
olAL|C}

A H .

Prometheus AHE0i| CHet XtA[ LIE2 Of| A sfe dHME EZSHYA|IL "Prometheus A|Ef".

A

e

Astra Control Center 22{AE{L} Astra Control Center 22{AE{Qt EAIS £ Q= CHE 22/ AE | Prometheus
Ii7|X| & CHRZEESHH MX|HEX| 2RIBHMAIL.

o

o ZA MHAMO| Y= XES MEMAIL "PrometheusE A X|SrL|CH,

Prometheus= Astra Control Center Kubernetes 22{AE{Qt EAIE 4= U0{0F BL|Ct. Prometheus?| Astra
Control Center 22{AE{0| MX|=|0] UX| 22 AL Astra Control Center 22{AE{0|AM Al S0l HEZ! AH|AQ}
EME £ JQ=X| =olslof giLCt,

PrometheusE A EL|Ct

Astra Control Center= Kubernetes 22{AE{2| TCP ZE 90900 HEZ! MH|AZ H|ZEfL|C} 0] AH|A0|A
HE2|S +Tsl2{H PrometheusE TA4SHOF BfLIC}

CHA|
1. Prometheus A{H{Of| 2 Q18tL|C}.

2. of 22{AH =2 F=IIELIC prometheus. yml THFY. O] AELICH yml THFAOIA 2 E2{AE{0]| CHSH CHS ot
FAret 2=2 FIMLICH scrape _configs section:

job name: '<Add your cluster name here. You can abbreviate. It just
needs to be a unique name>'
metrics path: /accounts/<replace with your account ID>/metrics
authorization:
credentials: <replace with your API token>
tls config:
insecure skip verify: true
static configs:
- targets: ['<replace with your astraAddress. If using FQDN, the
prometheus server has to be able to resolve it>"']

A6z 2R tls _config insecure skip verify 5 MEHSILIC} true, TLS =2}
EEZ0| HR5HX| gtELICE

®

3. Prometheus AH|AZE CHA| A|ZFEFL|CE

[H

sudo systemctl restart prometheus
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Prometheus0i| M| ASHYA|R
Prometheus URLO{| 4 M[ABFLICH,
ChA|
1. B2t X0j|M ZE 90900| U= Prometheus URLS 4= gfL|Ct.
2. ME{* >+ CHA * S MEHSO] HAS

stolgiL|ct.

Prometheus0i| A G|O|E{E FL|Ct
PrometheusE AtE35t0§ Astra Control Center H|O|E{E & 4= U&LILCE.
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* Astra Control Center A|I&0{|= * admin * / * owner * #$t0| J&L|CT.

* Kubernetes 22{AE0]| AX| 8! 23 =2l Astra Control Center

@ Astra Control Center= Fluentd AMHO|| CHol LT M|E HEE 20I6HX| tEL|CH SHIE 22
UHME=X] OIS 2.

chA|
1. admin * / * owner * #310| A= HH S ALESI0{ Astra Control Center0f] 2 1Q18tL|C}.
2. A" x> HE * 2 MEHSHL|Ct

v Disconnected W

FLUENTD

Connect Astra Control logs to Fluentd for use by your log
analysis software.

4. Fluentd M| SAE |IP FA XE HS 51 2§ 7|18 YATILICEL

5. Connect * & MEHSIL|CE.
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Fluentd ¥1ZS H|2tMd3tetL|Ct
Astra Control Center QIAEIAO| CH$t Fluentd ¥ Z S H|2AM3tst 4 QSL|CH

|

1. admin * / * owner * #310| A= H™HS ALE5I0] Astra Control Center0f] 2 1Q18tL|C}.

-

A > AT 2 MEELICH
—_ 17

2
3. CECIR SE0|M * HE #7| * E MEHstH| HZE v MateL|Ct.
4

TS AR} Rl TS SeIgtLIC
E e~
A 2 S AE | E F|ATLICH

Astra Control Center0|A| | O|AF 2t2|5IX| o= S T2 13 &
K| 7{eL|C}.
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[
o
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m
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¥ 22| S F AT

Astra Control Center0|A] Cf O| A 8} AWHAF Ir = 22 SX|SHA| 42 oOfZ2[H|0| M 2t2|E SXIgL|Ct.

* OHZ2|A|0| M1t LO|E = AHE 7% HEIE FX[ELICE
CHA
1. Z EMM IS0 M * S8 T2 * 2 MEfBhL|C}
2. g MEdpiL|Ct
3. = ol M m'F0llA * 22| FA * B MEfBiL|CE
4. Y2HE HAEEL|C
3. "unmanage"E & st0] ZIBIL|Ct
6. 0|, S8 T2 He| & * E MEHEL|C

Astra Control Center?} & #2|E SX|&fL|Ct.

Z2iAH B2l FAEL

Astra Control Center0i|A] Tf 0|4 Zt2|stX| gtoEi= S AH HE|E SX|RLICL
@ SHAHE #a[sty| Mol S AEt HHE Ao 22|S siH|sHOoF BLCt.
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EHAEE MHSHA| $ELICE
* Astra Control Provisioner E== Astra Trident= 22 AE 0| A H7HE[X] &LICH "Astra TridentE K| Hok=
HIHS Aot MA| ",

|
1.

ro

= B BS0lM - 2B|AE * S MEELICH

= By |

Ol &t Zte|stA| pioBi= SR AE{Q| efol2ts MEStLCt.

O -

il

2 &
3. Actions * €2| Options HI+0[A] * Unmanage * & ME{BIL|C}.
4

- SEAH HE|S SAMEX| QIS S * of, SAH 22| &+ S HEfRL| ]

I_
21

SHAEQ| AEl7} * Removing * 22 HAEILICL T 0|20 E2{AE7t * Clusters * H|O|X[0| A K| =11 Astra
Control CenterOi| A I O] &t 22| =|X| & LTt

() =oi2eo 22l 1400t 212 23 HlO|EE F&sH] 9l) AX|E BE 2447} HHELIC

Astra Control CenterS & 12|0|EgtL|C}

Astra Control CenterE ¥ 12{|0|=5t2{™ M X| O|0|X|E CIRZEEStL CHS XA S
22 YA 2. O HXIE AHESHY QIR0 ABE|AHLE 37(7F HEE 2HH 0| Astra Control
CenterE 112|[0| = &~ JUSL|CE.

CtE X|E 0| A= Astra Control Center2| & Hj £|Al 22| =0f|A O] X|A 22|ZZ HO2|0|E5t= TE2MAE
AEBIL|CE SAxf Z2|A Fof A= F 7 o4l HE|A0AM = Y HOgo|=E 4~ SIELICEH MX|El Astra Control
Center HHTO| %[ Z2[=9| X[ CHAQl B, MX|El Astra Control CenterZ} %| 4 EE'Elxoﬂ 0[0f o HH Y m7tX|
M HEOZ HQI O O|EE SO & 5 - —’F USLICH 22[A HEHS MA| SE2 E HXSHUA "ZHE|Z LES
EERSHUAIR",

AIEFsE2| Hof|
H|0|=517| Fof &Z0| o SH=X| 2SI A| R "Astra Control Center 52 2[oh |4 Q7 Atsl, 20|
CtZ0| QLojof gL},

* * =M3} "Astra Control Provisioner" Astra Trident7t A3 E|= * of Al

o
a. M3l =9l Astra Trident HE S &tolstL|C}.

kubectl get tridentversion -n trident

Astra Trident 23.01 O[5S AMdll S AR CISS A2 3.:. L|Ct "X|£!" Astra Control

Provisioner2 & 12{|0|=35t7| M| Astra Trldent°| M HHMOZ HO20| =5 A|L. Astra
@ TridentZ} & 24.022| 474 E2|= 1= LHof| = &2 Astra Control Provisioner 24.02E

M HOe0|EE e £+ UBL Ef 0|2 £0{, Astra Trident 23.040{l A Astra Control
Provisioner 24.02§ ESpS 04—|E1|0| o = JASL|Ch

b. Astra Control Provisioner?} RIS |} =X| 2HQIStL|C} "2t SLH=l". Astra Control Provisioner= 23.10 0|
Astra Control Center 22| XA ZSStHX| A& LICH £ A 7|50] BAHASH| 28] 122|0|=5H= Astra
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Control Center2t S$t HE S AL23SIE = Astra Control ProvisionerS & 128{|0| ESHMA| 2.

* * X| &&= Kubernetes H{ I *

Al =0l Kubernetes 7 2H0l:

kubectl get nodes -o wide

L BE BRAAH 2lan
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ME 7ttt 23 AH B|laA HY:

kubectl describe node <node name>

-+ 72 AER|X| SaA

7|2 AEE|X| A &Hol:
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kubectl get storageclass

o * ™M S ALE 7HST API AH|A *

SE APl MH|ATH FH Y LEHO|H ALE 7hsetR| =elgtL|C.,

kubectl get apiservices

* ¥ (2Z 2 X|AEZ| 2t 3{2h) Astra Control Center O|0|X|E FA| 3 FEE8H= O] AHRE = U= EZ X[AER

*

* * (OpenShiftt si2h) HAF 31 A
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BE E2HAH 2RI S0t SEfO|H AE THsTHR| =gttt

kubectl get clusteroperators

Ch2 A 2qstiof gLt
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AFIE, e 9l AAr0| MEID UK 4 AL RS oA PI2f0|=S SELIC,

* * NetApp Astra ZIEE O|0|X| 2|X|AEZ2|0f] HMA *;

NetApp O|0|X| 2| X|AEZ|0f| A Astra Control Provisioner2t Z+2 Astra Control2| AX| 0|0|X| &l 7|5 7HM
A E 7t g & JELICE

a. gX|AER|o| 22I8H0F SH= Astra Control A|IH IDE 7|EgtL|Ct.

225



[

2 00|

o
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C. Astra Control H|X|AEZ|0|| 2aQlstL|C},

riu

Ho

NES SEECO| SAFSH HE 7|0 ME LI

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

* * |stio A{H|A H|A| HYZE *
Astra Control Center & X| Z0f| Istio A|H|A HIA|E M X[t AL Astra Control Center2| 0| 2112|0|=0{= Istio
MH|A HA| 7} ESHEILICEH OFR] MH[A HA|IZF @l 2, 7t TR = St ofLet dX[e &~ QGLICH "= 7| Hf I
Astra Control CenterS AJHgtL|C}.

Of ZfHofl CHaf

Astra Control Center 21 12|0|E T2 M|A = CHSIF 22 g THAE QHLeiL|CE.
@ A 32|0|EE A|ZtSt7| Fof| Astra Control Center UIIA 2 0tR3HMA| L.
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* Astra Control CenterE & 18{|0|=%fL|Ct

© AIAE MEHE etolstLICt

Astra Control Center 2 BXIE AH|SHK| OYA[(Of: kubectl delete -f

astra control center operator deploy.yaml)ZEZ} AH|E|X| Q== Astra Control
Center Y 130|= L= ZHf = AR EX|.

Astra Control CenterE CI2Z2E8t10 =8 EL|Ct

CH2 Qx| & 3}Ltoll A Astra Control Center O|0|X|E CI2Z2E38HAA|2.

* *Astra IEE AMH|A O|O|X| 2| X|AEE| *: Astra ZIEE HIE| 0|0[X|0f| 2E HX|AEEZ|E AFESIA| 4Lt
NetApp Support AFO|EOf| M HS CH2ZEHL} O| % H28h= 22 0| SHS AFERILICE

* * NetApp Support AFO|E *: Astra ZAEE HIE| O|0|X|2t &M 2Z 2X|AEER|E A= 2R 0| 82
AHEgfL|CE.
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Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C}.

2. HA|EE0f|A * Astra Control2| Xt7} 2t2|8 QIAEA HiI * £ MEHBIL|CE,

3. X|&loj| 2t Astra Control 0]0|X| 2| X|AE2|0f] 2116t Astra Control Center AX| O|0|X|E 7t &

CtZ O|0[X[E FEELCt.

NetApp Support AIO|E

1. Astra Control Center7t ZetEl HES CH2EEYLICH (astra-control-center-
[version] .tar.gz)E ME{EIL|Ct "Astra Control Center CH2ZE T|O[ X[ ",

2. (MEE[X|2F MEH AtSH) Astra Control Center Q1S A 9 MH HES CHREZERLI|C (astra-control-

center-certs-[version].tar.gz)E 2&/6l0]{ HE MEZ =QITtL|Ct

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz

Ok
ot

Z20| BA|E/LICt verified OK &0l M

ok

3. Astra Control Center HE0{|A| O|0|X|E F=ZETtL|LCt.

tar -vxzf astra-control-center-[version].tar.gz

22 X AE2|E AR 2D 7}

o

AE 2=ELICH

Astra Control Center HEZ2 £Z 2| X|AEZ|0f| EA|S2{= 22 NetApp Astra kubectl BEE 211212 AHE6H 0}

Lot

NetApp Astra kubtl 22{ 1212 X|7{5t11 CEA| AX[ELIC}H

O|0|X|E ZZ Docker MEAZ FEAISI{H X4l T O] NetApp Astra kubectl BEE Z2{121S ALE3H{OF LICE

1. Z2{19l0] HX|=|of A=X| =elsfCt.
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kubectl astra
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]
ro
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"
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Ix
=
4= UELICH delete /usr/local/bin/kubectl-astra.

2 kubeck 221192 =23 vt2tsljof SHH kubbctl-Astrall 7| & HES HHE
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Ho| QFE HHetstH Z2{1210] MX|E|X| 942 0|22 LS tHAIE B0 X[ & ASLICH
2l

a. AF2 7Hs3t NetApp Astra kubectl Z2{ 191 HFO|L{2|E LIEstT 2 KK I CPU OFF|EIX{of| LRt o

0|52 HO| FHAIL.

@ kubbeck E211¢1 2t0[E2{2|= tar HE2| LYF0|H ZH0]| f=0| ZZILICE kubectl-
astra.

ls kubectl-astra/
a. SHIE dHio|H2|E s ZE2 0|Sst1l 0|52 2 HATLICI kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

XA E2|0f o|0|X|E FItetL|Ct

1. Astra Control Center HES 2Z 2| X|AEE|Z2 ZA|SIE = 2R ZH|0| X0 Xgtst &
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Docker £ & ZT5IAA|IL

a. EtZ2e| RE C|HEZ|Z HATLICL 7t EA|ELIC} acc.manifest.bundle.yaml I 3 CHS

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. Astra Control Center O|0|X| C|2lE2|2| T{7|X| O|O|X|E 2& X|AE2|0 Zof E&LICH E
57| Hof| S oAl 2 S +AHELICH push-images EH:

* <BUNDLE_FILE>Z Astra Control HE I}!°| 0|22 2 H}EL|LC}

(acc.manifest.bundle.yaml)S S&lgL|Ct.

* &lt;MY_FULL_REGISTRY_PATH&gt;E Docker X{Z£A 2| URLZE HHELICH O|E 504, "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

* <MY_REGISTRY_USER>E AI2X} 0|EQZ H{EL|Ct,
* <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| Cist QIZEl E2OZ HREL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

P
a

- El2Ql RE CIMELZ| 2 HZSLICE O] mpUat C|2ME2| 7} HAIELICE

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. 2X|AEZ|of| 2TQIgfL|Ct.
podman login <YOUR REGISTRY>

C. AFE3}= Podman HZO| SEA| ALK} XY El Ch2 A3RE F SHLUHE FH|St A#BfL|Ct

=
<MY_FULL_REGISTRY_PATH>S R E 39| C|2l£2|7} LetEl 2| XX|£2|9] URLE CHA|SLCY.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BiES oj0jx] B2 ChS R Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. LA EE|S HEF RO

cd manifests
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AHH|0| E &l Astra Control Center 2 XIS A X|&hL|C}

a. Astra Control Center Xt BHE YAMLS FL|C}.

vim astra control center operator deploy.yaml

b. QIZ0| LRt YXAEZIE AIRStE AR 9 7|2 &S "t LF HAEL|CE imagePullSecrets: []
o .
=

imagePullSecrets: [{name: astra-registry-cred}]

C. 4 ASTRA IMAGE REGISTRY 2| 2 kube-rbac-proxy O|O|X|E Of|A EA|SH 2X|AER| HZE
O[OJX| O HA.

d. 9 ASTRA IMAGE REGISTRY 2| A9 acc-operator O|0|X|E Of|A] ZA[SH 2| X|AER| ZZ 2 0|0|X]

O[] A

e. CtZ 22 'env' MM0|| F=IttL|Ct,

- name: ACCOP HELM UPGRADETIMEOUT

value: 300m

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
strategy:
type: Recreate
template:
metadata:
labels:
control-plane: controller-manager
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spec:
containers:
- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- —-v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443
name: https
- args:
- ——health-probe-bind-address=:8081
- —-metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP LOG LEVEL
value: "2"

- name: ACCOP_HELM UPGRADETIMEOUT
value: 300m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10

resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m

memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
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securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

2. 2O|0|E&l Astra Control Center 2F XIS M X|EtL|CT.

kubectl apply -f astra control center operator deploy.yaml

=
MK

Gl

ol

namespace/netapp-acc-operator unchanged
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io configured
role.rbac.authorization.k8s.io/acc-operator-leader-election-role
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
configured
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
unchanged
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
unchanged
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding unchanged
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager—
rolebinding configured
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding unchanged

configmap/acc-operator-manager-config unchanged
service/acc-operator-controller-manager-metrics-service unchanged
deployment.apps/acc-operator-controller-manager configured

3. Pod7t &% FQIX| =HQIStLCt,

kubectl get pods -n netapp-acc-operator

Astra Control CenterS & 1gj|0|=E&tL|Ct

1. Astra Control Center AtEX} X| & 2|AA(CR) HA:

kubectl edit AstraControlCenter -n [netapp-acc or custom namespace]
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2. Astra M HSE HAPLICH (astraversion 2| LHF spec)OflAl AIZRILICE 23.10.0 & ME4BILIC

—
24.02.0:
@ S HE|A Fol| A= F 70 0|4l HE|A0M= AY Hao|EY = SlELICH HE|A
A 252 E HXSAR "HE[E LES HESHYAIL"
spec:
accountName: "Example"
astraVersion: "[Version number]"

3. O|0fX| HX|AEZ|E HFFLICE

=

° (2ZE EIXIAEEZ[T oY) 2E HXAERIE MESHE B O|0|X| H[X|AEZ| F27}0f[A O[0|X|E FAle

—

HIXAEL| HZ2QF LX|SH=X| 2QIgtL|Ct 0| THA|. YHIO|E imageRegistry 2 LHE spec OFX|2F AX]|

0|z 2 Y X|AEZ|7} HAE AR

O~ OT
° (Astra Control 0|O|X| 2| X| A E2|) Astra Control 0|0|X| 2| X|AEZ|E A2 EIL|CH(
cr.astra.netapp.io) RHIO0|EEl Astra Control HE 2 CH2 EE0H= O| A2} SLICE
imageRegistry:

name: "[cr.astra.netapp.io or your registry path]"
4. ol CtS 2 F7HHLIC crds o HE #H spec:

crds:
shouldUpgrade: true

5. Of CtS WS FIIEILICt additionalvalues 2| LHE spec Astra Control Center CROIA CIS2 4

additionalValues:
nautilus:
startupProbe:
periodSeconds: 30
failureThreshold: 600
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:

initialDelaySeconds: 180

6. I2! HYI|S MFoLD

OB

SRLICH HE Areto| &1 ¥0| =7k A[ZHELCE
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7. (ME4 AFE) Pod7t SRE[O] CHAl AL S 4= UEX| 2HQISLICE

watch kubectl get pods -n [netapp-acc or custom namespace]

8. Astra Control &€l Z£710] ¥ 12|0|=7t 22 &[0 FH|=|UASS LIEFH THIEX] 7|CHLICH (True):

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]

ocCt.

od-
NAME UUID VERSION ADDRESS
READY
astra 9aabfdae-4214-4cb7-9976-5d8b4clOce27f 24.02.0-69

10.111.111.111 True

@ Y S0l Ya0|= MEHE ZLIE St H O 2 HHS AAHTLICE kubectl get
AstraControlCenter -o yaml -n [netapp-acc or custom namespace]

Astra Control Center 28Xt 218 ZAAls2{H LS HES HEsHMA 2,
(:) kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-
operator -c manager -f

AlﬁE‘II *"EHE §I-IO_I'o;H__| |:|-

a0 o b |
1. Astra Control Center0f] 2 1Q18tL|LC},
2. HHO| 0| EE|AU=X| &lBtL|CE UIQ] * K| * HO|X|E EZTSHAMAIL.

3. RS p2|s|s 22iAEe} H0| 0iX3) EXfSID HEE| D YEX| SHOIFLICH
OpenShift OperatorHubS AtE5t0{ Astra Control CenterS
20| =gfLICk

Red Hat @15 HAXIE AL23SH0] Astra Control CenterE A X| st AL OperatorHub0| A

AOIO|EEl HAMXIE AFE 30| Astra Control CenterS & 12{|0| =8 &~ QUELICH O HXIE
AH23t0] 0f| M Astra Control CenterS & 12|0|E8 4= QELICH "Red Hat 0f| ZA|AE

7tEf 27" EE= Red Hat OpenShift Container Platform ALE

A ZFSE7| Fof|

= FF * YO0|E5H7| Mol 2t20| 8 SFSH=X| &It AR "Astra Control Center 7152

£ M3 =X| 2RISHA|L "Astra Control Provisioner” Astra Trident7t A& = * 9| AL
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore

a. Malil =0l Astra Trident HE S 2HQIBtLICE

.

kubectl get tridentversion -n trident

Astra Trident 23.01 O|StE A8 F0Ql AL CtS2 AFETL|C} "X[E" Astra Control

: Provisioner2 & 12|0|E5}7| T 0| Astra Trident2| Z|Al HHF O Z 2 12{|0|ESIAMA| L. Astra

TridentZt HHH 24.022| 471 22|=E /=2 40| /U= B Astra Control Provisioner 24.022
Y YO 0|EE U + UE

= AT £ ASLICE 01I§ £0], Astra Trident 23.040{| A Astra Control
Provisioner 24.022 =& 2138|0|=g 4 JUSLICH

b. Astra Control Provisioner7t ZIE|R} =X 2HQIStL|Ct "2H A SHE!", Astra Control Provisioner= 23.10 O|H
Astra Control Center 22| X0 ZS5HX| S LICE £[A 7| S0f| BN ASHY| 2|8 2| 0|=5H= Astra
Control Center2t Sst HF S AL2SIEZE Astra Control ProvisionerS & 128{[0|ESHMA| 2.

© r Uyt 2{AE 2 A AP MH|A HE

° OpenShift 22{AE0M 2= Se{AE 2XI F HE{QIX] &l gtL(ct.

oc get clusteroperators

° OpenShift 22 AE0| A ZE API MH|AT} F 4 2EfQIX| ZelgtL|Ct,

=

oc get apiservices

S AN CHE Z27F MG 0] Y=X| ZlSHA L,
CHe A= 2{s{of SfL|Ct.
* * NetApp Astra Control O|0|X| 2| X|AEZ|0]] M| A *:

NetApp O|0|X| 2| X|AEZ|0f|A Astra Control Provisioner2t Z+2 Astra Control2| AX| 0|0|X| &! 7|5 74
At g 7t g 5 USLICE

a. g|X|AEzZ|0of| 2 32I8H0F 3t= Astra Control A& IDE 7| 2¢gfL|C}.

A™ ID= Astra Control Service & UIO|A] &tlgt o~ QIS L|CEH H|0|X| LEZ Atto| O& 00|22
MEfSET * AP| AM|A * E MEHSH S A|Y IDE 7| S LIt

b. Z2 HO|X|0f|AM * APl EZ * g2 MENStT AP E2 EXE S S E 0| SAKSH] TEI7|0f| MZEEL|CL.
C. Astra Control H|X|AEZ|0| 2aQlstL|C},

docker login cr.astra.netapp.io -u <account-id> -p <api-token>
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|

o X}
S

* Astra Control CenterS ¢ 13|0|=&tL|C}

Xt 2 X| m|Oo|X[of HA|ABLICH

(e ] A

=] =

E 2YXE MALICH
o
o

bt N
r=

. XHE ARIELC

o
=

ZtEXE A X HO|X|of HAM|ATtL|CH

1. OpensShift Container Platform &= Ecosystem Catalog0ll sH&st= EAHS 2t=Z gtL|Ct,
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Red Hat OpenShift & 2&
a. OpenShift Container Platform UI0|| 2 321%}L|Ct,

b. £M 0|50l M * Operators > OperatorHub * £ ME{StL|CL.
() ol ciuixtz ALgeto] Sixh BEH S| Astra Control Centertl2t @iT20|S 8 4 QILICH

c. 2(8) AMELICt netapp-acc NetApp Astra Control Center 2H XIS MEHSHL|CE,

‘ netapp-acc-operator x

2420 provided by NetApp

Latest version
2420 Installed Operator

- Version 23.10.0 of this Operator has been installed on the cluster. View it here.
Capability level

@ Basic Install
|
Upgrades

Astra Control is an application-aware data management solution that manages, protects and moves

Full Lifecycle data-rich Kubernetes workloads in both public clouds and on-premises.

ep Insights
& muto Piot Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,
: leveraging NetApp's industry-leading data management technology for snapshots, backups, replication
and cloning.
Source
Certified
ertitie How to deploy Astra Control
Provider Refer to Installation Procedure to deploy Astra Control Center using the Operator.
NetApp N
Documentation

Infrastructure features  Refer to Astra Control Center Documentation to complete the setup and start managing applications.

Disconnected NOTE: The version listed under Latest version on this page might not reflect the actual version of
NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center
bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
N/A be installed.

Repository

Container image

registry.connect.redhat.co

Red Hat Of| ZA| AR FIEt2 T
a. NetApp Astra Control CenterS MEHBIL|Ct "2 E X}
b. HiZ 3! AHE * & MEARILICE.
Red Hat ?

Ecosystem Catalog Hardware Software Cloud & service providers Help Resources AlRedHat

> Astra Control Center

Astra Control Center

Provided

y NetApp

Application-aware data management built for OpenShift .

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview
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7|1E 2YXE MAELCH

1. netapp-acc-operator * HO|X|0{| A * K|H * & MEHSIO] 7|Z= HAXIE HAHELICE.

r

netapp-acc-operator x

24.2.0 provided by NetApp

Latest version
2420 Installed Operator

. Version 23.10.0 of this Operator has been installed on the cluster. View it here.
Capability level

@ Basic Install
O Seamless Upgrades

) Astra Control is an applicati data olution that manages, protects and moves
) Full Lifecycle

data-rich Kubernetes workloads in both public clouds and on-premises.
Deep Insights

& Auto Pilot Astra Control enables data protection, disaster recovery, and migration for your Kubernetes workloads,

leveraging NetApp's industry-leading data for , backups, repli
and cloning.
Source
Certified How to deploy Astra Control
Provider Refer to Installation Procedure to deploy Astra Control Center using the Operator.
NetApp .
Documentation
Infrastructure features Refer to Astra Control Center Documentation to complete the setup and start managing applications.

Disconnected NOTE: The version listed under Latest version on this page might not reflect the actual version of

NetApp Astra Control Center you are installing. The version in the file name of the Astra Control Center
bundle that you download from the NetApp Support Site is the version of Astra Control Center that will
N/A be installed.

Repository

Container image

registry.connect.redhat.co

I>

al
x

@ Of 2 S HAUSHH NetApp-acc LA AH| | X| 2 f o 2h2 Rlaff HZE U AHO|
|

1. 2 O|SLICt netapp-acc QUH(O|E] HO[X|S CHA| EAIZLICE

2. Install Operator * T|O|X| £ 2t=3t 11 X4 HMXIE AX|SL|Ct.
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OperatorHub * Operator Installation

Install Operater

Install your Operator by subscerbing te ane of the update channels to keep the Operator up to date. The strategy determines sither manual o autematic updates

Update channel * & netapp-acc-operator
& sable @ provided by MNetAgp
Provided APIs
Installation mode
{259 Astra Control Center

& A namespaces on the cluster (default)

Opérator will be avalable in all Nameaspaces

AstraContralCenter is the Schema for

he cluster the astracontrolcenters APL
Thia mode & not supported by this Operatar
Installed Mamespace *

netapp-acc-operator (Operator recommendied) -

A4 Namespace already exists

Namespace netapp-acc-operator already axists and will ba usad, Cthar users can akready have access o
this namespace.

Update appraval * &

@ Automatic

O Manual

() 23%: 2= 222 UAATHO| AN AFBE 4 YALICH

a. AMKE MEHSIL|Ct netapp-acc-operator AMH[El HAXLS| O AX|0of HOt Y= HIRJAHO|A(EE
Al‘ I‘X

27t x|& llATo|A)elL|ct,
b. £ & RS &9 M2 MefgL|ct
() 45 aol0| AT 22ART stLto| 2HX QIATADH M F0|0{of gL

@ =& 5¢ TEkE dEiol 2 o] ZUXtof| tet =5 HX| Al=lE Selstats HAIXIt
H

3. 220llM OperatorHub 72 0|55t 2FAI7t HZHOZ MK E[JU=X| ZelgfL|Ct,

Astra Control CenterS 2 12{|0|=E&tL|C}

1. Astra Control Center 2F Xt E40{| A 0| A X|2| Astra Control CenterS MEHSII * Edit AstraControlCenter *
£ MESIL|CL,
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= RedHat F : inv
- OpenShift 2 kube:admin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.
¢ Administrator

Project: netapp-acc-operator v

Home
Installed Operators > Operator details

netapp-acc-operator

Operators 2420 provided by NetApp Actions ¥

OperatorHub

Details ~ YAML  Subscription  Events  Astra Control Center
Installed Operators ——

Workioad AstraControlCenters  Showoperandsin: ® Allnamespaces O Current namespace only
'orkloads

Networking Name ~  Search by name.. /

Storage Name Kind Namespace Status Labels Last updated
astra AstraControlCenter @ netapp-acc-operator Condition:/\ Warning No labels @ Mar 20,2024, 12:29 PM
Builds
Edit AstraControlCenter
Observe Delete AstraControlCenter

Compute

User Management

Administration

2. E YOIO|EELICt AstraControlCenter YAML:
%| Al Astra Control Center T (04 24.02.0-69)2 Y= EL|Ct.
b. QIX| “imageRegistry.name 2 0| }2} 0|0|X| 2|K|AEZ| A2 E |0 ERLICE
* Astra Control B|X|AE2| M2 MBS 22 EEE E HEYLICI cr.astra.netapp.io.
* 2H YK AERIE #ot Z2 0| tHA0| M O[0|X|E FAlet 22 O|0|X| HXAER| HZ2E HASHAHLL
FAIELCE
@ =0{7X|0} http:// £ https:// S YHLILICE

C. £ YHIO|EZLICt imageRegistry.secret HR Al

@ 23Xt ®MA ’IEHIMHIHE 7|E %= E MAHSHA| gdsLItt. 7|E 2ot THE OIFS 7HE M
S HEE FR0T o] EEE YO0 ELHOF BiLICE.

d. o 22 FIIELICt crds 74:

crds:
shouldUpgrade: true

3. HEF ArE MFelch

4. UIOIIM H20| =7 4SS S =elgfLict.

Astra Control CenterS H|HgtL|C}

WIS MA HHMO 2 H8|0|ESH= 2 Astra Control Center 7+ A E H|HSHOF &
Q)& L|CH Astra Control Center & Astra Control Center 2EXIE X|745H2{H 0] =X}
MEE| HHZ SACHE MEUSIAMA L.
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X HAHo EX7t U= B2 E HESHAL ®AH 25| 6HE.

AlZfot7] FEof

1. "EE N 2HE[S FASLICH SSHAEA.

1. Astra Control CenterS AtH[EIL|C} CHS ME HH

YIS gt

ro

kubectl delete -f astra control center.yaml -n netapp-acc

A1t

astracontrolcenter.astra.netapp.io "astra" deleted

2. OIS HHS ArE5t0] £ ANELICt netapp-acce (E£ AF A K™ 0|2) HIJAHO|A:

kubectl delete ns [netapp-acc or custom namespace]

Ol x| 22t

namespace "netapp-acc" deleted

3. CI2 HH S ARSI Astra Control Center 2FAF A|AEI 1M @A S AMH|EHL|CE

kubectl delete -f astra control center operator deploy.yaml

A1t
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namespace/netapp-acc-operator deleted

customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.astra.

netapp.io deleted

role.rbac.authorization.k8s.io/acc-operator-leader-election-role deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
deleted

clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role deleted

rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-—
rolebinding deleted
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding deleted

configmap/acc-operator-manager-config deleted
service/acc-operator-controller-manager-metrics-service deleted

deployment.apps/acc-operator-controller-manager deleted

M 2 82

CHS o2 S AF235H0] Astra Control Centers M| I Mst= 2X|E SZSHMAL.

uI

Astra Control CenterS H|7Hs{{ = 22| 22{AEQ| ZL|HZ IR ZEJF HE|=|X| g&L|CH

Astra Control CenterE M| 7{5t7| Hof| 22{AEHE 22|5kX| g
St

o}
M
HIJAHO|AMM PodE S22 AHY = ASLILE O[2{ct BH2 LSt Z&LIC

|

1. 'acc-monitoring' Of| 0| M E AtK|:
kubectl delete agents acc-monitoring -n netapp-monitoring
A1k
agent.monitoring.netapp.com "acc-monitoring" deleted
2. H[JATO|A AFX|:
kubectl delete ns netapp-monitoring

Zut:

CHA NetApp Z2LIEE HIAH 0] A &
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namespace "netapp-monitoring" deleted

3. HAHE 2|AA =0l

= -

kubectl get pods -n netapp-monitoring

Zat:

No resources found in netapp-monitoring namespace.

- BLIEE O[o|ME H|7{ 2ol

= -

kubectl get crd|grep agent

Al

O

e

Zut:

agents.monitoring.netapp.com

2021-07-21T06:08:13%
AMERF Fof 2[4 HO|(CRD) & A

kubectl delete crds agents.monitoring.netapp.com

Zut:

customresourcedefinition.apiextensions.k8s.io

"agents.monitoring.netapp.com" deleted

Astra Control CenterS M| 78| = Traefik CRD7} 2| Z|X]|

Traefik CRDE 322 AHY = JELICH CRD= 22E 2|AA0|H CRDE AH|SHH S AE S| CHE
OHEE[AI0|H0]| Feks & =+ ASLICE

oLt

|

1. S2{AE0|| AX|Zl Traefik CRD LIE:

kubectl get crds

|lgrep -E 'traefik'

oo

Ch
=
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ingressroutes.traefik.containo.us
ingressroutetcps.traefik.containo.us
ingressrouteudps.traefik.containo.us
middlewares.traefik.containo.us
middlewaretcps.traefik.containo.us
serverstransports.traefik.containo.us
tlsoptions.traefik.containo.us
tlsstores.traefik.containo.us

traefikservices.traefik.containo.us

2. CRD 2fH|:

2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:
2021-06-23T23:

kubectl delete crd ingressroutes.traefik.containo.us

ingressroutetcps.traefik.containo.us

ingressrouteudps.traefik.containo.us middlewares.traefik.containo.us
serverstransports.traefik.containo.us tlsoptions.traefik.containo.us

29:
29:
29:
29:
29:
29:
29:
29:
29:

117
117
127
127
127
13Z
137
147
157

tlsstores.traefik.containo.us traefikservices.traefik.containo.us

middlewaretcps.traefik.containo.us

- "R g YEE 2RIt

— -
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Astra Control Provisioner=E AIstL|C}

AEZ[X| ol E AT E LBt CE

Astra Control ProvisionerE AI26tH £t2|3 SHAEQF AEZ|X| HA = 7to] EEfTl
A SIS = MSISH0] H|O[E HMA HOtS JHME &~ QJUESLILCY.

Astra Control Provisioner= 5 7HX| 32| AE2|X| Al =0l CHSH Kerberos &= 2tE X[ L.

« * 2I2||0|A ONTAP * - Astra Control Provisioner= Red Hat OpenShift 3! A E 2! Kubernetes
S2{AE0A 2X2|0|A ONTAP S&7HA| NFSv3 2 NFSv4 A S Sdll Kerberos 4= 3tE X2 L|CE.

* * Azure NetApp Files * - Astra Control Provisioner= A EZ! Kubernetes 221 AE{0f|A| Azure NetApp Files
EEOE2|NFSv4.1 HEE S Kerberos 2= 3HE K| AgLICE.

)

et AEMS 8o, ARk, 37| =5k, AHM, 28 87| T

d , ™ A, b8 22 48 3 NFS =23 E Ar2ot= 28
Jt{27|

ALH ONTAP 2 &1} M4 =9l Kerberos &3S M EHLICH

2| S2{AEQ 2o2|0|A ONTAP AEZ|X| WA= AO|2] AEZ|X| E2fT0]| Kerberos XS 3HE HMate
o

@ 2I2|0|A ONTAP AEZ|X| HAIEE E3t NFS E2l{ 0] Ci$t Kerberos Y et= £ AHEsHOFat
X JELICt ontap-nas AE2[X] E20[H.
AIZFSE2| ol
* 7t QEX| =RIBtL|Ct "Astra Control ProvisionerS ZHASSH& LT 22| CHA 22{AE A,
© Off HMAL  J=X] ZALL|C tridentctl FEEIE]
* ONTAP AE2|X| eHoll = of| CHSt 22| X} M| A ESHO| QI0{0F UL},
* ONTAP AEZ|X| HHAIEO|M ZRY =52 0|E2 Y11 A0{OF LCt,

=2 =
* NFS 250 CH$t Kerberos Y Z3HE X| 5= ONTAP AE2|X| VME Z=H|HE=X| etelgtL|Ct,
"Ci|O|Ef LIFO|M KerberosS AI2SIT 2 MMEILICH & HXSIMAIL.

=
* Kerberos 2= 32 AI26H= NFSv4 280| SHI2H| 2ME0 =X %@Jgﬂ-ltr. 9| NetApp NFSv4 =02l
T MM(13H0|X)2 & ZESH AL "NetApp NFSv42| SFALEI 7|5 Gl I Atg| 710|= £ AT AIR",

o

EZXSHMAIL

ONTAP HALE FHS 7} e £FBLIC

7|Z ONTAP AAZE HHMo|| 722 FII5tHLE, ONTAP AEZ|X| VM RE otL|2} YA ER! Kubernetes
S2{2AE2t SRE ONTAP 2E0 IZHOH Kerberos &= 3tS X|@l5h= Af A zE WS oo gLt =Ttet
LHELHZ| EH FA B M2 2HE HELY| M2 TS AMA Z2EE 3 MM A 2shS X6l oF LTt
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Kerberos 233} 7|52 E &= Astra Control Provisioner AEZ|X| BHAIE 1 M-S MAMTt
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Kerberos {2 otE F1d5h= AE2|X| #HAE g MAS ThS ©ff & ALESHH M| 7HX| Kerberos

SHLHE X ¥ 4 J}ELICH spec.nfsMountOptions OH7H B4

spec.nfsMountOptions: sec=krb5 (21& & =3}

spec.nfsMountOptions: sec=krb5i (215 U &3} ID ED)
D

spec.nfsMountOptions: sec=krb5p (.’l'

ol
#2
o2
ot
lot
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O[T A0l M Mot 1 MU S ALESH MAE S M BtLICt

—_

o> rR

E Mol 2oystHE wll= 40| 2X7F A= ALIC Chs HES ddste 228 B |
L|Ct.

$0 &

tridentctl logs

-4 Mol ZHE =I5t ot 2 create BHS CHA| Al = JASLICH

=

AERX]| SHAE YHLIC

AE2X] S AE TS0 Kerberos 2ot E AHESIH 2ES Z2H|XJE 5 ASLICH
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&t SA JHHE 2HE I E AFESHH M| 7HX| Kerberos 2= %t M & SHLEE XY &~ UELICH
mountOptions Of7H B

mountOptions: sec=krb5 (2/& U =3}
* mountOptions: sec=krb5i (2/E U =23} ID ED)
t

* mountOptions: sec=krb5p (215 & &=}, ID & 7H2l HE H)

Kerberos &2 SHLIEE X|YEHU AL, OW7H Ha= SZ0f| M Kerberos Y2 et =&F2 F 7H 0|4 X|H5HH X Hm
SHL ALSELICH 2E2|X]| HAE oM X[Fet Aot +F0| AE2|X| S A K| ol XYt 2 &at CHE F2
AEE|X| SeHA AN7F LML

oHA|
1. CtS Of|X|IE AF25H0] StorageClass Kubernetes ZHA|E A 8tL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. AE2|X| BHAS YHFLICE

od
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. 2AE2|X| SeHATL Y= A=K| ZeletL|C.

—

kubectl get sc ontap—-nas-sc
CHSot FARH E20[ HA|EL|CEH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

E2 OZH|NY

AEE|X] Aot AEEX| SEA

i
0>
0%
rot
ot
=)
=
i
o
o
|H
HU
o

Mg = ASLICE of M= o] X|ES
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HRSHIAR "2& Z2H|X"

Azure NetApp Files 251t 71 H

P
OF>

=9Il Kerberos &s3t= AL}

22| 2 AE{Q} th Azure NetApp Files 2AE2|X| HAIE L= Azure NetApp Files AE2|X| Bl E 0| JpAF &
Ato|o] AEE|X| EBHZI0f Kerberos Y532 &M stst & Q&L C

AlZFsE7| o

* 22|38 Red Hat OpenShift 22{AE{0{| A Astra Control ProvisionerE ZA 33 =X| &tolgtL|Ct &
A= AL "Astra Control Provisioners Z83}etL|CH & HESHAIL.

* Off HA| AT & QK| SOISHLICH tridenterl SEBIE]

* 2F ArS =elst of X|E ol th2t Kerberos =22 Azure NetApp Files AEZ|X| HAIEE FH|U=X|
SHOIBHL|Ct "Azure NetApp Files AEA{",

* Kerberos 2@8t2 ALRSH= NFSv4 250| SHH27| TAE(0f Q=X| HRIFHLICE 2| NetApp NFSv4 T[9!
A M M(13H0|X|)2 ERBHIAIR "NetApp NFSvAS| SHATE 7|5 8 @Hf A2l 710|= 2 AZsHAA|R".

AER|X| HHOlE = MASH|C}
Kerberos 23t 7|52 E26t= Azure NetApp Files 2AE2|X| BlE A8 Z Ot £ QELICE.
O] =roi CHsH
Kerberos @2 3tE 45H= AEZ|X| HllE 14 MU S OHS O CHS = 7HX| 7tstt & 3 StLiof| ME8E =X
Holg o JAFLICH
At88tH= * AEE|X| HHAIE 2| * spec. kerberos EEO| YHBILICH
* EME%t= * 7t E ™ * spec.storage.kerberos ZEO| YHSL|Ct
7t = 2o LS HolotH AER[X| S2HAC| 20| S AHE5H0] E0| MEHEIL|CH
= 2Hoi M Kerberos =2t M| 7tX| HH & SHLHE X|-Ee & U}SLICH

* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (25 U =3}, ID ED)
* kerberos: sec=krb5p (2!5 U =3}, ID & 710 HE HSD)

A

1. 2t2|5l= 2 AEM AEE|X| HAS(AEE|X| WA 2|8 = 714 E 2| H)E HOls{of St fIX|ofl w2t
CHS Ol & SILIE AME0I0] AE2|X| HAlE 4 MAS MERILICH 2% otof S AL 289l YEZ thA:
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AEZ|X| HHAl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-anf-secret

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret

—_

2. 0| A0l M Wt 7 DU S AFE00] =S M gfLCt.
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74 Do 2HE =eloty ol £ create IS CHA| &l = AFLICH

AEEX] SHAE HERLILt

AER|X| SaA

HJIrU

2HS0] Kerberos 2 HE A E5S Z2H|INMIY & ASLICE

ChA|
1. C}2 O|M|E ArE310] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AE2[X| SHAES MABLICH

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. AE2|X| AT WHEIQ=X| HQISLICH

kubectl get sc anf-sc-nfs

Ct2at fAret £240] EA|ELICH

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h

K| el 54 AERX]| 2HAE YHot = O|F| EES Z2H|IMIE 4= ASFLICE of tishM= o] X &S

AHARZ AESIH =& O[0|EE S Lt
Astra Control Provisioner= £ A2t AHAF| M H|O|E{E C[O|E| O|F Q10| EH S

2 UEE L|Ct TridentActionSnapshotRestore (TASR) CR 0| CR2
Kubernetes ZX|2 %35tH &0| = E 20| FX[=|X| t&LICH
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Astra Control Provisioner= A AHAF S22 X[JIBLICH ontap-san, ontap-san-economy, ontap-nas,
ontap—nas—flexgroup,azure—netapp—flles,gcp—cvs,g!solidfire—sanEEEH”Hi

AlZFsE7| o

HiRIEE PVC 3 M8 7ttt 28 2H 40| QL0{0F gLCt.

* PVC &Ei7} Bound@IX| tQISHC},

kubectl get pvc

* SF 2HNE MEE FH|7t EJE=ER| =elgtct,

kubectl get vs

THA|
1. TASR CR2 MMgtL|Ct. O] Ofl0fl M= PVCE CRE MMEBILIC pvel U 28 AHAF pvcl-snapshot.

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. CRS ME3t0] A4kl M Z2IBILICE O] Ol = 2R Ak0l M EELICH pycl.

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

21

Astra Control Provisioner= AHAF|A O] E SRISLICH AHA S7 MEHE =hQlet £ JELICY.
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kubectl get tasr -o yaml

apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"

completionTime: "2023-04-14T00:20:372"

state: Succeeded

kind: List
metadata:
resourceVersion: ""
* LHRE22| B2 Astra Control Provisioner= ZO0H &l Al 23S XAtS2 2 MA|=0HX| §EELIC
@ A S CHA| &6 oF gfL|C.
« 22| Xt #oto| = Kubernetes AFEXH= OHE2|H|0| M |JAHO|ANA TASR CRE MAS
Ues HE2|Xte| HoHS Hrotof g 4~ JUSLICE

SnapMirrorE ALE5I0] S E2 SH2LICt

Astra Control ProvisionerE AL25IH xlisf S E ¢/¢t HI0|E SHIE ?sH ot SHAEQ A4
o D= & 22{AEQ EFZ 28 7t 0|2 &A1 MY £ AUSLICEH 0|50 X| ™=
CRD(AF2X} XM 2|AA HOHE MROW CIS A2 e & JASLICH

7t O] 2tA| MM (PVC)

HAE HI7{gh|c

A E shmigLICH

* Mo MEN(HIYRH) B0l 2kt E& 54

o
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M AN 27 At
AIZst7| ol Ch3at 22 A 27 0| EFE=X] &elstHAl2.

ONTAP 23{AH

* * Astra Control Provisioner *: Astra Control Provisioner HH& 23.10 0|4t EE= A "Astra TridentE2
X[ HHELICH ONTAPE HAlE R 2t88k= A A 5! EfZl Kubernetes 22{AE 250 Q0{0f 2L,

o *2io|MlA *. AA Y ONTAP 22{AH 250N HO|H E= HES AFEStH= ONTAP SnapMirror H| S 7|
2lo|MIAE & fOHOF BHLICH 2 & ZESHIAIL "ONTAPL| SnapMirror 2t0[4IA THR" & RERSHMA|L.
ooz
* * Z2{AH % SVM *: ONTAP AEZ|X| A= E m|O{2Isjof 2tL|CH 2 RESIYA|L "S2{AE B SVM T[0!
" B BERSIMAIL.
(D) = ONTAP Z2i2E Ztol =) 270] ALBEIS SVM 0 Z0| DRPHR| Helgict

* * Astra Control Provisioner 2 SVM *: I|0{Z! &l &1H SVMS CHA 22{AE{Q| Astra Control Provisioner0i|A{
AF23H & 9lo{of SHL|C}.
X|2lE|l= =210l
* E2 EX|= ONTAP-NAS 2! ONTAP-SAN EZ}0|HA|M X[ ElIL|C},

Ct2 HAIE +Ast CRD KX E A3t 2F =280 B =& 742l 0|3 2| Mg elLict.

1. 24 Kubernetes 22{AE0||A CtS THA|E £ EHL|CT.

a. E AE5610] StorageClass M| E MESILICt trident .netapp.io/replication: true Of7H #H=,

of

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: csi-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
fsType: "nfs"
trident.netapp.io/replication: "true"

b. 0|F0j| M=l StorageClassE AtE3t0] PVCE MAEHLICH
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. 224 MEZ MirrorRelationship CRS A gtL|Ct.

of

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner= oix DP(Data Protection) &EH0]| CHot LHE HEE J1H2 Cha
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MirrorRelationship2| AEf ZE=
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kubectl get tmr csi-nas
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AL
T o
a. trident.netapp.io/replication: true OH7H HE&E AL

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

OF

to] StorageClass £ ZHSLICL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

AL Bl AA HEE A0 MirrorRelationship CRS A A tL|Ct,

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas
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K
Kubernetes 22{AE{0f| A Snapshotinfo CRS AM5t0] LIS MR HEE JIHFLIC.

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:

snapshot-name: csi-nas-snapshot

3. EX Kubernetes 22{AE{0|X TridentMirrorRelationship_CR 2| _spec.state_fieldS _promitted %
spec.promotedSnapshotHandle S 2 YC|0|Esto] AHARS| LIE 0|22 2AH|0|EFfLICE
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apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state TridentActionMirrorUpdate CRD2| MEHE BtHSIL|C}. O] 242 SUCCEEDED,In Progress
K= Failed_OlM 7™ E &= JSLICH
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