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https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://docs.netapp.com/ko-kr/astra-control-center/support/get-help.html
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5
https://www.youtube.com/watch?v=kfmQDqPi9fU&list=PLdXI3bZJEw7mJz13z7YdiGCS6gNQgV_aN&index=5

NetApp O|0|X| 2| X|AEZ|0f| A Astra Control Provisioner2t Z+2 Astra Control2| AX| 0|O|X| & 7|5 74
ArE 7t g 4 USLICt

a. ZX|AEZ|o| 22I8H0} SH= Astra Control A& IDE 7|2 gtL|Ct.

o

AI™ ID= Astra Control Service & UIO|A] &olgt o~ QUEL|CE H|0|X| REZ ATto| T2l 0F0|2
MEHSE D * AP| AM|A * E MEHSH S A|H IDE 7|2 8LICt

b. Z+2 HO|X[0]M * API EZ MM * & MEHSI D API EZ 2XIE S SEE S0 SASHH HE 7|0l ME L |Ct

C. Astra Control 2| X|AEZ|0f| 2lstL|C},

MH|A HA|2 MX|SILICE* : Astra Control SAE 22| AE EAl X2 S AI25I0] Hote
LICt "X| ¥ E|= MH|A HA| LT,

*

HL

0

m

>

o

40

r-°i

_ _I_

Astra Control CenterS AH|A HA|2F E&t= 22 Astra Control Center 0| 2F 3gh 4
(D) gLtk A 3210 of aroll SYHo|x| YALICE HAIIA HIAIEIX| o2 &
HZots 22 XIAEX| eLC,

— A [k =]

oﬁ
[
Hu
o 0
=

Istio AMH|A HIA|S AFESHAH LSS +&sliof LT

o & FIIEILICt istio-injection:enabled 2t Astra Control CenterS F&5t7| 0| Astra
L Amo|Aof oHE
° E ABYLICt Generic =4I % of CHot CHA| S MISELICH 2 £5t 7,

° Red Hat OpenShift 22{AE 2| 32 2 HMO[s{{of &L|Ct NetworkAttachmentDefinition HEE 2E
Astra Control Center W AHO|AOf|A] (n etapp—acc—operator, netapp-acc, netapp-
monitoring 88 EE2IH ZF2{AH L= CHM[E AFEXL X[ WA AT0|AL BAL).
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cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EOF

CHA|
Astra Control CenterS MX[St2{H CtS HHAIE 5=

OOI'
Of
kel
>
}O

* Astra Control CenterE CHR2Z2Est &2 SLICH
* 2 Y XAEZ|E At B F7t THAIE 22 TtL|Ct

* QIZ @7 AtEt0| Q= BX|AEEZ|Of CHEE HIJATO|A Bl ASE MABLICE
* Astra Control Center 2G X2 M X|gHL|C}
* Astra Control CenterE FAISHL|C}

* Astra H|0{ HIE] 8! 2TX K|S 22 LI

Mo

* Astra Control Center UI0{| 2 018tL|C}

Astra Control Center 2 XIS AMK|SHK| OFM A (0 kubectl delete -f
@ astra control center operator deploy.yaml) ZEJ}AK|E|X| = E Astra Control
Center Mx| &= 5 Z0f| AHEX].

Astra Control CenterE L2 ZE510 f =2 ELICH

CI2 QX| = SILI0| A Astra Control Center O|0|X| £ CIRZESHAA|L.

14



* *Astra ZIEE AMH|A 0[0|X]| E1|7(|*EEI *: Astra ZIEE MIE 0|0|X|0f| 2& B|X[AEE|E ALK 7Lt
NetApp Support AFO|E0[A HE CHREEHLH O| % MS5H= 22 0| SME AFEELICEL
* * NetApp Support AIO|E *: Astra ZAEE MIE| O|0|X|2} &7H| 2Z 2| X[AEZ|E A85H= B2 0| SME

AtERILICE

Astra Control O|0[X| 2| X|AEZ|
1. Astra Control Servicedi| 2221%}L|Ct,
2. LHA|2 =0 M * Astra Control2| At7t 2t2|3 QIARA HYE * £ MEdBIL|CE
3. X|&of izt Astra Control 0|0 X| 2| X|AEZ2|0f] 23215111 Astra Control Center & X| 0|0|X|E 7}X 2
CtZ O|O|X[E F&gLct,
NetApp Support AtO|E

1. Astra Control Center?} L ezl HES CHREESLICH (astra-control-center-
[version].tar.gz)S MEHBILICI "Astra Control Center CH2 2= HH[O|X[",

2. (HE=|X|gt M AtE}) Astra Control Center& Q15 M 9 MY HES T2 E2EBILICH (astra-control-
center-certs-[version].tar.gz)E 260 HE MY 2QITfL|Ct

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version] .tar.gz

Z3H0| EAIELICt verified OK &2 HF

{o

3. Astra Control Center tHHE0{|A| 0|0|X|S =ZtL|LCt.

tar -vxzf astra-control-center-[version].tar.gz

ZZ Y XAERIE AMBot= 42 71 HHAIE 2=t

Astra Control Center HE2 E& | X[AEZ|0f| ZEA|StH = E 2 NetApp Astra kubectl @ E S2{3021S2 ALE6H0F
'6'I-|_| |:|-
= .

NetApp Astra kubtl 22{1912 MX|gh|ct
Z[ A NetApp Astra kubectl BEE Z2{1012 AX[512{H L3 HHAE =52,

AlZFsE7| o

NetApp2 LHefet CPU OF7|EIK ! 2F H||of CHet 21 3¢! BIO|LH 2| E MSELILE. of HYHS +&st7| Tol| AL
S2 CPU & 23 H|H|E otof '°;.“—|Ef.
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab

O Ax[ofAf ofo] E&{2l

rulo
nx
>t
rot
ox
B
r=
T
ra
o
$0
rr
Ral

SIRISHY A" THE THAIE +=&5H7| Tof

=

THA|
1. A2 7H53t NetApp Astra kubeck Z2{ 19! HIO|LH2|E LIESHL|CE.

() Kubbeck E2{19l 2fo|=2{2) = tar #S2| YRO|H BL{0f 20| BYLITH kubect1-astra,
1s kubectl-astra/
2. 29 MR L CPU O Mol LR T1US H| Z22 05517 0|SS 2 WHBLIC kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

2IX|AE2|ofl O|0[X|E F=7HefLICt

1. Astra Control Center HES ZZ HX|AEZ|Z ZEA|StH = ZR A 0| AT Hetst ThA| AR A
etz S|t

i
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https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again

Docker £ & ZT5IAA|IL

a. EtZe| RE C|HEZ|Z HATLICL 7t EA|ELIC} acc.manifest.bundle.yaml O 3 CHS

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. Astra Control Center O|0|X| C|2lE2|2| T{7|X| O|O|X|E 2& X|AEE2|0 Zof @&LICH E
57| Hof| S ChHA| 2 S +HELICH push-images BH:

* <BUNDLE_FILE>Z Astra Control HE I}!°| 0|22 Z H}EL|C}

(acc.manifest.bundle.yaml)S S&lgL|Ct.

* &It;MY_FULL_REGISTRY_PATH&gt;E Docker XZ£A 2| URLZE HHELICH O € &0, "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

* <MY_REGISTRY_USER>E AI2X} 0|EQZ H{EL|Ct,
* <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| Cist QIZEl E2OZ HHEL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

P
a

- El2Ql RE CIMELZ| 2 HZSLICE O] mpUnt C|2ME2| 7} HAIELICE.

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. 2X|AEZ|of| 2TQIgfL|Ct.
podman login <YOUR REGISTRY>

C. AIE3}= Podman HZO| SEA| ALK} XY El Ch2 A3RE F SHUHE FH|St A#BfL|Ct

=
<MY_FULL_REGISTRY_PATH>S R E 39| C|2l£2|7} LetEl 2| XX|£2|9] URLE CHA|SLCY.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BiES oj0jx] B2 Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. LA EE|S HEFRlLICH

18
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2E 27 A0 A= XAEE|0f CHet HIJAH0|A Sl S AFSfL|Ct

1. Astra Control Center @A E 22{AE 9| kubecononfig LHELH 7|

export KUBECONFIG=[file path]

(i) w2 2=817] Holl Astra Control CenterE 414/8 SAH S HSHAIL.
2. Q1m0 W3 AKAER|S ALBSLE HS ChSS 2-Hsof FLICH
a. 'NetApp-acc-operator' [ QAL 0| A AMM:

kubectl create ns netapp-acc-operator

b. NetApp-acc-operator L AH|O| A0 CHSt A E MABHL|Ct Docker M2 E Z=7t6t1 LS HHS
AI‘6‘H'c'>'l‘|__| |:|.
=2od -

@ Xt2| EAXJLICH your registry path 0|0 FZE0t O|O|X[2] |X[2F & X[BHOF
SLICHOIl: [Registry URL]/netapp/astra/astracc/24.02.0-69)E S=gL|Ct

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-
operator --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n netapp-acc-

operator —--docker-server=[your registry path] --docker
—username=[username] --docker-password=[token]
+
(D ASE WS T HUAAHO|AE AH|SHH HAAHO|AE CHA| BHE CFS W AD|O[ A0 CHEt
A E CHA| ‘dMetL|Ct.

a. & MMPILICt netapp-acc (5= AFEX X|H 0|E) HIJAH|O[ARL|CE,

kubectl create ns [netapp-acc or custom namespace]

rir
>
o
Pl
>~
?J

0

b. of cist %S E FHELICE netapp-acc (£ 7S]
HXIAEZ| 7|2 270 w2l XHEot HH F 5HLE )él-so-ﬂl“ll:l'.

) HIJAHO|ARILICE Docker MEE F7}tstn



kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=cr.astra.netapp.io --docker
-username=[astra account id] --docker-password=[astra api token]

kubectl create secret docker-registry astra-registry-cred -n [netapp-
acc or custom namespace] --docker-server=[your registry path]
—-—docker-username=[username] --docker-password=[token]

Astra Control Center 2 XIS MX|gL|Ct

1. (22 YXAE2|C o) 22 X AER|IE ME8%t= B2 LI HAIE ™AL

a. Astra Control Center 2 Xt HHZE YAMLS GL|C}.

vim astra control center operator deploy.yaml

(D vawLzso 22 MEe Og BIS HELIC

Ho| HHELICE.

mN

b. 21Z0| Rt Y X|AEZ|E A2SH= HL 'imagePullSecrets:[['2] 7|2 £8 Ct3 1t
imagePullSecrets: [{name: astra-registry-cred}]

C. tH4 ASTRA IMAGE REGISTRY 2| A2 kube-rbac-proxy O|0|X|E O|A FEA[S X|AEE| ZE2R
o|0fX| OfF THA,

d. HE ASTRA TIMAGE REGISTRY 2| AR acc-operator-controller-manager O|O|X[E OflA FEA|
HX|AERZ| AZZ 0|0]|X| O|F =hA|.

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
control-plane: controller-manager
name: acc-operator-controller-manager
namespace: netapp-acc-operator

spec:
replicas: 1
selector:
matchLabels:

control-plane: controller-manager
strategy:
type: Recreate

20



template:
metadata:

labels:

control-plane: controller-manager
spec:

containers:

- args:
- —-secure-listen-address=0.0.0.0:8443
- —-upstream=http://127.0.0.1:8080/
- —-logtostderr=true
- ——v=10
image: ASTRA IMAGE REGISTRY/kube-rbac-proxy:v4.8.0
name: kube-rbac-proxy
ports:
- containerPort: 8443

name: https

- args:
- ——health-probe-bind-address=:8081
- —--metrics-bind-address=127.0.0.1:8080
- —-leader-elect

env:
- name: ACCOP_LOG LEVEL
value: "2"

- name: ACCOP HELM INSTALLTIMEOUT
value: 5m
image: ASTRA IMAGE REGISTRY/acc-operator:24.02.68
imagePullPolicy: IfNotPresent
livenessProbe:
httpGet:
path: /healthz
port: 8081
initialDelaySeconds: 15
periodSeconds: 20
name: manager
readinessProbe:
httpGet:
path: /readyz
port: 8081
initialDelaySeconds: 5
periodSeconds: 10
resources:
limits:
cpu: 300m
memory: 750Mi
requests:
cpu: 100m



memory: 75Mi
securityContext:
allowPrivilegeEscalation: false
imagePullSecrets: []
securityContext:
runAsUser: 65532
terminationGracePeriodSeconds: 10

namespace/netapp-acc-operator created
customresourcedefinition.apiextensions.k8s.io/astracontrolcenters.as
tra.netapp.io created
role.rbac.authorization.k8s.io/acc-operator-leader—-election-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-manager-role
created
clusterrole.rbac.authorization.k8s.io/acc-operator-metrics-reader
created
clusterrole.rbac.authorization.k8s.io/acc-operator-proxy-role
created
rolebinding.rbac.authorization.k8s.io/acc-operator-leader-election-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-manager-
rolebinding created
clusterrolebinding.rbac.authorization.k8s.io/acc-operator-proxy-
rolebinding created

configmap/acc-operator-manager-config created
service/acc-operator-controller-manager-metrics-service created

deployment.apps/acc-operator-controller-manager created

3. Pod7t A FQIX| gtelgtL|Ct,

22
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kubectl get pods —-n netapp-acc-operator



Astra Control CenterS 1A EHL|C}

1. Astra Control Center AF8X} M2| 2|AA(CR) AU S MEYLICH (astra control center.yaml) AH
o nts
=

K&, eXA~Ez:| 8l 7|et AR 719

vim astra control center.yaml

(D vawLzso 22 MBS Og BIS HELIC

2. Otg 2HE S FOIALE =QlgtLct

AY 0|2
=P x| & /4
accountName £ HATL|C} =X
accountName Astra
Control Center A&t
&g o| S0 chet
EXFEL|CE SLte
accountName?Zt QS £
UELICH
astraVersionS X EXSHMAIL
=P X| & /4
astraVersion H I & Astra Control =X

Center2| HHHQIL|LC},
Zrol oj2| el
ooz o] dHo| cHst
xtolo T Q3K
OI'AL“:I.

(=]

o

Example

o
24.02.0-69
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astraAddress=S MEHSIL

ks

astraAddress

|CF

bl

|II

[ )
£ HZEgLIC}
astraAddress
HetRX oA Astra
Control Centero|
OHM|ASEY| 2o AtES
FODN(HE) E= IP
ZFA0f CHet
EXEJLICE O] FAE
Astra Control CenterZt
HIO[Ef MIE{of| A O{EH|
AME|=X] He|stH, Of
FAE 2AZSIH ZE
WA 0| A H|Set 2t
S2SHFQDN E= IP
FAQULICH "Astra
Control Center 2+
Abgt,

11 AFESHX| OFY A2
http:// £&
https:// &
LT} ol M
AHE517] I3l O]
FQDNE SALRL|CH
LIZ01l.

Mo do
ogt

>
ne

o

astra.example.com



AutoSupport

Of MMoflAf MEtist SF=0fl 2} NetApp2l AFH X2 S8 =32l C|X|E O =HHO|A{of HHEX| o Fet

- O

Hio|E & X7t BHE

ks ME

autoSupport.en = Ct 7tsEL|Ct

rolled enrolled &
url ZEE

e OF %”—I Ct

HZA enrolled 2
£2{ AutoSupport

toZ O|SeLCt

false QIE{4l

autoSupport.ur

HZO| §AALE
Hag X ote
AO|ES| &
HZE AIO|EQ
22 9 48 true
x|2lg glsh ol
H|O|E{E NetAppOi|
HMAesHA 2= Ql&L|Ct
| Mey g2

QLICt false " 2

NetAppdi| x|
HlO[E{ 7} M& KX
UZS LIEFHLIC

= O 7ksguct Ol URLZ oY

1 enrolled & HIO|HE H'H
url ZEE IXE BH™EL|CE
MEHBHOF %“—| Ct
o
=pS PNES /4
email £ HATLICE email =X
EXEE 7|2 X7

22| Xt -’F--’-‘-E
MHETIL|CE oA AtE S
ol O|H|Y =AE
SALELICH LEEOf. O
O|HIY F=AE= Ulo]|
20l8 X7| A ™9
AF2X} 0|20 AIRE|H
Astra ControlOi|A{
O|HIES AZIL|Ct

AL true

=AE

EILICH QIE{H HZHO| BRSHH(EE 442) 2= X[ CO[E{7t 2| HotEL|C.

of

false (O] 2f2
7| 22tALICL)

https://suppor
t.netapp.com/
asupprod/post/
1.0/postAsup

o

admin@example.com
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imageRegistry(0|0|X| 2| X|AE2])

O] MMOf|A] MEHSH AFEFS Astra
Center Helm 2| EX|EE|E SAE!

o
o

a4 A8
imageRegistry. T QAQILICE
name

L1 |
o

XtE

XH

Mo do

Astra Control
Center HHZZOj|
LRt IE
O|0|X|E

S AESH= Astra
Control 0|0|X|
XA EE|9
O|EILIC}. o] 2t2
oj2] MYXH =2ZH
HXAERIE

T d5tX| o™
0|-l=l II-O-IE
nlﬂol'xl s r=||—||:|'
28 Y XAEZ| 9
AR 0| 7|E UE
Ol A O|O|X|IE
ZAlgt o|O]x]|
HX|AER|
0|29 HtEL|Ct
O THA|. AFESHX]
OFMAIL nttp://
= https://
HIX|AEZ| 0|2,

X o|s
S—=l=

T Z 734 0|0]X|, Astra Control Center Operator %! Astra Control
I5t= Z4H|0| L O|O|X| HIX|AEE[E

of

cr.astra.netap
p.io (Z7|22})
example.regist
ry.com/astra
(22 Y XAEZ]
of)
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ks

imageRegistry.
secret

X

o|O|X|
HXAEZE
QIEsH= O

A EBElE=
Kubernetes H| 29|
O|SLICt. 22
o2| XfLXH 24
HX|AEZ|2F of| A
SHEt XA ER|of
CHel =45t
EXIE S FMEHA|
UOMH OLF A
L QSIX| &LCE

imageRegistry.

name H|ZO|
ZegtL|Ct.

58: 21E0]
HRSIX| et2 24
HXAERZE
Ar85h= 2R 0|
AbH|sH{of gfL|Ct
secret & L&
imageRegistry
JX| gtoH
AX|7t Aojgtu|Ct.

Mo 40

o2t

p2]
g

of

astra-
registry-cred



storageClass = MEHBIL|C}

ks

storageClass

=& cl2ao1g e

243

volumeReclaimPoli
cy

bl

|II
=

Mo do
ogt

£ HELIC
storageClass af Al
ontap-gold X[ A
LEstCE
storageClass 2|AAZ
O|SgLICH HHE
AHHBILICH kubectl
get sc THE 7|&
AEZ|X| FHAE
stolotz{Bl 122
+HBtL|C} Astra
Control Provisioner=
AME AEZ|X] EA
 SLHE DL HAE
mrol| i=dsHof efL|ct
(astra-control-

Rl
ne

center-
<version>.manifes
t) W = Astra PVSO||
A ElLICE. o] &M0|
HEEO JX| 4eH
718 AER[X| Z2HAT}
A EL|C,

7|2 AEE|X]
2227t 242 F2
7|2 FM0| Yl gt
AE2|X| S2HAQIK
solstlAl2.

NES)

TJ12{™ Astra2| PVSO||
CHSH A=t H2HO|
MM™EILICE o] MM S
O MHMSILICt Retain
AstraZt AH|El = HH
=52 |XgLct. of
HMg o= AHgtLCt
Delete AstraZl AHH| =l
sgn=zgs
éml%*u Ct. O] gf=2
HM™SIX| pto™ PVS
SX[ELCE,

7t

o
ontap-gold

=M

* Retain (7|2

®* Delete

)
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32

ks

ingressType

x| o
e =4 fd S oILIE EXIE
AHEBHIAIR

* IOE||:|I_|. *

(ingressType:

"Generic") (7|22
CIE &AM HEEYHE
AHE BO|7HLE XHH| 441
ZEEZE MEstHE
A2 0l gM¥e8
AF2SHMAIL. Astra
Control CenterS #&¢t
= E Fdsf{of gLICt
"M AEZEZ"URLE
A235H0{ Astra Control
CenterS EA|EHL|CE.

& 82: Astra Control
Center0| A MH[A
HAIE ALESHAH S
MEdsHof gL Ct
Generic £ KA O=2
Aot AF dYetL|ct
"M HEEE"

* AccTraefik *
(ingressType:
"AccTraefik")

M HEEZYE 745K
o= 32 0| 2
ALESHMAIR. O2{H
Astra Control CenterZt
TPHEILICE traefik
Kubernetes 2= 2 A
FY MH[AZ A9

A O|ES|0]

Astra Control Center=
"loadbalancer" §&2|
MH|AE AtETL|C
(sve/traefik Astra
Control Center

H| QU AH O] A0 A]),
HM|A ThsTh 2IE IP
FAE Seol{of giLICt,
ZE MANTL ALEXL
StZ0|M 5811 o2
2L WMANT} LM 0f
UX| %2 B2 MetallLB
= CHE QI§ MH[A
EE HHME ARSI
QIE IP FAE MH|AO|
Stetet & QUELICH LHE

2
=]

A

—

* Generic (7|24f

* AccTraefik

)



S e

ks

scaleSize

INES

7| 2MOZ Astras
HA(High Availability)S
AMETIL|CH scaleSize
9| Medium'Z, HAOA
CHREES| MH|IAE
THot1 O|FAHE sl
o2 EXES
HZCSILICEH, 2F S|
‘scaleSize X
Small Astras
AHIE Z0|7| et
L+ MHIAE H|<lst
MH|AS| EXE2
= AYLICE.

‘Medium &

1007H2| PodE #%
7ts(EA |I22E H2l)
100 Pod= 3712| OFAE
L= 3Ll R
LC IHE 7|HICRE
LICt) £3] xHslH =
ALE[RE e o
AEXF 2HZo M ZH[7t
& = A= PodE
HIERIZ H[eh Argtof|
FSHHAIL.

Mo do
ogt

Rl
ne

om 4> i
i rin
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astraResourcaresaTM

243

astraResourcesSca
ler

=7 7ER L

®

additionalValues:

MX| Al 2ai7l

x|

ogt

AstraControlCenter
2| A H[otof| Cifet =t
SM I7|EXHOZ Astra
Control Center= Astra
LHel CHE2S| 7o
240 cish 4™ E
2|AA XDt S|
HIZLEILICE O] S
E4l| Astra Control
Center 2T E Q|04
AEH2 OEZ|A|0|M EE
N eE aF0l E2
HEOM O LI2 M2
2rele = ASLICH
JgLt O &2 Y =
HAE ZAHE
At83t= AlLIE|20|M &=
CR ZEE AE2gtL|Ct
astraResourcesSca
lar 2 AHT
UELICH o £. O|FHA|
SH 2|AA QFO|
H|Z2tM3le| D AR
S2AHY A5
USLICE

Ho 4o

A
ne

[fot

I.

T

i3
=

A

—

* Default (7|24}

* Off

2HE 2X|st2{™H Astra Control Center CRO| C}2 =7} 2t

keycloak-operator:

livenessProbe:

initialDelaySeconds:

180

readinessProbe:

initialDelaySeconds:

180

= SIS

)



CRD

0| MIMoj| M MEHSE A2 Astra Control Center®il A CRDE K25tz 2H g 2F gLt

a4 INES, ol

crds.externalCert 2| QISAM ZE[X}IE False (O] 2t

Manager Aot B8R E 7|22 LICt.)
I:I:|7=|'<‘>'I-|__| |:|.

od

i 4o

Mo o2

externalCertManag
er S MEHSILIC truye.
7| 2AURLICE false
M| =0]| Astra Control
CenterZt XHH| 215 XA
#2|Xt CRDE
AX|gL|Ct CRDE

S AH TH|
QHHMEO|H 0|
AX|5HH S AR CHE
BER IA2 =5
USLICE ol E2OE
A23810{ Astra Control
Center0f| O|2{et CRD7}
Astra Control Center
QIR 9| Sa{AH Zt2|Xtof|
ols MX| B! 22| EICH=

NEE B & QAL

4
Mo

crds.externalTrae 7|2HOZ Astra Control False (O] 2f2
fik Center= Z 23t Traefik 7|22tLICt)

CRDE AX[ghL|Ct.

CRD= Z2{AH HA|

QHHMEO|H 0|2

AX[SIH A CHE

2R IS =+

UELICE O] E2HDE

Ar23810{ Astra Control

Center0i| 0[2{St CRD7}

Astra Control Center

Q9| S2{AK 2| Xtof|

ofsff Mx| 5! 22| EICH=

MSE HHl & JASL|CH

() uxz =] o 7450 e 262 AS2X S U 4N 9

mjo
rx
m
s
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Ral
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el



Astra_CONTROL_CENTER.YAMLZ MZ2/stL|Ct

apiVersion: astra.netapp.io/vl
kind: AstraControlCenter
metadata:
name: astra
spec:
accountName: "Example"
astraVersion: "ASTRA VERSION"
astraAddress: "astra.example.com"
autoSupport:
enrolled: true
email: "[admin@example.com]"
firstName: "SRE"
lastName: "Admin"
imageRegistry:
name: "[cr.astra.netapp.io or your registry path]"
secret: "astra-registry-cred"
storageClass: "ontap-gold"
volumeReclaimPolicy: "Retain"
ingressType: "Generic"
scaleSize: "Medium"
astraResourcesScaler: "Default"
additionalValues:
keycloak-operator:
livenessProbe:
initialDelaySeconds: 180
readinessProbe:
initialDelaySeconds: 180
crds:
externalTraefik: false

externalCertManager: false

Astra ®|0f MIE{ 5! 2TX EX|E 2t=LCH

1. O™ Ao A ZHS SR Qb2 B2, "NetApp-acc" (£ AFEXt X|H) HQAATO|AE RMSHUAL.
kubectl create ns [netapp-acc or custom namespace]

2. Astra Control Center0llAl AMH|A HIAIE At25H= AL Of CIS 80|22 FIHELICt netapp-ace EE= AFEXL
X L AmO|A;

® 5%
o] 33

HYULICH (ingressType)E 2 A 6HOF 2LIC Generic Astra Control Center CRO| A
2 TEsty| Mol

36



kubectl label ns [netapp-acc or custom namespace] istio-
injection:enabled

3. (

]

&) "AAS MTLE ZdeteiLICt Istio MH|A TAIS] L

kubectl apply -n istio-system -f - <<EOF
apiVersion: security.istio.io/vlbetal
kind: PeerAuthentication
metadata:

name: default
spec:

mtls:

mode: STRICT

EOF

4. "NetApp-acc"((2= AF2XL X|[H) | AH[O] A0 Astra Control CenterS A X|gfL|C}.

kubectl apply -f astra control center.yaml -n [netapp-acc or custom

namespace]

Astra Control Center 2FXAt= 2H4 Q7 Ate0f| CHSH XHs HAIS AlietL|Ct gl
@ MX|7t MoistALE Astra Control CenterZt MICHZ ZHSSHX| 42 £ USLICH
&.'*j% IDI-XOHIMQ x|.5 AlAE-II I-IJ-I]I_|. 4_|-E=|E| AT IIHIAIIIE sto 6.;."'——| |-

r

o2 A
ESHIAS T8

kubeck HHZ ALE6I0] A|ARI MEHE =toleh £~ JUSL|CE OpenShiftE ALE5t = 22 B3 A0 fAFSHOC
HA2 AR 4 UL
CHA|
1. X Z2NAOM RS AALRL A El A0 HIAX|I 7t MHE|X] AE=X| ekolghL|Ct,
kubectl get acc [astra or custom Astra Control Center CR name] -n

[netapp-acc or custom namespace] -o yaml

@ Astra Control Center 2GXt 20| F7t 210 HIA|X| 7t EA|EL|CE

2. XSoHE @7 At 2ols &9

=

HI
[
rt
riot
ox
e
rl'U
Mo
=
i
HI
4n
=0=I-
iy
of
i2al
>
to

o
ro
Ot
2
MO
=
o
el
MY
et
1
30

@ =N %‘OI 2(8) 85%t=X SLICH "2+ Alet

Centere| 22

" Astra Control
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https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/
https://istio.io/latest/docs/tasks/security/authentication/mtls-migration/

38

3. BE AA™ 1Y QAT 4B

2t
Z]

MO 2 MX|E|Q=X| &olgtL|C}.

=/ -

kubectl get pods -n [netapp-acc or custom namespace]

T =& Running' AEHO{0F BHLICH A|AR ZES



acc-helm-repo-5bd77c9ddd-8wxm2

1h

activity-5bb474dc67-819ss

1h

activity-5bb474dc67-gbrtqg

1h
api-token-authentication-6wbj2
1h
api-token-authentication-9pgw6
1h
api-token-authentication-tgfed
1h

asup-5495f44dbd-z4kft

1h

authentication-6£dd899858-5x45s

1h

bucketservice-84d47487d-n9xgp

1h

bucketservice-84d47487d-t5jhm

1h

cert-manager-5dcb7648c4-hbldc

1h

cert-manager-5dcb7648c4-nr9qgf

1h
cert-manager-cainjector-59b666fb75-bk2tf
1h
cert-manager-cainjector-59pb666fb75-pfnck
1h

cert-manager-webhook-c6f9b6796-ngz2x

1h

cert-manager-webhook-c6f9b6796-rwtbn

1h

certificates-5f5b7b4dd-52tnj

1h

certificates-5f5b7b4dd-gtjbx

1h
certificates-expiry-check-28477260-dz5vw
1h

cloud-extension-6£f58cc579c-1zfmv

1h

cloud-extension-6£58cc579c-zw2km

1h

cluster-orchestrator-79dd5c8d95-gjg92

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

0/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Completed

Running

Running

Running

39



1h

composite-compute-85dc84579¢c-nz82f 1/1 Running
1h
composite-compute-85dc84579c-wx2z2 1/1 Running
1h
composite-volume-bff6£4f76-789n7 1/1 Running
1h
composite-volume-bff6f4£f76-kwnd4 1/1 Running
1h
credentials-79fd64f788-m7m8f 1/1 Running
1h
credentials-79fd64£788-gnco6c 1/1 Running
1h
entitlement-£69cdbd77-4p2kn 1/1 Running
1h
entitlement-f69cdbd77-hswmo6 1/1 Running
1h
features-7b9585444c-7xd7m 1/1 Running
1h
features-7b9585444c-dcqwc 1/1 Running
1h
fluent-bit-ds-crg8m 1/1 Running
1h
fluent-bit-ds-gmgg8 1/1 Running
1h
fluent-bit-ds-gzr4f 1/1 Running
1h
fluent-bit-ds-j6sf6 1/1 Running
1h
fluent-bit-ds-v4t9f 1/1 Running
1h
fluent-bit-ds-x7359 1/1 Running
1h
graphgl-server-6cc684fbd6-2x81r 1/1 Running
1h
graphgl-server-6cc684fb46-bshbd 1/1 Running
1h
hybridauth-84599£f79fd-fjc7k 1/1 Running
1h
hybridauth-84599£79fd-s9%pmn 1/1 Running
1h
identity-95df98cb5-dvimz 1/1 Running
1h
identity-95d£98cb5-krf59 1/1 Running
1h

influxdb2-0 1/1 Running



1h

keycloak-operator-6d4d688697-cfg8b 1/1 Running
1h
krakend-5d5c8£4668-7bg8g 1/1 Running
1h
krakend-5d5c8£4668-t8hbn 1/1 Running
1h
license-689cdd4595-2gsc8 1/1 Running
1h
license-689cdd4595-g6vwk 1/1 Running
1h
login-ui-57bb599956-4fwgz 1/1 Running
1h
login-ui-57bb599956-rhztb 1/1 Running
1h
loki-0 1/1 Running
1h
metrics-facade-846999bdd4-£7jdm 1/1 Running
1h
metrics-facade-846999bdd4-1nsxl 1/1 Running
1h
monitoring-operator-6c9d6c4b8c-ggkrl 2/2 Running
1h
nats-0 1/1 Running
1h
nats-1 1/1 Running
1h
nats-2 1/1 Running
1h
natssync-server-6df7d6cc68-9v2gd 1/1 Running
1h
nautilus-64b7£fbdd98-bsgwb 1/1 Running
1h
nautilus-64b7fbdd98-djlhw 1/1 Running
1h
openapi-864584bccc-75nlv 1/1 Running
1h
openapi-864584bccc-zh6bbx 1/1 Running
1h
polaris-consul-consul-server-0 1/1 Running
1h
polaris-consul-consul-server-1 1/1 Running
1h
polaris-consul-consul-server-2 1/1 Running
1h

polaris-keycloak-0 1/1 Running



42

ago) 1h
polaris-keycloak-1

1h

polaris-keycloak-db-0

1h

polaris-keycloak-db-1

1h

polaris-keycloak-db-2

1h

polaris-mongodb-0

1h

polaris-mongodb-1

1h

polaris-mongodb-2

1h

polaris-ui-66476dcf87-f6s8j

1h

polaris-ui-66476dcf87-ztjk7

1h

polaris-vault-0

1h

polaris-vault-1

1h

polaris-vault-2

1h
public-metrics-bfcd4fc964-x4m79
1h
storage-backend-metrics-7dbb88d4bc-g78c]
1h
storage-provider-5969b5df5-hjvcm
1h
storage-provider-5969p5df5-r791d
1h
task-service-5fc9dc8d99-4g4f4
1h
task-service-5fc9dc8d99-815z1
1h
task-service-task-purge-28485735-fdzkd
12m

telegraf-ds-2rgm4

1h

telegraf-ds-4qgpb6r

1h

telegraf-ds-77frs

1h

telegraf-ds-bc725

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

1/1

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running

Running



1h

telegraf-ds-cvmxf 1/1 Running 0
1h

telegraf-ds-tgzgj 1/1 Running 0
1h

telegraf-rs-5wtd8 1/1 Running 0
1h

telemetry-service-6747866474-5djnc 1/1 Running 0
1h

telemetry-service-6747866474-thb7r 1/1 Running 1 (1h
ago) 1h

tenancy-5669854fbo-gzdzf 1/1 Running 0
1h

tenancy-5669854fb6-xvsm2 1/1 Running 0
1h

traefik-8f55f7d5d-41gfw 1/1 Running 0
1h

traefik-8f55f7d5d-j4wt6 1/1 Running 0
1h

traefik-8f55f7d5d-pégcqg 1/1 Running 0
1h

trident-svc-7cb5bb4685-54cng 1/1 Running 0
1h

trident-svc-7cbb5bb4685-b28xh 1/1 Running 0
1h

vault-controller-777b9%bbf88-b5Sbgt 1/1 Running 0
1h

vault-controller-777b9%obf88-£dfd8 1/1 Running 0
1h

4. (MEf AFEh S(8) &IBtLICH acc-operator X A2ts DL|EZSHY| @8t 21:

kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-—

operator -c manager -f

acciost BR{AE SE2 0K Xl 3 iLto|0l, 22AE| S2o| Anste sHzo) Mufstx
() wauch 200 22{AE SE A1yt AT 39 2 E¢ S23 CHAl Alz2 2 YA
UIOIN Z22AE A2BZ2E S APIE ALSEILICE.

5. RE Pod7} Mg Mx|7t NEHOZ o

22| =] 2QILICH (READY RUELICE True) & Astra Control
Center0] 2915 I AFREH Xx7| MA QS E Hi&| |

kubectl get AstraControlCenter -n [netapp-acc or custom namespace]



0o

Ct.
=}

NAME UulbD VERSION ADDRESS
READY

astra 9aabfdae-4214-4cb7-9976-5d8b4cOce27f 24.02.0-69
10.111.111.111 True

@ UUID Zt2 SAtetL|Ct &= ACC-, UUID ZE( ACC-[UUIDY)), O] of|oi A= ACC-
Qaa5faaaaaaaud-4214-4cb7-9976-5d8b4c0ce27f) I L|CL.

MH| A0 CHEt 2| & HMAE 2t2[SH= Kubernetes =41 ZIEEZE WY = JSLICE O] BXIO|M= 7|24 S
ArESH 22 4 HEE2{0f| CHot 4™ oM E MSELICE ingressType: "Generic" Astra Control Center
AEXE K™ B|AA (astra_control center.yaml)E SELICL X[t 22 0 HAE ALEE HRIt
&LICt ingressType: "AccTraefik" Astra Control Center AF2 At X|H 2| AA

(astra_control center.yaml)E SEELICL

]
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°
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r
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Astra Control Center?} 71=%l & Astra Control Center?} URLE LEE|E2 44 HEEE

X[ HAE A8S
X EgLC ol2g

My
g]
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° Ho
0%t
=2
o
inl
o
il
iul
>
@
o
0
o
=
S
0
D
=
@
rr
ful
09
rot
4>
r=
r
[m
My
]
J0
ogt
mjo

* T Q4L i ZIESR{" 0|0] B E|0] LO{OF BfLICE.
EEI A

Seiar s HEEH | siEdt= ZIEES 7} 0|0] H-S&|0{0F gLt

Istio & F0f| CHEH EHA|

1. Istio Ingress& A gtLICt.
() ol =ttolE vler 1y RIS ALBSIO] Istio PAUICHT R ELIC

2. =4 A[O|ESofol| Chsh 3t 2B B iR

N
=
ne
mjo
1
ial
_0'1
X
Ind
0z
0%
I
C
I}

CAMNE L= XM ME QISME AIEE 4 JELICL 2E 0|52 Astra T2 (FQDN)O{0f BHL|LCt,
HH 0f:

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

3. ASE OLELICt t1s secret name §8 kubernetes.io/tls OlA TLS 702l 7| & QIZMO| AR istio-
system namespace TLS H|Z0| HE|0] JSLICT.

HH 0f:
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https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class
https://kubernetes.io/docs/concepts/services-networking/ingress/#ingress-class

4. 0f M 2[AAE HHEBILICE netapp-acce (5= AF2XAL X[ 0|F) A7|0tHY| CHe v1 2|AA &

kubectl create secret tls [tls secret name] --key="tls.key"

-—-cert="tls.crt" -n istio-system

H|212] OIS “istio-ingress.YAML' TF0fl HIZE ‘pec.tis.secretName'af 2K eHOF BLICE.

HJAHO|ARLICE (istio-Ingress.yaml O OO AFEE):

5. 1

apiVersion: networking.k8s.io/vl
kind: IngressClass
metadata:
name: istio
spec:
controller: istio.io/ingress-controller
apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: ingress
namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: istio

tls:
- hosts:
- <ACC address>
secretName: [tls secret name]
rules:
- host: [ACC address]
http:

paths:

- path: /
pathType: Prefix
backend:

service:

name: traefik
port:
number: 80

A NS HME-

[= |

kubectl apply -f istio-Ingress.yaml

HEIE HAoHAIL.

S M8t
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kubectl get ingress -n [netapp-acc or custom namespace]

0lo

Ct.
=}

NAME CLASS HOSTS ADDRESS

ingress istio astra.example.com 172.16.103.

7. Astra Control Center MX|E 2t2&fL|C}.

=
AHO|ARLICH (nginx-Ingress.yaml O| O[O ALEE):

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: netapp-acc-ingress

Alo| S E BHEL|Ct kubernetes.io/tls HIA TLS 742! 7]
2 (E= AR X|H 0|8) UIUAHO|AE AFERILICH "TLS H|Z"
AI_|
ol
|

PORTS  AGE
248 80, 443 1h

2 QBN AR netapp-acc 0| AHE

= .

|2 AE O BHERILICE netapp-acc (£= AFEAL X[F O|F) 27|0t0f| TH3l v1 2|22 HAMS AESHE

namespace: [netapp-acc or custom namespace]
spec:
ingressClassName: [class name for nginx controller]
tls:
- hosts:

- <ACC address>
secretName: [tls secret name]

rules:
- host: <ACC address>
http:
paths:
- path:
backend:
service:

name: traefik
port:
number: 80

pathType: ImplementationSpecific
3. HA A M E:

[= 2 |

kubectl apply -f nginx-Ingress.yaml
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https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets
https://kubernetes.io/docs/concepts/configuration/secret/#tls-secrets

(D Nginx HES21Z 0] oftl HEZ Hx[8}= 20| FELICH daemonset.

OpenShift Ingress ZIEE2{E It tHA|

1. QIZME Tt OpenShift 2t EO0AM AT & AT

2. OpenShift 25 MMgtL|CH

I
M
=
i
N

oc create route edge --service=traefik --port=web -n [netapp-acc or
custom namespace] --insecure-policy=Redirect --hostname=<ACC address>
--cert=cert.pem --key=key.pem

Astra Control Center UI0| 230I8tL|C}
Astra Control CenterE AX|ot £ 7|2 2t2|Xte| ¢z E HASI1 Astra Control Center Ul CHA[E2E0f| 221%¢
cHA|
1. HEIRXO0|M FQDN(2 Z&H2 LHELICt nttps:// BFAHNE YHELICH astraaddress Ol YELICE
astra control center.yaml CR Astra Control CenterE &X|H&LICH
2. HIAIX|7F A E|H XA MEE QISME $2HBtLICE

() =193 A% N ABNE BE 4 AL,
3. Astra Control Center 219! H|O|X|0f| A Off ATt 242 UZBLICH email 21X
astra_control center.yaml CR Astra Control CenterE ZX|ELICHE 2 C2 27| 84X 4= E
UBLICH (acc- [uuID))E S=RLICH

() =2 oss A yietw 152 SOt 2aixt AFo| FULIC

4. Login * & ME4BILICE

5. HAIXI 7} LIERL}

r2
fof
i
rE
o
oo
I
o

2| AL A0l OFR Y =R 22 22 0

FIO

©

A Hw El‘?_".’_' %‘—?— °.:.*§% s{0t2]| 11 Ef%
=
e

o
Of
vl
>
|'0
Z
>
5
S
pal
rio
=
ng
r'E
fot
AT
=l
Pl
M9 rk
mo
o
el

6. (ME4 Areh) 7|1E2| XNl MEE TLS ABME HM7stn = HigL|ct "ol

MEHQ! MH[ATHJACH 25 HARE = AELICE 400 ~ 500 Hel2| API 8 ZEE RELIC
Ol= nFO| Zdict HAE LIEFLICY

* Astra Control Center 2GXt 215 HAISIZ{H LSS QUESHAMAIL.

L|C}.

21 7|2HCA)IM MEet ALEXE X[E TLS
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
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kubectl logs deploy/acc-operator-controller-manager -n netapp-acc-

operator -c manager -f

* Astra Control Center CRQ| =212 &}015}2{H:

kubectl get acc -n [netapp-acc or custom namespace] -o yaml

CHA| 2 X] ZA

* * Red Hat OpenShift OperatorHubE AF25H0] AX| *: ALE "CHA| Z X" OperatorHub& AHE35H0] OpenShifto]|
Astra Control CenterE A X|st2{H

* * Cloud Volumes ONTAP HAlES AE5I0] I{Z2] IR0 X| *: AL " AE = ASLICH
AWS(Amazon Web Services), GCP(Google Cloud Platform) &= Cloud Volumes ONTAP AE2|X| BHAl =T}
L= Microsoft Azure0ll Astra Control CenterS M X|st2{H CIS 2 et

che £
© (e Abgh) B0 T2t A XIS RRBLICH A £
of

* "Astra Control CenterS M X|St UI0| 2016t
CI52 gdatstu, AEE|X|E &2lstn, HIAIZE Tt = U

QIE QIS M BE|XIE FIELICE

Kubernetes 22{AE{0]| 0]0]| QIF 22| X7t Y= AL, Astra Control Center0l| M XtA| Q1=
ZE|XHE HK[SHA| A= E B JHX| Ea~ THAE ftisl{of S|,

£
1. QIE A Ba|XI7H MAIEIQEX| SHolgtLCt

—

kubectl get pods -A | grep 'cert-manager'

ME Bt
cert-manager essential-cert-manager-84446£f49d5-sf2zd 1/1
Running 0 6d5h
cert-manager essential-cert-manager-cainjector-66dc99cc56-91dmt 1/1
Running 0 6d5h
cert-manager essential-cert-manager-webhook-56b76db9cc-fjqrg 1/1
Running 0 6d5h

2. of CHst QIS N /7| WS MMBILICH astraAddress FQDN:
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openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -keyout tls.key -out
tls.crt

AH

—

lH
00

Generating a 2048 bit RSA private key

writing new private key to 'tls.key'

3. OfFOl MAE TS ALBBHO] 2 M

kubectl create secret tls selfsigned-tls --key tls.key —--cert tls.crt -n
<cert-manager-namespace>

AH

—

M-
00

secret/selfsigned-tls created

.

4. 2 MMBILICt clusterIssuer MES| * ol Oj CHS
cert-manager Pod7} AX|E EL:

rlo

2|27t U= HJAHO[A K| 7F ZSE[O AEL|CH

apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: astra-ca-clusterissuer
namespace: <cert-manager-namespace>
spec:
ca:

secretName: selfsigned-tls

kubectl apply -f ClusterIssuer.yaml

AH

—

MiH
00

clusterissuer.cert-manager.io/astra-ca-clusterissuer created

5. & &IgtL|Ct clusterIssuer O|(7t) SHIEA| LIEFELICEH Ready (=) O|0{OF BHLICt True A&
x .

49



kubectl get Clusterlssuer

MI HIS.
O=2 L-oO-.
NAME READY AGE
astra-ca-clusterissuer True 9s

6. £ 2= 8tL|C} "Astra Control Center AX| T2 M|A". A7} Q&LIC}H "Astra Control Center 22{AE YAMLO|
Lot 714 CHA" QIE A 22| X7t 2| 80| AX|£|A}S S LIEFLHZ| fI8] CRD 22 HATLICE Astra Control
CenterZt 2|5 QE A H2|XIE QASIHEE HX| F0i| 0 £HAE 2tZ8H{of BHL|C}.

OpenShift OperatorHubE AI-&3t0{ Astra Control CenterS A X|gfL|C}

Red Hat OpenShiftE AtE%t= 22 Red Hat 3¢ 2FALE AL 610 Astra Control
CenterS Mx|g & QUELICL O] BAS AME3I0] 0| A Astra Control CenterS M X|gfL|C}
"Red Hat 0| ZA|AE FHEFZ 1" EE= Red Hat OpenShift Container Platform AHE.

O] XS 2t=ot 20l= 2K BAIZ S0t7t & t=olof LIt "LIHA| EHA" EX] 43 R E &elst
2a2gLct

AlZrst7| FHof

o * A DA XA EZ + "MX|ZE A|EHSH7| o Astra Control Center 152 I8t St2 2 FH|gL|C}",

—

Astra Control CenterS M| B 08 Q] o= 22 ALO|E0i| HHESILICE 4 =4 3 st
st =tof] HEELIC.

+ * 7AYB 2P AR SUX U API AHIA BE -

-O =

° OpenShift 222U M 2= Se{AH 22X HEIQIX] &FelgtL|ct.
oc get clusteroperators
° OpenShift 22{AE A ZE API MH| AT & AEfQIX| ZHolgtL|C,

oc get apiservices

Iul
I
=
4
o
Z
n
>
=3
2

 * 2IRE! 7t5% FQDN *: AF23l2{= Astra FQDNS 22{AEZ 2tRElE 4 &L
DNS &=0| 7Lt o|0] S E 20 URL Z2E AH2stn Y= HLICEH

* * OpenShift #st 7| *: Red Hat OpenShift Container Platform0i| CH$t B = T4 2stnt A ABHo| Q!

HYE X HAHE 8 +~ ASLICH

m

.*ol

—

It2tA Astra Control Center= AHA| @15 t2|XtS M X5t
S0l XA Q15 A 22|XtE HX|L|CE

SA ZE Xt Y *: 22{AE0| 0[0] ASAM 22Xt U= AR LR ZS AHOF LTt "2 HA
I
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https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore
https://catalog.redhat.com/software/operators/explore

* * Kubernetes Ingress ZIEE2| MH *: S2{AEQ| & W At ZH2 MH| A CHSE 2 HMAE 2t2|5H=
Kubernetes Ingress ZIEE2{7t ! '.: A< Astra Control CenterOHH AL g M- slof gfLCt.

AL} Y AT|O|A THET):
OC Ccreate namespace netapp-acc-operator

b. "M 2t Z S|l &AM HEZP

[l = |

o
T
* * (ONTAP SAN E2I0|tH 2t 8iEh CHS ZAZ A2 *: ONTAP SAN E2t0|HE AI23SH= 2L 2 E Kubernetes
S AN CHE Z27F 2HSE|0] Y=X| ZRISHIA 2.

CHE AFSE E{s{of SfL|Ct.
* * NetApp Astra Control O|0|X| 2| X|AEZ|0]] M| A *:

NetApp O|0|X| &|X|AEZ|0f| M Astra Control Provisioner2t Z'2 Astra Control2| x| 0|0|X| & 7|5 7HM
A E 7t E & JUSLICH

a. 2f|X|AEZ|o| 2QI8l0F H= Astra Control A& IDE 7|SEL|C}.

o

AIH ID= Astra Control Service € UIO|A] &tolgh £~ QIELIC H|0|X| LEZX Atcto| O&l 0f0|2

MEHSIL * AP M| A * £ MEHo £ A IDE 7|=-LICEH

b. Z+2 HO|X[olA * API EZ MM * & MEHSI D API EZ EXIE S SEE S0 SAISI HE 7|0l MZERL|Ct

C. Astra Control 2l|X|AEz2[0| 212l

o

11
-
n

Ot EAMEZ Q5 MH|A HA|ZS MX|BILIC} * : Astra Control SAE 22| AE EA fEe 2 AMRSI0] Hotg
FXISH= 20| EELICH 'K E[= ME|A HAL[CH,

Astra Control CenterE AH|A HA|2t E8t6H= 2H42 Astra Control Center soﬂ bpolish o~
(D) itk aa 2213 of 3ol SYHo|x| YALICE HAIIA HIAIEIX| 942 HHOE ChAl
HASHE A2 X[/ X| QtELICE

— AT
Istio AH|A HIA|S AESHHH LSS S&sH{of LT

° B FIJIBILIC}t istio-injection:enabled Astra Control CenterE #55617| H0i| Astra U AT 0| A0
20|52 XIFeLICt

° & MEYLIL Generic =41 2% of CHet ChA| S MSELICH "2 F F5F 2.
HOo

rn

° Red Hat OpenShift 22 AE 2| 22 2 M2|8lOF YLIC NetworkAttachmentDefinition HEE 2

Astra Control Center W[ AH|O|A0||A| (netapp-acc-operator, netapp-acc, netapp-
monitoring 88 EE2I M S2{AF L= CHH|E AP X} X[ AT 0|AS] HR).
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cat <<EOF | oc -n netapp-acc-operator create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni
EQOF

cat <<EOF | oc -n netapp-acc create -f -

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:

name: istio-cni
EOF

cat <<EOF | oc -n netapp-monitoring create -f -
apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: istio-cni

EOF
CHA|
* Astra Control CenterE CI2ZLEst0 &f=S SL|CH
* 24 Y XAER|IE MESH=E B F7t BHAE k=2 8fLCt

o

o T

* 2 EX HO|X|E HOMAL
* 2TXE EXIuct

—

* Astra Control Center2 A X|&tL|C}

Astra Control Center 2 BXIE AH|SHK| OFYA[2(Of: kubectl delete -f
astra_control center operator deploy.yaml) ZEZ} AH|E|X| G=F Astra Control
Center 2%| £= Z& S0i| AHE=XI.

Astra Control CenterE CI2255t0 &2 FLI

Ct2 QK| = StLI0| M Astra Control Center O|0|X|S CIRZESHMA| L.

* * Astra ZAEE AMH|A 0|0|X| HX|AEZ| *: Astra ZAEE ME] 0|0|X|0f| 22 B|X|AEE|E AFRSIK| ALt
NetApp Support AIO|EO[A| HE CHR2ZEHC} 0| HHE MSot= AR 0| FME AFETLICH

of

* * NetApp Support AFO|E *: Astra ZIEE M| O|0|X|2f &7H 22 2 X[AEE|E M85t= 82 0| M2

AtE gL},

i
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Astra Control O|0|X| 2| X|AEZ|
1. Astra Control Service0l| 2 1QlgtL|C}.
2. tHA|2E0{| A * Astra Control2] Xt7t 22| QIAE A H{E * £ MEHBHL|C},

3. X|&oj| 2t Astra Control O]0]X| 2| X|AE2|0f] 29181 Astra Control Center A X| O|0|X| 2 7IH &
CtS O|O|X|IE F&gtLCt.

NetApp Support AIO|E

1. Astra Control Center7t ZetEl HES CH2EEYLICH (astra-control-center-
[version] .tar.gz)E ME{EIL|C "Astra Control Center CH2Z = T|O[ X[ ",

2. (MEE[X|2F MEH AtSH) Astra Control Center Q1S A 9 MH HES CHREZERLI|C} (astra-control-
center-certs-[version].tar.gz)E 2&5l0]{ HE MEZ 2QIgtL|Ct

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenter-public.pub
-signature certs/astra-control-center-[version].tar.gz.sig astra-

control-center-[version].tar.gz

Z=20| EA|ELICt verified OK QI M2 5,

3. Astra Control Center HE0{|A| O|0|X|E F=ZETtLILCt.

tar -vxzf astra-control-center-[version].tar.gz

2 Y XAERIE MEots 32 7 HAIE 2=t

Astra Control Center HE2 22 2| X|AEZ|0f| A|St2 = 22 NetApp Astra kubectl HEHE S2{1212 AFE6HO}
ghLiCt.

NetApp Astra kubtl 22{102!2 MX|ghL|Ct
%4l NetApp Astra kubectl BHEE E211012 HX|5t2{H LIS THAIE =N L.

AlZtst7| o

NetApp2 CHFet CPU OF7 BN 3! 2F A|H|of CHet 21 1¢1 HO|H2|E MSELILt. o] HHS +&st7| Tol| A2
&2l CPU X 2F HHE Zotof gLLt.

O[T &x[ofAf o|o] E2{a0lS &X|

rot
ox

S "5 A 0| QUK EHQISHAI 2" TS EAIZ 43| Hoj

— — =

A

1. A 7H5 3t NetApp Astra kubect] 21191 H0|142/2 L%t 2% XIH X CPU OF7I=iHo| et mp!
0128 Mol FHAIR.
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https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://mysupport.netapp.com/site/products/all/details/astra-control-center/downloads-tab
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
https://docs.netapp.com/ko-kr/astra-control-center/use/upgrade-acc.html#remove-the-netapp-astra-kubectl-plugin-and-install-it-again
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®

kubbeck E2{19Q! 2t0|E2{2|= tar HE2Q| LEO0|H ZEC 0| &=0| EEILICH kubectl-astra.

ls kubectl-astra/
2. SHIZ HIO|H2|E MM HZZ 0| S5t 0|52 2 HATLICt kubectl-astra:

cp kubectl-astra/<binary-name> /usr/local/bin/kubectl-astra

2 X|AE2|0f O|0|X|E ZFIFefLICH

1. Astra Control Center HSE2 2Z 2l|IX[AE2|Z FA[SI2 = Z R ZE|0[L Aol Zetdt ThAl AlZA
2tz

TH—- =

i



Docker £ & ZT5IAA|IL

a. EtZe| RE C|HEZ|Z HATLICL 7t EA|ELIC} acc.manifest.bundle.yaml O 3 CHS

ClaEa);

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. Astra Control Center O|0|X| C|2lE2|2| T{7|X| O|O|X|E 2& X|AEE2|0 Zof @&LICH E
57| Hof| S ChHA| 2 S +HELICH push-images BH:

* <BUNDLE_FILE>Z Astra Control HE I}!°| 0|22 Z H}EL|C}

(acc.manifest.bundle.yaml)S S&lgL|Ct.

* &It;MY_FULL_REGISTRY_PATH&gt;E Docker XZ£A 2| URLZE HHELICH O € &0, "<a
href="https://&lt,docker-registry&gt;"" class="bare">https://&lt,docker-registry&gt;"</a>.

* <MY_REGISTRY_USER>E AI2X} 0|EQZ H{EL|Ct,
* <MY_REGISTRY_TOKEN>Z HX|AEZ|0f| Cist QIZEl E2OZ HHEL|CL,

kubectl astra packages push-images -m <BUNDLE FILE> -r
<MY FULL REGISTRY PATH> -u <MY REGISTRY USER> -p
<MY REGISTRY TOKEN>

P
a

- El2Ql RE CIMELZ| 2 HZSLICE O] mpUnt C|2ME2| 7} HAIELICE.

acc/
kubectl-astra/
acc.manifest.bundle.yaml

b. 2X|AEZ|of| 2TQIgfL|Ct.
podman login <YOUR REGISTRY>

C. AIE3}= Podman HZO| SEA| ALK} XY El Ch2 A3RE F SHUHE FH|St A#BfL|Ct

=
<MY_FULL_REGISTRY_PATH>S R E 39| C|2l£2|7} LetEl 2| XX|£2|9] URLE CHA|SLCY.

<strong>Podman 4</strong>
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export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //'")

astralmageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astralmageNoPath} ${REGISTRY}/netapp/astra/
$ { PACKAGENAME } /$ { PACKAGEVERSION}/${astraIlmageNoPath}
podman push S${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done

<strong>Podman 3</strong>

export REGISTRY=<MY FULL REGISTRY PATH>

export PACKAGENAME=acc

export PACKAGEVERSION=24.02.0-69

export DIRECTORYNAME=acc

for astralmageFile in $(ls ${DIRECTORYNAME}/images/*.tar) ; do
astralmage=$ (podman load --input ${astralmageFile} | sed
's/Loaded image: //')

astralImageNoPath=$ (echo ${astralmage} | sed 's:.*/::")
podman tag ${astraImageNoPath} ${REGISTRY}/netapp/astra/
$ {PACKAGENAME } /$ { PACKAGEVERSION}/${astralmageNoPath}
podman push ${REGISTRY}/netapp/astra/${PACKAGENAME}/

$ {PACKAGEVERSION}/${astralmageNoPath}

done
() @wmrse 2y met ASRET} BiES oj0jx] B2 Tk Zofof Bt

https://downloads.example.io/docker-astra-control-
prod/netapp/astra/acc/24.02.0-69/image:version

2. LA EE|S HEFRlLICH
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23X AKX HO|X|E H2HAL

1. 2GXt HX| HO|X|of] MM ASI2{H CHZ EXt

=
S
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Red Hat OpenShift & 2&
a. OpenShift Container Platform UI0|| 23 21%tL|C},

b. £ M|50{| M * Operators > OperatorHub * £ MEHS}L|LC}.
() ol ciuixtz ALgeto] Sif BEH S| Astra Control Center0l2t @IT20|S 8 4 QLT

c. 2(8) AMELICt netapp-acc NetApp Astra Control Center 2H XIS MEHSHL|CE,

@ netapp-acc-operator x

Install

Latest version

Capability level
cloning

How to deploy Astra Control

Refer to Installation Procedu y As ter using
Lource Documentation
Certified
Provider
NetApp
you
Repository
N/A

Container image
N/A

Createdat
e

Support

NetApp

Red Hat Of| ZA| AR FIEI2 T
a. NetApp Astra Control CenterS MEHBIL|Ct "2 E X}

b. B 5! AME * S MEHBILICE

=

Red Hat

Ecosystem Catalog Hardware Software Cloud & service providers

Home » Software » OpenShift cperators » Astra Control Center

Astra Control Center
Provided by NetApp

Application-aware data management built for OpenShift

Deploy and use

Overview Features & benefits Documentation Deploy & use FAQs Get support

Overview


https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274
https://catalog.redhat.com/software/operators/detail/611fd22aaf489b8bb1d0f274

HXE RIFLICH

Ho

1. Install Operator * H|O|X|E 2t25t10 2HAIE MA|EL|C,

2 AE HIYAHO| A0 M AFEE 5= ASLICE

Mo
02
Pl
rir
H
rin
iy

() 45 a0l0| ATELICH S2AET stLto| 2HX QIATATH M F0|0fof ELCH

() 3850 HerE e 22 o] MUKl chet 5 8A S Selsiete AN
HEAIELICH
2. 2201 OperatorHub Ml 2 0S50 2V} HZHO R MK|EQH=X| EolgLct,

Astra Control CenterZS M X|gtL|C}

1. Astra Control Center 28 X}2| * Astra Control Center * #0]| /= 240 M * Create AstraControlCenter * £

MEdStL|CE

AR UREZ RIX H|JADHO|A EE= 'NetApp-acc-operator' LY AH|O| AT} XSO 2 W ELICE.
=

Project: netapp-acc-operator w

Installed Operators > Operator details

Details  YAML  Subscription  Events  Astra Control Center

No operands found

Operands are declarative components used to define the behavior of the
application.

netapp-acc-operator
%} 2340 provided by NetApp Actions  «

AstraControlCenters  Show operandsin: ® All namespaces © Current namespace only

2. 'Create AstraControlCenter' ¥4l ZEZS XbMSHLICE

a. Astra Control Center 0|2 {X|5tLt =™ EHL|C}.
b. Astra Control Center0i| it 20|28 ZF7tgtL|Ct.

C. XK= XS gdet E= v Yot X3 XY 7|52 |AlSh= 20| Z&LICt
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d. Astra Control Center FQDN EE£ | stL|Ct E0{7tX|0F http:// = https:// ©

A BIL|CE
e. Astra Control Center H{7(0ll: 24.02.0-69)2 Y& gfL|Ct.
f. A" 0|5, o|HiY F& 3 Ha|Xt M2 LdHFLICL

g o 2 M=t YMZ MEHSILICE Retain, Recycle, EE= Delete. 7|22 YULICH Retain.
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h. dx|o| Hig 37| E MedetL|Ct.

712X O 2 Astra= HA(High Availability)E AFE&LIC} scaleSize 2 Medium™ &,
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Control CenterE 71&%t = £ 7 M6{0F BL|CtH "4~ 4 ZIEZE{" URLZ AHE3510] Astra Control
CenterS HA|EtL|CY.

* *AccTraefik * (ingressType: "AccTraefik")

= EEYE AYIX| o= 2 0| M2 AHESHYA|L. O2{H Astra Control Center?}
P=EILICE traefik Kubernetes "2 E W A" Q& MH|AZ A 2| A O|E|O0]

Astra Control Center= "loadbalancer" 32| AH|AE ALEEILICE (sve/traefik Astra Control Center
LI QAT O| A A), HMA TtSTE {2 IP FAE oo fLICH 22 MM IL ALEXL 2HE0[M SEE[11
Or2| 2E M MI} T HE|0] UK %2 B2 MetalLB EE= CHE 2|5 MH|A 2E WHME ARSI 2|5 IP
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O|E& 23} 24P FAE X|sH{of L|CE.
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ZHIXAEE| F2E TELICH

OI50| Lt YXAEEE AFRSt= H R OpenShift 2E2HAE LS E MAMSHD off &S 0|2 YATILICH
Create AstraControlCenter ¥4 T,

1. Astra Control Center G X2 UQJATO|AE MMBILICE.
oc create ns [netapp-acc-operator or custom namespace]
2. o H|YAmo| A0 Az TSI

oc create secret docker-registry astra-registry-cred -n [netapp-acc-
operator or custom namespace] --docker-server=[your registry path]
-—-docker username=[username] --docker-password=[token]

@ Astra Control2 Docker 2| X|AE2| H|Z Tt X| &I fL|C}

3. o LIHX| ZEZE XtMSIL|C} Create AstraControlCenter 2FA] ZIE

E AZYLICH "LIHX| THA" Astra Control Center?t 85 M2 AX|E|Y=X| 2fQlsteH 4 AEEH(SM)E
g5t vlo] 2aQlghL|Ct ot & ~SHoF gL|Ch "2 A" 2K 27 =

=~

Cloud Volumes ONTAP A EZ|X| tHolEE AI235}0] Astra Control CenterS A X|&tL|C}
Astra Control CenterE AI25IH XHA| 2t2|=| = Kubernetes 22{AE{ 2! Cloud Volumes
ONTAP QIAEIATL Q= 610|HEZ|E 22t &HNA HS 2t2|e £ JELICH 2og|0|A
Kubernetes 22{AE = 2R E 2HE 9| X7t 2t2|d Kubernetes 22| AE| & L0 Astra
Control Center2 —T"“F = USLILCY.

StLIZ E3} Cloud Volumes ONTAPS AE2|X| EHAlC 2 AL2310] OfZ2|H|0| A |0|E] 2| &S
L’ll:l' S3 H—|9|O HHO" E|-7'||O§ __'.I.A'Iol- AE OIAL—lEI‘

AWS(Amazon Web Services), GCP(Google Cloud Platform) %! Microsoft Azure0f| Cloud Volumes ONTAP
AEZ|X| HAIEE ARSI Astra Control CenterE M X[st2{H 22t E 2HF0)| M2} CFS THAIE AU AL,

* Amazon Web Services0| Astra Control CenterS #&g}L|Ct
* Google Cloud Platform0i| Astra Control CenterE #+&gfL|C}

* Microsoft Azure0l| Astra Control CenterE £ =gfL|C}

OCP(OpenShift Container Platform)2t 20| XtA| 22| %= Kubernetes 22{AEE AHESH0] HIZZTHO| A HS
2a|gt £ ASL|CE Xt7t 2| OCP 22{AE Tt Astra Control Center &S 9l8 ASE AU SLICE.
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Amazon Web Services0l| Astra Control CenterS = &HL|C}

AWS(Amazon Web Services) I 22| 22t E0|M SAEE|= X7t 22| Kubernetes 22| AE{0]| Astra Control
Centerg #=g = UFLICL

AWSO| 2ot A

AWSO]| Astra Control CenterS #&517| ®™oj| Ct2

oot

50| 2RELIC

* "Astra Control Center 27 A&t ZETL|C}"

* NetApp Cloud Central Al

* OCPE Ar23t= Z 2 Red Hat OpenShift Container Platform(OCP) & 8HU| AH|O| A £=Z0f|A] POD AA)
* 31 S AHUEE HMS £ s AHTH0| Y= AWS XA BH, HM[A ID 2 HIE 7|

* AWS A& ECR(Elastic Container Registry) @M[A S 2701

* Astra Control UIO| 2 M|ASIZ{H AWS SAE! HH 8l Amazon Route 53 50| LTt

AWS?| 2F =t QArE

Astra Control Centerdll= AWSE ¢|ot CtS 1 22 2F 2tF0| QoL Ct.

Astra Control CenterE S AEISH| 9|l MEHoE 2H 2tH0| 2td ZA EA0f| AHE 7|2 2|AA Q7 AFLE
ZEH=X| &elgtLCt.

Astra Control Center0fl= £tZ9| 2|AA QFALE 2|0 EX 2|AATF HQGICH 2 RESHIA|L "Astra Control
Center 2% 2t Q7 AFE,

@ AWS Z|IX|AEZ| EF0| 12A|2 20i| Bt=E|H, 1 20i|= Docker O|0|X| 2IX|AEEZ| Y= S ALI8HO0}
SfLiCt.

AWS = IR

Cloud Volumes ONTAPE AEZ|X| HHOlE 2 AF23510{ Astra Control Center for AWSE AX|5t= ZZMAE
2HEFSHA| ATHEHL Y

Ol21¢t 2 thA|= of2fofl XtM[s| 2= ASLICE.

1. 1AM #$H0| ZE2HX| &QISHYAI2.

AWSO|| RedHat OpenShift 22{AEE MX|gtL|Ct,
AWS 4.

AWSE NetApp BlueXPE A etL|Ct.

AWSE Astra Control CenterS A X|gfL|LCt.

o M 0D
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IAM 30| S 3HX| 2HRISHY AR

RedHat OpenShift 221 AE{ 2t NetApp BlueXP (0| 2| Cloud Manager) H49EHE MX|& 4 UL E ZE3HIAM
sk gl Ysto| Q=X| EtolstL|LCt.

2 BERSHIAR "ET| AWS Xt FE

AWSO| RedHat OpenShift S2{AES M X|EL|C
AWSOf| RedHat OpenShift Container Platform 22{AE{S MX|gtL|Ct.

MX| X2 & HZ5H A2 "OpenShift Container PlatformOf| A AWSO|| 22{AE AX|".

AWS T4

2, AWSE 75t &t HEQIZE Mdstn, EC2 ZRE QIAHAE BFst1, AWS S3 HZlS
L-| Ef NetApp Astra ZIEZ HIE{ 0|0|X| 2i|X|AE2|0f °*')\1|*3aP + Q= E 2 Astra ZAEE MIE 0|0|X[E
5t7| 2/t ECR(Elastic Container Registry)= 445t 0|0|X|Z 0| | X|AEEZ|0f| ZEA|SHOF BFL|C}.

HC
HA{SH

SoH

=R

AWS EHMO| w2} ChS HAS 2 =2oHARL. S ERSHAIR "AWS 2 X ZFA".

1. AWS 7t HIEQIAE M fLict.

2. EC2 ARY QUAEAS HESLICE 0= AWSS| H|0f T Mt & VMO| & & JSLICEH

LS — -

A
S Astra @7 AFE0f| StA| HATILICE 8 HZESHIA|Q "Astra Control Center 27 AFgl",
£ N&EY AWS S3 H{ZlS StLt o] & MABtL|CE

NetApp O[0[X| ZIX|AE2|0f HAHAT 4= Ql= R CISS AR
=

[V)
>
=
w
mv

=
CR(Elastic Container Registry)2 4435t0{ &2 E Astra Control Center O|0|X|E S AERIL|LCE,

ECRE MMdIX| O™ Astra Control Center= AWS EHAIE 7t Q1= Cloud Volumes

@ ONTAPZ| ZatEl S AE A 2L|EZE HIO[E{H| HM|AS £~ IELICE O] EX|= Astra
Control CenterE AHE50] AM 3l 2t2|5t2{ = S2{AE 0| AWS ECR 2M[A HBH0| g3
e aieey

b. Ho|=l 2| X]AE2|0f| Astra Control Center O|0|X|E ZEA|BILICE.

AWS ECR(Elastic Container Registry) E20| 12A|Zt 20f| TEE|0] S AFH 7F S8 20|

@ AlnystLict, o] 2Rl AWSE2Z 74 =l Cloud Volumes ONTAPOA] AE2|X| A= S 22| g mf
LMSILICE O] 2XIE sHZESHHH ECRS CHA| 21550 2 & 20| H3XO = MWHEEE MER
ASE MHSIHAR2,

BIA Q80| DLAE| U IR} Lol Th3t Astra A2 2|44 27 ARSHI} UX|SHK| OB AWSS] QIAEIA
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NetApp BlueXP(0|Z 2| Cloud Manager)E A2t
MMeta, SHAHE TP SLIC
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BlueXP 2EAME HZ810] L3 HAS = LICE CI2S HZSHAIL.

* "AWSO{|A Cloud Volumes ONTAP A|Ztst7|",

* "BlueXPE A28t AWSHIAM H4YEE MABHLICH
CHA|
1. BlueXPO| Xt ZHS F7tetL|ct.

2
3. AWSE HHUIE{E Z=J}etL|Ct AWSE S22 X2 MEfStL|C}
4

a. 2|X[: "AWS(Amazon Web Services)"
b. §%: "Cloud Volumes ONTAP HA"
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b. 22X 2| 2 Xz2|0f| Astra Control Provisioner H{Z0| LI2t Q&LIC}.

C. NetApp2 324t 2 20{F £ Cloud Volumes ONTAP 2HAE AEZ|X| SHA S HESHAIL.
J12{™ Red Hat OpenShift 22{AE{7} 71XQt 7|2 AE2|X| A7t SLEIL|CH AER|X| SeHAS
MEfBFL|C

Astra Control Provisioner= 7} 27| &l ZM T2 M|AQ| UHZ XI5OF MX|ElL|C},

6. 0] Cloud Volumes ONTAP HHEO|M RE H =8 S 252 7|54l sLICt

Cloud Volumes ONTAPE T -E = 1712 MO 2 XtE5e £ QUELICH HAZL 2 MstEl AL
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AWSE Astra Control CenterS A X|gtL|Ct

EZE WEL|CH "Astra Control Center AX| X|&l",

o

(D Awst uurs3vn 982 AgEL,

Google Cloud Platform0i| Astra Control CenterS = 8tL|C}

GCP(Google Cloud Platform) I{ 22| S2tRE0|M AR = X7t 22| Kubernetes 22{ AE{ 0] Astra Control
CenterE 715Y = &L
GCPO| 223t A3t

GCPO|| Astra Control CenterE #5017 M0 LS 2=50| HREL|C}.

* "Astra Control Center 27 At S SFEL|C}".

* NetApp Cloud Central A&

* OCPE AM8%l= 2, Red Hat OpenShift Container Platform(OCP) 4.11 ~ 4.13

* OCPE At&3H= 22 Red Hat OpenShift Container Platform(OCP) #eH(UZAH|0]A £=Z0{|A] POD 44)

* HIA S AHYEE HdT o+ U AL0| A= GCP AH|A AIF
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GCP2| 29 &g 27 At

-
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riot

Astra Control CenterS S AEISHY| 9|ol] MEHSH 20| &td A M0 AEE 7|& 2[aA @F A2

EZSH=X| FolgtL|Ct

Astra Control Center0fl= 2t32| 2|AA Q@FALE 2|0 EH 2|AATF HQSICE 2 FESHIA|L "Astra Control
Center 2 et 7 AFE,

GCP 75 iR

CI2& Astra Control CenterE AEZ|X| BHAIEZ Cloud Volumes ONTAPE Al238H= GCP2| XA| 22| OCP
S AEO0| MX|5t= TR M AL JHRUL|CE
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Ol21gt 2 thA|= of2fofl XtM[s| HF =0 ASLICE.

1. GCPO| RedHat OpenShift 22{ AEE AX|EL|Ct.
GCP Z=2XE gl 7ty majo|8l SR EE Mgt
- 1AM 30| ZE23HX| SISt A 2.

GCPE ALt

NetApp BlueXP for GCPE A gtL|C}.

o o A N

Astra Control Center for GCPE A X|gtL|C}.

GCP0| RedHat OpenShift 22{AEES MX|SL|Ct

K HIj CHAl= GCPO| RedHat OpenShift 22{AEE AX[st= ZdYL|C.

* "GCPO{|A OpenShift 22{AE{ Ax|"
* "GCP MH|A AHIH A"
GCP ZZHE gl J}at Zato|dl 2RES MAsHLCH

StLt 0|Af9] GCP Z2HE 51 VPC(ZH4 Zato|l 22t25)8 MAptL|Ct

@ OpenShift= XA 2|42 AFS Mde = ASLICE et GCP VPCE 28l 0f LI} OpenShift
HYME XA 2.

SAUZ S2{AH 2|22 OF0 iy 0fZ2[Z0|M OpenShift 22 AE 2|AA IFS Mg = JASLICL
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IAM Z$t0| E20HX| 2AQISHIAIL

RedHat OpenShift S2{2E{2} NetApp BlueXP (0|2 Cloud Manager) 4HE dX|& £ A&

Ju

FE3HIAM

2 BXRSHIAR "E£7| GCP AtA 5E 2 Haol,

GCPE 7AgLict

CH2O 2, GCPE 745t VPCE MMst, AR CIAHAE MM Google Cloud Object StorageE
MMBILICE NetApp Astra ZIEE AIE{ 0[0|X]| E1|7(|*EE|01I MM AL &~ = B Astra ZIEE MIE| O[O|X|E
S AESH| 2let Google ZIE|0|L] | X|AEZ|E M35t 0|0|X|Z O] 2| X|AE2|0f FEASHOF &hL|Ct.

GCP ZAMof| a2} CH2 HAE b= efL|Ch GCPOlA OpenShift 22 AE MX|E HXRSHIAIL.

1. CVO HAIE T} Q= OCP 2Z{AE{0f| At GCPOIM AL GCP ZEHE 9! VPCE GCPOIA - dgfLiCt.

2. ZFE AARAS HEYLICE GCP2 H|0] HIE MH = VMO| & = AUELICH

3. QIAHA RH0| OrAE U ZIAXE =0 CHSh Astra |4 2|AA Q7 AP LX|SHK] $OH Astra 7 AP S
EZSIEE GCPO| QIAEA 23S HASHL|CL S AXSHIA|Q "Astra Control Center 27 AFSH".

4. WA S X EHSt StLt 0| A2 GCP Cloud Storage BucketS A ASHL|CL.
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o. HZl AA| A0 ERot AT E MBIt

6. (LB AlE) NetApp O[O|X| Z|X|AER|0O BMAS = Ql= 2R CHE2E S™FLICL

a. Google Container RegistryS 45t0{ Astra Control Center O|0|X|E S AEBIL|LCE,

b. 2E Astra Control Center 0|0|X|0]| CHSH Docker FEAI/Z2 Google Container Registry HM|AS
AL

0l: Astra Control Center O|0|X|= CtS A3 EE =5t O] 2|X|AERZ|2 FEAIE £ JELICE.

gcloud auth activate-service-account <service account email address>
-—key-file=<GCP Service Account JSON file>

0| A3 E0f= Astra Control Center O{L|HAE I3} Google Image 2 XIAEZ| ¢|X|7 HRELICE. of:

manifestfile=acc.manifest.bundle.yaml
GCP_CR REGISTRY=<target GCP image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: SASTRA REGISTRY/Simage $GCP_CR REGISTRY/Simage"
root image=S{image%:*}
echo $root image
docker pull SASTRA REGISTRY/Simage
docker tag SASTRA REGISTRY/Simage $GCP_CR REGISTRY/$image
docker push $GCP CR REGISTRY/$image

done < acc.manifest.bundle.yaml

7. DNS = &%
NetApp BlueXP for GCPZ T ASiL|Ct

NetApp BlueXP(0|Z 2| Cloud Manager)E AFE5t0{ &) Z7t2 BHE1, GCPO| AHHEHE FIt6t 1, &Y
ddstn, 2HAHE 7HMSLIC

r.*°i

3

mjo

BlueXP MHME &t Z3810] LIS CHAZ 22 BHL|CH S At XHAIA|R "GCPO|A Cloud Volumes ONTAP A|ZH17]",
AlEFsE7| Hof
* 220t IAM 2ot 8l S AHE5I0 GCP AfH| A AH[Fof| A M| AL

1. BlueXPOll X}# SEE FItetLIC. & BZSAIL "GCP AIE F7b.
2. GCPE MBS 7Lt
a. SgAtZ "GCP"E MEgLCt.

b. GCP Atz Y YAYLICL S HESHIAIR "BlueXPO|A GCPO| HHE 44"
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C. HYE 7t &dl SIX| =elstn sie HHE = HatetL(ct.

4| o
3. 22t HES 2%t MY etA S AHPLIC

a. gx[:"GcpP"

b. 8&: "Cloud Volumes ONTAP HA"
4. OpenShift 22{AE S 7t SLICH S AT W2 MM 2 stol| HHEL|CH

a. NetApp 22{AH M2 HEE Ee{H * K8s * > * SHAEH 55 * > * Z2{AH NF HE * E ME{FL|CL

b. 222 2| 2 X2|0f| Astra Control Provisioner H{F 0| LI} Q&LIC}.
C. "NetApp"S ZZH|X'JX}IZ LIEILHE Cloud Volumes ONTAP 22{AE AEZ|X| 22{A S EQISHUA|L.
12{™ Red Hat OpenShift 22{AE{7} 7tXet 7|2 AE2|X| SefA 7t LY ELICH AER|X| Z2iA
MENSHL|C}.

Astra Control Provisioner= 7t 27| 5! AM T2 A AL Z XSO =2 MAX|EIL|CE

5. 0] Cloud Volumes ONTAP HHEZOAM ZE HP 28 U =52 7|=6l SLICL.

Cloud Volumes ONTAPE Tt - &= +E 17}9“( A)CE ZtEZe & USLICE HAZL AFBEES
HHE AL GCPOIAM Al = HA AEf 5! L= H{ I ME{E 2O )
Astra Control Center for GCPS A X|&tL|C}

HZ=E UEL|CH "Astra Control Center A X[ X| &,

1. Docker Secret2 3810 Astra Control Center A X|Z 2|t 0|0|X|S 7t SL|C}.

kubectl create secret docker-registry <secret name> --docker
-server=<Registry location> --docker-username= json key --docker
-password="$ (cat <GCP Service Account JSON file>)" --namespace=pcloud

Microsoft Azure0| Astra Control CenterS T+ gtL|C}

Microsoft Azure =2 S2tRE0M SARE[= X7t 2H2[d Kubernetes 22{AE{ 0| Astra Control CenterS
=T £ JAELICL

Azured]| 223t 7|

Azure0f| Astra Control CenterE T1&5t7| Mol CHS &50| 2REL|C},
* Astra Control Center 2t0|MIA 2 &SI AR "Astra Control Center 210 A 251 AFgt",
* "Astra Control Center 27 AlStS

* NetApp Cloud Central A
* OCPE A83h= 2%, Red Hat OpenShift Container Platform(OCP) 4.11 ~ 4.13
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* OCPE At&3t= 22 Red Hat OpenShift Container Platform(OCP) #eH(LI QA AH|0]A =Z0j| A POD 44)
A

* B2 5 AUEIS MM 2 ol A0l U Azure Kt B

-

Astra Control CenterS S AEISHY| 9|8 MEHst A
ZEH=X| &elgtLct.

riot

Z0| &F A 2M0| 2HE 7| 2|aL Q7 AldS

Astra Control Center0fl= £tF9| 2|AA QFALE 2|0 EX 2|AATF HQGICH 2 RESHIA|L "Astra Control
Center 29 22 @37 AFE",

Azure 1= 7HR
Ct22 Azure2 Astra Control Centers AX|5t= TZMA Q| JHQQILICE,
o|2{et 2} tHA|= ofzfofl XtM[S| A =[O USLICE.
1. Azure0f| RedHat OpenShift 22{AEE AX|gtL|C},
. Azure 2|AA IS MASLICE
- |1AM #$Ho| ZE2HX| 2l A 2.
AzureE A BILICE,

AzureE NetApp BlueXP (0| 2| Cloud Manager)E A gfL|C}.

o o A w N

Azure£ Astra Control CenterS & X| 8l L AEHL|CE,

Azure0| RedHat OpenShift 22{AEE MX|gtL|Ct

K W THAl= AzureOll RedHat OpenShift 22{AES AX|St= ZdQLICT.
X X E2 OEE #XSHA 2.

* "Azure0| OpenShift 22{AE AX|".

* "Azure AHE MK|5H= SLICH.
Azure 2|AA I2S MAMTH|C}

Azure 2|AA 58 oL O] A MMSHL|CE,

@ OpenShift= XH4| 2|AA 1
OpensShift 8EME EXSHMA|IL.

S 22AH 2|2A O 50 i 0 Z2[A|0|M OpenShift 2HAE 2|AA IFZ2 Mg + JELICL

HEAI2

Of

IAM ZeHo| ZE20tX| =l

[ =

RedHat OpenShift 22{ AE{2} NetApp BlueXP Connectors MX|& & JALE ZETHAM S 8l H$H0| UEX|
stolgtL|Ct,

= EXSHA|IR "Azure AtA SE 2l #Hol
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AzureE 74 TLIC}

JHCS 7N HEYIE 21, ARE QIABMAS MAMSET Azure Blob ZAH|O|LHE TS EE AzureE
TABILICE NetApp Astra ZIEE AIE 0|0|X| B X|AEZ|0f| HMAEY &~ = B Astra ZHEE ME] O|0|X|E
SAEISHI| 3t Azure ZAE|O|L] HX|AEZ|(ACR)T M-A38t1 0|0|X|Z O] | X|AEZ|0f| ZEA|SHOF SHL|C}.

Azure AN 2} CHS THAIE 22 SHL|CH S BERSHIAIR "Azure0f| OpenShift 22{AE AX|",

1. Azure 7t HIEQIZE MMgL|C

2. AFE AABAS AEBLICE Azure®| H|O] HIEF At EE= VMO| & 2~ JAELICH

3. QIABIA RHO| OtAE] B ZAX} L E0)| CHot Astra X[ 2|AA Q7 APt UX|SHK| kO™ AzureO| QAR A
RE S Astra @7 AP0l I HASHLICEH S &XSHAA|R "Astra Control Center 27 AFSH",

4. MHAS XEY Azure Blob ZiH|O|LHE L} O] & A etL|Ct

S. MEA AEE MMELICE Astra Control CenterOil A HZIQZ ALY Z4H|O|H S WMst{H AER|X| AHO|
2L

6. HIl AM A0 BRSt AT E MMBLIC

7. (MEH AFEH) NetApp O|O|X| 2IX|AER|Of] HMAL 4= gl= AR OIS S A TLC

a. Azure Z1E|O|L 2| X|AER|(ACR)E A 45t0] Astra Control Center O|0|X|E S ARIEILICE
b. 2= Astra Control Center O|0|X|0{| CHS Docker ZEAI/Z282 ACR AMAE AXBiL|CE,

C. C}2 A3ZIEE AI23}0] Astra Control Center 0|0|X|Z 0] | X|AE2|0f| ZZA|gtL|C}.

az acr login -n <AZ ACR URL/Location>
This script requires the Astra Control Center manifest file and your
Azure ACR location.

= 0ff *:

manifestfile=acc.manifest.bundle.yaml
AZ ACR REGISTRY=<target Azure ACR image registry>
ASTRA REGISTRY=<source Astra Control Center image registry>

while IFS= read -r image; do
echo "image: $ASTRA REGISTRY/Simage $AZ ACR REGISTRY/$image"
root image=S${image%:*}
echo S$root image
docker pull SASTRA REGISTRY/Simage
docker tag $ASTRA REGISTRY/$image $AZ ACR REGISTRY/$image
docker push SAZ ACR REGISTRY/$image

done < acc.manifest.bundle.yaml

8. DNS = &%H
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2 HZSHIAR "BlueXProf| A 7{HE]
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3. HUE{ 7 &4 FelX|
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)

riot

3

mjo
rot
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2

2| X|: "Microsoft Azure".

b. "Cloud Volumes ONTAP HA"Z |24tL|C}.

U CHEZ[(HHE) IDE HIRS Azure XtH SES

Connectors Add Connector

Q

MAUTE | WesIUSe | m ACTve

] azurecloudmanager

Paure | centraluseuap | » Active

[] evo-aws-connector

AWS | us-east-1 | ® Active

] covo-connector-gep

Google Cloud | us-easta

TestazHA

Azure | westus? | = Active

azure-connector

Azure | westus? | = Inactive
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PRSI Al "AzureOl| A BlueXPES A|ZFgtL|Ct",

Manage Connectors
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5. OpenShift 22{AHE 7tMZL|Ct. 22{AH7 HZ
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Sync

MEHSH
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Connector
Testazha

~

Workspace

All Services (+9) ~

Cluster List » Cluster Detalls »

targetazacc

Cluster Version
v1.21.6+bb8ds0a

Status
() Running

Added by volumes VRC
Import 3 -

1 Working Environments

Date Added
April 14,2022

*  Provider
= testHaenva: @9 [ vl westus2
3 storage Classes
Storage Class ID Provisioner Volumes.
managed-premium mi= 0
vsawerkingenvironment-xr1hsSpd-ha-nas (CIERID i NetApp 3

[ Update Kubeconfig

Trident Version
V21041

Conngct to Working Envirenment

Provider
HE Microsoft
WS Arure

10.00.0/16 0,00 used of 500 GB avariable
1=-1of1
Labeis E
tndent
Xe1HSSpcha
trident netapp io/astrug
trident netanooforotocol=NAS +1

b. @2 9| 2 M2|0j| Astra Control Provisioner HHO| LIt AELICH.
C. NetApp2 35At 2 E0{F = Cloud Volumes ONTAP 22{AE| AEZ|X| E2fAE HZSHUAIL.

O|Z 7| ™™ Red Hat OpenShift 22{AEE 71X 21 7|2
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MENSHL|C}.
Astra Control Provisioner= 7tM 27| 5 M T2 §AQ| YHZ XSO = MAX|ElL|C}.

7. Cloud Volumes ONTAPE= Tt L.E If= 12 M0F XEsh £ QG
Al SOl HA AE{Qt - E HHI MEHE SQISHMAIL.

=
Ix}
I
>
N
flick
0%
_k')_

A2 AzureOf|A

AzureZ Astra Control CenterS Ax| 8! 14gtL|C}

Astra Control CenterE BEZQ Z MX|gfL|Ct "AX| X|&".

Astra Control CenterE AM256H0] Azure HZI S F7eL|CH 2 E TS AR "Astra Control CenterS A& 611
H3lS FotetL|Ct,

MX| = Astra Control CenterS FAEHL|C}

st 2t Astra Control CenterE AX|ot £ 7t 1 M0| g 5+~ JASLICH

2|AA HotS MARLICH

UL 2Z0| A= ResourceQuotas X LimitRanges 7HH|E AHE510] W[ ATO| AL 2| AATE SR AEO|AM AE
7tset 2E CPU A H|22|E A8SIX| RSt E ILICE Astra Control Center= £|CH Mot MHSIX| gt D=
NG 2| AAS ZFL6IK| ESLICE 0|2{3t BHAlo 2 3tAS M AR Astra Control CenterS A X|&

U LA DO A0 A SHE 2|AAE H|HsHOF BFL|Ct.

Ch2 THAIE AFBSto] 2EE 3l Kets HMst D Mg = AELICE o] ofiFoAM B 282 FE ==
HEA|ELCE

CHA|
1. Ol M 2|AA SH2FS JIHFLICE netapp-acce (5= AFEXL X[H 0|5) UL AH|O|A:

kubectl get quota -n [netapp-acc or custom namespace]

SH:
NAME AGE REQUEST LIMIT
pods-high 16s requests.cpu: 0/20, requests.memory: 0/100Gi
limits.cpu: 0/200, limits.memory: 0/1000Gi
pods-low 15s requests.cpu: 0/1, requests.memory: 0/1Gi

limits.cpu: 0/2, limits.memory: 0/2Gi
pods-medium 16s requests.cpu: 0/10, requests.memory: 0/20Gi
limits.cpu: 0/20, limits.memory: 0/200Gi
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kubectl delete resourcequota pods-high -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-low -n [netapp-acc or custom

namespace]

kubectl delete resourcequota pods-medium -n [netapp-acc or custom

namespace]

3. oflM Hct HRIE 7 ZLICt netapp-acc (5= AFEAL X|H 0|&) UYAHO|A:

kubectl get limits -n [netapp-acc or custom namespace]

C}.

o
S H-

NAME CREATED AT
cpu-limit-range 2022-06-27T19:01:23%

4. O|EE= H|

rot

HYE AHILICE

kubectl delete limitrange cpu-limit-range -n [netapp-acc or custom

namespace]

A8 XE TLS YBME Foreict

21 8l B2lexiE o

Astra Control Center= XHH| A|/HEI TLS Q1B ME A HEEH
=) X JHIA A S

2 Ul 2150 ASBILICH IREH A8 S

—

TLS QIZMZ WH|slof BHL|Ct.

k2
ro

oA

iE
R

>

KA MBE 7|2 ABME T2 F 7HK g2 R0l ArEE LT

* Astra Control Center € UI0| CH$t HTTPS &

@ M AEEH EfH(H2 Y ingressType: "AccTraefik" £40| of MY E|ASLICE
astra_control center.yaml Astra Control Center X| & I)

712 TLS ABME uA[5HH 0|2{gt HZ0| QS0 ArEE|= S A7t CHH|E LT

Al=ket7| Ho|

* Astra Control Center?} AX|El Kubernetes 22{AH
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© SR{AE{Q B Hof CHSH 22| HHAZR "kubbtl" BHS ALt
* CAQ| 7ol 7| & QIS M mtd
ARl MBE QISME HAHBLICH
7|1EQ| XA MYE TLS ABME HAHFLICH
1.

SSHE AF2510] 22| AF2XIZ Astra Control CenterS S AEISH= Kubernetes 22{AE 0| 219l
2.

gLt

'<ACC-deployment-namespace>'E Astra Control Center HiZZ W[ AD|O|AZ CHA|SH] SR QIS AL HAE
TLS =& &L

kubectl get certificate -n <ACC-deployment-namespace>

kubectl delete cert cert-manager-certificates -n <ACC-deployment-
namespace>

kubectl delete secret secure-testing-cert -n <ACC-deployment-namespace>

1. Ch2 HE 2 AH8S0] CAQ 71l 7] B! AZM MUZ A TLS &

2 A E SN HES <> QIHE MAESH HER
HHE L},

kubectl create secret tls <secret-name> --key <private-key-filename>
--cert <certificate-filename> -n <ACC-deployment-namespace>

2. C

ZF
HA

HE U OXE A2t 22{AE CRD(Custom Resource Definition) It 2 M5t 'pec.selfSigned
'pec.ca.secretName’ =2 HASGIO A0 MM TLS QS E AHESLICE

mjo 0jo

kubectl edit clusterissuers.cert-manager.io/cert-manager-certificates -n
<ACC-deployment-namespace>

CRD:
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3.

4

76

#spec:
# selfSigned: {}

spec:
ca:
secretName: <secret-name>

O 83 2 ofd| &2 2 AL85I0 HZE AF0| SHIZED S2AE7L ABME HEE ZH|7} EJU=X] =
"<ACC-deponment—n.’:zlmespace>"E Astra Control Center H{Z L{|QIAH|O|AZ CHA|BFLICE.

]
ro
4]

kubectl describe clusterissuers.cert-manager.io/cert-manager-
certificates -n <ACC-deployment-namespace>

SH:
Status:
Conditions:

Last Transition Time: 2021-07-01T23:50:277%
Message: Signing CA verified
Reason: KeyPairVerified
Status: True
Type: Ready

Events: <none>

CHS Ol AM25He] RS <>2| Xt2| ARt g2 METt HEZ M5t "certificate.yAML" It & EHd oL Ct.
@ 0| o M= £ AF2ELICH dnsNames Astra Control Center DNS FAE X| M= 4 QlL|Ct.
Astra Control Center= DNS A& X|™5H= CN(Common Name) £42 AFEE & I&LICH



apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
<strong>name: <certificate-name></strong>
namespace: <ACC-deployment-namespace>
spec:
<strong>secretName: <certificate-secret-name></strong>
duration: 2160h # 90d
renewBefore: 360h # 15d
dnsNames:
<strong>- <astra.dnsname.example.com></strong> #Replace with the
correct Astra Control Center DNS address
issuerRef:
kind: ClusterIssuer

name: cert-manager-certificates
5. [I2 BHS AF85I0] QISME MdeL|Ct,
kubectl apply -f certificate.yaml

6. i3 B
A4 713 5L DNS 0| 5)E AFESHe =helgfLict.

kubectl describe certificate -n <ACC-deployment-namespace>

0l

Ct.
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Spec:
Dns Names:
astra.example.com
Duration: 125hO0mOs
Issuer Ref:

Kind: ClusterIssuer
Name : cert-manager-certificates
Renew Before: 61h0OmOs
Secret Name: <certificate-secret-name>
Status:
Conditions:

Last Transition Time: 2021-07-02T00:45:417

Message: Certificate is up to date and has not expired
Reason: Ready
Status: True
Type: Ready

Not After: 2021-07-07T05:45:417%

Not Before: 2021-07-02T00:45:417%2

Renewal Time: 2021-07-04T16:45:417%

Revision: 1

Events: <none>

S ORE AMESH M 2IEM &= 0|2 7t27|=5F CRDE ME-LICL E= <> JHA
Z HigLC

kubectl edit tlsstores.traefik.io -n <ACC-deployment-namespace>

CRD:
spec:
defaultCertificate:
secretName: <certificate-secret—-name>
CHS B 2 oM E M1 M QIEAM LS E 712|728 41 CRD TLS M2 WAYLICH CHES <>2f 7HA|
= WS MEot HE 2 HpEL|CH

kubectl edit ingressroutes.traefik.io -n <ACC-deployment-namespace>

CRD:



tls:
secretName: <certificate-secret-name>
9. ¢l EHEtRX E AF2SI0| Astra Control Center| HE [P F=AZ O|SELILCE.

10. QIZM MIE FHET7F AX[ot QB MO| ME el UK|SH=X| oletL|Ct.

1. JENE LT 23S o 23X ol QBN B2|XE KLt

Astra Control CenterE A& eHL|C}

Astra Control Center0|| CH$t 2}O| MIAE FIt8tL|Ct
1m

Astra Control CenterE A X|gt uff TohEl o
Control CenterE "7Iot= 42 0| tHAIE HLE £ &L

Astra Control Ul E£= & ALESI0] A 20| MIAE F7t8 4~ UELICH "Astra Control APIE HZSHU AL,
Astra Control Center 2l0|4IA = Kubernetes CPU SIS AR50 CPU 2|AAE FHstD, R E 2|5 =
Kubernetes E1*'£1°| XHAXE = =0f 22HEl CPU 2| = VCPU ALEEEZ 7|&EC =

AAZ DF{SHLICt 2tO|MIA
EN

SLICE 2ol A AL ol Tt REMIE LHE = Al "2tolild",

rlI|0
|:|>+

@ AX|7¢ Efol’.‘ﬂ* CPU 84 £ x1tst0]| 712 AL, Astra Control Center2 Edi| M
Of=z2[AH0|M S 2| 4 elELICt 820 X ntx|H _T'_7f HA|EL|C

® -

Al Zst7| Fof|
* M2 MX|=l Astra Control Center QIAEIAO]| HM|ATHL|CY,

* BRIX} ofE A3

—-

'

* A"NetApp 20|42 THA" (NLF)

EHA|
1. Astra Control Center UIO| 230I8tL|C}.

- AE x> *2fo|dlA + S MEMSILIC

_'_

. 2JO|MIA 27} § MEBLIC,

2

3 MEH!

4. CH2EE3H 2to|MlA THY(NLF)2E O] S§LCt.
5. 2to|diA It + E MedstL|Ct

A * > * 2ol A * MO X|0f = 2to| MIA HE, Btz =i, 2to[dlA LA Mz A|IF ID

, il At
HEA|ELCEH

0f0
ra

CPU

wa
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o
N

WIHE = WA 20| A S M0 ESIH & HZSHYAIR "7|E 2to[HIA S A0 ERILCL",
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@ IYotm 2to| AL U1 H|O|E{E AutoSupport2 M &5HX| o= E2, Astra Control Center0i| ZHoH 7}
gMst 22 HI0|E &4 2 WX|SH| 2 A™ IDE XMEBHOF 2hL|Ct.

Astra Control ProvisionerS ZHAIststL|Ct

Astra Trident HH™ 23.10 0| &0f|= 20| MIAE HF St Astra Control AHEXI7H 18 AEE|X|
T2H| XY 7|50] HMAE 4= AT =2 Astra Control ProvisionerS At238t= SM0| X &
UEL|C} Astra Control Provisioner= EZE Astra Trident CSI 7|8t 7|53t HE0{ 0| &%t
7|2 M=gLct.

SFS Astra Control YO E 0| A Astra Control Provisioner= Astra TridentE AEZ|X| TZH|XY &

QA AEL|O|EE CHH|ISHH Astra Control2 At236t2{™ T LTt [}2}A Astra Control AR XLt Astra Control
ProvisionerE &A43}8t= Z10| Z&LILCE Astra Trident= 2Z AA S A& QX|6HH, NetApp2l MZ2 CSI & 7|E}
Jlse =z 2e|x, gX|, X[ 2 HH0|EE AL|CH

o] ZrAHof| CHaH

Astra Control Center AH20| &{7H=l AF2X}0| 1 Astra Control Provisioner 7|52 At2%l2{= Z 0= 0| EXIE
t2fof ghL|Ct. Astra Trident AFEXL7t Astra Control2 AHESHX| 2410 Astra Control Provisioner?}t M|S5t= 37t
7|52 A8t 0| »X}E wt2tof gL Ct,

2} Af2flofl ol Astra Trident 24.020{| | Provisioner 7| 50| 7|22 gdotk[0] JUX| 4QH g StE[0{0F gLt

AlZtst7| o

Astra Control ProvisionerE A5t E MANoH{H HY CH22 LT

—_—r
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Astra Control CenterS £3l| AF2X}0{|#| Astra Control Provisioner X|=

* * Astra Control Center 2fO|MIA HEZ| *: 7} ZIQ B |Ct "Astra Control Center 2F0| Al A" Astra Control
Provisionerg &43}st1 0| 7| 50| M&st= 7|s0f AMATILICE.

* * Astra Control Center 23.10 O|&F MX| EE&= 21 78|0| = *: Astra ControlZt &7H %[ Al Astra Control
Provisioner 7|5(24.02)2 AtE35t2{™ %|4l Astra Control Center H7(24.02)0] Z QtL|Ct.

o * 22{AE0]| AMD64 A|AH! OFF|EIX{ 7t QE=X| €2l *: Astra Control Provisioner 0|0|X|= AMD64 2!
ARMG64 CPU O}7 |l 2 E=0j|M K| Z X X|2t Astra Control CenterO| A= AMD642t X| &l EL|C}.

* * Y X|AERZ| HMAE /Bt Astra Control Service A 7| * : NetApp Support AO|E CHAl Astra
Control E|X|AEZ|E AF23810] Astra Control Provisioner O|0|X| £ CIR2ZE35I2{H of st SES
t=2 St AR "Astra Control Service /", A S ZH8H0] M|E st BlueXP AN S M 5HH Astra
Control Service &g O|H|& 0| M&EILILCE,

* * Astra TridentS HX|$t 22 s HHO| 4742 22| = & LHof| A =X| &2l *: Astra Trident?} HH
24.02°| 4712] 2l2|= %t LHo]| Q= B Astra Control ProvisionerS AF260{ Astra Trident 24.022 X
A 0|EE £ QUSLICE o2 E0], Astra Trident 23.040|A 24.022 =X H18|0|EE 4= JUSLICH

Astra Control Provisioner & AI2X}

* * Astra Control Center 2tO|MIA HEZ| *: I} LI QB |Ct "Astra Control Center 20| AlA™ Astra Control
Provisionerg &Aatst 0| 7|50| H&shs 7| S0l BMASL|CE.

* * Astra TridentE AX|¢t 22 die HTO| 4712] &2|= & LHol| JA=X| 22l *: Astra Trident?t HZH
24.029| 4712| E2|= % LHof| Rl Z SR Astra Control ProvisionerS AHE235t0{ Astra Trident 24.022 ZH
A 0|=T 4= USLICEL O|E S0, Astra Trident 23.040( A 24.02Z =|F HI2|0|=E 4 AELICE.

s * Y X|AERZ| HMAE 2Tt Astra Control Service HIH 7| * : Astra Control Provisioner O|0|X| &
CHREESH™ 2 X[AEZ|o HMASHOF SHL|CE A[ZFSH2{H of CHEt SE2 =S AIL "Astra Control
Service A|&". ZAlS 2510 M= BlueXP AlE S MASHH Astra Control Service 2 0|H| 0]
HMEEL|CE

(1Et4)) Astra Control Provisioner O|0|X|E 7} &L Ct
Astra Control Center AF2XH= Astra Control 2|X|AEZ| EE= NetApp Support AtO|E BHHES AL38}0] Astra

Control Provisioner O|0|X| £ 7t & 4= A &LIC}. Astra Control 10| Astra Control ProvisionerE AF26}2{= Astra
Trident AF2XH= HX|AEZ| 2HHS AF28[OF BLILCL.
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Astra Control O|0|X| 2| X|AE2|

@ o] Exte| HHO|| Docker CHAl Podmang AM8E &= UELICH Windows 2H2E AH8%H= 22
PowerShell2 At&3t= 20| Z&L|CH

1. NetApp Astra Control 0|0|X| 2| X|AE2|0]| M| A:
a. Astra Control Service & UI0| 2126104 H|O|X| LEZR ATt O2l 0t0| 22 MEATIL|CE.
b. API ANA * E MEHBILICE
c. Ad IDE 7|S&LCt.

d. Z2 HO|X|of| M *API E2 dd * & UESI I API EE 2X
MEect

1R
o

SEEE0| SAtstof HET|of

e. 2I5t= HHHS AL Astra Control 2| X|AEEZ|0| 23218t}

—

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-
token>

(AFEAF X1 XA EE2|0f|2F 31 S) O[0|X|E ALEAL XIF 2lIX[AEE|2 0|Sst2H LhS HAE
THSHIA L. HX|AEE|E AMEOHX| 8= B2

U= AR 9| Trident @At HAE WEMAQ "CHS MME
EXSHAAQ".
a. g|X|AEz2|0f| M Astra Control Provisioner O|0|X|& 7+ S L|LC}.
@ 742 o|0|X|= o] ESES X|ISHX| O Linux AMD642t 20| O|0|X|E 7™ 2
o

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
—--platform <cluster platform>

oll:

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0 --platform
linux/amd64

a. o|ofxjof Ef X|F:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0



b. O|0|X|E AHEX} K| K| AER|0]| FEAIRLICE

docker push <my custom registry>/trident-acp:24.02.0

Ct2 Docker BE S M= il F2Ql EALE S ALY &~ /USLICH
(:) crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

NetApp Support AIO|E

1. Astra Control Provisioner H52 CH22=8L|Ct (trident-acp-[version] .tar)E ME{BIL|C}
"Astra Control Center CH2 2= H|0|X|",

2. (M AFZO|X| 2t MEH AtEH) Astra Control Center(Astra-control-center-certs-[version].tar.gz)2 215 A &
MY HES CHR2Z 810 trident-acp-[version] tar HE2| A HS 2HQISHMAIL.

tar -vxzf astra-control-center-certs-[version].tar.gz

openssl dgst -sha256 -verify certs/AstraControlCenterDockerImages-
public.pub -signature certs/trident-acp-[version].tar.sig trident-

acp-[version].tar

3. Astra Control Provisioner O|0|X| 2E:
docker load < trident-acp-24.02.0.tar

C}.
H-

oo

Loaded image: trident-acp:24.02.0-linux-amd64

4. o|0]x|ofl Ef 1 X|F:

docker tag trident-acp:24.02.0-linux-amd64
<my custom registry>/trident-acp:24.02.0

5. O|0|X|E AEXL X|F B X|AER[0f FEAIRLICE

docker push <my custom registry>/trident-acp:24.02.0
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Astra Trident 2 Xt
1. "Astra Trident x| T2 WS CIRZCSH0 ES SLICH.

2. Astra TridentS OtE] MX|otX| UAUZLE |2 Astra Trident 2E0| A HAXIE K75t E
AZ SN L.

40
i}
ojo
il
X
il

a. CRD ¥4:

kubectl create -f

deploy/crds/trident.netapp.ioc tridentorchestrators crd postl.l6.y
aml

b. EZIO|HIE HJQAHO|AE BHELICH (kubectl create namespace trident) S

HIYAHO|ATF TS| EXSt=X| &QIILICt (kubectl get all -n trident)E

Eajde
=i k<]
UL ADO| AT MM E B2 CHA| BHSLICE

SelgtL|Ct,
3. Astra TridentE 24.02.09 2 HO[0|E:

) =]
bundle pre 1 25.yaml. Kubernetes 1.25 0|45 &idt= S2{AE S B

A ELIC bundle post 1 25.yaml.

Kubernetes 1.24 0|5} TS HAst= S2AE9 B2, & ALERILICE
® ¢

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

!

4. Astra Trident7t A EQIX| =telgtL|Ct.

kubectl get torc -n trident

oo

Ct.
[= I

NAME AGE
trident 21lm

| HIZZ AF25H= 2| X|AER| 7t Y= AR Astra Control Provisioner O|0|X|E 7t Q= | AHEE H|Z S
oSLICH

kubectl create secret docker-registry <secret name> -n trident

--docker-server=<my custom registry> --docker-username=<username>
--docker-password=<token>

6. TridentOrchestrator CRS TZlst 1 Ct2 1t ZH0| MWEIStL|CE
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7
8.

=

Ho

oo

k

ubectl edit torc trident -n trident

Astra Trident O|O|X|0j] CHet AKX} X|H 2| X|AEZ| 9|X|E HESI7LE Astra Control 2| X|AE 2|0 A
7t ZLICt (tridentImage: <my custom registry>/trident:24.02.0 E&
tridentImage: netapp/trident:24.02.0)E & gLt

Astra Control Provisioners 242l 2iL|Ct (enableACP: true)E SELICH

Astra Control Provisioner O|0|X|2| At&X} X|8 & X[AEE| @|X[E HHSIHLL Astra Control
HXIAEE|0N 7t ZLICH (acpImage: <my custom registry>/trident-acp:24.02.0

L= acpImage: cr.astra.netapp.io/astra/trident-acp:24.02.0)2 SelgtL|Ct.

£ AEJYU=X =elgtL|ct o|o[X| Z 2= o] HEXte| AEZ0AM K7[0l|M BEE = ASLICH
(imagePullSecrets: - <secret name>)E SEELICt O™ tHAOM M At St 0|

22 O|F= AL

apiVersion: trident.netapp.io/vl

K3

m

ind: TridentOrchestrator
etadata:
name: trident

spec:

o

o

=
o
o

debug: true

namespace: trident

tridentImage: <registry>/trident:24.02.0
enableACP: true

acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:

- <secret_ name>

MES D S ofLICh BiE Z2NATE XS 2 A[ZHELIC

Xf BHE S SH MEZL S JA=K] 2eletL|C),

kubectl get all -n trident

@ Kubernetes 22 AE0|l= 2K} QIAEA * SILEZL U0{0F BLICE Astra Trident

HUXE o] H FHHAM = et ELIct

£ LIt trident-acp ZHO|HIL ¥ F0|H acpversion USLIC24.02.0 2 EHRILICH
Installed:

kubectl get torc -o yaml

Ct.
=



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0
enableACP: "true"

status: Installed

tridentctl S MEHEIL|CE

1.
2.
3.

o

2.

"Astra Trident 2X| Z2 IS CI2ZE510] =S FLCH.

"7|& Astra Trident7t Q= & |E S AEISHE 22{AEOIA MAHELCH.
=

Astra Control Provisioners

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02
Astra Control Provisioner?} &M 3IE| A =X| EtolstL|Ct.

./tridentctl -n trident version

SH:
e e R + | SERVER VERSION
CLIENT VERSION | ACP VERSION | 4--—————————————— o
TR — + | 24.02.0 | 24.02.0 | 24.02.0. | +=————m——mmm——m—c
T T +

ol

. Astra Trident 23.07.1 O[5S M X|st "AK] KA REXF Sl VB 2 EE

a2
Kubernetes 22{AE0f|A 1.24 0| HNE Al FQl B2 psp:

kubectl delete psp tridentoperatorpod

3. Astra Trident Helm 2| EZX|E2|S F7}EtL|CT.

0
A8t = HHEl Astra TridentE A X|®LIC} (--enable-acp=true):
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helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

. M| XIE YH|0|E:

helm repo update netapp-trident

C}.

k=]
o H-d-

Hang tight while we grab the latest from your chart repositories...
...Successfully got an update from the "netapp-trident" chart
repository

Update Complete. [lHappy Helming![]

./tridentctl images -n trident

oo

Ct.
=

| v1.28.0 | netapp/trident:24.02.0]|

| | docker.io/netapp/trident-autosupport:24.02|
| | registry.k8s.io/sig-storage/csi-
provisioner:v4.0.0|

| | registry.k8s.io/sig-storage/csi-
attacher:v4.5.0|

| | registry.k8s.io/sig-storage/csi-
resizer:v1.9.3|

| | registry.k8s.io/sig-storage/csi-
snapshotter:v6.3.3|

| | registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.10.0 |

| | netapp/trident-operator:24.02.0 (optional)

6. E2IO|HIE - 2FXt 24.02.08 M8E 5= Je=X| gelgfL|ct.

helm search repo netapp-trident/trident-operator --versions

oct.
SH-



NAME CHART VERSION APP VERSION
DESCRIPTION

netapp-trident/trident-operator 100.2402.0 24.02.0 A

ME

MxE

7. AF2 helm install 2 22t Ct2 &A™

ojo
o
H
oot
of
rIr

=M & SILIE AL ct
° HYE @{X|2| O|ERLICt

° Astra Trident HZ

> Astra Control Provisioner 0|0|X|2| 0|2

° Provisionerg g4stst= S LICE

o (MEH AFSH 2 X|AER| AZ2QILICEH 2 HX|AER =
O[OX[" BtLtS| BIX|AEZ| EE= CHE HIX[AER[Of AS = UK 2E
x| 2~E2|off RLO{OF BHLC

° Trident LY A D O] A

4

* 2IX|AEZ|7t gl= O|0|X]

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-acp:24.02.0
--set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

* SfLf o] ol HIX|AE2|0f L= o|0|X|

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage —--set
operatorImage=netapp/trident-operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

SLIC helm list O|F, HIRIAHO|A, XtE, SEY, 4 HT 0 22 GX] ME Y2E HESHH

$0

Helm2 AL25HH TridentE #55k= O] 287t U= R OFS A2 AASIO] Astra TridentE 25| M| AHEL|CY.

./tridentctl uninstall -n trident
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* SX| OFMA|R * "Astra Trident CRDE 2t 5| H|AHZL|CH MX| ®|HQ| Y22 Astra Control Provisioners CHA|
gt dststed 0 gLt

21

Astra Control Provisioner 7|S0| 2M3tE|0 QIOH Ml FOl HH| MSE= 2E 7|52 A2 £+ /J&LICE

= AN

(Astra Control Center AF&Xt2t 3{EH) Astra Control ProvisionerE A Xlﬁfﬁ Astra Control Center UIO|[A]
Provisionerg @ AEISH= SHAEO| 7t EA|EILICE ACP version 2 AM2SHA| OMMA|R Trident version
T ol odxf MX[E HH Mz

~\~ CLUSTER STATUS

(©) Available
Version Managed Kube-system namespace UID ACP Version
v1.24.9+rke2r2 2024/03/1517:32 UTC [
Private route identifier Cloud instance Default bucket
. ® private # astra-bucket1 (inherited)

Overview Namespaces Storage Activity

E HFTSHAAIR
* "Astra Trident & 18|0|= MHAM"

Astra Control2 AE6t0 22 AEH 22| E ot e
S2{AEE FIt517| M| CtE ™A ZHO| =&

= 2{AE|{Z Astra Control Centerd]| Z=71&t 2-.5—'='|7
S AE| OISHS AHMBHOE SHL|C}.

_|__

Astra Control2 At25tH &t 8l M of M2t CR(Custom Resource) EE= kubeconfigZ #2|E|= 22{AEHSE
Fote & }ASL|Ch

AlZtst7| o

* 817 B XY B 4 A $YO| SFHLICHTHE 4 USLIC" Astra Control Center®] 2
= A}

* EUR L Y EARISHYA R "AUAL EE S FARILIC 2R AN Pod7t HAE AEE|X|Qt H
age + U E MHESH AEE|X| E2L0|HIt QU0{0f Lt

*  *PSA Aot M5} *: 22| AE 0| Kubernetes 1.25 O|AF 22{AEQ| EEQl Pod E9t 8|8 XM20| &M3tE|
0 AT O|AO]| PSA X2t 2HM3ts{oF SFL|Ct.

o

netapp-acc-operator L[ AT O] A:

90


https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/troubleshooting.html#completely-remove-astra-trident-and-crds
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-operator-overview.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-operator-overview.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-operator-overview.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-operator-overview.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-operator-overview.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html

kubectl label --overwrite ns netapp-acc-operator pod-
security.kubernetes.io/enforce=privileged

° netapp monitoring HAMO[A:

kubectl label --overwrite ns netapp-monitoring pod-
security.kubernetes.io/enforce=privileged

* * ONTAP credentials *: Astra Control CenterE AI23510] ¢S ] 5l S21512{H ONTAP A|AEIN| ONTAP
At ZHI 13 AFEX S AFZ XL ID7F A™E|0] L0{OF BhL|CY,

ONTAP BZE0|A TtZ ™S AP LICH

export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -superuser sys
export-policy rule modify -vserver <storage virtual machine name>
-policyname <policy name> -ruleindex 1 -anon 65534

* * kubeconfig-managed cluster requirements *: 0] 27 A& kubeconfig2 22| == ¢ S2{AEO|
HElL|C}
To-d .

° * kubeconfig HAM|A & 4= AFLICEH* : GL2 HM|A & 5 JFGLICH 7|2 =21 AF kubecononfig”
JRYLIL "EX[ot= SO & S LICH

|
|2t 02 AtE *: 7HQl CA(RIZ 7|2hE & ZESH= kubeconfig U S ALESHY S2{AEE E7I8H=
=2 FIBHIAR cluster kubeconfig It S| MM, 0|E &3l Astra Control0| 2{AHE

insecure-skip-tls-verify: true

° * Rancher M& *: Rancher 2tA0|A OfZ2[H|0|MH EHAHE 2|2 f Rancher?t M&dt=
kubeconZF st} IHA0| A OfE2|7|0|MH E2{AEQ| 7|2 HHIAEE X560 Rancher APl A ZAEHIAE
CHAl ZHEZ Z2)|Ql HE|AEE AFRTIL|C}. [2FA] Rancher APl AH{ Q| 2317 Z0{E 1 M 50| SAHE!

L
* * Astra Control Provisioner 7 Atgt *: 22{AEE 22|65t ™ Astra Trident 748 QA2 E 60| SHIZH|
T4 =l Astra Control ProvisionerZ} RL0{0F £rL|C}.

° * Astra Trident 24 273 Algt ZE *: Astra Control ProvisionerE AX| L= A 18|0|E8t7| Mol £
HESIMAR "X|}E|= THEJE HAE 5l SAE 2M"

° * Astra Control Provisioner 7|5 &A3} *: Astra Trident 23.10 O|AFS M X8} 1 & M3l6H= 20| E&5LICt
"Astra Control Provisioner & AE2|X| 7|5". &= Z2|=0f|A| Astra Control Provisioner?} & A stz|0f
QUX| O™ Astra ControlO| Astra TridentS X|SHX| Q& L|CH

o * AEE|X| HHAlE ]+ X[A SLES| AER|X| BHAIET} QLO{0F RELICE "Astra TridentOi| A 1 E"
S| AEOf|A.

o * AEEX| SeHA P+ R4 SHLEe| AEE|XK| 22 AT QLOJOF BLICH "Astra TridentOf A & &
SHAHM. 7|2 M2 227t FEE BR 7|2 FHO0| A= * WE * MF L S22 UX| =HelghL|Cf,
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1. M =9I Astra Trident S 2HQIStL|C}.
kubectl get tridentversion -n trident
Astra Trident7} QO™ CtZ1F RAFSH £240] HA|EL|CE

NAME VERSION
trident 24.02.0

Astra Trident?t 9™ C21t FAFeH Z210| HA|ELICH
error: the server doesn't have a resource type "tridentversions"

2. C}2 B StLE s

° Astra Trident 23.01 O[SIE A FI 2 CIS2 A ELICH "X|E" Astra Control Provisioner2
1 2{|0|=5t7| M| Astra Trident2| |4 HHMOZ 20| ESHMA|L. 7S EILICH "2 E A0 =2
SHerL|CH Astra Trident?} & 24.022] 471 22X 2= LHO| /L= B Astra Control Provisioner
24.020] SZ2EIL|C}. o|E =0, Astra Trident 23.040{| A Astra Control Provisioner 24.022 XIH

P 0|ES 4= AEFLICH

° Astra Trident 23.10 0| A2 AlslH =01 A2 Astra Control ProvisionerZ} AX| | =X EHolstL|Ct "2t s} El

". Astra Control Provisioner= 23.10 0|& Astra Control Center & 2| X0j|M ZS6tX| &LEL|CE "Astra

Control ProvisionerE & 12{|0| =&fL|CtH" &AM 7|50 HMH|ASE?| |6 & 22{|0| =5t= Astra Control
Center?t S HHS AFREILILCE,

3. DE Pod(Z2H)7t trident-acp) A8 &:

kubectl get pods -n trident
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NAME PROVISIONER RECLATIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

ontap-gold (default) c¢si.trident.netapp.io Delete Immediate
true 5d23h

22{AE 9E kubecononfigS MM EHLICt

kubeconfigE AtEst0o] 22| == 22| AE 2| 22 Astra Control Center0i| CHol| X|eHEl Aot &= SHEHEl ABH 22| X}

o —
odots MENMOoZ MMEE 4 QIEL|CEH o|0] o & o E 2 kubecononfig& T+ SO Z Astra Control Center &0
ot Xz OFEILICE "EX| T2 MA"

CHS AlLIE|R & StL7 ALERL 2HE 0l ME &=

oN
40

of ZAt

i

Sl 2| kubecononfigE MM e o USLICEH
of| CH$F Astra Control #et2 H|$tsta]d gLt

ArgstH x| S0 —_rl* 5._ 7|2 Astra Control kubecononfigE A2 & AL, THY
22 AFZXL 2HE0 M ZHSSHX| S LIt

AlEf8t7| Hof
X HAS =ot7| Tol| 2t2|5t2 = 22 AEof| Csl ChE AFeS ehelsliof fLCt.

* kubbtl v1.23 O|&t0] MX|=|AELICH

* Astra Control CenterE Edll 715t #2|5t2 = 22 AE0f| kubctl HMAE S EEL|CH

@ O] HXIE £3Stz{™ Astra Control Centerg Ml S 22 AE0| kubectl2 HAMA T TR}
ASLICE

© 2 HHEAE oSt 2 AH 22X} Aot 2 22|52 = 22 AF| Ciet 2 kubecononfig®! LI Lt

T
1. MHIA AE WA

a. astractrol-service-account.yaMLO|2t= AH|A AJH THY S FHELICEH

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astracontrol-service-account
namespace: default

b. MH|A AE HE
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kubectl apply -f astracontrol-service-account.yaml

2. Astra Controlofl A S2AEIS 22/2 4 = SR 282 710 O S2HAH o

94



RISt 2 A o2

0| H&tofli= Astra Control0flA] 22| S2{AH

i
i

2|5}

rr

Ol 20t X4 Hoto] L0 ASL|CE

a. 2 MMYLICt clusterRole 2EE= I (0: astra-admin-account. yaml.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole

metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:

]

resources:

(|

verbs:

get
list
create
patch

# Delete Resources

# Necessary for in-place restore and AppMirror

- apiGroups:

nmnn

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.1io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps
cronjobs
daemonsets
deployments

failover
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update
b. (OpenShift 22{AE 0Tt T o] 20| CHS 2 FIHEILICH astra-admin-account . yaml IHY:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update
c. 2AEH AY HE:

=

kubectl apply -f astra-admin-account.yaml

22| AF Fg0| SR ASLICH

O] HE0fl= Astra ControlOf A 2t2[&t S2{AE{Of| TS 2bEHEl Moto] ZetEL|CE o] AEAES ALt
X S0 +4 & 7|E Astra Control kubecononfigS At2% = i7{Lt T HEIA EO| K|stEl &3ts
MEE =+ BlE BR 0| 9E S A 8T + JUSLICH

S A2 HZTSHMAR clusterRole Y Kubernetes?| Ofl= THAIRILICE AHE Xt
Zoj i3t X| A2 Kubernetes HHE A E A ESHA|2.

a. 2 MHSLICt clusterRole @ EE= IMY(0: astra-admin-account . yaml.

<strong>astra-admin-account.yaml</strong>
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

I I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

B T |

verbs:

I T |

b. Z2{AE g xg:

kubectl apply -f astra-admin-account.yaml

3. SAH Aol et S2{AE A HilES MH|A A IFoi| Mg e,

98

a. astracontrol-clusterrobinding. YAMLO|2t= ClusterRoleBinding It 2 2tELILCt

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

- SE{2H A HiId S HEFLIC.



kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= EZ H|Y IS THSLIC secret-astracontrol-service-account. yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. E3 25 HE:

kubectl apply -f secret-astracontrol-service-account.yaml

o. EZ AZE of F75H0] MH|A AFHO|| FIFELICE secrets BIE(CHS o|H[2] OFX|2f E):

kubectl edit sa astracontrol-service-account



apiVersion: vl

imagePullSecrets:

- name: astracontrol-service-account-dockercfg-48xhx

kind: ServiceAccount
metadata:

annotations:

kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"v1l","kind":"ServiceAccount", "metadata":

"name" :"astracontrol-service-account", "namespace"

creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account

namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx

{"annotations":{},

:"default"}}

<strong>- name: secret-astracontrol-service-account</strong>

6. '<context>'2(Z) EX[0]| gt HAAEZ CHH|SIO] MH|A AE =S LIGELICE

kubectl get serviceaccount astracontrol-service-account --context

<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o| Zt A0 ot QIHMARILICE secrets Of2|0]= 022 A|ZFRILICE 9/ ool A o] QI ARIL|Ct
astracontrol-service-account-dockercfg-48xhx = 00|11 °|°|H“k°“45fsecret—

astracontrol-service-account 1RILICH. Z2HA|A MH|A A H 9
EHAOM = O] QIEA M Tt HQ LT},

1

7. C+2 1t 20| kubecononfigs 44 EfL|Ct.

a. 2 MMBILIC} create-kubeconfig.sh DY,

O|HIA HS

I__l—l_

b. CHX| TOKEN INDEX CHe AZZEQ| AIZH 2E20]| SHIE 40| AELICH

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-
user

# Set context to correct namespace
kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp
rm ${KUBECONFIG_FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

C. Kubernetes 22 AE{0]| ME8 S 224 AL
source create-kubeconfig.sh
8. (MEf AFE) kubeconfigl| 0|2 S AE 2| 2|0| = 0|S2 2 HiELICE

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

(7I= D2 27]) 22|d SHAEHE /¢t Astra ConnectorE X[ LT}

Astra Control Center0|A| 2t2|=|= 22{AE £ Astra ConnectorE A5t 2t2|d
S AEQ} Astra Control Center Z+2| E412 X[ SLICt 22|old= 2= S2{AEHO| Astra
ConnectorE A X|sl{OF SfL|C}.

Astra Connector= MX|gtL|C}

Kubernetes B 3! CR(Custom Resource) IS AFE510] Astra Connectors A X|gfL|LCE.

o ZHe1of| CHaH
* 0|2{3t EtA|Z T | Astra ControlC 2 Z2|8l2{= S AEO|A LIS HAHS Aldish|C}.
IS SAEE AN AR WS SAEQ HHE M 0|2{3 HHZ MAMSIMAL.

AlZst7| FHof|
* Astra Control2 ALE5H0 22| S AE 0| HM[ASHOF SHL|CE,

* 22{AE0| Astra Connector HAHAHE M X|5H2H Kubernetes 22| X #t0| 2 BtL[CT,
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Kubernetes 1.25 0|4 22{AE 2| 7|23}Q! Pod EOF 50 MES A6 2HAEHE 714
() s LidAmol A0l PSAHBHS Sustefof BHLIC 8 HEBHAAIL "Astra Control Aador
S2iAH HelZ 98 BAS FuELICh B AESHIAIR,

CHA|
1. Astra ControlQ 2 #z|g Z2{AE{0]| Astra Connector HAXHE MX|EHLICH O] HHS AAHSHH HQJAHO|AT}
MMEILICH astra-connector-operator O] PHEO{ K| 40| LY AHO| A0 MEELICE

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. DAL K| E[0] AT FH|7} E|RA=X] =Rl
kubectl get all -n astra-connector-operator

3. Astra Controltl M APl EES BHEL|CH S XA QR "Astra AHS3 2A" E RESHIAIL.

4. ESS M2 A E MMBIL|CH <API_TOKEN>E Astra Control0i| A 812 EZ O Z CHA:

kubectl create secret generic astra-token \
--from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. Astra Connector O|0|X|E 7t O| AF2E Docker Y2 E MAMSIL|CEH 2 oF9| ZIS AKX} 2tFo MEZ
CHA|:

@ <ASTRA_CONTROL_ACCOUNT_ID>= Astra Control &l UIO|A &2 £ QUELICE & UIof| A
Hlo|x| 2% Atcto| 12| ofo| 22 Melst * APl access * & MEHBLICH

— 1 O L

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
—--docker-password=<API TOKEN> \

-n astra-connector \

—--docker-server=cr.astra.netapp.io

6. Astra Connector CR It 2 M35t 0|E2 K| HELICt astra-connector-cr.yaml. 2% <> 9| g2
Astra Control && 3! 22{AH Fd1t LK[St= = AHH|O|EgL|C.

° <ASTRA_CONTROL_ACCOUNT _ID>: 0| TtA|0| M Astra Control & UINIA &
° <CLUSTER_NAME>: Astra Control0i|A] 0| 22{AHE &&dljof St= 0| S ILILCY.
° <ASTRA_CONTROL_URL>: Astra Control2| & Ul URLILIC. GIE &H CtS 1 Z&LC.
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https://docs.netapp.com/us-en/astra-automation/get-started/get_api_token.html
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https://astra.control.url

apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io

secret: regcred

7. E |2 F astra-connector-cr.yaml SHIZ Z}0| Q= I} CRS X ETfLILCY.
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. Astra ConnectorZ| 2t 5| EE[U=X]

kubectl apply -n astra-connector -f astra-connector-cr.yaml

kol

[

Jhot

kubectl get all -n astra-connector

. 22 AE{7} Astra Control0f| SE2E|U=X| &H0l:

kubectl get astraconnectors.astra.netapp.io -A

CtZat fAret £20] EA|ELICH



NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS

astra-connector astra-connector true 00ac8-2cef-41lac-8777-
ed0583e Registered with Astra

10. Astra Control & UI2| * 22{AE] * H|O|X|0| A 22|=|= S2HAE S0l 22 AE 7t LIEHL=X] =HQIStL .

M 22| = AZSIE{™ Kubernetes 22{AEHE F7I5t10 0|8 AEE 2|AAE Zt2[gL|Ct,
Kubernetes O Z2|#|0| M S ZAMS}2{™ Astra Control Center Z2{AE S £7}4l0F EHL|LC},

22| Z €|l Astra Control Center0i| Ct2 5‘31&51% Z7}817| Fol| HXA Astra Control Center0| A
22 AHE 2ot A0 EELICEL HEZ 8 2X| 22 25 Kubemetrics H|O|E| 8 22{AE 2HH
HIO|EHE H&sta{H 2| FQl X£7| 2 AEHI Zet|Ct.

AlZst7| o
* SAEE FI5H| Hofl 2%t £ HE B A Lo Al A

—_ [ | — |
* ONTAP SAN EZ2}0|HE A2%H= 2R 2= Kubernetes 22 AE 0[N LS 271 &M S1E|0] QI=X]
SHOISHA AL,
CHA|
1. CHA|EE = 22{AH HF0|AM o] STtL|Ct.
o B|AA QOFO| *HAIEE * Of| A 22 AE HOIAM * FJt* E ME4BILICE

o QI EfM A0 * D2 AE * 2 MYt 02 S2{AE HO|X|0A * 32 AL X7} * S MestLict,

2. Add Cluster * (2 E1*E1 37t *) #0| €2|H kubecononfig. YAML IS R 2 E8t7HLt kubecononfig. YAML
ool Li8S 20 &Lt

@ "kubecononfig.yAML" It 0= StLtS| S AE{0f ot S AE XtH ST * ZtE[0{o}

A ItE= E 2 kubeconfig TMUOIA * StLIC| * ZHEHIAE @40t HOls{of ELICt 2

@ EXSHYAIR "Kubernetes A" & BESHYAIL kubeconfig IHY. S AFE5H0] A|oHEl
S2{AEH I20f CHoll kubeconF &t E MMt A "2ef SEILICHO| EHAAM = 2 ESt S
HZESHAHLE 20 YOMAI2.

3. X4 SH 0|22 NI, 7|2XMOZ XA Y 0|22 2HAE 0|22 X5 A{ELICE.
4. Ot * 8 MEdShL|Ct
5. 0] Kubernetes 22{AE| AIRE 7|2 AERZ|X| 22HA S MEHSIT * Next * £ MEHBIL|CE

@ Astra Control Provisioner®l|A] 2 E| 11 ONTAP AEZ|X|0| A X|2St= AEE|X| EHAE
MEHBHOF BFL|C,

6. HEHE HESII 2

rin

20| YYHO = LIELIH * =7t & MEfglL|Ct,
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https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/
https://kubernetes.io/docs/concepts/configuration/organize-cluster-access-kubeconfig/

=

nl

B{AE{ 7> M« MEfZ Fote|n « HA» O HAEIL|CE O|A| Astra Control CenterZ 22{AEE 2[5t
SLICtH
= .

SO My

Astra Control Center0|A] Zt2|gt S2{AHE FItot = BLIEHZ HAMXIE AXsH= O R 20| 22

=
o JASLICLH O M7EK|= Y3l of0| 20| W7ZtMo = HHI|_' * EL|E{Z Of|o|ME AEf 2ol Amj *

@ O|HIEE 7|SgLICt. Astra Control Center?t 2HIE MEHE 2S5tH EX|7t s AEEE 0| 2XME
FAg £ ASLICH H 2 o[Lholl 2X|7t SHARX| g™ S AR E 0|F5t] & HHTLICt oc get
pods -n netapp-monitoring AIREOZ AFEEIL|CtH EX|E CIHASHEH 2LIHZ S2FXt
EE =elsfof ghL|Ct.

S 7|8 21F *: LSt HTH0| A= ONTAP AF2XIS| AHEXL 0|2 8l 5 QIL|CH ONTAP HZE 2t9
£ %|Ch3}tste{™ admin EE= vsadminzt ZH0] O|2| Ho|=l Hot 23901 dE

=

=
+ * Q1= )\ 7|Ht QIZ *: Astra Control Center= BRI Z 0| MX|El QIZME AR50 ONTAP S AE{Q EAlIE
|

= ASLICE SE0|UE S A, 7| A M2 = A= CAUSME AE8Hof LLICHEE).
LIS0l| 7| & MA=E AC0|ESIO o 7HX| @15 RANM CHE YHZ O|FY = AFLICE. o Hof| 5tLte] oIF
e X[ @ ELCH

Astra Control Center0fl= S2{AE] H|0f| CiEt Xt ZHO| HREIL|Ct admin ONTAP Al =t S AMBL|Ct 2t
Zo| 0|2| Mo|&l BFE IdLZ AEHH0F HLICt admin. O|E S8l &= Astra Control Center 22| A0M ALEEY 7|5
APIE h:xol_ A OIE -50:'?—_ ONTAP EIElJ\Ql- Ot_é_ §§I'EE| _J'\_ 0|§L I:l'

— AN

@ AF2XE K™ Hot 2101 A2 Astra Control CenterOll A A A Sl A% 4= QIX| T HEE|X|
OFA |__| |_'_|-
(=] .

A Folol o= LSt Z5LIL

—~

"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "admin",
"password": "secret"
}
ol = Ho|nt X2 SF0| Yt HAER NI E|= RULICH HASO| MY F= A0 == Xt2 ZHo| cist X|4{o|
TQot QAUSTH CHAQILICY m2tM Kubernetes fE= AEZ|X| 2|7t 283 4 Ql= Ha|xt M8 ZHAL|Ct.



Astra Control Center= QISAE ARSI A7 B! 7|= ONTAP A=t EAIT 4~ QIEL|Ct A= Mol CHS
HEE =dljof gL Lt

* clientCertificate: 2E2t0|HE QS A.

* clientPrivateKey: 9&E 742l 7|.

* trustedCACertificate: ME|E £ A= CAUSMYUL|CE Al
HE K| SoHOF &L C MEE £ A= 2

1. 22I0|HE Q1M 8 7|15 WLt 4 Al CN(2EH 0| 5)2 ONTAP ALEXIZE HHSH0] 2AFSHAIL.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=<common-name>"

2. 39| Z2}0[AE ol

ME MX[ELICt c1ient-ca ONTAP S2{AE Q| 7|L|Ct

o[

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

HFEH
od

fjo

X|@st=X] gfelgtLct.

|

[0

3. ONTAP E9t 29| Hgto| QIS A 2l

Ol

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

4. MME QIZME AIBSIH Q1B S HAEEIL|CH ONTAP 22| LIF> U <vserver name>Z 2| LIF IP % SVM
O|EQ = HiEL|C} LIFS| MH|A MMo| o2 HHE[0] U=X] 2Rlsof HLICt default-data-management.

107



curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns=http://www.netapp.com/filer/admin version="1.21" vfiler="<vserver-
name>"><vserver—-get></vserver-get></netapp>

5. 0|™ CHA[O|M e 22 AF238I Astra Control Center UIO| AEZ|X| BHAIEE Z=7}5HL|LC,
EfAL QIS M Z Q15 S &Mttt

EtAL St A R LIS HAIE ALESHO] S A 7|8t 215

o

S 4 UBLICE

|
1. 742l 7|2t CSRE ‘HAMefLICt.

openssl reg -new -newkey rsa:4096 -nodes -sha256 -subj "/" -outform pem
-out ontap cert request.csr -keyout ontap cert request.key -addext
"subjectAltName = DNS:<ONTAP CLUSTER FQDN NAME>, IP:<ONTAP MGMT IP>"

CSRE Windows CA(EtAt CA)Z MESt MEE QISME YFFLICEH
MHE QIS ME CH2ZE3t1 0|22 'ONTAP_signed_cert.crt’ 2 X| & BtL|CE.
Windows CA(EtAL CA)U[A RE QIS ME LHERIL|CE

O| Mol O|EE XI™ELICt ca root.crt

o &~ W BN

O[X| ttZ Ml 712l mho] QLELICE.

° * 72l 7| *: ontap signed request.key (0| 7= ONTAPL| At QIZ 0| siEst= 7| JLICH MH
CISME HX|St= SOt ZRTfL|Ct)

o * MEHE QIEXM *: ontap signed cert.crt (ONTAPO|X _server certificate_2t11 = )
°*ZE CAQSBM * ca root.crt (ONTAPOUM _server-ca certificate_2t11 = BFLICE.)

6. 0|21t QIS ME ONTAPO|| AX|EL|Ct MM gl MX| server & server-ca ONTAPS| QIS A.
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YAMLS| =S =HEfL(Ct

# Copy the contents of ca root.crt and use it here.
security certificate install -type server-ca

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for

future reference.
The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Copy the contents of ontap signed cert.crt and use it here. For
key, use the contents of ontap cert request.key file.

security certificate install -type server

Please enter Certificate: Press <Enter> when done

Please enter Private Key: Press <Enter> when done

Enter certificates of certification authorities (CA) which form the
certificate chain of the server certificate. This starts with the
issuing CA certificate of the server certificate and can range up to
the root CA certificate.

Do you want to continue entering root and/or intermediate
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certificates {y|n}: n

The provided certificate does not have a common name in the subject
field.

Enter a valid common name to continue installation of the
certificate: <ONTAP_ CLUSTER FQDN NAME>

You should keep a copy of the private key and the CA-signed digital
certificate for future reference.

The installed certificate's CA and serial number for reference:

CA:

serial:

The certificate's generated name for reference:

# Modify the vserver settings to enable SSL for the installed

certificate
ssl modify -vserver <vserver name> -ca <CA> -server-enabled true
-serial <serial number> (security ssl modify)

# Verify if the certificate works fine:

openssl s client -CAfile ca root.crt -showcerts -servername server
—connect <ONTAP CLUSTER FQDN NAME>:443
CONNECTED (00000005)
depth=1 DC = local, DC = umca, CN = <CA>
verify return:1
depth=0
verify return:1
write W BLOCK
Certificate chain
0 s:
i:/DC=local/DC=umca/<CA>

A HAE *.J% 2o SLSE SAEQ CHSH 22H0|HE QAUSNE MMBILIC Astra Control Center= 0|
TZMAE A5 ONTAPLE SAIEL|CE
ONTAPO||A 22I0|HE QS A MM 5l x|



YAMLS| =S =HEfL(Ct

# Use /CN=admin or use some other account which has privileges.
openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout
ontap test client.key -out ontap test client.pem -subj "/CN=admin"

Copy the content of ontap test client.pem file and use it in the
below command:

security certificate install -type client-ca -vserver <vserver name>

Please enter Certificate: Press <Enter> when done

You should keep a copy of the CA-signed digital certificate for
future reference.

The installed certificate's CA and serial number for reference:

CA:
serial:

The certificate's generated name for reference:

ssl modify -vserver <vserver name> -client-enabled true

(security ssl modify)

# Setting permissions for certificates
security login create -user-or-group-name admin -application ontapi

—authentication-method cert -role admin -vserver <vserver name>

security login create -user-or-group-name admin -application http

—authentication-method cert -role admin -vserver <vserver name>

#Verify passwordless communication works fine with the use of only

certificates:

curl --cacert ontap signed cert.crt --key ontap test client.key
-—cert ontap test client.pem
https://<ONTAP CLUSTER FQDN NAME>/api/storage/aggregates

{
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"records": [

{
"uuid": "f84e0a%-e72f-4431-88c4-4bf5378b41bd",

"name": "<aggr name>",

"node": {

"uuid": "7835876c-3484-11ed-97bb-d039€a50375c",
"name": "<node name>",

" links": {

"self": {

"href": "/api/cluster/nodes/7835876c-3484-11ed-97bb-d039%ea50375c"
}

}

by

" links": {

"self": {

"href": "/api/storage/aggregates/f84e0a9%-e72f-4431-88c4-
4bf5378b41bd"

}

}

}

1,

"num records": 1,

" links": {

"self": {

"href": "/api/storage/aggregates"

}
}
}

oe

9. Astra Control Center UI0]| AE2|X| BAUIEE 7461 CHS 22 M3 LICEH
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