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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"fsx:DescribeVolumes",
"ec2:DescribeRegions",
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject",
"iam:SimulatePrincipalPolicy",
"s3:ListAl1MyBuckets",
"eks:DescribeCluster",
"eks:ListNodegroups",
"eks:DescribeNodegroup",
"eks:ListClusters",
"iam:GetUser",
"s3:DeleteObject",
"s3:DeleteBucket",
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": "*"
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° 2RE AEZ|X|
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° MH|A AME

° Cloud Resource Manager APIE & ZHMAIR

° NetApp Cloud Volumes Service(Google Cloud& Cloud Volumes Service0fl Z2R)
° AH|A AH|X} 2] API

o MH|A HE/Z API

o MH|A 22| API
CIZ HIC|20{| M= Google Cloud Z£0 A APIE g 43tst= WHE H{FLICL

P https://docs.netapp.com/ko-kr/astra-control-service/media/get-started/video-enable-gcp-apis.mp4 (video)
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2. "Google Cloud Platform0|A{ Cloud VolumesZ O|SgfL|C}".
3. Z2& *HO|X|0]| M * M * S MEHBIL|CE,

4. MH|A Q8 *0f|M *CVS * EE= * CVS - M5 * 2 MEHEBHL|CE,

Google Cloud XH0| &= MH|A S MEHSHOF RLICE 1THAOA] &fRloh MH|A FREQULICE MH|A RAS
MEISHA o] X[e] I EEOI oiE AH[A 610| X EEl= Xz UH|0|EELICE.

o 1 T

Of A

]

TP 20l= HEHZ HET QEsiH FHS BE + ASLICL

HER 3 moj2ls 2T5HK| 2 22 U3 2E0| EAIELICH

Metwork Details

[] Shared VPC configuration
Provide the host project name when deploying in & shared VPC service projéect

VPC Metwork Name *
stg-cv-vpo -

Select the VPC Metwork from which the volurme will be accessible. This cannot be changed

later

o The service networking peering for this VPC is not set up.

G:I VIEW COMMANDS HOW TO SET UP NETWORK PEERING

7 HERZ mojd 4 HYES H{H HES MEfelL|Ct.

8. HHE EASI0 Cloud ShellOf|A] AlistL|Ct.

Ol2{gt HE AL20]| CHEt XHM|TH LI 2 £ XS AR "Cloud Volumes Service for GCPE QuickStart".
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Redundant Storage) 0| 5%t M2 AFSSLICEH MEHM CHAIZ M Azure HZIE 21T S LHIFM U= 0|B% +&F2
g = AELICE of THAO] CHaH XpM|S| LOotEMAL,

Azure Kubernetes Service 22{AE QAL
Kubernetes 22{AE{= Astra Control ServiceOl|A] ZA 8l 2t2|g £ QT E O QFAIES SF6l{0f fLCt.
Kubernetes H%
Z2{AE0|M Kubernetes HH 1.26~1.282 Aslisljof StL|Ct.
ojo|x| £
BE LE 9| 0|0|X] ™2 Linux0t{Of grL|Ct.
SHAH MEfJL|CE
SAET HA MEHO|A AT QO{0F StH LF 7t 2t MEfo| ZAX} L ETt gl 22+l 2Rt L ETt

StLt O AO{OF BHLC.

Azure X|&

DH AR Z M, AEE|X| BHAIEZ AFRSIX| %HEHE Azure NetApp FilesS X|¥dt= S MEHS|OF BHL|Ct.
2t Ms 27 Ao HAE AL TS0 Azure NetApp FilesS AEZ|X| BAIE Z AT 4 QI&L|CE
"X Azure HIE H7|",
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https://azure.microsoft.com/en-us/global-infrastructure/services/?products=netapp

CSI E2}0|H

22 AH= HESH CSI =210|H 7 A X[ =0 QIo{0F BtL|C}.
Microsoft Azure0l| SZ5IA A2
Microsoft Azure A|™0| gl= E2 HX Microsoft Azured| 7t BfL|LCt,

CHA|
1. 2 0|SELICH "Azure 5 H|O|X|LL|CH Azure AH|AOf| 7}l st ™

2. Al=lg et XAl et 1ES e St

Azure AH|A HOF =X| oS 7|

Astra Control Service0l|= Contributor 20| Z&HEl Azure AH|A EOF F=H|7F 2R BHL|CE Astra Control
Service= 0| MH|A EHOF =HE ARSI Kubernetes O Z2|#H|0| M HI|O|E{ S ALK} CHAI 2t2|8fL|Ct.

e 88 T2, MH[A Bl =51 obH| ArE3t7| fI6 EES| HST IDYLICE MH|A Hot
stersiel S5 Azure 2|2 200 TSt M| A7} RISHEILICE,

Azure CLIE A5 MH|A EHOF F=H|E TE2{H CHS HHAIE £ ™SHMA|R. &3 LIE S JSON I XMZEst
LIZ 0l Astra Control ServiceOl| X|S3HOF &FL|C}. "CLI AFZ0]| CHeF XtA|Bt LHE2 Azure & “'1' ME EESHUAIQ".

OIS CHAO A= AMH|A HOF ZH|S OtS 2 Q)
UL 7P| ct.

rr

30| 10 Microsoft Azure SDK(az E&)7t AFE{0 AX|=H

27 At
* MH[A Hob A= Ldt 1B 2 ALE6H{OF BLICt QB A7t X[ E|X| QF&LICH
* MH|A HOt F=H|= Azure 501 CH3E Contributor EE= Owner M| A oS Ho{dljof gL|C}.

* Helof Tl MEHSH= = = 2laA OF0 = AKS S2{AE{2 Azure NetApp Files A% 0| Z&HE|0{0F HL|Ct.

CHA|
1. AKS 22{AE7L U= 712 Y HI'AE ID(Astra Control ServiceOf| Al #2|st2{= S2{AE)E AlEEL|Ct

az configure --list-defaults
az account list --output table

° MH|A HoF F=H|E ZHS 1 Contributor Hgts 2Est S2{AE 7L §F5H= TA| =0 HeIE X LI

az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-ID

° MH|A EHot F=H|E 2HE 1 Contributor HE S st 2 AE7L QU= 2|22 AFS X[FHLIM.
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az ad sp create-for-rbac --name service-principal-name --role
contributor --scopes /subscriptions/SUBSCRIPTION-
ID/resourceGroups/RESOURCE-GROUP-ID

3. MMEl Azure CLI 22 JSON It 2 N ZEtL|Ct.

Astra Control ServiceZt AKS 22{AEE ZAMSI10 Kubernetes H|O|Ef 22| &S 22| = JEF 0| Ot
H|28l{of ErL|C}. "Astra Control ServiceOllA XtZ S 2t2|0f| CHSH XtM|S| LOotEMA|".

fjo

4. MEH At JSON IHU0)| 7t IDE F7bstH TS MENSE i Astra Control ServiceZt XtFS2 2 IDE AMFLICL.

J=X| ¢4 O™ HA|X| 7} BA|E|™ Astra Control Service0ll = IDE 1 2d8H{of &L}

° of *

"appId": "0db3929a-bfb0-4c93-baee-aaf8",

"displayName": "sp-example-dev-sandbox",

"name": "http://sp-example-dev-sandbox",

"password": "mypassword",

"tenant": "0llcdf6c-7512-4805-aaf8-7721afd8cal3’",
"subscriptionId": "99¢ce9%999a-8c99-99d9-a9d9-99cce99f99%ad"

5. MY AfBE: MH|A HIOF KIS BIAETILIC Mb|A Hok ZH|7H ALBSHS |0l ufet T ol B S0l
Megiict,

= 9

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
—-—-password PASSWORD --tenant TENANT-ID

az group list --subscription SUBSCRIPTION-ID

az aks list --subscription SUBSCRIPTION-ID

az storage container list --account-name STORAGE-ACCOUNT-NAME

2laA 5 He

mw

az login --service-principal --username APP-ID-SERVICEPRINCIPAL
—--password PASSWORD --tenant TENANT-ID

az aks list --subscription SUBSCRIPTION-ID --resource-group RESOURCE-
GROUP-ID

g0 AEE[X| QIE{H[O]A(CSI) EE2IO|H MIF HEE FL-detL|Ct

Azure 22| C|A 3 E Astra Control Service2t &7 AF25t2{H TRt CSI E210|HE M X|6H{of LTt
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Azure TS0 M CSI E210|H 7|5S E4stetL|tt

CSI E20|HE EX[5t7| Tofl Azure TL=0|M CSI =210|H 7| 5S &g otsliof giL|C.

=

CHA|
1. Azure @Y ZE QIE{I0|AE &LILCL.

=
o
2. Otg HES 4Aslo] =2t0|HE SEELC

az feature register --namespace "Microsoft.ContainerService" --name
"EnableAzureDiskFileCSIDriver"

3. r}

gl
fjo

YIS Ao HE LHEO| TOE[U=K] 2RAFL(CE

az provider register -n Microsoft.ContainerService

Ct2at RAret £240] EA|ELICH

{
"id": "/subscriptions/b200155f-001a-43be-87be-

3edde83acefd/providers/Microsoft.Features/providers/Microsoft.ContainerSer
vice/features/EnableAzureDiskFileCSIDriver",

"name": "Microsoft.ContainerService/EnableAzureDiskFileCSIDriver",
"properties": {
"state": "Registering"
by
"type": "Microsoft.Features/providers/features"

}

Azure Kubernetes Service 22/ AE{0f| Azure Managed Disk CSI =2t0|HE A X|stL|Ct
Azure CSI E20|HHE MX[sl0] FH|E 22 £ JUSLICH
|
1. 2 0|S8ILIC} "Microsoft CSI E2H0[H 2"
2. X|xlof w2t 23t cSI E2H0|HE Ax|gh|ct,
MEY Absh: Azure W HZIO| SEHS AMELIC

Azure M HZI0] tioll 2Lt Li-+40] {0t 0| =%} 5

F-IH
mjo
%J
& 4

Q&LICH 7| 2X O Astra Control Service

HZI2 Azure Kubernetes Service BilS M ZEtst= O AP%EID# LRS(Locally Redundant Storage) 0|53t SMS
AHEBILICH Azure HZI0]| 2Lt Li2&0] FHOfLt 0| B2t M S ALESHHH LSS Aok LIt

|

1. WQs EE 4

I'-I>I

= A8 Azure ME A AIF S TELICHEHZESHEAIL"
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- & MEDIH M ME A AFEH| Azure ZH|O|HE M SLICEH "HESHIA 2"

2
3. ZiH|0|L{E Astra Control ServiceOll HZIO 2 FIIBILICt & FZSHIA|R "SIt HZI S FTHeiL(Ch.
4

(MEH AFEh) M2 Mdot H3IZ Azure B10| 7|2 HAIQE AFESH2H 0| A S Azurel] 7|2 HIICE
MYEILICt S FXSHUAIL "V & HZ '% HZASLIC}",

Astra Control Service A/ 0| SE5IMA|2

Astra Control ServiceS At2dt2{H NetApp BlueXP A& 1} HZ&El Astra Control Service
II*OI ZQBtL|C} Astra Control Service S5 ZZMAE 2t=2 ot CHS, BlueXP A&™O0| gl=
2 BlueXPOl| 5230 Astra Control Service0f| 2 A|ABL|CE,

Astra Control A|&0| SEIAL
Astra Control Service0Of| 21215}7| M| S8 ZZMAE b= Astra Control Service A& S 2 0{0F gtL|C},

Astra Control ServiceE AtE5tH A L0 S 2t2[e = JUSLICH AFoll= AY Lol A2 B3 2efe
U= ALEXIRE M MR METF ZeE L(CE

THA|

1. "BlueXPO{|A Astra Control H|O|X| 2 0| S&fL|C}".

2. 25 @I 7tstr| * & MEHEL|CE.

3. Aol Hedst EE etLct.

° Z2EE FY Ad 5 27 MEE SEt=X] 2elotr| iEof kel 4=

o+
° Astra A|H O|E* 2 ?W°I Astra Control Service A& 0|S¢QlL|C}. O] O| 2

- E & Astra Control Service AF2Xt
QIEH|O| ANA &Holeh 4~ JESLICEH Bt AR =7t A|IH(Z[CH 57H)2 BtE & JASLICL.
°> NetApp BlueXP A|H0| = H * 3|AF O|H|Y FA * ZEof sHE AHN| AF2SH=E O|HY S of 7|0

LS A 2. NetApp BlueXP AH0| Ot gl= 22 BlueXPOll SE& i 07]0f| st o|0|Y F=AE
AN,

BlueXP0| SEStMAIL

Astra Control Service= NetApp BlueXP2| 21F5 MH|A0| Sg=0 JAESLICE BlueXP EE= NetApp Support AIO|E
XA ZEES AHE6H0] NetApp BIueXP01| 2aelg = ASLICH NetApp BlueXP EE= NetApp Support Al0|E
HHo| o}Z gl= AL BlueXPO| S2 6104 Astra Control Service 3 NetApp2] 7|Ef S2IRE MH|A0f AMAT
ELICE. BlueXP = NetApp Support AO|E #/H0| i1 S22 223t A2 o HNAZ & USLICH "Astra K0f
MH|A" BlueXP 5= NetApp Support AFO|E XHH SHE ZF Ar28tL|C.

CC

A

ot S|At CIEER|(SE ID)9| XA ZSHE AF238H0] Single Sign-OnS AF23H0] BlueXPo| 2 101%
UASLICH XpNSH H2E Z 0|S8H AR "Help Center(==2% MIE{" 12 C}S * Cloud Central
aolgMr S A-|EHoI-|__||_'_|-

42


https://docs.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-portal
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-portal
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-portal
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://cloud.netapp.com/astra
https://astra.netapp.io
https://astra.netapp.io
https://astra.netapp.io
https://astra.netapp.io
https://astra.netapp.io
https://cloud.netapp.com/help-center
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O| SEILICt "NetApp BlueXP".

EX oM * AIZfSH| * & dEiBfLIC

N w N
on
I
*

- Mo
X
m
ot
-
a

Mot o 9l O|H[& 47t 0| F Astra Control 85 A0 AFESt A2 SYUTHK|

QkAlo]| l2ist o|H|Y FA = NetApp BlueXP AFEX} IDE 918t ZAYLICE A Astra Control
AHEo| S=35t7Lt Astra Control 2t2|Xt7} 7|Z Astra Control A& 0f| Z2CHE f O] BlueXP
ArE2XLIDE AF2ELICE.

6. NetApp BlueXP2| O|HYS 7|Ct2] FHAIL. O|H[Y FA = saas.support@netapp.com O] Extst= O & £
T 22 & QIAL|CH AT EME SOISHAIA| Q.

7. MX} o Yo| EASHH MAL o Ue| FAE MEHSIO] HAL O|Y F=AE SfelgtL|Ct.

At

O|x| &M BlueXP AFEXt 21210| UEL|CH

O|H| SESHI2E = 0f|A BlueXP XtH ZES AFE3H0] Astra Control0i| 17 AN AL =~ UELICH
https://astra.netapp.io.

Astra Control Service0l| 22{AEE =7tgfL|Ct

2tAd2 Ao 20|= Kubernetes 22 AEE MAMSt 0 Astra Control ServiceO| =71t
ZH|7} =l ZdQlL|C}. 0|2 E3|| Astra Control ServiceE AI2610] 22{AE{Q| O Z2|AH|o|ME
Hogh £ AJSLILCY.

Astra Control Service0f| Z=7I5H{0f 5t= S2{AEQ RO 2t 2HAHE F7I612{H CHE HHAIE A6l ofF LTt

s "22 ZGXt 22| 22{AEE Astra Control Serviced| Z=7F2fL|CH: OIS tHA|E £dst0] 2 IP AU
SEIRE FZX7t 22|Ste EHAHE 71 £ JESLICH 22RE 3SR MH[A F 71|’H *ﬂﬂl* A™ =

MEX AZO| 2RELCE

* "Astra Control Service0f| Z2t0[|Hl S ZX} 22| SHAHE FIILICH: O HAE £™sto{ T2t0o|8l P
FATL QD 2R ZZXIt B2t 2HAEE FIHE £ JELICL EEP—?—E SR MH|A F= AIH,

MHIA A = AFERE AFO| et

* "S8 X7t 22| 22{AEE Astra Control Servicedl| F7tgfL|CH": CHS THAIE AIESI 3 & IP A7 Y1
ZEOA 22|t SHAEE FIHE £ JUSLICH FI15tH = S AE 0| CHal kubecononflg m S MAMsfof
ghL|ct.

* "Astra Control Service0f| Z2t0|8l XpA| 22| 22H{AHE FIIL[CH: CHS THAIE AF8SHH JHQ! IP A7 U1
ZEO| M eIt ESAHE It & JUSLICE FI15t = 22 AE 0| CHd kubecononfig THY S A sl{of
ghL|ct.
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Astra ConnectorE &X|5l0{ 22{AEHE 2t2|atCt

Astra Connector= 2|8 S AH| 4F6t= ATEQHZ, 22| 22{AE2 Astra
Control 22| EAI2 X|2I8tL|C}. Astra Control ServiceE AI2310] 22| 5= S AEQ EL
Astra Connectord| AFES £ Q= 27FX| HHHO| QS LLY.

* * 0| KA 2| Astra Connector *: "0| % T 2| Astra ConnectorE A X|gHL|CI" Kubernetes H|0|E|E7} OFL
IAEZRE Edl| 2HAEE H2[slH= R, SHAE| {IX[BICE.

* [7|& D|2|&27(] * MY Kubernetes Astra Connector *: "M% Kubernetes Y I Z2 2 2|5 = 22{AHE
Astra Connectors A X[EL|CH MAXN Kubernetes HIAEZRLE AH25I0] 22{AHE H2|stH= R

E{AE0| F0{0F &L|Ct. E22{AE{0]| Astra ConnectorE M X|StH S2{AE{7} Astra Control0f| XAtS 22
X J}EIL|C}.
T [=]

@ MAX Kubernetes Astra Connector= Astra Control EAP(Early Adopter Program)2| £ 20t
HSELICt off ZtUsh= Yol chet XEMISH LHE 2 NetApp S BEZAH0A| Z22[otH AL,

O|™ H{ZF 2| Astra ConnectorS A X|gfL|C}

Astra Control Service= 0|™ HZ 9| Astra ConnectorE At235}10] Kubernetes?} Ol
HO|E|E YIEZRE Zt2|E|= T2t0o|8l E22{AE] 2 Astra Control Service 7+2| EAI2

X| 2 gfLICt KubernetesZt Ol WIOJE[E I EZERE 2t2[dl2{= Z2t0[8] E2{AE 0| Astra
ConnectorE A X|dl{0F BL|C}.

0| BT 2| Astra Connector= Kubernetes? Ot-l H|O|E|E I EZZ 2|2 = OFS Rl T2toldl S2{AH
K| gtL|Ct,

]

* Amazon Elastic Kubernetes Service(EKS)

* Azure Kubernetes A{H|A(AKS)

* Google Kubernetes Engine(GKE)

* AWS 7|9t Red Hat OpenShift Service(ROSA)
* AWS PrivateLink2t &7 Rosa

* Red Hat OpenShift Container Platform 2-Z&|0|A

Of ZfHofl 3

* O|2{st THA|E s+l [f Astra Control ServiceZ #2|g Z2t0|Hl 22{AE 0| CHsH CHS HEHS AsHptL|Ct
c HIS SAEE A2 AQ HIS SAEQ| HBF| A 0|23 HS ASHBIAIAQ

AlZtst7| FHof|
* Astra Control ServiceE A2t Zt2|gh L2to|8l 22| AE0f| HM|ASHOF BFL|CY.

* 22{AFO0|| Astra Connector HAHXAHE A X|5H2{H Kubernetes #2| X} #Hot0o| T QBtL|C},

|

1. Kubernetes? Ol L[O|E|E I EZZ 2| Z2to|8l 22{AE 0| 0| Astra Connector HAXHE
AX|gfLICH o] HHEHS MASHH HUAHO| AT} MM EILICH astra-connector-operator 0| BHEO{X| 11
TAHO| HYAmo|A0 MHEEILICE.

44



kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/23.07.0-
202310251519/astraconnector operator.yaml

2. ZAXIE EX|E[0f Q11 FH| 7} E|A=K] =gt Ct.
kubectl get all -n astra-connector-operator

3. Astra ControlOf| A APl E28 BtEL|CH S &ESHUAIR "Astra A58 2A" & ETSHMAIL.

4. Astra-Connector | AHO|AS MAMPHL|CH
kubectl create ns astra-connector

3. Astra Connector CR ItY S MMst1 0|E2 X|™BLICt astra-connector-cr.yaml. 23 <> 9| 2
Astra Control £t4 5! 22{AH M0t LK[SI=E Ho[0|EELILCE.

° *<ASTRA_CONTROL_SERVICE_URL> * : Astra Control Service2| & Ul URL. 0| &™ Ct32t

&L
https://astra.netapp.io

° *<ASTRA_CONTROL_SERVICE_API_TOKEN> *: O| X EtA|0f| Al &2 Astra Control API E2.

° * <PRIVATE_AKS CLUSTER_NAME> *: (AKS 22 AE Tt 6{T) - ME Azure Kubernetes Service
22 AEC S AH O|S|LICH M8 AKS 2HAHE F7I6H= 000 =2 dijd[st o] 22 MZLICH

> * <ASTRA_CONTROL_ACCOUNT_ID> *: Astra Control & UIO|A 7} SLI|Ct, H|0|X| Q2% Atcte| 12
ofo| 2 MEHEl T * API M A * B MeHgL|ct
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apiVersion: netapp.astraconnector.com/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
natssync-client:
cloud-bridge-url: <ASTRA CONTROL SERVICE URL>
imageRegistry:
name: theotw
secret: ""
astra:
token: <ASTRA CONTROL SERVICE API TOKEN>
#clusterName: <PRIVATE AKS CLUSTER NAME>
accountId: <ASTRA CONTROL ACCOUNT ID>
acceptEULA: yes

6. £ 12 = astra-connector-cr.yaml SHIE 10| Q= Tt CRS MEELILCE,

46

. Astra Connector?} 218 5| AXE|U=X]

kubectl apply -f astra-connector-cr.yaml

O]

[

Jlot

kubectl get all -n astra-connector

Z2{AE{7} Astra Controltf| SE&|Y=X| &2l

kubectl get astraconnector -n astra-connector

Ct2at RAret £240] EA|ELICH

NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector true bed75ae5-1511-4eaa-909%e-712£09b0d065

Registered with Astra

ASTRACONNECTORIDE 7|Z3H LICt. Astra Controldf| 22 AEHE 37t

st

f

|
=
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CtS THA
Astra Connector2 AX|io 02 0|x| Z2t0|8l 22| AE{Z Astra Control Service0f| =7} =H|7} E|ASLICT,
* "Astra Control Service0|| Z2t0|Hl Z X} 22| 2HAEE FIMIL[CH: OFS HHA|IE £&lsto] T2tolEl P

FAIE AN 2R E SERV) 2A2|5h= 2HAEHE FIte = JAFLICE 2R E SSX2 MH[A F AIH
MHIA A = AFEREAIFO| 2RetL

* "Astra Control Service0Ofl Z2t0|tl XtA| 22| 2HAEHE FIFEIL|CH: CFS THAIE AFESHH JHQ! IP A7 U
ZEOA 22|t 2HAEE FIME 4= JYSLICH =Tt = 2 AE 0| CHsl kubecononfig THY S A-AdlOf
sL|Ct
= .

i

XA

* "SHAEHE FIteLo

(7I& 0|2| 27]) MAX Kubernetes Astra ConnectorS A X|gtL|Ct

MAX Kubernetes YIAZZLE At28H0] B2|g|= 22| AE= Astra ConnectorE AF35H0]
e S2{AE 2 Astra Control 7H2| S412 XA ELICH MA Kubernetes HIAEER
#elg 2 E 22| AE | Astra ConnectorsS A X|8H{0f BtL|LC}.

Kubernetes B& 3! CR(Custom Resource) IS ALE3H0] MAX Kubernetes Astra ConnectorE A X[gfL|Ct.

of telol| cish
-+ 0l2{3t EH2 2 of
E=
=

stra Control@ 2 22|53 = S2{AE 0]

A A HH
ANEotE AR WS SAEQ| HHZEO|AM O|2{st HHS MAMSIUAIL.

e Hls SAE
AIEFSE2| Hof|
* Astra Control2 A2t Zt2|et S A M| ASHOF BFL|CE

* 22 AEO0| Astra Connector HAHAHE A X|5H2{H Kubernetes #2| A} #Hot0| T QBrL|C},

r

Kubernetes 1.25 0|4 22{AE{Q| 7|23tQl Pod 20t 52! MBS AtE3t0] S AHE 74T E2
(D) o= uIdAHOIA0) PSAHEHS EHBeOF BHLICE 2 AZSHIAIR "Astra Control2 AFE510
22| AE| |2 93 2AS FHIILICH B TSR,

£

1. MA=X Kubernetes YIAEZZ 22|g 22{AE0]| Astra Connector HAXIE MAX|BtL|C} O] HHES AlHstH
HJAHO|AT} MM EILICH astra-connector-operator O] B S X| 11 40| | AHO|AN XHEEL|CE

kubectl apply -f https://github.com/NetApp/astra-connector-
operator/releases/download/24.02.0-
202403151353 /astraconnector operator.yaml

2. HAXIE X2 A1 FH|IL =Y =K gelgfict.
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kubectl get all -n astra-connector-operator

3. Astra Control0f M| API E22 Z&LICE 2 HESHUAIR "Astra AtS2 24" & HEXSHUAIL.

4

EZS ME510 A5 E MMBIL|CH <API_ TOKEN>Z Astra Control0i| A 812 EZO 2 CHA:

kubectl create secret generic astra-token \
--from-literal=apiToken=<API TOKEN> \

-n astra-connector

5. Astra Connector O|0|X|E 7tX 2= O AH2E Docker Y= E MHBILICH 2z Qto| ZtS ALEX &tdo HEZ

6

48

CHA|:

@ <ASTRA _CONTROL_ACCOUNT_ID>= Astra Control &l UIOIA &2 = U&LICEH & UIof|A
H|O|X| 2EZF Attte| 2l ofo| 22 MEHSID * APl access * £ MEHSL|C

kubectl create secret docker-registry regcred \
--docker-username=<ASTRA CONTROL ACCOUNT ID> \
--docker-password=<API TOKEN> \

-n astra-connector \

--docker-server=cr.astra.netapp.io

Astra Connector CR It 2 MMst1 0|52 X|™HELICt astra-connector-cr.yaml. 23 <> 9| fS
Astra Control &4 5! S2{AH 241} LX|SI=S ACO|ETL|C

° <ASTRA_CONTROL_ACCOUNT_ID>: 0|7 Tt 0| A Astra Control & UIO|| Al 718t
° <CLUSTER_NAME>: Astra Control0i|A| 0| S2{AEE gEdl0F = o| S |ILICE.
° <ASTRA_CONTROL_URL>: Astra Control2| &l Ul URLYLIC}. O|E E™ CtS1t Z&LIct

https://astra.control.url
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apiVersion: astra.netapp.io/vl
kind: AstraConnector
metadata:
name: astra-connector
namespace: astra-connector
spec:
astra:
accountId: <ASTRA CONTROL ACCOUNT ID>
clusterName: <CLUSTER NAME>
#Only set “skipTLSValidation® to “true’ when using the default
self-signed
fcertificate in a proof-of-concept environment.
skipTLSValidation: false #Should be set to false in production
environments
tokenRef: astra-token
natsSyncClient:
cloudBridgeURL: <ASTRA CONTROL HOST URL>
imageRegistry:
name: cr.astra.netapp.io
secret: regcred

7. E |2 F astra-connector-cr.yaml SHIZ Z}0| Q= I} CRS X ETfLILCY.

kubectl apply -n astra-connector -f astra-connector-cr.yaml

ol

[

Lot

8. Astra ConnectorZt M3 AEE|JQ=X]

kubectl get all -n astra-connector

9. 22{AE{7} Astra Controlt]| SE&|Y=X| &l

kubectl get astraconnectors.astra.netapp.io -A

CtZat fAFet £20] EA|ELICH

—

NAMESPACE NAME REGISTERED ASTRACONNECTORID
STATUS
astra-connector astra-connector true 00ac8-2cef-41ac-8777-

ed0583e Registered with Astra

10. Astra Control & UI2| * 22 AE] * HO|X|0f| M 22|=|l= 2HAE S0 22 AE It LHEHLI=X] 2HQISL )



SHAHS *a“g * 20|= Kubernetes 22{AEE MAM3SI10 Astra Control Serviced|
H|7| =

* Kubernetes 22{AEE MAMBL|C}
* 22{AE{Z Astra Control Service0l| Z=7}8fL|C}

* 7|8 AEE|X| SHAS HFHLIL

Kubernetes 22{AEE MMatL|Ct

SAETL OH] gl B2 20 St= SHAHE HHY = JELICH "Amazon Elastic Kubernetes
Service(EKS)0I| CHet Astra Control MH|A QAR 2HAET} OHE gl 2 220 %= SHAHE d4dg =

UELICE "Google Kubernetes Engine(GKE)0| CH8t Astra Control Service 2 AR, El~E1*E17f Ot Q= ER
Q0| ste SHAHE MME £+ JAESLICH "Azure NetApp FilesE AH23H= Azure Kubernetes Service(AKS)d|
CHst Astra Control AH|A R—?*f@" IEE "Azure 2| CIASE AHESH= Azure Kubernetes Service(AKS)0H| CHSE
Astra Control Service 2 AF&H".

Astra Control Service= 215 U ID #2|E 2|8 Azure Active Directory(Azure AD)E AtE3dt= AKS

@ SAHE X|JSLICH SSAHE Y8 of o XS WEL|CH 'S4 ZAM" Azure ADE MFESIES
ZAHE LdELIC S AE7H AKSE 22| == Azure AD SE0I| Ciot 27 A2 S EF5H=X|
grolsfof gfL|Ct.

22| AE{Z Astra Control Service0| Z=7}&iL|C}

rulu

|Ct. Astra Control Service0i|
t=X| =tQlsof gfL|Ct,

—

HAE 22[E AIESE
st

= {0
Aot SHAEIEY 2F At S

Astra Control Service0l| 21918t = X A
o =
= =

—

- [=]
SHAHE FII5HHH HA EX =Y 2 55
Azure Kubernetes Service % Google Kubernetes Engine 22{AE{S 2t2|& mff Astra Control Provisioner 2 X| 5!
2tO| I ALO|Z 2t2|0f| CHTt & JHX| 40| USLICE.

* Astra Control ServiceE A25t0{ Astra Control Provisioner2| 2t0|ZALO|2 S AI5O 2 2t2|& 4 Q&L|C.
O|ZA| 8t2™ Astra TridentZ} A X|E|0] RUX| &1 Astra Control ServiceS Afﬂﬁf@ 2a|ste = 22 AEHO|
Astra Control Provisioner?} ZA3t=|0{ QUX| ..oofOF SILICE O] 22 S AF #2[E AlZFE mff Astra Control
Service?} Astra Control Provisionerg A& =2 M 315HH Astra Control Provisioner 2 12{|0|E= XHSQ 2

Me|gLlCt.

* Astra Control Provisioner2| 2l0|ZALO|2 2 XX 22|e 4 JASLICt O|ZA| 5t2{™ Astra Control Service=2
SHAEE 22|57 Mol 22 AE{0f| A Astra Control ProvisionerS &AslgtL|Ct. 0] 2 Astra Control
Service= Astra Control Provisioner?} 0|0 ZMSIE|91 282 Z K|St Astra Control Provisioner @1 12|0|E&
ChA| AX|SEALE 2H2|5FR| S LICEH 2 RESHY AR "Astra Control ProvisionerS 2HASHeILICH THAIS 2|6l
Astra Control Provisioner2 E“S'inﬂ—l C}.

Astra Control ServiceE A28 Amazon Web Services 22{AEE Zt2|E I Astra Control Provisioner0| A2t
A2 £ e AER|X| WAETH LR AL Astra Control ServiceE S8l 22{AHE 2t2[st7| Mol 22{AE 0| A
Astra Control Provisioners £SO 2 QUH2}0H0F StL|Ct S & XS AR "Astra Control ProvisionerE
shMsetL|CH Astra Control ProvisionerE &AM stsl= Efﬁloil CHoH OtEMAIL.
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AlZtsE7| o

Amazon Web ServicesOl|A & X|ghL|Ct
* SHAEHE MMTHIAM ALEXS| XA SHO| IEHEl JSON IHU 0| U0{OF THL|CE "IAM AF2XLE MASH=
g S AotELICH.

* Amazon FSx for NetApp ONTAPO|= Astra Control ProvisionerZt Z 2%L|Ct. Amazon FSx for NetApp
ONTAPE EKS Z22{AE Q| AEZ[X| HAEZ ALEE A=Ql AL 0|A| Astra Control Provisioner 2 S
EXSHMA|R "EKS S2{AH Q7 AtE.

. (’HEH Ateh) MSolof Sti= B2 kubectl SRAH MGt OF CHE IAM AHEX}0Y| CHet S2{AE0f Chet
& °—'1*1|*" 9| X|HE HESHH AL "Amazon EKSO|M 22{AES WSt = THE IAM AHEXL 3L Fof|
H°P HMAE HMSSHAH {EA| sHof &L 72",

* NetApp Cloud Volumes ONTAPE AE2|X| HAIEZ A5t = HSL Amazon Web Services2}
HSE|TZ Cloud Volumes ONTAPE L A6H{OF BfLICt. Cloud Volumes ONTAPE EESHMA|R "AX|
HEHAM"

Microsoft AzureZS X X5HMA|Q

* MH|A HOt =H|E MAMEH ) Azure CLIS| Z£210| ZEHElI JSON IHUO| Q0{0F SHL|CE "MH| A HOF FH|IZ

A= itHof| CHol ropELCt.

JSON It U0f| FI15HA| 42 B Azure 7= IDT 2 RBL(CY.

* NetApp Cloud Volumes ONTAPE AE2|X| BAIEZ ALE3S2 = H L Microsoft Azure2t HSoIE 2
Cloud Volumes ONTAPE FA8{0f BL|C}. Cloud Volumes ONTAPE EHZRSHAMA| QR "AX| M A",

Google 222

* LD HSH0| U= MH|A AHHo|| CHEt MH|A A 7| T 0| QLoJoF FL|CE "AMH|A H|E AF 2o CHsH
I I=PSPN[=X
= (s .

* NetApp Cloud Volumes ONTAPE AEZ|X| HHAIEZ A5t = H 2 Cloud Volumes ONTAPO| Google
Cloud?t HAS === 714slof BL|C} Cloud Volumes ONTAPE & ZESHIAIR "X HHA",

A

. (ME AFH) Amazon EKS 22{AEE F7t5t7Lt Astra Control Provisioner?| &1%| 8 ¢112|0| =5 %|H
2|5t = 2L 22 AE{0)|A Astra Control Provisioner2 &HAIS}HEHL|CEH € & ZX3HAA| R "Astra Control
ProvisionerS ZA3}IetL|CH" & ZXSHMA| 2.

2. 22t X0j| M Astra Control Service & UIZ L|Ct.
3. CHAIEE0|M * Kubernetes 22 AE] 22| * S MEHTiL|C}
EAE|= HAXof w2t S2{AHE FIbeLlCt.

> B~ BARE 23

AMEY 7|E 2ERE ._|_

. * Amazon Web Services *: JSON I} 5L 2 EE0AM SHE JSON I 2HIXE 200
Amazon Web Services IAM AF2 X} A& of | Hﬁl_ N2 HEE FMSEct.

-

JSON Ifol|= SSHAHE Mot IAM ALt Xt SEHO| Zetk|0fof ehL|Ct.

. * Microsoft Azure *: JSON ItYU S HEZESHALE SR EENA sHE JSON I Q| LI2S 20D 0 Azure AH|A
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HOb A ofl CHSt NI HEE HBELIC

JSON Imofl= MH|A Hot FH|E MM [ Azure CLIC| £20| X etk|0{Of BIL|CH D = IDE Zate &
ALE = Astrall At = FIHELICH OHX] 52H JSONE M3t 2 IDE =522 =8 0f ZLIC}

7. * Google Cloud Platform *: I} 2 YEESHHLE 2EEES 2HIXE 0 0| MH[A AF 7| Ot S
S gL Ct.

Astra Control Service= AH|A AHEZ AL 38t Google Kubernetes EngineOl|A] A8 QI 22{AEE
ZAMBH|C}
e l=| .
8. * J[Et *: O] 42 XtA| 2t2[H S{AH(TH AL ELICE

a. * 2otRE QAAEA O|F *: 0| 2HAHE 71 I W M 22HRE AAHAL| O|FS YHELILE o

CHOH XFMIS| OEMA|Q "SEtRE QAR A"

b. CtS * S MEiBIL|CE,
Astra Control Service0Oll= MEig = Ql= 2 AE S50| EA|EL|CE
c. * 22 AE *; 220]|M Astra Control Servicedll £7t&t 22 AE S MEHSIL|CE,

S AE| S 0|4 HEIR TfE * 2 T2+ o O[30} BLICH BAKED} w2 E
(D) "==50= =70l 3o Mef 9|2 0IRAS Jskel B2\ A0l 2XJE QoK Holg 4
SISLICH 015 50| S2IAE{0] Meixt £} gl XS AEY 4 YBLIC

HA'L- A=

d Cfg * 2 MeEiLIc
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e. (MEH Abgh) * AEZ|X| *: MEHXOZ 0| 22{AE{ 0| Kubernetes OHZ2|H[0|MS HiE S AEE[X| 22HA S
MEHStO] 7|2MOZ AMRSIE 2 $HLCt
9. 2 AHO| Chgt M 7|2 AER[X| 22HAE MESIHH * M 7|2 AEZ|X| e S~ stolztg ANt

=
=
10. ZSZ20ilM M 7|2 2E2[X| 2HAS MEASHL T

2t 2R SEXtel AE2|X| MH| A0 LSt 22 712, 45 3 S E HEIF EAELUCHL

° Google Cloud€ Cloud Volumes Service: 7t4, M5 5l 22121 M2
° Google @ C|AT: 71A, M5 = S EE AIBY £ gl&LICH
@ ° Azure NetApp Files: 85 % S¢3 HE

° Azure 22| C|A3: AL JHstt 7H4, 45 = S8 HEI gLt

° Amazon Elastic Block Store: 714, M5 L= S22 MHE A2 £ IELICt

° NetApp ONTAP& Amazon FSx: 714, & = S HH gls
° NetApp Cloud Volumes ONTAP: 717, M5 = Sfl2 EE XS 4 st

2t AE2|X| SAE LS MH|A F 5HLHE 28 + ASLICE

° "Google Cloud& Cloud Volumes Service"
° "Google G C|A3"

= "Azure NetApp Files"
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* "AzureE EE|E|= ClA3"
* "Amazon Elastic Block StoreE Z2!%fL|Ct"
* "NetApp ONTAP& Amazon FSx"
* "NetApp Cloud Volumes ONTAPS & ZstA A"
off CHel XS] LOHE A AR "Amazon Web Services 22 AEHE AE2|X| 22fAL|CH". of CHaY

KiM[S| LOIEHA| R "AKS 22{AEE AEE|X| SEAIL[CH. of Choll XHMIS] ZOotE M AL "GKE
ST AHE ML 22

o
i
i)
>
m
o

Astra Control ServiceOf| Z=7tst2{H * =7} * & MEigtL|C}.

21

0| 22IRE 3ZXE ol F=7tet A Huj S22 AE{Ql B2 Astra Control Service= e 22 AE A HAE =
OHZZ|AH|0|M HAZ 2[d SEIRE SSXE QLEHME MEAE MHgL|Ct (0| 22RE IS4 2% SEHAHE
XMt 2R O O|& QEHE MEATI MME[X| ELICEH) 7|2 AE2|X| E2{AE X|Hst S Astra Control
Service= AFEX7t X| ™o 7|2 AEE|X| 22iAE MY EL|CE Amazon Web Services EE= Google Cloud

PlatformOil A 2t2|=|= S AE 2| 22 Astra Control Service= S AE| 22X} AEE M-dStL|C} of A2 R

= d: 28 = AgHCh

7|2 AER|X| ZHAE HPRLICH
STAHQ |2 AELE|X| SHAS HEY = AFLICL

Astra Control2 AI25I] 7|2 AE2|X| 2e{AE HATL|C}

i

Astra Control L0l M S2{AE Q| 7|2 AER|X| 2HAS HEY 4= UAFLICE SAE | M 00| EX|E AE2[X|
o A
=LC—=

WOE MH|AS AFBOH= ZS 0] WHES AESH 7|2 AEz] HASHR| R & YBLICH 7|=go=

I £
HE AY2 M £ gl3). 0| B2 E MEY = USLIL BEES MESIH 7|2 2E2[X] S22 E HEYLICH

AE HAY
CHA
1. Astra Control Service UIO||A] * Clusters * & MEHEFL|C},
S2{AH * HO|X|0|M HEY SHAHE ME{RILICE
Storage * 12 MEiBILICE.
AEZ|X| S2HA * HFE MEHSL|CE

Jl2gtez dge ARE|X| S A0 Chdl * Actions * HiwE MESLICE

o o M w0 DN

=
Set as default * & MEiSHL|C},

HHEZ AME6I0] 7|2 AEZ|X| 2HAS HATILIC

Kubernetes S AIE5I0] 2 AE Q| 7|2 AEE|X| S2HAE HEY = ASLILE o] YH2 S A9 240
A1 glo] RS EfLICt.

1Tod

CHA|
1. Kubernetes S2{AE{0| 2 1Q18tL|C}.
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2. 2HAEQ| AEE|X| 22HAS LIEELICH

kubectl get storageclass

3. 7|2 AEE|X| EeA0M 7|2 X|HS MAHELICE <SC_NAME>E AEZ|X| 22fA 0|EQZ HHEL|LCE.

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-
class":"false"}}}'!

4. [HE AE2|X| 22HAE 7|22 EAYLICH <SC_NAME>E AEZ|X| 22{A 0|F2 2 HREL|CE,

kubectl patch storageclass <SC NAME> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

S. M 7|2 AEE|X| 2afA

i

stolstL|C},

kubectl get storageclass

Astra Control Service0f| Z2}0|8! Z3FX} 22| SSAEHE F7HeL|Ct
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e

3. = 7|E|' = YEZC5H0] XA 22| == S A cist ME HEE MSELICH kubeconfig. yaml IS
== |‘7‘||-f ol LiEE 0 EELICt kubeconfig.yaml IIY S SR E 0| K& eL|CE

olE = A
| e

St

©
o 1A
|->I i)

AP kubeconfig IFLO|A] * StLIS| * HEIAE QA0OF MO|s{of StLICt 2
"EZESHMA Q" & HESHUAIRL kubeconfig IFY.

4. * XtH Y 0| & *: Astra Control0ll §Z2Est= X7t &2 22{AH Xt 3H| 0|2 YAHTLICL 7|2Ho=
XA £ 0|2 2HAH 0|EC 2 X5 MYFLICH
5. * Private route identifier *: Astra Connector252E &S 4= = private route identifiers 2I&tL|Ct.

=

Astra Connector®fl £2|5t™ kubectl get astraconnector -n astra-connector &, ™
AEXLE 2t EL|CF ASTRACONNECTORID.

=
Bt E

0l mo

matol8l A2 AHXH= Astra Connector®t HAE 0|E2E, I2to|l Kubernetes S2{AEE
@ AstraOf| M| 2t2|gt = QUES BILICH 0|2 B2tof| A Zato|sl 22{AH = API MHE QIE| o
E3IX| of= Kubernetes 22{AEQIL|CE,

7. (MEH ALEH) * AEE|X] *: MEHMOZ 0] 22{AE{ 0| Kubernetes OHE2|H|0|MS HHE S AEZ|X| 22HAE

MENSIO] 7| 2XMOE AIRSIEE BHL|CT.
a. SHAEO| g M 7|2 AEER[X| SAS MEiSE{H * M 7|2 AEE2|X| SeiA T~ 2elzts
MFSILICE
b. SE0|M M 7|2 AER|X] SHAE ME4BILICEH
Zt 2EIRE SR AEZ|X| MH|AO = CHE 22 7H4, ds 3 S/42 &It
HA[ELICE
Google Cloud2 Cloud Volumes Service: 7tZ, s 3 22 M2
* Google BT C|AZ: 7tH, M5 L= S EE A8Y £ gl&LICH
@ * Azure NetApp Files: 85 % S22 M

2
* Azure 22| CIAT: AFE THS$H 742, M5 EE =912 HEot gLt

* Amazon Elastic Block Store: 7}, & L= 2212 MEHE ALY £ &LIC

* NetApp ONTAP& Amazon FSx: 7H4, 85 &= S5 HE QU2
* NetApp Cloud Volumes ONTAP: 714, 85 £= S8 HEE Mg & ol&Lct

2t AE2|X| 2 AE CHZ MH|A B SHUHE £8Y + AUSLICE
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* "Google Cloud& Cloud Volumes Service"
* "Google @+t C|AZ"
= "Azure NetApp Files"
* "AzureE #2|E|= ClA3"
* "Amazon Elastic Block StoreS 22|gtL|C}"
* "NetApp ONTAP& Amazon FSx"
* "NetApp Cloud Volumes ONTAPZS & ZEsHAA|Q"
ol CHal XEM|S| LOFEAA|R "Amazon Web Services 22{AE 2 AEE|X| Ze{AQL|CH, of CHsH

KtMIS] LOLEMAIR "AKS 2R{AEE AEE|X| SeHAYLICE. of TH3l XHM[S| OLE AL "GKE
SHAHE ML SaA

Cc. Ct3 * & MEgIL|CL

d *ZdE A &2 74 ME FHE HERLCL

e. 22{AE{E Astra Control ServiceOf| £7}5t2{™ * £7} * £ MEfBIL|C}
7|2 AE2|X| ZHAS HHSLICH

SAE9 7|E AE2X| 2HAS HIY £ ASFLICH

Astra Control2 A5t 7|2 AE2|X| 2e{AE HATL|CL

ﬂJIIH
H
of

Astra Control Ol A S2{AEQ| 7|2 AEE|X| 2HAE HEY 5= UAFLICH SHAE M 0|0 EX|E 2EE|X|
A= MH|AS AFE5HE ZR 0] YEHS M8 7|2 2E2|X| SeHAE HEGK T = ASULCH* 7|22

I BNl
A ZY2 et = g12). 0| 22 £ A 8E = UASFLICH BHEES AME5H0 7|2 _EF—III SeAE HEYLICL

THA|
1. Astra Control Service UIO|A] * Clusters * & MEHEFL|CY,
S2{AEH * HO|X|0| M HEY SHAHE ME{RILICE
Storage * B2 MEHEIL|LCE.
AEZ|X| SeHA * HFE MEHSL|CE
J|2ztoz MAst AEE|X| 22HAO0|| CHSH * Actions * M-S MEHSHL|C}.

Set as default * & MEHSHL|C},

.O’.U‘P.W!\’

YIES MESIH 7|2 2E2|X| SeHAE HEYLICH

Kubernetes S AIE5I0] 22 AE Q| 7|2 AEE|X| S2HAE HEY = ASLILE O] YH2 S AE9 240
A gO] ASELICt.

—1Tod

CHA|
1. Kubernetes S2{AE{0| 21QI8tL|Ct.

2. 2HAEQ| AEE|X| 2HAS LIEELICH
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https://cloud.netapp.com/cloud-volumes-service-for-gcp
https://cloud.netapp.com/cloud-volumes-service-for-gcp
https://cloud.netapp.com/cloud-volumes-service-for-gcp
https://cloud.google.com/persistent-disk/
https://cloud.google.com/persistent-disk/
https://cloud.google.com/persistent-disk/
https://cloud.google.com/persistent-disk/
https://cloud.google.com/persistent-disk/
https://cloud.netapp.com/azure-netapp-files
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.microsoft.com/en-us/azure/virtual-machines/managed-disks-overview
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/ebs/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/cloud-services/cloud-volumes-ontap/what-is-cloud-volumes/
https://www.netapp.com/cloud-services/cloud-volumes-ontap/what-is-cloud-volumes/
https://www.netapp.com/cloud-services/cloud-volumes-ontap/what-is-cloud-volumes/
https://www.netapp.com/cloud-services/cloud-volumes-ontap/what-is-cloud-volumes/
https://www.netapp.com/cloud-services/cloud-volumes-ontap/what-is-cloud-volumes/

kubectl get storageclass

3. 7|12 AEE|X| BANM 7|2 X|HS HHELICE <SC_NAME>E AEZ|X| 22{A O0|EQZ HHEL|C}

kubectl patch storageclass <SC NAME> -p

'{"metadata":
{"annotations"

:{"storageclass.kubernetes.io/is-default-
class":"false"}}}'

4. CHE AEE|X| SHAE 7|22 22 HAIYLICE <SC_NAME>E AE2|X| 224 0|E2 = HHEL|CH

kubectl patch storageclass <SC NAME> -p

'{"metadata":
{"annotations"

:{"storageclass.kubernetes.io/is-default-class":"true"}}}'

=

o M 7|2 AE2|X| SHAE =HQAPILICH

kubectl get storageclass

Astra Trident HZ S 2QIStL|Ct

!

AEE|X] MH|A

0ll Astra Control Provisioner EE= Astra TridentS A23%H= XA 22|
SHAHE

715t  Astra Trident2| 2 X[zl HF 0| 23.10 0| 2}0[0{OF £fL|Ct.
£

1. A& =9I Astra Trident H{HS 2tQIgtL|C}

=

kubectl get tridentversions -n trident

Astra Trident7} 2X| &l < CtSat fAtet £20] EAIELIC

NAME VERSION
trident 24.02.0

Astra Trident7} 2X|=|X| ¢i2 Z2 CH3at fAFSH Z20| EAIELIC

error: the server doesn't have a resource type "tridentversions"

° Astra Trident 23.01 0|52 A& FQ A CHS2 AHEELICtH "X|E" Astra Control Provisioner=
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https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html
https://docs.netapp.com/us-en/trident/trident-managing-k8s/upgrade-trident.html

A8|0|=817| HMof| Astra Trident2| £[A HFOZ A 0|ESHMA|L. 7HSEILICH"EIE S O2|0|=EE
=S| Cl" Astra TridentZt HHH 24.029] 471 E2|= 2= LH| /= B Astra Control Provisioner
24.020]| SZ2EIL|Ct. o|E £0], Astra Trident 23.040{|A| Astra Control Provisioner 24.022 =%

Y 0|Ee 4= AEFLICH

° Astra Trident 23.10 0| A2 AlslH =0l AL Astra Control ProvisionerZt AX| | =X EHQIstL|C} "2t s} =l
". Astra Control Provisioner= 23.10 0| Astra Control Center & 2| =0 X XS 6IX| &LICE "Astra
Control ProvisionerE & 12{[0|=2fL[CH X[ A 7| S0 HM[ASHZ| [ 212|0| E5}= Astra Control
Center2l St HMZ ALEELICE

3. Pod7t e FQIX| gtolgtL|Ct,

l

kubectl get pods -n trident

4. AEZ|X| 2 AT} X|YE|= Astra Trident E2I0|HE A}
csi.trident.netapp.io. LIS GIE &ZSHUAIL.

00
Ot
k-
$0
rr
Ral
fot
o
oot
-
_IT|_
Ok
Iy
Pal
o
ol

2 O|0fOF ZfLCt

kubectl get sc

ME S
NAME PROVISIONER RECLAIMPOLICY
VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE
ontap-gold (default) csi.trident.netapp.io Delete
Immediate true 5d23h

kubecononfig It S H&eL|C}

kubecononfig I'Y S AL235t0] Astra Control ServiceOfl 22{AEE F7te 4= &L|CH
M5t = 2{AH |90 w2t EF HAE AHESHH S2{AEH| Ciet kubeconfig TIHY S
TS E WHdlor g = AFLCt.

* Amazon EKS 22{AE{& kubbeconfig I} S MAHL|Ct

* AWS(ROSA) 22{AE0|A Red Hat OpenShift ServiceOfl L kubeconfig IFY S A4 EhL|CH

* CIE Q89| 2 AEO| AF2E kubecononfig Tt S MAMetL|Ct
Amazon EKS 22{AE £ kubbeconfig It S MAMEHL|C}

CH XIEof w2t otobE EKS S AE 0| Tt kubbeconfig THE 1t 4 E2 A E HMSHYA| 2. EKSOlAM
SAREE SHAH 7 E2 L2t QL]

|

1. ototE 2M9| X|Zlof w2t kubecononfig IHY S A ThL|CH.

"Amazon EKS 22{AE{0]| it kubbeconfig It S MAMSHHLE HH|0|EEL|CH
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https://docs.netapp.com/ko-kr/astra-control-service/use/faq.html#running-acp-check
https://docs.netapp.com/ko-kr/astra-control-service/use/faq.html#running-acp-check
https://docs.netapp.com/ko-kr/astra-control-service/use/faq.html#running-acp-check
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.netapp.com/ko-kr/astra-control-service/get-started/enable-acp.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html

2. C}33t 20| MH|A AFHE ddgfLict

a. 2h= MH[A AIY TS 4

o

0%

&LICt astracontrol-service-account.yaml.

R0 w2t ME|A A1 0§28 ZFRILICh WR/AHO|A kube-system 2(=) 0218 HHA|Of 2T,
O7|M MHIA A 0| S HES= 2 T2 HANM SLet HE AtetsS X &3l{oF LTt

<strong>astracontrol-service-account.yaml</strong>

+
apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system

3. MH|A AE HME

kubectl apply -f astracontrol-service-account.yaml

.

4. 2 MEELICt clusterRoleBinding MY S SEMSLIC astracontrol-
clusterrolebinding.yaml.

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system

o. 2T AE A Hild S MELICH
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kubectl apply -f astracontrol-clusterrolebinding.yaml

6. 2t= MH|A AE EZ s IHUS MMBILICt astracontrol-secret. yaml.

<strong>astracontrol-secret.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system
type: kubernetes.io/service-account-token

EZ U5 ME:

kubectl apply -f astracontrol-secret.yaml

EZ s HAM:

kubectl get secret astra-admin-account -n kube-system -o
Jjsonpath="'{.data.token}' | base64 -d

- & WHELIC user CHS Of|A[0f| M2t 20| EZ0| A= AWS EKS kubecononfig It 2| MM QIL|CE,

user:

token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxXMtd2VzdCOyLmFt YXpvbmF3cy57b20vP0FidGlvib] IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmWC1BbXotQ3J1Z2GVudGlhbD1BS01BM1 JEWDAKUOhaWUILSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCO0yJTJIGc3RzITIGYXAzZNFIOyZXF1ZXNOJ1gtQWl 6 LURhAGUIMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1lgtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmU9YjU4ZWMONZzdiM2NkZGYXNGRhNzU4MGI2Z

WQ2zY2NzI2YWIwM2UyNThjMjRhNTJNmVhN§ c4MTR1NJ JkOTg2Mg

AWS(ROSA) 22{AE{0f| Red Hat OpenShift Service0| Ci$t kubeconfig It S MAstL|C}

Ct2 XIEof 2t AWS(ROSA) 22{AE{ 0| Red Hat OpenShift Service0l| CH$t kubeconfig It S MM EHL|Ct.
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|
1. Rosa 22{AE0|| 2318t T}

2. MBIA A M.

oc create sa astracontrol-service—-account

3. Z2|AH A =)

1=

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-
service-account

4. CH2 O|MIE AFESHO MH[A AE 2= 71 IS gHELICH

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl

kind: Secret

metadata:
name: secret-astracontrol-service-account
annotations:

kubernetes.io/service-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token

S. H|Z gHS7|:

—

oc create -f secret-astra-sa.yaml

6. MAMTt MH|A A™HES HESH Astra Control MH|A AE 2% 0|EE 0Ol FIHLICH secrets MAM:

—

oc edit sa astracontrol-service-account
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvicd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:302Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "169770"
uid: 965fal51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvicd
- name: secret-astracontrol-service-account ####ADD THIS ONLY#4###

Wl MHIA AE A5 E LIESILICH <CONTEXT> SHIE HX| A%

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

"secrets": |
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

of 2t @0 CHSE QIHIARULICE secrets 0f2[0]= 022 A|RFELICE 22f Of|ofl A 2f QIEAQIL|Ct
astracontrol-service-account-dockercfg-dvfced & 00|11 9 °|':'"A°'|-|Ef secret-
astracontrol-service-account 1¥LICH E0|A MH|A AF| QHA HS E J|E8H ELICL CHS
EHA0 A= O] QA H T HStL|CE,

Ct21t 240 kubecononfigE A gHL|C}.

a. LICt create-kubeconfig.sh It CHX| TOKEN INDEX Chg ATEEL| A|ZF 220 SH}

S ddg
20| ASLICH.

i

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S T

anything else here.



SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=S (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG_FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
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set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Kubernetes 22{AH| Mg HH

o

AN SHYAIR.
source create-kubeconfig.sh
9. (M= AFet) kubeconfig?| 0|E& 22{AE{Q| 20| U= 0|E2Z HiELICEH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

CHE RAEQ 22AH| ALY kubecononfig IHS Mg etL|Ct

CtS X|&of| k2t Rancher, Upstream Kubernetes 3! Red Hat OpenShift 22{AE{0f| Cist H|et= 0| 7L} &&=l
kubeconfig It S MM BtLCE,

kubeconfigE At&3t0] Bt2|E|= S2{AE{2| ZQ Astra Control Service0l| CHeH H|$HEl Mo o= habel AsH 2t
st MEHMOZ MAMSH A OlAL|C}

— co=2 T Md

ChS AILIE[R B SILIZE AL} 2t80l| HEE|= F2 0 BXIE S3ll 22| kubecononfigE M e & AELICE

* Zt2|SH= 22{AE{0]| CH$H Astra Control #etS H|$tsta{ 0 sfL|Ct
7

B A E S AF2SHH MX| 0| LM El 7|2 Astra Control kubecononfigE AF2E 4 @17qL}, T
ZHEIAEQ| I1|3._f5._| A2 ALEXF SO 2SR & LICH

AlZtst7| o
EXHHAS t=ot7| Tol| 22|52 = 22 AE 0| Chsl ChS AFeS ghelsliof LTt

=

© A"X|2IEl= HFEQILICH kubectiO] AX|E|0f YUZLICH

* Astra Control ServiceE AF&dt0] £7total 2t2[stef= 22 AE{ 0 TSt kubect! A2
(D) ol =Ak= 29212t Astra Control Service ABH S AE{0] AN AL BT} AL

© 2 AEAE gt 2 A (X} Mot 2 225t = 22| AF | Ciel 2 kubecononfig® LIt

1. MH|A A
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a. 2t= MH[A AE oL S WHSLICE astracontrol-service-account. yaml.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. MH|A AH HME:

kubectl apply -f astracontrol-service-account.yaml

2. Astra ControlOfl M 22{AEE 22| = U= 20t Hot2 717 O3 S AE g F5HLE
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RISt 2 A o2

0| H&tofli= Astra ControlOflA] 22| S2{AH

i
rr#

2|5}

rr

Ol 20t X4 Moto] ZSE|0 ASL|CE

a. 2 MMYLICt clusterRole 2EE= I (0: astra-admin-account. yaml.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole

metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:

]

resources:

(|

verbs:

get
list
create
patch

# Delete Resources

# Necessary for in-place restore and AppMirror

- apiGroups:

nmnn

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.1io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps
cronjobs
daemonsets
deployments

failover



- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers
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- imagestreamtags
- imagetags
verbs:

- update
b. (OpenShift 22{AE Tt T 9] 20| CHS 2 FIHEILICH astra-admin-account . yaml IHY:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update
c. 2AEH Ag HE:

=

kubectl apply -f astra-admin-account.yaml

22| AF Fg0| SR ASLICH

O] HE0fl= Astra ControlOf A 2t2[&t S2{AE{Of| TS 2bEHEl Moto] ZetEL|CE o] AEAES ALt
X S0 + 4z 7|E Astra Control kubecononfigS At2% = i7{Lt T HEIA EO| K|stEl &3ts
MEE + BlE BR 0| 9E S A8 E + JUSLICH

S A2 HZTSHMAR clusterRole Y Kubernetes?| Ofl= THAIRILICE AHE Xt
Zoj st X| A2 Kubernetes HHE 2AE £ ZESHA|2.

a. 2 MHSLICt clusterRole @ EE= IMY(0: astra-admin-account . yaml.

<strong>astra-admin-account.yaml</strong>



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

(I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

[ ]

verbs:

I T |

b. Z2{AE g xg:

kubectl apply -f astra-admin-account.yaml

3. SAH Aol et S2{AE A HilES MH|A A IFoj| Mg e,

a. 2 YHELICl clusterRoleBinding MY E SEMSLIC astracontrol-
clusterrolebinding.yaml.

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. Z2|AE| et Hiolgg HgeiLct,



kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= EZ H|Y IS THSLIC secret-astracontrol-service-account. yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. E3 25 HE:

kubectl apply -f secret-astracontrol-service-account.yaml

o. BEZ A2 E of 750 MH|A AFHO|| FIFELICE secrets BIE(CHS olH[2 OFX|2f E):

82
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apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":

"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. Wi MHIA A 2=S LIERILICH <context> SHIE HX| &2

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o| 2t A0 Ciot AHARILICE secrets Of2l|0]= 022 A[RIGLICE 2/2] 0f|ofj A 2] QIEARJLICE
astracontrol-service-account-dockercfg-48xhx = 00|11 Q| QIHARILICt secret-

{1,

astracontrol-service-account TRILICH. Z2N|A MH|A HHO| QlHlA HS E J|ES FL|Ct. CtS

THAM = o] A=A H7F FRBfLICY,

7. Ct21} 20| kubecononfigE A A stL|Ct.
a. 2 MMBILIC} create-kubeconfig.sh O,

b. Tix| TOKEN INDEX CHE AIZIEQ| AIZH HE0|| SHIE ZHo| Ql&LCt.

<strong>create-kubeconfig.sh</strong>
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Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
-—context S${CONTEXT} \
--namespace S${NAMESPACE} \
-0 Jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \
-—context S${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-

user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

C. Kubernetes 22 AE( ME2S HHS AA SHUA|L.

o= O
source create-kubeconfig.sh

8. (MEf AFE) kubeconfigl| 0|2 S AE 2| 2|0| = 0|S2 2 HiELICE

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

Cts B

O|H| Astra Controld]| 2216} 22 AE S Z7}5HH Astra Control2] O Z2|#|0]|M H|O|E

el 7SS AEE = ASLC

« " EHa|Z A|RFEILIC

* "Astra Control2| XtA|| 22| QIAEHAS A"

Astra Control Service H|C|2

Astra Control Service2| £|Al H|C|Q Z2HXE H2{H NetApp TVE =0l

SHAMAI2. NetApp
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TVO|= Astra Control Service2| EH 7|52 AHSHHLt
Ho| &= H|C| 7} ZetE|of /JESLICH

"Astra Control Service H|C|2"
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apiVersion: astra.netapp.io/vl
kind: Application
metadata:
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apiVersion: astra.netapp.io/vl
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metadata:
namespace: astra-connector
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spec:
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snapshotRetention: "<SNAPSHOTS RETAINED>"
granularity: <GRANULARITY>
dayOfMonth: "<DAY OF MONTH>"
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hour: "<HOUR OF DAY>"
minute: "<MINUTE OF HOUR>"

2. E M ¥ astra-control-schedule-cr.yaml SHIE Zt0| Y= OIY0f| CRS HEEL|LCE.

kubectl apply -f astra-control-schedule-cr.yaml
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apiVersion: astra.netapp.io/vl

kind: Snapshot

metadata:
namespace: astra-connector
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spec:
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appVaultRef: <APPVAULT NAME>
reclaimPolicy: <RECLAIM POLICY>
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apiVersion: astra.netapp.io/vl
kind: Backup
metadata:
namespace: astra-connector
name: <CR NAME>
spec:
applicationRef: <APPLICATION NAME>
appVaultRef: <APPVAULT NAME>

2. E M2 ¥ astra-control-backup-cr.yaml SHIE Z}0| = O CRS HE%fLICT.

kubectl apply -f astra-control-backup-cr.yaml
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nfs modify -vserver <svm name> -v3-hide-snapshot enabled
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tridentctl update volume <pv name> --snapshot-dir=true --pool
-level=true -n trident
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tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir
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snapshotDirectory: "true"

3. Astra ControlOi|A] HZEl = ALHAFC|AEZ|Z SMEISH S 0 Z2|A|0| M2 AH|0| E I Astra
ControlO| HZE ZtE QIASHES SfLICE

=
Astra Control2 AtE3t0] OiS2[A|0[4S MY 5l FUY ZH|7} =[J}ELICE 2 PVCE Y 3 S22 2l
CHE 88 Z2O-M ME8E == JUSLICE

116



L= J0E = lgUrth BE
Ct. & FZoHYAIR "H0|E 22"

ki A_rx-l
&L

k=]
=

e
ot 52

=4
=
ol o

Ashe H{210] HE Mol A 2|5t
A1 B30 of
St ey

RN
o =
31 2 [0
= %0 T

t

—

-
o

2HEILICE KEA|

Ch
=

LfCt.

|.

td BLOB 2EE2|X| H3IZ

XHe

LICL AF83ts AEE|X| SEX0f K2} 0] O

F

=

-
o

otiof
M 2HME HESIHAL.

M
S

H218 7

At

o

frnk

o
|-|_| EI_II.

.
(<)
=

AR835t0d T
g2 otg 2E2|X| H|
L|C},

k=]

I.

[<)
=

HHHAR 23

o =

-4
* * NetApp StorageGRID *: "HZI2 MAghiff S3 2

* * Microsoft Azure *: "Z1H|0|L] =& HL|0|A A[ZE 7| H=

* * Amazon Web Services *;: "HZI S MMt 0ff S3 2

* * Google Cloud *: "=

2= X xH

AlZfot7] Fof

=)

ojn

)

=

=

(

L|Ct "Kubernetes AE2|X|

o
LICt ontap-nas-economy 22 AU S £ESH7| Hof|

CEEXEET
=

i
—

|.

.
o
=

nE

o

HI8EK| &L|CH Astra ControlOf| A
=

2| A|AEIOM M2 HEE =RISHA2.

o
rt
—

=

o g2
AE2|X|

F

| -
o
=]

=

a

I.

o
—

2 A E MESH= A2 ontap-nas-economy E2{0[H,

I.

o
A2 backendType D7 B

OZ AIE

X
HA

X
Al
=]

7}

= SFgn,

KANn
T
= 2 S5 ol HE

o

x4
Astra Control@] HZI2 AL 7t

™
CE

®

EE

|

0lo

HIIS Jt2[7| ALt et of EAIELIC

ol Q= M o570l * Back Up * S MEHBIL|CE.

L{Ct.

I.

=

e
o

RN BNES

o

=

0|&

5. AEZ|X| Il SE0IM HAY Chy H2lS MEfBILICH WORM(Write Once Read Many) B3l
"HA" JE2 EAIELICE

L|Ct.

jol

x|

X
Ol

olo
]

Jol
0

<
ojnl

ey

-
o
—

Astra Control2 Q| HA 27t

117


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-console.html
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://cloud.google.com/storage/docs/using-bucket-lock
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-scope?tabs=azure-portal
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/storagegrid-117/tenant/creating-s3-bucket.html
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects
https://docs.netapp.com/us-en/trident/trident-reference/objects.html#kubernetes-storageclass-objects

SLICt o=

El A O]
= T M

f

ESn

b

0| Azt

A
=

HH
=

oz L2l ZP

A
So

ALt H|
L|C}.

F

.
o
(=]

I3f| 40| Amj

* HES{Z0f FFo| 2
o
—

=2
H=

A2 Astra Control0| &=
A

FEHZIOf SAIOf d-d5t2
Of Rt= & W{7kX| 7|Ctel = CHE B

.
o
—_

AtESt

=
=

HAIZ|Z7|7HK| X|C 2020] X|HEL|C} H|Oo|E
E2|X| ol =of 22| ATEY

* HOlH 2 XY (EE, MY, S8)2t =5
A

Data Protection E{0i|A]

4" HE = FAELICE

ol
*

MEfRtLCt.

2. OO|f B * 2

t 7|2 X O 2 EA|ELICH

LHA
[N

A

MEftL(Ct.

5t2{™ * backups * &

gLt

AR

THA|

ol
*

0lo

L|Ct.

F

1ol

x|

qE

x4
i

1o

*

2. HOo|E &

o
I
2 3
w o ol
< Er
o <A
oo
o *
£ =
o O
Q C
© [72)
[ o
-
..% ®
: 2
0 3
I o
2 v
T g
E 7

g

* Actions * 2| Options H|
=Y

u___l._

o

o

Q<
o
ol
T
]
<X 1o
I ol
Ll wr
L
10 H_._..AI
oM <T
™® <

R

S ATRIELICE

LHA
PN

Astra Control0| A

)

0

<0

o3

<+

el

AI._

K-

ol

Py}

I

Al

03

S

=

w

>0

o

< o

.m —L

m )

m_.m A_w

- <k

Jol ol

=) A

oy Kk

o3 ol

= [

= s

ol fol

) 10
ks

wm . hi

o RO

4 =

— —

XF o oA

o -3 Klo

[ ol

Il oA <

118



1. 88 =~ 2 MES OHZ o 0| S 2 MEHtLICt
ClO|E H= * £ MEfgtL|Ct

=2
!

Hgt * Actions * E2| Options HI'F0lA * Cancel * & MEBIL|CE.

St "FA"2tE TS Yot * off, MY F A+ S MEBLICE

—

(D) 430 UAE ALH0) o B2 ol TS WELIC H2E LT WS AFSHAR HRAo)
stz mitx| 7|ciel o ol XA mEdAe
() =z vizt0l st=e| Hols W 2ohse el AR 4 glaLit

A

1. 28 mza+

=
of| CHst * Actions * 22| Options H|F0{| Al * Delete backup *

. A= oY =
t2{™ "delete"2t= THO{E =St * Yes, Delete backup * & MEHBILICE,

2
3. Backups * S ME4SIL|CE,
4
5

. AHIZ g

OF

21

Astra ControlO| Bi1S AbH|BHL|C.

[71= 0[2] 27]] TN 2AHE B2 L0

S AEOM 2= K] = HIFAH0[A9] of2f B! X}

HIEZ 2= NetAppOllA Kubernetes AMH|A AN, F
Python ~AJZIES XMEILICH

WS MMY o JSLICH of={¢t
HFQIE 3! cron ZO R S E|H

ot Off

XH= HEA I

_IO o

1 AX|SHH cron A0 F7|MO R MgE| T ot Ra|FX| g2 BE
EHS| OII

TH| ZRAAE e 9 IBRLE 740
x| S0l Mezt UHof w2t B3 MHo| IHSo2 MAELIC

HYAHO|AS Hestoz Mk

R ZEAE W YIB2Q R Z2AE|0| DE 2|E|X| Ut UYATO|AS BOHX| £0BH 20| 7|t wey
YIE2OE LB 4 ASLICt 0|2 Il el YABRE w8t cron KIS ALSSIXB H2YEIX| B BE

LAAHOIAE RSB LA HEX, b EE BS el SHE Vo2 HAHOR LYAHOIAE B3] Sish
RZste elol2e S8 UIAAHO|AS Algeh|ct

_I_

MeEst 9320 H9I0f S5 A HIYAL|O|AT} BHEOIXIS B2IX XY gl0] RSO S ELIC. Ol2f3t
YAZ2E SeiAE CiF|2 PHEO2 S2fAEC| FRT0 U2t 2t SRAEN D9 2 258 It
YIB2ZPE ABY 4 YBLICE

119



of: Al 22HAH B

HE S0, TA S2AH MY AIEZRE FHot GXoHH H|YAT0[A0 BE HO| Br2|XFe| =7} £ §lo]

F7|Hez #e| 8 Eo gL}, °J:'I‘§E X o HigAmolA7 ZXE BRI RSLICH LSO U A0 ATt
F7He|H WY ATo| AT HS ELICE.

off: 20| 2 7|8 B

o MEstste{™ 2|02 7|2 A2 EZE Af3°* = ASLILE oS S0 0| 2AZZE EX|5t1 ERot Ho +F0
e Hog l—1|°'*111|0|*01| 02 2{|0|= & otLIE HESI=F AFEXI0AH| XA o= ASLICE WEtM AFEXH=
Olz{et 2|0]= & SILI= HYAHO|AS ”*'Z = ALH e|Xfof|A - BRIt GSLCE ME2 HYAHO[AHT

LHe] 2= o XP%QE HoEL|Ct

HE HYAmo|Aof ofofEl MAS MERLICt

HH| 22{AE MY IS ZRE AESI0 S2{AEQ 2= UYAHO| A0 ol of kel MAHS Hade = ASFLIC

co=2 T M
T
1. 22 AE0]| TS HIEH S HMA ABHO| A= AIAR0 CHS IHUS CHRZ =S T,

° "components.yaml CRD It

|1
m

° "protectCluster.py Python &

2. 218 Tt BX|ota{H " otE X E S TEL O

0] 7|8 MY Y2 EZRE AESIO 20|22 7|EL2 EF HIYAH0|A9] ofofe MAS S + ASLICE

CHA|
1. 22{AEO0]| ChE HESRIZ AMA HBH0| U= AAH CHS THY S CHREESL L
° "components.yaml CRD I}&"
"protectCluster.py Python 23 E"

2. 318 Tt BX|ot2{H "ot X E S THELCH

o =2l

Astra Control2 AHHAF EL= HHAO|AM O E2|AH|0|MS 2.l
Eo'sfaﬂﬁ'ﬂi% o AR 7|&E AHAA B35t

f "Astra Control AP|" S 2I5tL|

@ =8 E= 2E MY 20 s 2 =300 HIY2HO0|A HE S F10t0 S 5 S8 249
CHefol M2 OHE HAmo| A0 A= EL HYAHO|A EE =t WY AN 0| A0 HEELICY.

AlZFsE7| o

* S BIX| HS % =6ty MO S8 TRIO| AU L

012 295ts 20| B&LICE 0137 o
2701 AT 29 AA EE S SES MATY 4+ ABLICH

T ljo

c A 28 Sl % OHE AEEX| AR FS)6hs 22 AEZ|X| 22HA7 SLe S8 AMA ZE(O:
ReadWriteMany)E At&3t=X| 2RIetL|Ct e S 28 AMA REICIEH F3 2y o| AojetL|ct o E
=0, 2A 2 S BN rwx BHA ZEE ALESH= B Azure Managed Disks, AWS EBS, Google

120


https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/protectCluster.py
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/protectCluster.py
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/fullcluster-backup/protectCluster.py
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/fullcluster-backup/README.md
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/components.yaml
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/protectCluster.py
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/protectCluster.py
https://raw.githubusercontent.com/NetApp/netapp-astra-toolkits/main/examples/labelbased-backup/protectCluster.py
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://github.com/NetApp/netapp-astra-toolkits/blob/main/examples/labelbased-backup/README.md
https://docs.netapp.com/us-en/astra-automation/index.html

-

Persistent Disk E.= 2 20| rwxE M3 4= gle i AE2|X| A E MEBLICt ontap-san, S 20|
AINSLICEH SF 2 & HMA ZE0]| CHSE XpMISH LIE2 E BXSHYA|R "TFHH|E|A" EAMS:

* 22t QAR AIZ| *: NetApp ONTAP AE2|X|E A3 ofZ2l3 0] 42| Hlo|E] 0|5 glo] =
A2 2L Aol M AHBSHE 2710] B B7F2 4 ABLICE HO[E 0|5 810] B7E 43t 5 =g
OhZ2lHlol Hol| M x| S AHiAS BE HASt AE2|K| BZHS BEBLC

X AE = AEE[X] 22fA E2I0[H *: Astra Control2 CFZ E2I0|HZ X[ E[= 2 E2|X| SAE AHESHO]
Y =S X[EF L.

°
*

=

° ontap-nas
° ontap—-nas—-economy
° ontap-san
° ontap-san-economy

* * (ONTAP-NAS-O|Z 0] =2}0[H Dt o) 8 51 =l *: of| M X| st AEZ|X| 22HAE AHRSHE US HY

= S6H7| Mol ontap-nas-economy E2HO[HO|A| S EQIBILICH "ONTAP AE2|X| Bl =0 AHAF
ClEE2|7F SAHZELICH, o] CIAMER[E &7|X| #2H 3| NFSv32 AHESt= Z20= ol E2|7|0] Mo cHst

HMATE EHE = AFLICE

CHE 3 2|AAS 2Lk AollM BIOIE] O1S 90| 2ol A9iS 4ustel o|=atx| o2 ot
(D was 2 st o 210 2RE/E 2E 2laAs ¥ 5 ShLtoA Ho[Ef 0|5 glo] Selo] 2% o
aA gLt
e
1. S8 M2~ 2 MEfS O} ¢ 0|23 Mgt
2. 59] @o| B4 vlol * 28+ S MeELict
3. =29l 9 Me
* * 22 HQATO|AZ 2ol *; 0 MAIS AFSo] 22| 22AEZ 88 T2IUS el Yz B 4

ol&L|Ct
AN H

L U2 P MEHZ BRISHE O] ALBE AthAl i HI2 MEEHLICE J2{H 20| 0| HHOR
=|SofLct,

ii. CHZ * 2 MEfgLICt,

=

OfFofl ARIE! QAT A0 Zelots S 2ol mRAHA0| UL SUSH

0]
(D) uIgAmoIATt BHSOIFLICE. o[ Fof ARIE LYATIO| A0IA @ B2 HBto| s
AFEHE M2 CHAl 448 HIQATO| A0 Cizt H3tS $SO= Zoleof gLCk,

QJATIO|AR Eel * 0] HAIZ AFR510] S8 T2IHES 2 S2AE|L} AA0| [}2 HYAT0|AR
=olst & QIALICH O] HAIS AFR30 U2 2 AE2|X| 22 A= nto| 2o M8t 25 UALICE
i =elsl glo| 0|22 XIHBLICH

i =elstais Qo] CHAl SB{AE S Meigi|ch

= =

i, MHup AAE Zf AN HYAHO| AL Cief HIJAHO|AS =ptL|Ct.

r

@ Astra Control2 O] 2 M| YR 2 A thy UIYAD0[AS REELICH XYt CHe
HIAH[O| AT} L S2{AE{0] O[0] ASH ¢F FL|CE,

121


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes
https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes

V. 92 RISt O AFBE AAF i WIS MestLCt
Vi Tk * g Metsht

* o EE AE2X] SAE AFESIH S *: U SHAH| Gl= 22 38 T2/ el A2

HALD ©T O — O = —

AER|X] SHAE ABYLICE 0] B2 SE{AE{Q] 7|2 AEE|X| S AT AFSELIC

[ B i = |
el AAE AR K| 22200 2AGI0| 2= HER(FHO|M =2F2 5712 ZRZ 0| MZ LHE
AE2|X| S22 = O0ro| 2o dE LI,

*LHE AE2[X] S AE MBI =7 = ER 22{AH0| EXst= AE2(X| S2HAE MERLICH

i 23} Jh+ 2 Meisin 28 T2 29 50| SHIE 2|AAE
LE{2StT 2 A2 TABLICH A2 BESALE Het 240| SHIEX| K| 7412 ChA| BHS
A QlAL|C}

T™ Md

@ o S AQ A Yol THEE RMEE LHER2 S HZSHIAIR S&8 Z=207 =7 S0

| | =2 L—-"1d
6. 22l ZAof| chet M2 HEE Fo| ZH HESID "restore"S YUt (HA|X|7} LIEFLIH) * Restore * £
MEHBIL|CE

[71= DIEIE7]] MEXL XIE 2|42 A(CR)E AHESHH MM =&

—

MEX X 2| 2A(CR) MY S AESHO] M0 A HIO[E{E THE UIYATO[A = e &4 HYJAHO|AZ S

— —_c
4+ B,

122



CRE AFE3t0] M0l M SR LTt

CHA|
1. CR(MFEXH Ho| 2|AA) MU S otE1 0|52 X|HELICH astra-control-backup-restore-
cr.yaml. 2% <> 2| 2}E Astra Contro | 2td X 2HAH 40 LX|SHEE Yo|o| ERLICE.

° <CR_NAME>: 0| CR X{2| 0| SILIC}. A0 Mot 0|E2 MEISHYAIL.
° <APPVAULT_NAME>: 4 ZAHI X7} {HE|= AppVaulte| 0| S IL|Ct.
° <BACKUP_PATH>: ¥} HEIX I} ME == AppVault LHES| ZZQIL|Ct oS EH CS1t Z&LCt.

ONTAP-S3 1343ff5e-4c41-46b5-af00/backups/schedule-
20231213023800_94347756-9d9%b-401d-a0c3

° <SOURCE_NAMESPACE>: 57 29| A A LA M O[AIL|CH
<DESTINATION_NAMESPACE>: 23 = 9| At WA H|O|ARIL|CE.

o

apiVersion: astra.netapp.io/vl
kind: BackupRestore
metadata:
name: <CR NAME>
namespace: astra-connector
spec:
appVaultRef: <APPVAULT NAME>
appArchivePath: <BACKUP PATH>
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Astra Control Provisioners ZA3atsljof St=X| A & 4 JUSL|7H?
O|H0f| Astra TridentE A X|stX| Q2 22{AEE Astra Control Serviced| F7t5tH S2{AETt 2 HEA|EL|CH
Eligible. MX| 8l "22{AEZ Astra Control0f| Z=7t2L|CH", Astra Control Provisioner?t XtS Q=2 &M SHEL|Ct

SHAETI BAEO QUX| %2 BR Eligible EAELICH “Partially eligible CHS & StLIEZ QloH LHAd:

* O|™ KT Q| Astra TridentES A5t QUESLICH
* Provisioner SM0| O}%] 2M3}x|X| 92 Astra Trident 23.102 AFEst10 Q&LICtH

* XS EYSHE 518otK| b= 2TAH FYYULICE

LB =

Partially eligible 8% Ct2 X[&E AHE5I0{ 22{AE 0| Astra Control ProvisionerE =322
MolsHAA 2.

2p
S)
ShA

=

@ Add cluster STEP 2/4: CLUSTER

CLUSTER

Choose an Azure Kubernetes Service cluster to enable application data management and the Astra Control storage operator.

/N

Cluster Location Eligibility

sandbox-ragnarok-aks-02 == centraluseuap ©) Eligible

Configuration required
sandbox-ragnarok-aks-03 Failed to detect Astra Control
Provisioner on cluster

sandbox-rstephe2-aks-01 .= centraluseuap Q) Eligible

Astra Control ProvisionerS &A43}st7| Fo|
AES

| = Astra TridentZ} /1 Astra Control ProvisionerE &A4slsl2{™ MK CI2

fjo

Astra Control Provisioner?} §i=
sletL|Ct

* * Astra TridentZ “Xli 5H':F HZTO| 4742 22|= & LHof| RI=X| &2l *: Astra TridentZt {7 24.029]
4719 Ha|= A LHoj| /= A< Astra Control ProvisionerES AF23510d Astra Trident 24.022 XI™ 10| EE
= JUELICE o|E =0, Astra Trident 23.0401|A] 24,022 A ¥ T2|0|=E & JASL|CE

s * ZE{AE 0| AMD64 A|AH! OFF|ElX{ 7t AU =X| 29l *: Astra Control Provisioner 0|0|X|= AMD64 %! ARM64
CPU O}7|EllX 20| M HM| 2% X2 Astra Control0ll A= AMD642t X| 24 ElL|C}.

chA|
1. NetApp Astra Control 0|0|X| 2| K| AE2|0]| M| A:
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2. (AEXHXIH X AE2|of 2t s

L Ho|X| 2% Atete| J2| ofo|2 MeigiLICh
i APl N|A * 2 MEBtLICH
ii. 7% IDZ 7|2 LY,

b. 22 HO|Xof A * API E2 44 * 2 MeotT API £2 2XHS

SEEE0| Ao HET|of| MERLICEH

=
C. ¥St= B S AFE3}0] Astra Control Bl|X|AEZ|0| 2aQltL|C}

docker login cr.astra.netapp.io -u <account-id> -p <api-token>

crane auth login cr.astra.netapp.io -u <account-id> -p <api-token>

o [

51l OIOIX|E AFEXL X BlX|AEE|Z 0|Sot2{H Lhg HAISE +ATHHAIL.
AIXAEE|IE AHESHA| gi= B2 2 Trident 2 THAIS MEMA|R CH2 M S HESHIAL.

@ CHS HA0|| Docker LAl Podman2 ALEE = J&LICH Windows 2HE 2 ALE6H=s E2
PowerShell2 AH835t= 210 E&LICH
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HFSHIAIR

Docker £ %
AEZ|0f|M Astra Control Provisioner O|0|X|E 7}AZL|C}.

a. 4|x|

@ 7IM2 O|0|X|= o2] EHZS K| 5K £2H Linux AMD642t Z0| O|O|X| & 7tK 2

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform <cluster platform>

oll:

docker pull cr.astra.netapp.io/astra/trident-acp:24.02.0
--platform linux/amd64

b. ofo|x]ofl E§ X|H:

docker tag cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

C. O|O|X|E AFEXF X[F K| AEE|0f FEAIRLICE

docker push <my custom registry>/trident-acp:24.02.0

el

a. Astra Control Provisioner LI AEZE AF2X} X| & | K| AEEZ| 0| EAFSILICE,

crane copy cr.astra.netapp.io/astra/trident-acp:24.02.0
<my custom registry>/trident-acp:24.02.0

21249| Astra Trident A X| BitHo|| 7} QI=X| HQISHL|C},

I AF2H M K| BhHES AL2310] Astra Tridentt| A Astra Control ProvisionerS 24 s}stL|CL.



Astra Trident 2 Xt
a. "Astra Trident &X| T2 1S CIRZCE5H0 &=
b. Astra TridentS OF% HAX|SHX| QAHLE B2 Astra Trident =0 A HMXLE H|
AZ SN L.

g ELTh.

40
i}
ojo
il
X
mufn

Het &

—

i. CRD AMA:

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l

6.yaml

Eajde

i. E2IO|HE H|QJAHO|AE PHEL|C} (kubectl create namespace trident) L&
HIJAHO| AT TS| ExHSH=K] HRIBLICtH (kubectl get all -n trident)E

SSfLICh YA O| AT MAHE < ChA| BHSLICE

C. Astra TridentE 24.02.09Z YH|0|E:

Kubernetes 1.24 O[3} HHS Alsi= S2iAE(2 22, S AFGELICH
A2 Mol eiAES B2 8

@ bundle pre 1 25.yaml.Kubernetes 1.25 O|
A ELIC bundle post 1 25.yaml.

kubectl -n trident apply -f trident-installer/deploy/<bundle-
name.yaml>

d. Astra Trident?} &% ZQIX| =tQlISfL|Ct.

kubectl get torc -n trident

Ct.
=]

oo

NAME AGE
trident 21lm

St
=

(o]}

| HIZE ALE3t= BIXIAER| 7t = B Astra Control Provisioner O|0|X|E 7t & | AL

kubectl create secret docker-registry <secret name> -n trident
-—-docker-server=<my custom registry> --docker-username=<username>

--docker-password=<token>

f. TridentOrchestrator CRS HZIst 1 Ct2 1t 20| TZ! g
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g.
h.

iv. £ MAWYEX| SolgiL|ct o|0[X| = 2tS o] Exkjo| o

=

-_—

M)

kubectl edit torc trident -n trident

.. Astra Trident O|O|X|0f| CHEt AF X} X|H 2| K| AER| QXS HHSIHLE Astra Control
HXIAER[0M 7EMZLICH (tridentImage:
<my custom registry>/trident:24.02.0 EEE tridentImage:
netapp/trident:24.02.0)S S=gLIC

ii. Astra Control ProvisionerE &42}8fL|Ct (enableACP: true)E Z=EfLICH

iii. Astra Control Provisioner O|0|X|2| AF2X} X|H 2| X|AER| |X|E MHSIHLE Astra Control

Ho

0l

HXIAER|0NM 7t ZLICH (acpImage: <my custom registry>/trident-
acp:24.02.0 E= acpImage: cr.astra.netapp.io/astra/trident-
acp:24.02.0)2 22IgtL|Ct,

SE0IM H7(0 M BEY = AFLICH
2Is s

IT
(imagePullSecrets: - <secret name>)E ZEIL|C} O[T tHA[o|M HE T 240t ST

0|5 &= O|EE AFS-LICE.

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
tridentImage: <registry>/trident:24.02.0
enableACP: true
acpImage: <registry>/trident-acp:24.02.0
imagePullSecrets:
- <secret_name>

S MY SEYLCL B T2HAT S22 ARHELICH

>

=
A, HHZE 5L SR METH M= A=K 2HARfLct.

kubectl get all -n trident

| QIAEIA * SHLEZL Q10{OF BHL|C}. Astra Trident

(D Kubernetes 22{AE 0= 22
ot ElLICY,

HUAE o H ARHM=

2OISHL|C} trident-acp H|O|LH7} A¥ Z0|H acpversion USLICH24.02.0 9
EHRILICE Installed:

kubectl get torc -o yaml

CF.
=}



status:
acpVersion: 24.02.0
currentInstallationParams:

acpImage: <registry>/trident-acp:24.02.0

enableACP: "true"

status: Installed

tridentctl S MEHEIL|CE
a. "Astra Trident 8X| T2 M S CIRZE5H0 =2 SLICH".
b. "7|Z Astra Trident7t Q= B 0|2 SAEISH= 22{AHO|A HAHTLICH".
=

C. Astra Control Provisioners

./tridentctl -n trident install --enable-acp=true --acp

-image=mycustomregistry/trident-acp:24.02
d. Astra Control ProvisionerZt &M3Ste|A=X| &tlBtLCt,

./tridentctl -n trident version

orcCt.
od-
tom e e + | SERVER
VERSION | CLIENT VERSION | ACP VERSION | +-—-————-——————————
fmmmmmmmmmmmmm— o TR + | 24.02.0 | 24.02.0 | 24.02.0. |
fom e fom e fomm - +
e

a. Astra Trident 23.07.1 O|SIE A X|st

a2
b. Kubernetes 22{AE{0|A] 1.24 0| HHS Al =0l AL psp:
kubectl delete psp tridentoperatorpod

C. Astra Trident Helm 2| X X|E2|E F7tgtL|C}.

0
A8t = HHEl Astra TridentE A X|SLIC} (--enable-acp=true):
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helm repo add netapp-trident https://netapp.github.io/trident-
helm-chart

d. X0 XIE YC|0|E:

helm repo update netapp-trident

ocCt.
o H-d-

Hang tight while we grab the latest from your chart
repositories...

...Successfully got an update from the "netapp-trident" chart
repository

Update Complete. [JHappy Helming![]

e o= Liggct

./tridentctl images -n trident

oo

Ct.
=

| v1.28.0 | netapp/trident:24.02.0]

| | docker.io/netapp/trident-
autosupport:24.02|

| | registry.k8s.io/sig-storage/csi-
provisioner:v4.0.0]

| | registry.k8s.io/sig-storage/csi-
attacher:v4.5.0|

| | registry.k8s.io/sig-storage/csi-
resizer:v1.9.3|

| | registry.k8s.io/sig-storage/csi-
snapshotter:v6.3.3|

| | registry.k8s.io/sig-storage/csi-node-
driver-registrar:v2.10.0 |

| | netapp/trident-operator:24.02.0 (optional)

f. EBIO|HIE - 27Xt 24.02.02 MY = U=K| EolgtL|Ct,

helm search repo netapp-trident/trident-operator —--versions
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CFH.
=B

oo

NAME CHART VERSION APP VERSION
DESCRIPTION
netapp-trident/trident-operator 100.2402.0 24.02.0 A

L

A
=3

ojo
o
H
oot
ot
Hr

g MM helm install 2 2&6t1 C} =M Z SILIE ALt
 HHE 2|X[2| O| S RIL|Ct

* Astra Trident HH%

* Astra Control Provisioner 0|0|X|2| 0|5

* ProvisionerE &dstst= ZaQL|Ct

" (U AR 22 AR AER| BRULIC, 22 ANASE A E 22, B(8) BISUAQ
"Trident 00| X|" 8{Lte] 2| RAE| L CF2 X AE2|0f 92 4 AXIT TE CSI 0|0|K|=

St XA E2|0f RLO{OF BhL|CY.
* Trident HIQYADO|A

=M

° gIXIAEZ|7} @l= o|0|X|

helm install trident netapp-trident/trident-operator —--version
100.2402.0 --set acpImage=cr.astra.netapp.io/astra/trident-
acp:24.02.0 --set enableACP=true --set operatorImage=netapp/trident-
operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

° StLt ol &e| K| AEZ|of A= 0|0

helm install trident netapp-trident/trident-operator --version
100.2402.0 --set acpImage=<your-registry>:<acp image> --set
enableACP=true --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=netapp/trident-operator:24.02.0 --set
tridentAutosupportImage=docker.io/netapp/trident-autosupport:24.02
--set tridentImage=netapp/trident:24.02.0 --namespace trident

= MEY += AFUCthelm 1ist O|F, UYAHO|A, KIE, MEH, H HHM Z2 BX| MR HEE
2

Helm2 AF25HH TridentE #55k= O X7t J= 3R CFS HH 2 2SO Astra TridentE 2t 5|
XLt

163


https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#container-images-and-corresponding-kubernetes-versions
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#container-images-and-corresponding-kubernetes-versions
https://docs.netapp.com/us-en/trident/trident-get-started/requirements.html#container-images-and-corresponding-kubernetes-versions

./tridentctl uninstall -n trident

SFX| OFMA| 2 * "Astra Trident CRDZ &
gHdststed 0 gLt

21t

Astra Control Provisioner 7|50| &A3lE|0f I

Astra Control Provisioner%
ACP version = AFESHA| OMMAIR Trident

Version
v1.24.9+rke2r2

Managed
2024/03/1517:32 UTC

Private route identifier Cloud instance

M X|SHH Astra Control UINIA| ProvisionerE S AEISH=

M| MAgL CH MX| H7Q| YEZ Astra Control Provisioner2 LA

Al SO HHE HSEl= ZE 7|52 MEY =+ USLILE

A
T

S AE{0f 7 FA|

version 2= 8 oIl EX[E HE H

gLt

~\~ CLUSTER STATUS

(©) Available

Kube-system namespace UID ACP Version

Default bucket

@ private # astra-bucket1 (inherited)
Overview Namespaces Storage Activity
£ HXSHAR
* "Astra Trident 2 32{[0|= AHA|"
OH O] =2ag{ A = X| AShH
HAE 22[S F| AT
Astra ControlOl| A f O| & 2t2[61X| gtedi= 88 213 = SHAHE MALLICH
A 22| E SX[LICt
Astra ControlOi| A Cf O] &f W, AMAF = 22 =H[SHX| b= O Z2[7|0|E 22|E SX|LICt
A 225 FASH B
* 7| o] 9 Agsto] ARIEILIC
* OHE2[A[0]Mat HIO|E{= A 7hstt HElZ RX|ELICE.
THA|
1. 21 Z EM D30 * S8 T2 * S MEiRIL|CH
2. g Mest|ct
3. X Fol S B0l * 22| F4 * S MeEhL|CH,
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5. "unmanage"S 2I5t0f ZltL|Ct
6. 0 S8 T2 2| F|A * = MEHSHL|C}
21}

Astra Control2 o &2|E SXIFLICH.
S AE 22| E SXLIC
Astra Control0ll Al Tf 0|4} BH2[Stx| QbR S2{AE| B2lS BX/BLIC
() =@i2e2 Bejeh| ©ol 22{AEet HHE Yol B2l siFso} LIC

D AMHZM, GCPE Sl 22{AEE AH|517| T0i| Astra Controlti|Af 22{AEE AtH|SH= 20| Z&LICH
ST AH HE|E F|aok=s BR

AAS +ESHH Astra ControlO| A 22{AEHE 22[e & gIELICH 22{AH 2 HS HESHK| 1 SHAHE

* Astra Control Provisioner EE= Astra Trident= 22 AE{O|M M7 E[X| &&LICE "Astra TridentE | Hst=
=] tl’:i-l = OI‘OI.EA|A|9"

ChA|

1. 22{AH * E MEHSL|CE

2. O O|& HE|StX| o= EB{AEQ| Holzts MEHsiL|Ct,

3. Actions * €2| Options HIF0|A * Unmanage * & ME{BILIC}.

4. 22 AE 22|S SHHEX| gelst O * off, 22| 4 * S MEfSL|

21

S2{AE9| ME{7t * Removing * @2 HAEL|CE 1 0|=0f|= 22{AE{7} * Clusters * H|O| X[0{| A M|7H=| 11 Astra
ControlOf| A T O| At 22| = X| E&LILCE.

SERE SSX0IAM S AE A

NetApp 2E2|X| 22iA0] AFstE PV(ETHE 28)7t U= Kubernetes 22{AE S AlK|ot2{™ HX otz YH &

SILIE a2t PVC(E+ 28 22Y)E AFIsiof 2iL|CE 22 AEE AH|SH| ol PVC X PVE AH[SHH 22t2E
SAZEE oMK 2ot HAME BX| o4A| ELICt.

o *

OE

R #1 % 2 AE0M O ZE|AH0|M Y FZ2E HYAHO|AE AH[L|CE Trident HIQYAHO|AS AMK|SHX|
_OrEAIL.

=]
© Y #2 % PVC2 PODE AfHISHALE PVSTt OI2 EEl &S AMHELICE

]
-

Astra Control0f|A] Kubernetes 22{AEHE #2|e 2, s S2HAE Q| 0HEZ|A|0| M2 2E2IRE 32XE I+
=59 AEZ|X| HASZ AL BILICEH PVSE HX H|AHSHK| &0 22tR2E ZZXI0|A 2HAEHE AAste 2R
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. O[T A0l M Mot 1 MU S ALESH MAE S M BtLICt
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o> rR

E Mdoj| MujstH Hll= M0 2H|7t e AJLICH CHS BYEE A5 =205 B0 el =eld =
L|c}.

g0 &

tridentctl logs

-4 Mol ZHE =elst ot 2 create BHS CHA| Al = JASLICH
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mountOptions Of7H B

mountOptions: sec=krb5 (2/& U =3}
* mountOptions: sec=krb5i (2135 AU =3} ID ED)
t

* mountOptions: sec=krb5p (215 % &=}, ID & 7H2l HE H)

Kerberos =&2 SHLIEE X|YEHU AL, OW7H Ha= SZ0f| M Kerberos Y2 et =F2 F 7 0|4 X|Y5HH X Hm
SHL A ELICH 2E2|X]| HAE oM X[Fet Aot +F0| AE2Z|X| S A K|l XYt 2 &at CHE F 2
AEE|X| SeHA AN7 LML

oHA|
1. CtS Of|XIE AF25H0] StorageClass Kubernetes ZHA|E A 8tL|CL.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io

mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbb5p
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. AE2|X| BHAS YHFLICE

od
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. 2AE2|X| SeHATL Y= A=K| ZeletL|Ct,

—

kubectl get sc ontap—-nas-sc
CHSat FAReH £20[ HA|EL|CEH

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
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* kerberos: sec=krb5 (2/5 U =2}

* kerberos: sec=krb5i (!5 U =3}, ID ES)
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AEZ|X| HHAl= 2| ol of

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-anf-secret
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-anf-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krbbi #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-anf-secret

—_

2. 0| A0l M Wt 7 DU S AFE00] =S M gfLCt.

o> re
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tridentctl logs
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AEEX] SHAE HERLILt

AER|X| SaA

HJIrU

2HS0] Kerberos = HE A E5S Z2H|INMJY & ASLICE

ChA|
1. CI2 O|M|E ArE3I0] StorageClass Kubernetes 7HA|S A etL|Ct.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. AE2[X| SHAES MABLICH

kubectl create -f sample-input/storage-class-anf-sc-nfs.yaml

3. AE2|X| SHATE WHEIQ=X| HQISLICE

kubectl get sc anf-sc-nfs

Ct2at fAret £240] EA|ELICH

NAME PROVISIONER AGE
anf-sc-nfs csi.trident.netapp.io 15h

K| el 54 AERX]| 2HAE YHot = O|F| EES Z2H|IMIE 4= ASFLICE of tishM= o] X &S

AHARZ AESIH =& O[0|EE S Lt
Astra Control Provisioner= £ A2t AHAF| M H|O|E{E C[O|E| O|F Q10| EH S

2 UEE L|Ct TridentActionSnapshotRestore (TASR) CR 0| CR2
Kubernetes ZX|2 % 355tH &0| = E 20| FX[=|X| t&LICH
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Astra Control Provisioner= A AHAF S22 X[JIBLICH ontap-san, ontap-san-economy, ontap-nas,
ontap—nas—flexgroup,azure—netapp—flles,gcp—cvs,g!solidfire—sanEEEH”Hi

AlZFsE7| o

HiRIEE PVC 3 M8 7ttt 28 2H 40| QL0{0F gLCt.

* PVC &Ei7} Bound@IX| tQISHC},

kubectl get pvc

* EF 2HMNE MEE FH|7} EJE=ER| =elgtCt,

kubectl get vs

THA|
1. TASR CR2 MMgtL|Ct. O] Ofl0fl M= PVCE CRE MMEBILIC pvel U 28 AHAF pvcl-snapshot.

cat tasr-pvcl-snapshot.yaml

apiVersion: vl
kind: TridentActionSnapshotRestore
metadata:
name: this-doesnt-matter
namespace: trident
spec:
pvcName: pvcl
volumeSnapshotName: pvcl-snapshot

2. CRS ME3t0] A4kl M Z2IBILICE O] Ol = 2R Ak0l M EELICH pycl.

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/this-doesnt-matter
created

21

Astra Control Provisioner= AHAF|A O] E SRILICH AHA S7 MEHE =hQlet £ JSLICY.
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kubectl get tasr -o yaml

apiVersion: vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: this-doesnt-matter
namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:34z2"

completionTime: "2023-04-14T00:20:372"

state: Succeeded

kind: List
metadata:
resourceVersion: ""
* LHEE2 2| B2 Astra Control Provisioner= ZO0H &l Al 2 S XAtS2 2 MA|=0HX| §EELIC
@ A S CHA| &6 oF gfL|C.
« Z2|Xt #oto| = Kubernetes AFEXH= OHE2|H|0| M |JAHO|ANA TASR CRE MAS
Ues HE2|Xte| HoHS Hrotof g 4~ JUSLICE
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3! CH4 Kubernetes 22{AE B50f| QU0{0F BfL|C}.

o * 2IO|MIA * AA SITHA ONTAP 22{AEH 250N L0 BE= HES AHESH= ONTAP SnapMirror H| S 7|
2O HIA S QE"MS’.I'OHOF SL|CH 2 TSI A2 "ONTAPL| SnapMirror 2H0[MIA JHR" & HTSHMAIL.
ojof&

* * 22{AE| 9 SVM *: ONTAP AE2|X| #QIE S I{o{2laof $LICt S HESHUAIL "Z2{2F 3 SVM Tjof2
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1. 29 Kubernetes 22 AE{0| A C}S chA|= ASHSH|C}

= T od

a. E AE5610] StorageClass M| E MESILICt trident .netapp.io/replication: true Of7H #H=,

of

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. o|Fof 44 M=l StorageClassS AF25t0] PVCE MMt
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of

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas

c. 224 MEZ MirrorRelationship CRS A gtL|Ct.

of

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas

Astra Control Provisioner= oix DP(Data Protection) &E{0]| CHot LHE HEE J1H2 Cha
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MirrorRelationship2| AEf ZE=
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i

d. TridentMirrorRelationship CR2 7182t PVCe| LHE 0|1t SVME ¥ &LICE

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
localPVCName: csi-nas

observedGeneration: 1

2. HX Kubernetes 22{AE0|A C}S THAIE

OF

AL
T o
a. trident.netapp.io/replication: true 017} HE AFESH0| StorageClass £ THSLICH

o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. CHAN 8! AA HEHE A0 MirrorRelationship CRS A gL Ct.

o

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel”
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: csi-nas
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CHA|
ubernetes 22{AEO0|A PVCe| AHAS MMSID AMAFO| MM E Wi7EX| 7| CHEIL|CE,

K
Kubernetes 22{AE{0f| M Snapshotinfo CRS AA5t0] LIS MR HEE JIHZLIC.

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:

snapshot-name: csi-nas-snapshot

3. EX Kubernetes 22{AE{0|X TridentMirrorRelationship_CR 2| _spec.state_fieldS _promitted %
spec.promotedSnapshotHandle S 2 YC|0|Esto] AHARS| LIE 0|22 2AH|0|EFfLICE

4. B Kubernetes 22{AE 0| $ZAE TridentMirrorRelationship2| AEli(status.state ZE)E &tQIgHL|C.
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2. B Kubernetes 22{AE{0| A TridentMirrorRelationship2| _spec.mirror_fieldE 2 YO0 EEILICE
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ZAE MEE 0 establed volume SH| AE{2] A TMRS AHE6HOF BHL|Ct,
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0] 2A= Y E = ANEX LU O|EY =~ JELICE E A Y & JELICt state: promoted EEE state:
reestablished 2tAE YO|0|Edl= EE
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UELICE CHS TridentActionMirrorUpdate Ofl M| HAlS ERSHIA| 2.
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apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state TridentActionMirrorUpdate CRD2| MEHE BtHSIL|C}. O] 242 SUCCEEDED,In Progress
K= Failed_OlM 7™ E &= JSLICH
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"941" LH HE ALESI0] & E[ZUS YA, "2 T H0f CHSH AHAIS] ZOFE &AL,

Create Case

o Select System o Problem Details

SERIAL NUMBER SYSTEM NAME MODEL PRODUCT SERIES
94199999999999999987 SREG-ASTRA-SAAS cLoun
PRIORITY @

") P4- General Technical questions or request for information
@ P3 - Occasional disruption or problem

| P2 - Serious or repetitive disruption/very poor performance [ | P1-System notserving data

PROBLEM CATEGORY

@

Cloud Services = Project Astra

PROBLEM DESCRIPTION

Please briefly describe your preblem here (2000 characters maximum), you will have the opportunity to fully define and add more details to your problem later in the case creation process
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