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NAME VERSION
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<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:

name: astra-admin-account

namespace: kube-system
MH|A AE HE:
kubectl apply -f astracontrol-service-account.yaml

= MMBIL|Ct clusterRoleBinding IYUS SEMELICH astracontrol-
clusterrolebinding.yaml.

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astra-admin-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: astra-admin-account

namespace: kube-system
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kubectl apply -f astracontrol-clusterrolebinding.yaml

6. 2t= MH|A AE EZ s U S MMBILICt astracontrol-secret. yaml.

<strong>astracontrol-secret.yaml</strong>

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: astra-admin-account
name: astra-admin-account
namespace: kube-system
type: kubernetes.io/service-account-token

7. E2 95 Ng:

kubectl apply -f astracontrol-secret.yaml

8 2 otz A

kubectl get secret astra-admin-account -n kube-system -o
Jjsonpath="'{.data.token}' | base64 -d

9. E WHBLICt user CHS O[Ol M2t ZH0] EZ0| /U= AWS EKS kubecononfig Tt O MIMQIL|CE,

user:
token: k8s-aws-

v1.aHROCHM6Ly9zdHMudxXMtd2VzdCOyLmFt YXpvbmF3cy57b20vP0FidGlvib] IHZXRDYWXSZ
XJJZGVudGl0eSZWZXJzaWOuPTIWMTEtMDY tMTUMWC1BbXotQWxnb3JpdGht PUFXUZzQtSE1BQ
y1TSEEYNTYmMWC1BbXotQ3J1ZGVudGlhbD1BS01BM1 JEWDAKUOhaWUILSEQ2SyUyRj IwMjMwN
DAzJTJIGAXMtd2VzdCOyJTIGCc3RzITIGYXAzZNFIOyZXF1ZXNOJ1gtQW1 6 LURhAGUOMjAyMzAOM
DNUMJAOMzQwWiZYLUFteilFeHBpcmVzPTYwJ1lgtQW16LVNPZ251ZEh1YWR1cnM9aG9zdCUzQ
ngtazhzLWF3cylpZCZYLUFteilTaWduYXR1cmU9YjU4ZWMONZzdiM2NkZGYXNGRhNzU4MGI2Z
WQ2zY2NzI2YWIwM2UyNThjMjRhNTJ§NmVhNJc4MTRING JkOTg2Mg



ﬁIVJ\LS Rl()?A) 22{AE{0|M Red Hat OpenShift Serviced| L3 kubeconfig I S
Sh|C

CtS XIE o 2t AWS(ROSA) 22{AE 0| M Red Hat OpenShift ServiceOf| CH$t kubeconfig Tt S MM etL|Ct,

o
1. Rosa 22{AE{0f 2a0I8tLCt,

2. MH|A AE Mo
oc create sa astracontrol-service—-account

=

3. ZB|AH Ag X7t

oc adm policy add-cluster-role-to-user cluster-admin -z astracontrol-
service-account

4. Ct3 OIMIE AF8SI] MH|A AE 2z 74 MU S ShSL L)

o =

<strong>secret-astra-sa.yaml</strong>

apiVersion: vl
kind: Secret

metadata:

name: secret—-astracontrol-service-account
annotations:

kubernetes.io/service—-account.name: "astracontrol-service-account"
type: kubernetes.io/service-account-token

S HIY =7

oc create -f secret-astra-sa.yaml

6. MAIBt AHIA /S HESHD Astra Control AHIA A 4% 0|52 0 £71BILICH secrets A4:

oc edit sa astracontrol-service-account

14



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-dvicd
kind: ServiceAccount
metadata:
creationTimestamp: "2023-08-04T04:18:302Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "169770"
uid: 965fal51-923f-4fbd-9289-30cadl5998ac
secrets:

- name: astracontrol-service-account-dockercfg-dvicd
- name: secret-astracontrol-service-account ####ADD THIS ONLY#4###

Wl MHIA AE A5 E LIESLICH <CONTEXT> SHIE HX| A%

kubectl get serviceaccount astracontrol-service-account --context
<CONTEXT> --namespace default -o json

"secrets": |
{ "name": "astracontrol-service-account-dockercfg-dvfcd"},
{ "name": "secret-astracontrol-service-account"}

]

of 2t @0 CHSE QIHIARULICE secrets 0f2[0]= 022 A|ZFELICE 22f Of|ofl A 2f QIEAQIL|Ct
astracontrol-service-account-dockercfg-dvfced & 00|11 9 °|':'"A°'|-|Ef secret-
astracontrol-service-account 1QLICH E0|A MH|A AF| QHA HS E J|E8H SLICL CHS
EHA0 A= O] QI A HE T HSHL|CE

. ChS 2t 20| kubecononfigE MAHL|Ct,

a. LICt create-kubeconfig.sh It CHX| TOKEN INDEX Chg ATZEL| A|ZF 220 SH}

S ddg
240 ASLICH.

i

<strong>create-kubeconfig.sh</strong>

Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

S T

anything else here.

15
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SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=S (echo ${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
$ {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG_FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token
-user

# Set context to correct namespace
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \



set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG_FILE}.tmp

b. Kubernetes 22{AH| Mg HH

o

AN SHYAIR.
source create-kubeconfig.sh
9. (M= AFet) kubeconfig?| 0|E& 22{AE{Q| 20| U= 0|E2Z HiELICEH

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig

CHE 39| 2 AEN| AF2E kubecononfig IS MAMBtL|Ct

CtS X|&of| k2t Rancher, Upstream Kubernetes 3 Red Hat OpenShift 22{ AE{0f| CHst H|$H& 0] 7L} &&=l
kubeconfig I+ S MM gtL|C}.

kubeconfigE AtE3t0] 22| == 22{AE 9 AL Astra Control Serviced]| CHoH H|eHEl Aot cE= SHEbEl A 2t
oi5tS MEHM O AHAMSE A QIAL|C}

CHS AILIZ|R & StLIZE AL XL 20| MEE|= Z 2 0] HXE Sl B2l kubecononfigE MMeh ~ QEL|CE

-

* 2t2|5t= 22 AE{0f| CH$H Astra Control #eHS HMIgtota{ 1 &L Ct
74E

« o42] 79| AEE AME5HH MX| 0| M=l 7|= Astra Control kubecononfigS AF2% 4 AL, thY

=2 A
= O
UHAES & |3._._°—".338 AMEX 2Bl M ZS5HR] S LI

AlEFst7| Hof
AL EHAIE 2t=5t7] Hof| 2Efot = S2{AE 0| sl ChS AlehS &fldloF gLt

* A"X[RE|= HEQULICH kubectlO] AX|E|0] UELICEH
* Astra Control ServiceE AtE3t0] 716110 22|52 = S AE 0| CHSt kubect! M| A
@ O] XIS &st2{™ Astra Control ServiceE 2= S2{AE 0| HMA S HLT} lELICE

© 2 HHEIAE oSt 2 AH 22X} Aot 2 22|52 = 22 AF 0| Ciet 2 kubecononfig ! LICt

EHA|
1. MH[A AE WA
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a. 2t= MH[A AE THL S WHRLICE astracontrol-service-account.yaml.

<strong>astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: ServiceAccount
metadata:
name: astracontrol-service-account

namespace: default

b. MH|A AH HME:

kubectl apply -f astracontrol-service-account.yaml

2. Astra ControlOfl M 22{AEE #2[H = U= 20t Hot2 717 O3 SHAE g F5HLE

18



RISt 2 A o2

0| H&tofli= Astra ControlOflA] 22| S2{AH

i
rr#

2|5}

rr

Ol 20t X4 Hoto] L0 ASLCE

a. 2 MMYLICt clusterRole 2EE= I (0: astra-admin-account. yaml.

<strong>astra-admin-account.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole

metadata:

name: astra-admin-account

rules:

# Get, List, Create, and Update all resources

# Necessary to backup and restore all resources in an app

- apiGroups:

]

resources:

(|

verbs:

get
list
create
patch

# Delete Resources

# Necessary for in-place restore and AppMirror

- apiGroups:

nmnn

apps
autoscaling

batch
crd.projectcalico.org
extensions
networking.k8s.io

policy
rbac.authorization.k8s.1io
snapshot.storage.k8s.io

trident.netapp.io

resources:

configmaps
cronjobs
daemonsets
deployments

failover

19
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- horizontalpodautoscalers
- ingresses

- jobs

- namespaces

- networkpolicies

- persistentvolumeclaims

- poddisruptionbudgets

- pods

- podtemplates

- replicasets

- replicationcontrollers

- replicationcontrollers/scale
- rolebindings

- roles

- secrets

- serviceaccounts

- services

- statefulsets

- tridentmirrorrelationships
- tridentsnapshotinfos

- volumesnapshots

- volumesnapshotcontents
verbs:

- delete

Watch resources
Necessary to monitor progress
apiGroups:
mnmn
resources:
- pods
- replicationcontrollers
- replicationcontrollers/scale
verbs:

- watch

Update resources

apiGroups:

- build.openshift.io

- image.openshift.io
resources:

- builds/details

- replicationcontrollers

- replicationcontrollers/scale
- imagestreams/layers



- imagestreamtags
- imagetags
verbs:

- update
b. (OpenShift 22{AE 0Tt i) o] 20| CHS 2 FIHEILICH astra-admin-account . yaml IHY:

# OpenShift security

- apiGroups:
- security.openshift.io
resources:
- securitycontextconstraints
verbs:
- use

- update
c. 2AEH Ag HE:

=

kubectl apply -f astra-admin-account.yaml

22| AF Ag0| SEEASLICH

O] HE0fl= Astra ControlOf Af 2t2[&t S2{AE{Of| TS 2tEHEl Moto] ZetEL|CE o] AEAES ALt
X S0 +4 & 7|E Astra Control kubecononfigS At2% 4= i7{Lt T HEIA EO| K|stEl &3tS
MEE + GlE BR 0| 9E S A8 E + JUSLICH

S A2 HZTSHMAR clusterRole Y8 Kubernetes?| Ofl= THAIRILICE AFHR X}
Zoj i3t X| A2 Kubernetes HHE 2AE A ZESHA|2.

a. 2 MHSLICt clusterRole @ EE= IMY(0: astra-admin-account . yaml.

<strong>astra-admin-account.yaml</strong>

21



apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: astra-admin-account
rules:
- apiGroups:

(I |

resources:

I I |

verbs:

— LI |

- nonResourceURLs:

[ ]

verbs:

I T |

b. Z2{AE g xg:

kubectl apply -f astra-admin-account.yaml

3. SAH Aol et S2{AE A HilPS MH|A A IFoi| Mg etct.

a. 2 YHELICl clusterRoleBinding MU S SEMSLICt astracontrol-
clusterrolebinding.yaml.

<strong>astracontrol-clusterrolebinding.yaml</strong>

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: astracontrol-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: astra-admin-account
subjects:
- kind: ServiceAccount
name: astracontrol-service-account

namespace: default

b. 22| AE| et Hiolgg HeLct,

22



kubectl apply -f astracontrol-clusterrolebinding.yaml

a. 2t= EZ H|Y IS BHSLIC secret-astracontrol-service-account. yaml.

<strong>secret-astracontrol-service-account.yaml</strong>

apiVersion: vl
kind: Secret
metadata:

name: secret-astracontrol-service-account

namespace: default

annotations:

kubernetes.io/service—-account.name: "astracontrol-service-

account"

type: kubernetes.io/service-account-token

b. E3 25 HE:

kubectl apply -f secret-astracontrol-service-account.yaml

o. BEZ LB E of 750 MH|A AHO|| FIFELICE secrets BIE(CHS o|H[2] OFX|2f E):

kubectl edit sa astracontrol-service-account



apiVersion: vl
imagePullSecrets:
- name: astracontrol-service-account-dockercfg-48xhx
kind: ServiceAccount
metadata:
annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"v1l", "kind":"ServiceAccount", "metadata": {"annotations":

"name" :"astracontrol-service-account", "namespace":"default"}}
creationTimestamp: "2023-06-14T15:25:452Z"
name: astracontrol-service-account
namespace: default

resourceVersion: "2767069"
uid: 2ce068c4-810e-4a96-ada3-49cbf%9ec3£89
secrets:

- name: astracontrol-service-account-dockercfg-48xhx
<strong>- name: secret-astracontrol-service-account</strong>

6. Wi MH|A A 2=S LIERILICH <context> SHIE HX| &2

kubectl get serviceaccount astracontrol-service-account --context
<context> --namespace default -o json

"secrets": [
{ "name": "astracontrol-service-account-dockercfg-48xhx"},
{ "name": "secret-astracontrol-service-account"}

]

o| 2t A0 Ciot AHARILICE secrets Of2l|0]= 022 A[RIGLICE 22] oflofj A 2] QIHARJL|CE
astracontrol-service-account-dockercfg-48xhx = 00|11 Q| QIHARILICt secret-

{1,

astracontrol-service-account TRILICH. Z2N|A MH|A HHO| QlHlA HS E J|ES FL|Ct. CtS

THA M= o] QA=A H 7t TR BfLICY,

7. Ct21} 20| kubecononfigE A A stL|Ct.
a. 2 MMBILIC} create-kubeconfig.sh O,

b. Tix| TOKEN INDEX CHE AIZIEQ| AIZH HE0|| SHIE ZHo| Ql&LCt.

<strong>create-kubeconfig.sh</strong>

24



Update these to match your environment.

Replace TOKEN INDEX with the correct value

from the output in the previous step. If you
didn't change anything else above, don't change

HH H= H= H H*

anything else here.

SERVICE ACCOUNT NAME=astracontrol-service-account
NAMESPACE=default

NEW CONTEXT=astracontrol

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \

-—context S${CONTEXT} \

--namespace S${NAMESPACE} \

*-0 jsonpath='{.secrets[TOKEN INDEX] .name}")
TOKEN_DATA=$(kubectl get secret ${SECRET_NAME} \

-—context S${CONTEXT} \

--namespace ${NAMESPACE} \

-0 jsonpath='{.data.token}")

TOKEN=$ (echo S${TOKEN DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
S {CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} S${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-S$S{NAMESPACE}-token-user \
-—token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \

25



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token-
user

# Set context to correct namespace

kubectl config --kubeconfig S${KUBECONFIG FILE}.tmp \
set-context ${NEW CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

C. Kubernetes 22{AE| MY HHS AA SHUAIL.

source create-kubeconfig.sh

8. (MEH Atgl) kubeconfig?| 0|52 22{AEQ| 9|0| = 0|EQ 2 HHEL|LCE,

mv kubeconfig-sa YOUR CLUSTER NAME kubeconfig
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