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MZ2 BeeGFS v8 S AE HIEE 2[5l Ansible QIHIEE|9| user defined params.yml IO CA MEH
ABME X E FHHAL.

beegfs ha tls enabled: true
beegfs ha ca cert src path: files/beegfs/cert/ca cert.pem
beegfs ha tls cert src path: files/beegfs/cert/mgmtd tls cert.pem

beegfs ha tls key src path: files/beegfs/cert/mgmtd tls key.pem


https://doc.beegfs.io/latest/advanced_topics/tls.html

‘beegfs ha tls config options.alt names 0| H[O] RUX| %AOH
Ansible2 MS3E alt_names% 1= A9 SAN (Subject Alternative
Names) Q= A%t XtA| MEE TLs QEMe 7|12 XisQ= WHHLICH. ALEXL
X’ tLs QUBEMR 7| ( "beegfs ha tls cert src path® %
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tls-cert-file = /path/to/cert.pem
tls-key-file = /path/to/key.pem
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beegfs ha tls enabled: true

beegfs ha ca cert src path: files/beegfs/cert/local ca cert.pem
beegfs ha tls cert src path: files/beegfs/cert/mgmtd tls cert.pem
beegfs ha tls key src path: files/beegfs/cert/mgmtd tls key.pem

beegfs ha tls config options:

alt names: [<mgmt service ip>]
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1. OpenSSLO| OtZ] MX|=|0] QUX| %2 2R HASHIAL.

dnf install openssl
2 QBN TS HEE XY ClAERIS HNTLICH

mkdir -p ~/beegfs tls && cd ~/beegfs tls
3. CAQI 7|5 MMELICt.

openssl genrsa -out ca key.pem 4096
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[ req ]

default bits = 4096
distinguished name = req distinguished name
x509 extensions = v3 ca

prompt = no

[ req distinguished name ]

C = <Country>

ST = <State>

L = <City>

O = <Organization>

OU = <OrganizationalUnit>
CN = BeeGFS-CA

[ v3 _ca ]

basicConstraints = critical,CA:TRUE
subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer:always
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openssl req -new -x509 -key ca key.pem -out ca cert.pem -days 365

-config ca.cnf
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openssl genrsa -out mgmtd tls key.pem 4096
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[ req ]

default bits = 4096
distinguished name = req distinguished name
req_extensions = req ext

prompt = no

[ req distinguished name ]

C = <Country>

ST = <State>

L = <City>

O = <Organization>

OU = <OrganizationalUnit>
CN = beegfs-mgmt

[ req _ext ]

subjectAltName = (@alt names
[ v3_ca ]

subjectAltName = (@alt names

basicConstraints = CA:FALSE
[ alt names ]

IP.1 = <beegfs mgmt service ip 1>
IP.2 = <beegfs mgmt service ip 2>
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openssl req -new -key mgmtd tls key.pem -out mgmtd tls csr.pem -config
tls san.cnf

4. CAE B Mol ME(1HZt R=):

openssl x509 -req -in mgmtd tls csr.pem -CA ca cert.pem -CAkey
ca key.pem -CAcreateserial -out mgmtd tls cert.pem -days 365 -sha256

-extensions v3 ca -extfile tls san.cnf
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openssl x509 -in mgmtd tls cert.pem -text -noout
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scp ca_ cert.pem mgmtd tls cert.pem mgmtd tls key.pem
user@beegfs 0l:/etc/beegfs/
scp ca_cert.pem mgmtd tls cert.pem mgmtd tls key.pem
user@beegfs 02:/etc/beegfs/
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1. BeeGFS 2t2| MH|AT} Mg QI I L E0j| A 22| MH|A 74 oS HESLICHO:

/mnt/mgmt_tgt mgmt0l/mgmt config/beegfs-mgmtd.toml). Ct& TLS 2+ O47HH
Ao|o| EgtL T

tls-disable = false
tls-cert-file = "/etc/beegfs/mgmtd tls cert.pem"
tls-key-file = "/etc/beegfs/mgmtd tls key.pem"
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2. HE MEE MBI H BeeGFS 22| AMH|AS HTSHA| CHA| AESH= XESH ZX|E FISHYAIL:

systemctl restart beegfs-mgmtd
3. 22| MH|ATI MBHOZ AFEJE=X| 2elptLct.
journalctl -xeu beegfs-mgmtd

SBHITLS £7/3 % BN 2YS LIEHYE 21 82 HOMAIR,

Successfully initialized certificate verification library.
Successfully loaded license certificate: TMP-XXXXXXXXXX
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scp client cert.pem user@client:/etc/beegfs/cert.pem
3. B E Z2I0|AHE| M BeeGFS Z22I0|HE MH|AE CHA| AZISHYA|2.
systemctl restart beegfs-client
4. peegfs cLI BHOE A 22I0[AUE HAAZ HISHIAI2. Of:
beegfs health check

TLS H|Z A3}

TLSE EX oHZS I8l E= AL Be Z2 HIZHdate = ASLICE Ol LS TH AJAR 12 51 gof| ot
HUHOZ ISt YEHIT HE JEf2 L EE £ A0 =2 AFSHA| ELICL 7|E L= M BeeGFS v8 22{AE{0]| A
TLSE H|gdststa™ L3 X &S HEHAIL

E

0o
A

MZ2 BeeGFS v8 S2{AH H{I
ME2 BeeGFS 2HAHE HIZY [f, Ansible QIHMIEZ|9| user defined params.yml IMU0| CtS Of7HHSE
MAEBI] TLSS HIZ Mo ME|Z SHAES HYZE 4 ASLCH

beegfs ha tls enabled: false
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tls-disable = true
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