HESHAIL
BlueXP backup and recovery

NetApp
March 13, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/bluexp-backup-recovery/concept-cloud-
backup-policies.html on March 13, 2024. Always check docs.netapp.com for the latest.



i

At

MESIAIR

BlueXP 821 5l 571 MM 1M MY
AWS S3 Ot7t0|E AEZ|X| EiA 5l 2@l A A7t
Azure O}710|E A& 5! S ZM Azt

Google 07}0|2 AEZ|X| 2aA gl Sl ZHM A

AzureOi|M CHE A UM A0 CHot HAS FHE

=]
O{ =2 AIO|EO0{A BlueXP ¢} 5! 5 C|O|EE S gLIct
BlueXP # 5! 57 MH|AZ ChA| AJZFEILICH

11
12
12
19
23



o
BlueXP i1 o9l 212 AL238H AL ONTAP 2 Cloud Volumes ONTAP A|AEl0f CHSt
o

=
2 o] HRS MY & LI,

@ of2fet HM HH2 A AES|X|=22| Mol 2 sHFELICE. o2t HH2 AR L= S| X0
TS FX| SELich. 2HAF S =H|of et FARe A HFo| LS| =7HELIC

BlueXP ¢} 8l S5 ALE5HH 2t 2ty & (S22 H)0l| CHal
UASLICL RPO(ST AIH SE)7t LHE =80 MZ CHE Y H

2 Q! HAMS ol IO B 4 YU Labels & Retention M2 HBBILICH 20| M2 Agst HHS
BlueXP #Q{ 31 =71 tEL= uHe] mpQlo| QIAlSHS B# 3 BHL{ofOf ELIC,

Name Default_Policy_Name

Labels & Retention

12 Labels Q Selected Labels (2) (Select up to 5 Labels)

Hourly Hourly Mumber of Backups to Retain 12 .

Daily Daily Number of Backups to Retain 30

[ weekly

[ Monthly

O

Yearly

Datalock & Ransomware Protection None

Archival Policy Disabled

AHA|E0|= Label Y Retention 2f2| & 7tX| 20| Q&LICt.

* 20|E * 2 S50 WY mtUo| M(E= YUHO|E)=|= YIEE HOlSLICL CHE Rl 2H Fof|lA ME
UAELICH
° hourly *, * daily *, * weekly *, * monthly *, * monthly *, * monthly *, * hourly * & StLI = O ZX8S
MENSE > JUFL|CEH S+ Azt * T|Zh

° 3ME, 1d = 7'd Set iy Sl EES MSot= AL Fo M F otLtE dEfe = ASLIC

=
> ONTAP System Manager S2= ONTAP CLIE AHE5I0] S2{AE{0|A UHEY i HS A Z MMt
Sfi MM F SHLHE MENE 4 JAGLCE



rr

* retention * 242 2} 2l|0|S(7[Zh)2 2 =5 FolfL|tt. 3 = AN |0 MY ~0f =ESHH 22l El
HAO| MA= D2 4 |4 o] RX[ELICH EESH B 7| & HH0| SREM S2HS XFXISHK] @47 wh=20
AE2|X| H[E0| 2ZELICE

OlZ 501 7 * weekly * X 12 * monthly * #22 AAGH= W HMS MMRCID THHH BASLICH
+ Oh% Y ofE 20| Ch2t e mrelo] MBIt
ZIHELICHAI 770 T ey 9X).
=x
e

ZHEILICH(ZICH 12712] 28 WY |X]).

=

A7} S K| AE2IXE HSE T AA AAON IHSOZ MHIELICE 0] 7|2 532 #T 4 ALct
"DZ A HOIXIoH MEfBILICH X BEE 9Bt

BlueXP ¢} 8l S7= =& 0]l et DataLock ! MU E=E X HGLICE O[={et 7|53 AHESH0] Y
A of m}o pNE

- =
oS FO0 AMSHo] W THlof M Q! A S AX S = ASLICE o] EF2 SHAHO tist =&
MO CHEE =7t 22 S g off M Ao Folg & A= HEH AFHYLIC)

0| £ 7|55 25 e MRS BSBOE ANL0] 22| AT EL
Thol0] QULICH MelS UH 7|7 SOt AT X|6H0f She S 7
DataLock 2! #442]0f tEt 8 440] EHI5tE(0f QLOD BlueXP el U =71 EHastel YR 2|
HZU0N QERE T3 Y QUE BH 22|7t gystELT

Ral
oC
ri
il
I
40
n

"KM LIS Datalock & A

0| 7|52 2 SEO Lt ES 7|58 HMB6HX| bl s AA EE2| MU ALZELICE NetApp AHE "Cloud
Insights and Cloud SecureE XA "EE= YR & F=ELICH "ONTAPO|AM XS5z 0] LX| H" AA
=SES HEzgLC

i

* DatalLock ! 0] E2E AEst2 = Z2 A B e HMS WHstn iy S AH
CHet BluexP e 5l S71E g-dote mf g-dstaof gfLict.

@ * DatalLock X! #HH 0 Hz= FHE 20ll= SAHO| T3l HIZdote &= &L
S AE0[M 0] 7|52 EdStstX| OHYAIL.

* BlueXP7t 28 H|O|EHE S ff i THU0f| A SHMAYO{E HALSHH 8l mplo| FHIX|
HN|ASHE Of| 22IRE SSAF 371 0| 2| A H[E0| 2haligiL|Ct,

DataLockO|2t 2|7t
DataLock dQf IHU0| EX 7|7t SO £HE[7L} AMK|E|X| =2 HSEHL|CH_inmutable storage 2t E 3. 0]
Jls2"QEHNE 20| QLENE AEZ|X| SFXIQ| 7|=2 AFETLICE W I ZA 1 |X|E= 7|22
DatalLock Retention Period2t1! gfL|C}. 0= Moot i) MA M 5 H= MH 14 HIHE J|8to = BiLCt,
30¢ O|2te| 2= DatalLock 2& FM2 A4 302 HHSEIFLIC.
O|X WA 2 et MM H=E J|7t0| Rt=El =7} OfL|2} DataLock E& 7|Zt0| Btz El 20| K| ElL|CE.

O ZtE AAl0f CHet R 7HX| O 2 A {E RS L.

* 12709 HE 7|72 AL2ot0] HE MY A3ES Mddt= 32 2 Y2 AHISH| Toll 1270 (14 =71 s¢t
R2IL|C}
Ood .


https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://docs.netapp.com/ko-kr/bluexp-backup-recovery/task-manage-backup-settings-ontap.html#change-whether-yearly-snapshots-are-removed-from-the-source-system
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://bluexp.netapp.com/blog/cbs-blg-the-bluexp-feature-that-protects-backups-from-ransomware
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://cloud.netapp.com/ci-sde-plp-cloud-secure-info-trial?hsCtaTracking=fefadff4-c195-4b6a-95e3-265d8ce7c0cd%7Cb696fdde-c026-4007-a39e-5e986c4d27c6
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

—TH= OO — —1-d o=
"30Y" HAU2 442 (30 + 14 HIY) S RAIEL "7F" MAH2 9F(7F + 142) S EEE[H "127HE"
HA2 127 2(142 F7HSOt HEELIC

T H=

- O 302], O3 73], 128] ' WIS YOI W HHS WYL F2 3819 T BE J|7H0] YALITH
=

" 20740l S 1218 MBS NUB Y S Wit B2 g0l 24412 B0t T2 SlCkD 421 <
BLICE J2{Lt 0] 7|7t0] 3|4 302 O|SHO|D2 2t 9l 442(302 + 142 M) S0t &7| 1 HEELICE

Of OFX|2} Af|Of|l A= 2} Q] THl0] 44 St HA A= R, LUHOZ 1A[ZH24A2H HZE HMOoZ HEE[=
O BlueXP ¥ 3! S77} 25 MY mpUS M-S o 7+

ZAICH O B2 Q) IfQlo| LI Uty

QalEl WIS AHI3I0] £|Tf BE A|ZHS 242 SXISHLICHE Mol 1f2}). DataLock Z HHS 0] ZS Hie]
Hao| B BE XS MAFLICH 0] 2 el IAo| JHA| KT A0 7|7t HEEDE AEa|X| b 20|
detg e & AL,

HAAMA B2 FAULI 7}

AR XHE 7|52 MW TS HARSH HH o SHS SHE HSLICE Al 4 XA 2Hg2 H3d

== | |
HZE Sof SBEILICH THE Y9017k 0| B Tt | m5t0] A Rl TGN AIBE AL, KAl e
Thelo] etiglof 3210l IR E LOIX| i 2t el U= ChELICL (290l 320l Yasdt HoZ ol

O Wiz 1Y 20| AH ELCt)

HAAA A2 M 3 S7 T2 N 29[ 3X|FHO|M +HELICE.

H
.|

SR AEZX0| M 7|22 = e Ao Chol HAZE S-E|X] §EX|2E* next * ¥ ItAO| 7| EE m=
AL =HELICH O] 2 S0 2tEo| FE MY AH|F0| 2FE 0 A= B 142 2f8°'01| HAO| M ELICE
J2|10 otof| &£ OHE 0| W ELICH A0 A7H2 HAXH 140 M THAof A A& EL|Ct

°
T

M ThUO|| A C|O[E{E S5t & o

9] THRloj A GIO|E{S S2Ioty| Mol A MSHEE MEfSALE O] HAIE ZHE 4 AUsLCt,

‘45
AFEX| 2TIC2 U0 B ANHS Molof SH e moAo| MEiS oIzt 4 YALIC 0] 7|52 SH
2E0| Hslof 2R LMS AL T 2HO| 0| YEFS W) BT Holetzis P20 R8I

2} wiol M2 wol N0 MY 4 i Datalock U A AHL0] WX MM HBEL|CH



AWS

Azure

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@® None

(O Governance
Users with specific permissions can overwrite or delete protected backup files

during the retention period

(O Compliance
No users can overwrite or delete protected backup files during the retention period

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for
ramsomware threats.

® None

(O Unlocked

Backup files are protected during the retention period. The retention period can be
increased or decreased. Typically used for 24 hours just to test the system.

O Locked

Backup files are protected during the retention period. The retention period can be
increased. but it can't be decreased. Satisfies full regulatory compliance.

StorageGRID

Datalock & Ransomware Protection

Backup copies are protected from being modified or deleted, and they are scanned for

ramsomware threats.

@ None

O compliance
No users can overwrite or delete protected backup files during the retention period
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Name Default_Paolicy_Mame v
Labels & Retention 30 Daily e
Datalock & Ransomware Protection None
Archival Policy Backups reside in S3 Standard storage for frequently accessed data. Optionally, you can tier N

backups to either S3 Glacier or S3 Glacier Deep Archive storage for further cost optimization.
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"id": "/subscriptions/d333af45-0d07-4154-
943dc25fbbcelbl8/providers/Microsoft.Authorization/roleDefinitions/4d97b98
b-1d4f-4787-a291-c67834d212e7",

"properties™: {
"roleName": "Network Contributor",
"description": "Lets you manage networks, but not access to them.",
"assignableScopes": [
H/H
I
"permissions": [

{

"actions": |
"Microsoft.Authorization/*/read",
"Microsoft.Insights/alertRules/*",
"Microsoft.Network/*",
"Microsoft.ResourceHealth/availabilityStatuses/read",
"Microsoft.Resources/deployments/*",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Support/*"

1y

"notActions": [],

"dataActions": [],

"notDataActions": []
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D Connection name Connection state Private endpoint Description
Fo Access Control (IAM)
Mo results

q

Data migration

Events

=. Storage Explorer (preview)
Data storage

= Containers

8 File shares

T Queues

BH Tables

Security + networking

& Networking

2. 7421 Endpoint_Basics_H|O|X|0f| M Ct=2S £l EHL|Ct.

> 7t 2(BlueXP H4E| % Cloud Volumes ONTAP A|AEIO| BHE =l Q|X|)2} 2|AA TES MEHBHL|CE,

Create a private endpoint
@ Basics ! Resource _onfiguration ‘) Tags 5 ) Review + create

Use private endpoints to privately connect to a service or resource. Your private endpoint must be in the same region as your
virtual network, but can be in a different region from the private link resource that you are connecting to. Learn more

Project details

Subscription * (1) | OCCM Dev R |

!

" Resource group * (1 | chsoccmdeveva-rg S |
Create new

Instance details

MName * | chsele |

Region * | (Asia Pacific) East Asia b |

3. Resource_page0| A EtZl 8t 2|AAE * blob * 2 MEHEFL|CE,
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4.

Create a private endpoint

~ Basics oRemurce 3 ) Configuration 1 ) Tags Review + create

Private Link offers options to create private endpoints for different Azure resources, like your private link service, a SQOL server,
or an Azure storage account. Select which resource you would like to connect to using this private endpoint. Learn more

Subseription OCCM Dev (d333af45-0d07-4154-943d-c25fbbee1b18)

Resource type Microsoft.Storage/storageAccounts

Resource test150521

Target sub-resource ® (1) | blob AV

4 HO|X|0|M LSS ~>elLICf.
H

© JH LIEYD L AEUS M

—

EHgtL|CY.

° Of ¥ 2tC|R HES 22510 "AlE DNS g1t S AIL.

Create a private endpoint

~ Basics " Resource BCnnﬁguratiun 4 )Tags * | Review + create
MNetworking

To deploy the private endpoint, select a virtual network subnet. Learn more

Virtual netwark * () | chsnetwork N |

Subnet* (D | default (10.2.00/24) v |

@ If you have a network security group (NSG) enabled for the subnet above, it will
be disabled for private endpoints on this subnet only. Other resources on the
subnet will still have N5G enforcement.

Private DNS integration

To connect privately with your private endpoint, you need a DNS record. We recommend that you integrate your private
endpaoint with a private DNS zone. You can also utilize your own DNS5 servers or create DNS records using the host files on
your virtual machines. Learn more

Integrate with private DNS zone @ Yes O No
Configuration name Subscription Private DNS zone
privatelink-blob-core-_.. | OCCM Dev e ‘ ‘ privatelink blob.core. windows.net s

<rroions | [ Nz |

3. Private DNS zone(7ii2! DNS ¥¥) ZE0i| A SHIE X[H0l|A] Private Zone(7H2! E)0| MEHEZ[0] U =X
%al
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Configuration name Subscription Private DNS zone

privatelink-blob-core-... OCCM Dev N | | privatelink.blob.core windows.net o~ |

| Filter private DNS zones |

ocem_group_centralus
privatelink.blob.corewindows.net
occm_group_eastus
privatelink.blob.corewindows.net

occm_group_eastus2

privatelink blob.core.windows. net

oM AEZ|X| AFMEAIZIM 1)2 MEAIZIM 20|M A8 =9I Cloud Volumes ONTAP A| AEIO|| O M| ASH
A 0I¢|__| |:|._
T M-

6. Cloud Volumes ONTAP A|AHIO|A BlueXP B 5! S35 CA| 2M3ts] EAA|L. 0] 2R ME3Ho=Z
S| 0{OF BL|Ct,

=2 ArO|E0{|A BlueXP 8¢} 3! =4 C|0|E{E S| ELICY
o A

"I2tol8l B E"2t St QUEUl HM|ATL QL= AO|EO|| M BlueXP &Y =
A2, BlueXP 8] 8l 571 714 H|0|E = B HO0| XEE|= StorageGRID EE= ONTAP S3
HZI0| WA EIL|CE S BlueXP HUE SAE A|AEIN| 2H|7 QS 2 M HUEIZ
HZESH D 20t BlueXP 8 3 =5 H[0|HE S)/1g = J}SLICH

BlueXP Connector?} 22t2E 32 H|0f| BHE ALt QIE{Ullof] HMAS > U= K| SAE AAHIY 2=El SaaS
SHAO| M BlueXP 8] Bl 2715 AI26t= AR £2% 2 E BlueXP Hi¢! 8l 23 314 H|0|E{7| 22tRE0|A 2 5l
HSEILICE Connectordll 2|7t = ZASL M ConnectorsS MMst0 Xt SHAS F7I5HH 8 ME HE T}
Aso 2 SAELICE

* BlueXP # 5! =7 CIO|EH[O|A - 2= =F, MY T, e FH 8l 74 FE F50| ZE 0] ASLICE
* AHMEFIEED O - S5 E 25 HIOIHE &S W AM 3 53 7|50 MEElE XpMlg =AS
ZoretLct.

Of CllolEf= 1€ 13| Aol A=t 2t Il of A[ch 7702 EAH=0| R XIE LI FHHE{ 7} 0f2] 2-Z20]A ONTAP
Y 2HES Beldts 2 BlueXP WY 8l =7 D2 A otz 2 2HF ol HZlof I XIRfLICt.

25 Gl0E|= BlueXP #9] % 57 HlOJE{HI0]A i QAT Fiet2 ] mlo) Tatw K| etLC

BlueXP #¢) 3! =+ GO[EE M AHYEH E S L|C}

2. Ia0| A HUE|0f AZkst Foj7} st
= 2IcfoF BrLIct.

oX

S M 7HIEIZ AX[3 CHS BlueXP ¥ 3 =71 GlO[E{Z A 7LE{of
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BlueXP ¢ 8l 57 A|AES XS EHZ =S2[7] flo +&olof 5t= 47tX| 22 Ch3 2 2L Ct

=3
* M BlueXP H4IEE MX|gL|Ct
* BlueXP ¢ 3! 55 O|O|E{H|0| A E SRATLICE
 QlEAlzl JIEtZ O MU S SRABHL|CH
* OE 2m3|0|A ONTAP A|AEIT} StorageGRID A|AEIS BlueXP UIZ X AstL|Ct

AIARI0| HANMOZ BSOHoX| Solsh Zoj A wef iU

= - = = =

>
0z
of
rir
e
°
OHt
>
-
n

o

M IUO| MFHE|= StorageGRID 2= ONTAP S3 HZI0f| A Z| 41 G| O|E{H|0] A SI QIE A HAO|| ot N ABHOF

* BlueXP #i¢ 3! 231 MySQL H|O|E{H|0| A I

o] mU2 HZIQ| Ot 2K }ELICH netapp-backup-<GUID>/mysql backup/, 22|11 O|F2 O|C}

CBS_DB Backup <day> <month> <year>.sql.
* QA FIZR T e zip If

O] IA2 K22 CZ /X[ [ELICt netapp-backup-<GUID>/catalog backup/, 12|11 0|2 O|Ct

Indexed Catalog DB Backup <db name> <day> <month> <year>.zip.

ME 2I3|0|A Linux SAE| A HUEE MX|ghL|Ct

M BlueXP HEEHE 2X|E wf g2 HHE{of EX|ot 20t SUSE AZEQY 0] 22| AS CH2 2 E8H{0F ©L|L}. BlueXP
Q) Sl =7 HO|HH|0|A RS YI|HO= HESHH A 2T EL0] 22|27} 22y E1|0|E1H1|0|¢ 0t S et X
%S o+ ASLILE JHsELCh " Y C|O|E{H|0]AE S#et = Connector 2ZEQYN{E 2|4 T2

Ha

=
o

&
[

o] =ghLfct.

1. "M 2 At Linux SAE| BlueXP HYEE MX|gh|Ch

2. g3 QHE 22| Xt Xt ZYE AHE5H0 BlueXPO| 2 2QISfL|CY.

BlueXP 2 3! 571 O|O|E{H|0| AE FRIEL|C}

1. e QX|o M M HHE SAEZ MySQL S S ALEILICE Of2iof of| x| ot 0|2
"CBS_DB_Backup_23_05_2023.sql"S At2EHL|C},

2. Ot BHE A2t MySQL Docker 74E|0|L0f| B4 S SAFEL|CE.
docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.
3. Lt EHS AF86I0 MySQL ZiH|O|L Mg =BtLCt.

docker exec -it ds mysgl 1 sh
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4. ZiE|0|L M0of| M "env"S BHIEBIL|CH
5. MySQL DB A =7}t ZQBtL|CE. [M2tA "mysql_root_password" 7|2| 22 SAtEL|CE,

6. Ct2 HHS AF2SI0] BlueXP ¥ 5! £ MySQL DBE S gtL|Ct,

mysqgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. CIS SQL HHZ AF25H0] BlueXP #Y] 5! S5 MySQL DB7} 2HIE2H| SR =X &QlstL|Ct,

mysgl -u root -p cloud backup

mysgl> show tables;
mysgl> select * from volume;

1. QI ALl FIEF2 T Y zip IHA S SAELICE ol It 0| &
"Indexed_Catalog_DB_Backup_catalogdb1_23 05 2023.zip"S 212! 2|X|0j| A
"/opt/application/NetApp/CBS" ZC{2| M HUIE SAEZ ALEiL|CE,

2. O+ "HHE ArE310] "Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip" It Q| f=g EL|C.

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

13510 "catalogdb1" ZC{7t 6t| 20 of2{ofl "changes” X "snapshots"2t BHH 4 = A =X

ONTAP Z22{AE{2} StorageGRID A|AH!0]| CHS LOHEMA|R

1. "2m20jA ONTAP &g 23 %E': EHELAL" O SHFM AFEE £ JAUSLICE H7|0fl= S3 M=
A-Z2t ONTAP A|ARIO| ZSFEIL|CE

2. "StorageGRID A|AHI0]| CHo 2OLEMA|L",
StorageGRID &2 M2 MEHE MEEL|Ct

2 ArEst0] 2lf HYE MAEo| AU EH ONTAP 2! 2tA Dt A=l StorageGRID A|AEIS| B HEE
Z7tgtLICt "BlueXP API".

HIO|E{E StorageGRIDO| Biist= 2t ONTAP A|AEI0] CHal O|2{st THAIE S~ sHof BFL|Ct.

1. C+2 OAuth/token APIE AtE3t0] 015 ESS FZETHLCT.
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curl 'http://10.193.192.202/0auth/token' -X POST -H 'User-Agent:
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:100101 Firefox/108.0'
-H 'Accept: application/json' -H 'Accept-Language: en-US,en;g=0.5"' -H
'Accept-Encoding: gzip, deflate' -H 'Content-Type: application/json' -d
'{"username" :admin@netapp.com, "password":"Netapp@l23", "grant type":"pass
word"}

S v

Ol API= Ct2 1t 22 SHE HIetefLICt of2fet 20| 21F EZE AMY + AUSLICE

[ By

{"expires in":21600, "access token":"eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIs
ImtpZCI6IJJIMGFiZiR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImhOdHBz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC53b20vZnVsbFouY
Wl11lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6oImEFkbWluQG51d
GFwcC59b20iLCIzY29wZSI6ImOwZW5pZCBwem9ImaWxlIiwiaWF0IjoxNjcyNzM2MDIzLCIle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYOvY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQG]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwleHXZJJV-
UsWun9daNgi¥d wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. Tenancy/external/resource APIE AF230] &t 2+ D2} X-Agent-IDE FEILICH

22

curl -X GET

http://10.193.192.202/tenancy/external /resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBzO1i8vYXBpLmNsb3VkLm51dGFwcC5)b201iXSwiaHROC
DovL2Nsb3VkLm51dGFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbSO1bWEpbCI6ImEFkbWluQG51dGFwcC57b20iLCIzY29wZSI6ImOwZWSpZCBwe
mO9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJleHAiIOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu_ kN-
fLWpdJJIX98HODWPPpVUitLcexV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggBINgPZT8A szHinud5WOHJI9c4AaT0zC—
sp8lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBXSvDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw'

O| API= CI21t 22 SEHS BtEtstL|Ct. "resourceldentifier” Ol2H2| Z+2  WorkingEnvironment ID_E
LIEfLHTH "AGENTID" Ot2H2| Zf2 x-agent-id_E LIEFHLICE,



3. Zd 2t AT 2 El StorageGRID A|AHIS| M HEZ BlueXP ¢! 8 23 H|0|E{H|0|A S HO|0|EEILILCE.
t2Het 20| StorageGRID2| H2tEl EH[Ql 0|2t HM[A 7| Sl AER|X| 7|E S OF SrLICE.

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —-header 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvYy
2NtYXV0aHwxIiwiYXVKIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFweC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGFweC5)Jb201iLCIzY29wZSI6Im9wZWS5pZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzLCJ1leHA1OjE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2NtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu kN-
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvIDtctNH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> =@l Y
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":

"uk/61kd4L]1XQ0FnzSzP/T0zR4Z2Q1G0wlxgWsB" }'

BlueXP ¥ 3l 57 HHS efQlgfL|tt

1. 2 ONTAP X1 $32 Meol 1 Q2% Tigo| il 9l 27 AH|A Hojl QU * #e 1| * § 22sict,

| |

2. S8l (AR 24 U 2ol MMojAf * oIty M7+ S S2fsct,

3. Search & Restore H|O|X|0f|A] & 7}X| FIEIZ 0 HMS Malist0] QIGA Rl FIEIZ T S210| MEZXMOZ
AZE|R=X| eoletL|Ct,

BlueXP % Sl S5 AMH[AS CHA| A[ZRILICE
BlueXP #f 8! =7 MHIAE Al AIXfBio} st 227t g 4 ALt

BlueXP 82! 8l 531 7|52 BlueXP HYE | LHEE|0] JELICH 2220 ConnectorE HIZER=X| = Linux
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—_=d

1. AHYE{ 7L A Sl Linux Al AR HZARLICE

HHE 21K HAE XA
2L 7o o| X|&& MELICH "Connector Linux 7H& A0 HZ & A&t
S2RE SSXtof w2t CHELIC.

rr

=3 24 Linux A|[AB0] 2018t |C},
2. HHS Y0 MH|AS CHA] AlFfRiLC

7] 91%] i
SERE 313 docker restart cloudmanager cbs

QUE{Ull HMAT} 7tSTt =5 AKX docker restart cloudmanager cbs

docker restart ds cloudmanager cbs 1
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