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() Data Sense

How does it work?

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense
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Deploying Cloud Data Sense

Deploying Cioud Data Sense instance

Verify connectivity 1o BlueXP Connector and to the internet

Initializing Cloud Data Sense

Cancsl daplaymaent

This may take up to 15 minutes, Check this page penodically to make sure the deployment continues

successiully
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’\’H\) Data Sense

How does it work? (2

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense

[ 1]
ENEEREREER

3. 2EIRL HIE OFHALS A|Zfs2{H * Ui X * £ S2letL|Ct.

=

Learn more about deplaying Data Sense @

Cloud Environment

Install your Data Sense instance

Select your preferred deployment location:

Deploy

| want BlueXP to deploy the instance and install Data Sense _

» BlueXP will deploy a new machine automatically in the chosen cloud environment

* You will be taken to an installation wizard where you can configure your Data Sense installation,

| deployed an instance and I'm ready to install Data Sense

On Premise

Deplay

(g | prepared a local machine and I'm ready to install Data Sense _ ~
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Deploying Cloud Data Sense

Deploying Cioud Data Sensze instance

Initializing Cloud Data Sense

Cantal deplayment

This may take up to 15 minutes, Check this page penodically to make sure the deployment continues successfully,

Verify connectivity 1o BlueXP Connector and to the internet
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(&) Data Sense

How does it work?

Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects.

Activate Data Sense

L1}
ENEEREREER

3. 229C HIE DPYALS AlZFSl2{el * i * = S,

25



Install your Data Sense instance
Select your preferred deployment location:

Learn more about deplaying Data Sense @

Cloud Environment

@ | want BlueXP to deploy the instance and install Data Sense

P

BluexP will deploy a new machine automatically in the chosen cloud environment
vou will be taken to an installation wizard where you can configure your Data Sense installation,

@ | deployed an instance and I'm ready to install Data Sense Deplay v

On Premise
__-'—"‘—\-..\
'
[ =2 ) |!prepared alocal machine and I'm ready to install Data Sense Deploy N
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Deploying Cloud Data Sense

Deploying Cloud Data Sense instance

Verify conneclivity 1o BlueXP Connector and

Initializing Cloud Data Sense

Cantal deplayment

This may take up to 15 minutes, Check this page perodically to make sure the deployment continues successiully,

to the internet
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) Data Sense

How does it work? (= S — g
Classify and take Control of your data with
Cloud Data Sense

Driven by powerful artificial intelligence, NetApp Cloud Data Sense gives you e
control of your data. Map, classify and understand all your cloud and on-premises
data to stay secure and compliant, reduce storage costs, and get assistance with

data migration projects. i
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» Make sure your machine meets the necessary requirements,

On Premise
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your premises
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» Make sure your machine meets the necessary regulraments
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./install.sh -a 12345 -c 27AG75 -t 2198qq)E AI25I0] HIAE Mo 20 D0 LIS0]| At
£ QUELICH O3 O * ©Y| * E 22I610] i} AXHE BELLCL

00
gt

=
=
8. SAE AIAHOIA AP HHS Q28+ UO| IRTES G2JiLL BRY DE 0 HAS S o1z

24
ZEoI5H] TA| BEE M3 = ASLICH

R Z2OU2 A HALSE 50| A[AH 8 HEQZ 27 AFeto] M2 EX|=|0] JA=X| gfltL|ct. "0
HIC|2 A" AR Ed HIAIK] 2 o|0]E ofstigtLct.

36


https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0
https://youtu.be/_RCYpuLXiV0

sudo ./install.sh -a <account id>
-c <client id> -t <user token>

TLHOl EXISHR] &1 F2tR = QAHA0
EXsts 32 & F7HLLt -—-manual-cloud
-install <cloud provider>.

b. BlueXP 28 SAE AAHIQ |IPFTAEESA
O|lEZS ?:13—10f01 Connector A|AEIOf| A M| A g
T+ UEF L

C. BlueXP F{HlE] SAE A|AHIQ| P FA F=
SAE 0|28 UL BlueXP 27 A|AHINA
WM AT 4~ QEL|CE

d. HA|X|[Z} LIEFLEFH TEA| MIE
BlueXP Connector?} 0|0]
Z 2 BlueXP 2577t A4S 22 Connector0f| A

= ormiat
MEE Y2y

AH8%tE ZEAE AFESHY| WZ0f o] §EE Al

- —

AHY LI ASLIC

A
s gt

-

° ACCOUNT_ID= NetApp A& IDYL|C}

° client_id=7{4E| 22}0[HE ID(ZEI0|HE
° USER_TOKEN= JWT AF2X} AMA EZ
° DS_HOST= BlueXP &%

° cm_host= BlueXP H4E| A|ARIQ| |P A

° cloud_provider= 22t E QIAEAQ X i 2

UHSHHA 2.
° proxy_host= SAEJ} TEA| MH F[of Y= F
DTEA Mo HZE ZE(T|

° proxy_port=
° proxy_scheme= HZ& X|A|: https

° proxy_user= 7|2 Q50| Rt AL
LT - E0Ql AHEXt= XY EIX| gb&LICE

° proxy_password=X|2%t AH2X} 0| 52| 2

° ca_cert_dir=37} TLS CA 21Z M HES Zedt= BlueXP 27 Linux A|ARIC| A= R]L|CH

Jt2M7|E +AsH=E FR0l2 2R

BlueXP E5 Mx| Z2 1242 M7 |X|E MX|sl1
2 A
=

SAE A|AEID} F{UE] QIAEA

Ct.

L|
LEANE AHESHLE A=

Linux A|AHEIO P =4

=231 80).
CE= http(7| 23}
TEA Mo HZY QB E ASKIULICEH ALEXt= 2Z ALK OF

2fo Lt

, X2 SE5I1, BlueXP 2 RS AX|LICE X|=

A 7H0 ZE 80802 Sl HEE

SREERIEE

Gl WO SAE 9 IEA| 0f7H HAE HZoto]
HH| BES 0|2 4y = ASLH .

sudo ./install.sh -a <account id> -c

<client id> -t <user token> --host
<ds_host> --manager-host <cm host>
--manual-cloud-install

<cloud provider> --proxy-host

<proxy host> --proxy-port <proxy port>
-—-proxy-scheme <proxy scheme> --proxy
-user <proxy user> --proxy-password
<proxy password> --cacert-folder-path
<ca cert dir>

IDOI| 0|0 "clients"7t 12 F71)

-Io
0|'J
Il
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2
il
>
S
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>
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[
a=
H
s
)
'e)
g
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EA MHO| IP E£= S AE O|FYLIC

http).

TEAILTLS

10=20i[M

L o
of ol FL

BlueXP2| BlueXP £33 EH0f| A MK
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4 B,

CtS A
T4 Ho[X|ol| M Az CIOE HMES MEY = ASLICEH

LS 7bSEILIC "BlueXP 27 20| A S SERILICH ¢ixf. 302 F= HIHHO| S=E U7X 30| Fat=|X|
gLt

7|E ol AT = ES LTt

HIO|E =8 AZMSHI| 2ol A7 XE| 50| O st 3R A9 ‘I EEEH Fore 4‘— ASLICH ZE|Xt ES
AR|eE 2 A LES FIISHALE LSO 271U E% ot o= AFLILE oIS HIO[E] 2 F StLtO|

H
U= E1I0|E1°| 0| 670 = F HH EE= M| Hi SIIFUCHE AFAS 211 = AL OojE A A7 HE XI21517| 2l8H M
¢9HL‘| LEE R £ UELICL

Chs & 7HK SHe = A L ES 7t = ASLICH

« EX
E

* LCE P50 2E H|0|E a4 AZH0 =25 FLICH
g OO|E] &4 = EF MO 24 OF(HEEO =2 2|X|of et CHE)S AU O =20| &= == =7t
Moz Mz F7teh Al = E= AN 2|0 Ul Z0f| FIHEILICE 0| "7[& AL 2E"0|2t gLt

ofzff ojojx|el "7|2" 2 &= 67 CIO[E &2 E—r°| ._H AIO1E Q1 17H2] Br2|X} = =0F 37H9| AT =ETt
ALt

Scanner Node 2
Manager Node Group: default

Scanner Node 1 Group: default
Group: default / Scanner Node 3
@ Group: default

ClOE| Y20 22|NOZ I Al L0 AZHE EX O | U 2 A LE EE Al LE
OS2 Holoto| EX O|0|E Y= = Ho|E 212 52 AME £ QELICE Of2ff o|0|X|of|= Z2|Xt == 1742}
A =E 3747t °"‘LIEr

* Manager =E="7|2" 380 A2H 1742 HIO|H AAE AZHSHD JUSLICEH
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¢ A LE 12 "United_states” J50 A2 2712 H|O|Ef AAE AZHSHD JUSL|CH

* A E 29 32 "RE" 20 £351H 37H2| C|0|E 2o CHet A7 XS SKRYLICH

Manager Node
Group: default Scanner Node 2
Group: europe

1—___,

Scanner Node 3
Group: europe

Scanner Node 1
Group: united_states

Sou

g & ASLICE o2 BlueXP 27 2714
A ot 4 290 27O
HIESRI3 7| A|Zto] E[CHst

BlueXP 27 AJ{ OE=2 E1|0IE17r MNEE= Eeo X2[H g
LCE ™ MAO HiZstD 2t 20| CHel AL OFS MEigt
772 HIO|H & AZMEILICEH AW L =7} HIO|E{0f| 7t 245
E0{57| H20f| 40| SFAEL|CEH

BlueXP &R0 7t A OE2 MEHSID O|F2 MEHS &~ QEGLICE BlueXP 2F0AM= "RE"0|2t= AJHL
J20| ojZE =71 QO HHMEIEE’ H|skX| t&L|Ct.

e
:

CHE THA[Of w2t 327} BlueXP 27 A9 =EE AX|EL(C

1. A9l LEZ ALRE Linux SAE A|AEIS ZH|sfL|Ct
2. 0| Linux A|AEI0| Data Sense AT EQ|0{E CIR2ZESHAMAIR
3. Manager ' E0| A HHE S MEsI0] AL LEE AEBLICE

4. AS =E0| ADEQO{S HESIR{D Ok TS MENASE AT wof ciel "As 18 S
Mefmoz Ho))

o. Al OFE Foltt 32 H2At =E0M TS S-S

— —

a. "working_environment_to_scanner_group_config.ym|" It 2 E11 2t A7l T FO0| AZNE £ StAS
~ o|‘6‘+|_| |:|-
o—ld

o

CHS A2YES Aysto] o ThY HRE RE As =0 SELICL
update we scanner group from config file.sh
L3

* A EEO| 2E Linux A|[ARI0| & £F5H=X| =RletL|C S AE @7 Af,

* N|AHIO| = 7HX] 24 AT EQ0] I{7|X|(Docker Engine === Podman % Python 3)7F AX|E|0{ Q=X
StolgtL|C}.
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* Linux A|AEO| CHot RE #PH0| Y=X| ZHQIptL|Ct,
* AL BFo| st & EFSH=X] =QlgL|Ct A

© XIISIH = A LE SAEQ| P FATt Qlo{of BL|CE.
* BlueXP 22 Z2|Xt L= SAE A|AHIQ P =AT} Q0{0F BL|C}

" B NAEO| P A i SAE OIS, NetApp 71 ID, 7{H4E S2H0|21E ID 3 AEXt A2 E20]
AO{OF BLIC. A7 DTS Ar83t2l= 22 AFe| 2t Co|E 20l et Xt 28 IDE 2rotof EL|ct. 0f
AWE Hajol ofele] B4 £ * B HESHUAIS.

E
HF
0

*DESAEONMCE ZE Y IZ2EZS StoljoF SfLIC).

TE oZ2ES =l

2377 TCP S AE 2| EA

7946 TCP, UDP LC ZHEA

4789 uDPQIL|C} 20| HES A E2id

50 ESP A 3tE IPsec 2H2(|0| HEYI(ESP) Ezid

111 TCP, UDP SAE 2t I ZRE 28 NFS M (ZF AL = =0f| A 22|X}
LEZ IQ)

2049 TCP, UDP SAE Zt Y SRE 2T NFS MEH(ZE A9l = E0i| A 22X}
LEZ IQ)

* E MN2%t= ER firewalld BlueXP 25 A|AHIO|A BlueXP 2FE MX|st7| Fof| &M3stst= Z40] E&LICE
ChE HE S HAsot] 2HESLICH firewalld [M2HA BlueXP t S SHEIL|ICE

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent --add-port=7946/tcp
firewall-cmd --permanent —--add-port=4789/udp
firewall-cmd --reload

Docker &= Podmans 243} L= YG|0|EY WHOICE ChA] A|ZFSHOF HLICH firewalld BF.

A
T
= Aol w2t AT L EE FIH5h= Ol 2% NetApp Al ID, 4UE 22t0|HE ID, HHE M 0|& X
X AHA EES HELC

1. BlueXP Ol EAIZOIM * AIE > AIH 22| * & S=leCt.
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Manage Account: activelQ Overview Members Workspaces BlueXP Connector
B bers orkspa Connectors
activelQ
I
Account Name
account-lk zj E
Account ID

2. A 1D _ S(2) BARBILIC

3. BlueXP H'x 20 * =22 > X|2! > BlueXP H4IE * £ SalgtL|C}.

Support Resources NSS Management BlueXP Connector

Conn 3.9.21 /5289 NetApp
= o
| dQLfORP! Kha (3 | 1bf000a5- 199da [ - vmwocmDE lab.ntap (J
a =

4. 7{4E_Z220|HE ID_3 _MH 0|E_& SArLC.

L

5. A7l D82 ALBSIEE S BlueXP 23 T4 HollH AU D80l 3718 2 K #Ho| %
= AfBiLICt.

)
o
ox
(@]
[

Working Environments

Filtar by 53 ANF cvo DE APPS
{1 Azure Netapp Flles | 22 Volumes Scanner Group name: Default
'\,_'__', Arure MetApp Files I Working Emérenmmeant JB: ABCD1 ’I

11 i Continuopsly

——— seanning o

selected Volimes

B 12 Mapped = 5 tlassified 2 Mot Scamnad

6. 2 O|SELICH "API ZEAM JHLX} 5{E" S 22610 * Q15 W Aot * £ S2letL|Ch

Learn how to authenticate

7. "AFEXL O|F" 3 "3 07 Ha0ll M A1 22|Xte| AHE X} 0|2t = E A3 21F X H S WELICH

8. 13 Ct2 SE0A _ACCESS TOKEN_ & SAfetL|Ct.

41



https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub
https://services.cloud.netapp.com/developer-hub

|

1. BlueXP £& #2|Xt .E0{|lM "add_scanner_node.sh" AIZEZE MAHTILICE 0|2 S0, 0| HHL F {9
A LEE FIHEL|CE

sudo ./add scanner node.sh -a <account id> -c <client id> -m <cm host> -h
<ds_manager ip> -n <node_ private_ ip 1,node private_ip 2> -t <user_ token>

Ha gk
° ACCOUNT _ID= NetApp Al IDRIL|C}

° client_ia=3{ 4 S2{0|1E ID(L4 I A0 M ZARet 2210 AE DO}l HO|AL "clients" 37}

° cm_host= HHE] A|ARIQ| |P A EE SAE O|FRL|CH

° DS_MANAGER_IP=BlueXP &F Z2|X} LE A|ARIS| ME |P FALICH
° node_private_ip= BlueXP £5F A L= A|AEIO| |P TA (2] A LE IP= HEZ 1E)

° USER_TOKEN= JWT AI2X} HhA EZ

2. add_scanner_node 23 ZEJ} 2tz |7 Tof| A7l L E0f 2ot X HHO| Cist AXtol| EAIE/LICH HHES
=A WI—IEF(OH sudo ./node install.sh -m 10.11.12.13 -t ABCDEF1s35212 -u red95467j
£ Ql2istn HIAE mblof HEFsiL|Ct,

~

3. HE * 2 AL LE SAE:

a. oy #X| x| T2 0t (* DATASENSE-INinstaller-<version>.tar.gz*)2 A E ARFE('scp' L=
CHE 2 ArE)ol SAFLICE

b. Ex| Z202 TUo| A=HS FLICH
C. 2EHA[0IM SAtSH B- S 20 10 A-PfLICH

d. A7 LLEE "scanner group"0ll £7t52™ * -r <scanner_group_name> * O§7ff M35 HH
ZIrLICE JFEX| o™ A LEIF 7|2 OF0| FIHELICH

HE A LEOM AX|Tt 2tz R0 22|Xt 20| HZBEl B "add_scanner_node.sh" A3ZELX
IR ELICt MX|SH= o] 10-2020] AR & 4 USLICEH
4. Al OF0| A LEE FIlot R HE|XH EE SOMF OIS £ 7HK| HAS A RLIC

| ©

a. "/opt/netapp/config/custom_configuration/working_environment_to_scanner_group_config.yml" It S
A S Y 2GS AU AL I8 ihYS YBILICE 2 BIOJE] 220] THSH _Working
Environment ID_7} QU0{0F BfL|C} 0| € E01 LIS &= "OE*" A DEO| 2 2tE 27HE FIt6t
"United_states" A7l J&0i| £ €+F 27HE F7tefL|Ct.
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scanner groups:
europe:
working environments:
- "working environment idl"
- "working environment id2"
united states:
working environments:
- "working environment id3"

- "working environment id4"

S0 F7tE|X| g2 2= &Y 2E2 7|=2" 2F0 ofs AMELICE "7|=2" 2 F0| Stit o &of BE|Xt =
¢7HL‘| L= EJF A0{of gL L,

b. Ttg AIHEES HAste] 0| L FEE ZE A =0 SESLC

= o—/d
/opt/netapp/Datasense/tools/update we scanner group from config file.sh

BlueXP &R<= 2E IOIE 2AS AZNEEY| @I 22[Xt 8 A0 = =2F ebH| EFE L)

Chg £
OFx| MEHEIR| 952 AL 74 HO|Xof M AZHE HlO|E| HES Meizt & ASLICH AT IES WM 3L 2
clOlE) AAL ohz IF| AL =20 ofof AELICE,

4 HO|X|of| M 2t = 2tFofl thist A9 OF 0|2 = = UASLIC

Working Environments
Fltar by 53 AMF cvo DB AFPS
W it 3 Vndumes Scanner Group name: Defaull s
— % Azure Netapp Flles | 22 Volumes B configuration
I'\_:\_:':-"I Azure MetApp Files I e # Ermndrermoeont | LEET 2T I B
A Continuawsly
scoming alf
selecren Volwmes
8 12 mapped ¥ 5 classified 2 Mot Scanned

oot g H0|X| of2HZol| A= IFQ| 2F A 20| Chet 1P R4 3 e o BE A O
o

U LI

2
I
I
o
e
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Scanner Groups Search Q

~  Scanner Group: Default (%) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- L us-west-2.compute 172- 23/09/2022 14:32 Active
ip-172- _.us-west-2.compute 172- 23/09/2022 14:32 Active
~ Scanner Group: United_States (¥) Scanner nodes

2 Scanner nodes

Scanner node host name Last activetime = | Status

ip-172- ».Us-west-2.compute 172- i 23/09/2022 14:32 Active
ip-172-] .us-west-2.compute 172 23/09/2022 14:32 Active
> Scanner Group: Europe (+) scanner nodes
JtSEUCE "BlueXP &7 2f0[MA S AFESL(CH #Al. 30Y F& HWIHEHO0| Z2E Wi7tX| RF0| FatE|X| gF&LICt

2 82 A% OE 2 2E 44

H|EIHIO|E The{Q| HIO|HE AL A2 A4 AR 02| SAEE ZE6t0] F7HEQl X2l M52 M3 +
UAELICL 0 SAE A|AHRIS AtE%H= B F AIARIS _Manager node_2t11 3t 7t X2| 522 H3sH=
ZJt A|AEIZ  Scanner nodes_2t1 $L|C},

o3| 2-T2j|0|A SAE0| BlueXP 27 AZEQNE SA0| 4X|g 22 O3 HHAIE MEMA|R. o|2{st YAlo=z
o2 SAEE HEY miz "Ad|H OE"S A =+ YELICL
R Xl

* Manager % Scanner ==2| 2E Linux A|ARI0| & EFt=X| SQIELICH SAE @71 A,

* A|AHEI| T 7HX] 4 AT EQ|0 I§F|X|(Docker = Podman Engine % Python 3)7F A X[ [0 Q=X
gtolgfL|Ct.

* Linux A|AE0f st RE #oto] Q=X 2elghi|Ct

* AFE $ZO| WY S FZOEX| HOIBILICH S et U iz,
- AFRBlEE A &

*HESAENMCOS E

Iy
Im ror
Im
1o
T
M
P
N

ZE oZES Mo
2377 TCP 2| AE B2 EAI
7946 TCP, UDP L 7HEA
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IE OIZES =l

4789 UDPQIL|CE Q0| HEY T Efjul

50 ESP 2 otEl IPsec 2H{2|0| HIESZ(ESP) E2iT

111 TCP, UDP SAE 7T 3R E 2Tt NFS M (ZE AF|L 20| A 22| X}
LEZ Q)

2049 TCP, UDP SAE I IYE 3R E 2%t NFS M (ZE AL = E0f| A 22| Xt
LEZ EHQ)

CHA|
1.0l M 1EHAI R 7SHAITER] SAYLICH HHY S AE HX| 2E|X} 220,
2. 8EHAlO| M MHTH AN HX| ZE2IH0|M HIAXIE BEAISHH LA TETEO LR IS U=HSIHLE HX|
D200 HHE Q-2 HRH 07 HE-E NS = JASLICH

T SAE X0 AF2E & Qs #Ha 0| M| &M * -n<node_ip> * £ AFESI0] AL LEQ| IP FAE
&g = AELICE o2 A9 LE IP= B2 FEELCH

O£ S0, 0| BH2 Ct3at 20| 3712 A1 LEE FItetL|Ct,

sudo ./install.sh -a <account id> -c <client id> -t <user token> --host
<ds_host> --manager-host <cm host> -n <node_ipl>,<node_ip2>,<node_ip3> --proxy
-host <proxy host> --proxy-port <proxy port> --proxy-scheme <proxy scheme>
--proxy-user <proxy user> —--proxy-password <proxy password>

3. EE[At = HAF 2= 57| Ho| A7 =20 R 3_ x| B30 thzh & xtof| EA|ELICEH B
(0ll: sudo ./node install.sh -m 10.11.12.13 -t ABCDEF-1-3u69ml-1s535212)
HAE melof MEect

= AretLict

=
OI=I|.

FE=2
o=
=1
= d

i
4 HE*Zt* Al LE SAE:

a. H|o|g| ZX| x| =2 I}l (* DATASENSE-INinstaller-<version>.tar.gz*)2 SAE AFE{('scp' £
L

o
CHE 2 ALE)0fl SAretLCt.

b. x| 22 U] 52 LT,

C. AN SAtet FEE 20 G0 AL Ct

D= AH =20 X7t 22510 22Xt 2o HEEJALH HE|Rt = X T 22 EL|C

21

BlueXP &7 HAX| ZZI0| I|7|X| EX|E =250 2X|E SELLICL K= 10201M 202 = 22 +
ALt

Ch= A

74 HO|X|o| M AZHE CO|E] §2S et = ASLICH.

0}9- I'H
u|> r.°¢

7FSELILE "BlueXP 27 20[ A S SFeIL|CH ¥ixl. 302 & HItHO| S2E W7tX| 20| Rt X|
L|Ct.
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OIE{Lllgf HM|ATH 2 Y= Linux SAE| BlueXP 222 AMx|stL|Ct

A
T
QIE{UllO]| HMAZ £ Q= 2T 0|A AO|EQ| Linux SAEN| BlueXP 27 AX|st2{H =
CHAIE 28I A|2.  private mode  2tE SHLICE 0|28t & 9| MX|= HOt ALO|Eof|
Skl gel It

"BlueXP Connector & BlueXP £5F2| C}Fst Ui D =0f CHsl LOotEAMA|R".

Ha: ot o] 715

o

AMEY = UASLICH"AE 0| HAHAE 5= A= AL ALO|E0f| BlueXP 2/ E HHEZ L}

BlueXP 25 MX| AS2IELS AAH 8 BH0| T4 FA| ZAS SFH=X| Holehs HOZ ARHELICE T4 7
QA7) D S| A7} ASELIT BluexP £5 S8 Mt 27} HE2 B4 14 R4S HolelH

T4 AN QA0 CHS HAEDCIRZES £ Q= ol AT EQ| 0| IHF|X| 7t UELICE "Linux S AE 7L BlueXP
%EE AR ZH|7t | =X] 2elshs WHE THRSHAIR".

X #E|= HO|E &4

HS70 RE("I2QI" EE= "CI3" AIO|ERtI L 8hHE HX|2 Z 2 BlueXP EF= ALl AO|E0| 2EZ Q! O| O] E
AAO|AMTHGOIEIE &_Hg £ QI&LICH SXH BlueXP 25 =CI2 * 2 * H|0|E AAZ HALE 4 QISLILCE

* 2I3|0|A ONTAP A|AH

CllO|E{H|O] A AF[Of
* SharePoint AtLi 7|8 (SharePoint Server)
* H|NetApp NFS EE= CIFS Y 28
* S3(Simple Storage Service) TEEZES ALE6H= QENE AEZ|X|
&%l Cloud Volumes ONTAP, Azure NetApp Files, FSx for ONTAP, AWS S3 EE= Google Drive AZHE X|2I5HX]
4 ELICH BlueXP 277t 71l EE= H{ZE[= B2 OneDrive EE= SharePoint Online A
Mgt At
CHE 22| BlueXP E—E 7152 QIE{Ullo]| M AL =~ l= ALO|EO)| iz mf ZrSSFL|Ct J2{Lt QIE{L HN[AT}
Lot EX 7|52 XYEX| 2ELICH o E S O3 Z5L 0
* Microsoft Azure B2 25 (AIP) 0|2 22|
* EXM 38 HMo| ZtE gtetet ol BlueXP AFEXIO| | M} oY
021 AHEXtol| CHEt BlueXP

ez
|
* BlueXP SAL 8l 7|28 AFESI0] 44 I AL S S7[%t

HHL|C

o
[==]
ROl Y BeX £ 7E F4 BOl)

* ALEXL T =

%
* BlueXPO|A 2AZEQ|0] A}5 €a0|=

F Ul H|O| X| SIEHO[A BlueXP 2F HT S 2ol &~ JESLICH B QIS AR "BlueXP &7 Ze|A HE" 2
EIEI*°I MER2 7|sdt e 7|s2 °._JOPLII HEE =9 E.* |Ct. O3 CFS of THAIE 3T &~ JELICH
"BlueXP H4IE{E 80| ESLICH U BlueXP 27 AT EY|0{E Hg|0|EStL|LCE.
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Scan when missing “write attributes” permissions
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cognigoWE Scan Configuration

A4/T9 volumes selected for Data Sense scan

Off Map & Classify

Scan when missing “write attributes” permissions

Learn about the differences =

Storage Repository (Volume)

Mar Map & Classify

* | Required Action

& Edit CIFS Credantials

AdINFSYal_copy MFS ® No Access Access to the NFS volume was denled, Make sure tha...
Mg Map &ClassilL AdiProtest2501 NFS s Continuously Scanning
Map & Clas: AlexTest MNFS ® No Access Access to the NFS volume was denied, Make sure tha...
Map | Map & Clat AlexTestsecond NF5 = Mot Scanning
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‘Working Environment Name’ Configuration

22 /28 volumes selected for compliance scan

off Map & Classify

Sean when missing “write attributes” permissions @

Learn about the differences -

+ | Storage Repository (Volume) = | Type

M Map | VolumeName1 DP
Map & Cl VolumeNamez NFS
m b | VolumeName3 CIFS

Enable Access to DP Violurmes

Required Action

® NotScanning

@ Continuosly Scanning

% Not Scanning

Enable access to DP Volumes @3

¢ Edit CIFS Credentials
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"s3:Get*",

"s3:List*",
"s3:PutObject"
I

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
1,
"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"

BlueXP £50i|A| Amazon S3Z HZ2 X|3&L|Ct

=

BlueXP £F= Amazon S30{ &HZdl0}f gL|C}. 0| HZE S N|Bdt= 7t& £2 9H2 vpC ¢
MHIAZ HASH= AULICEH XHM[EH LHES 2 HZSHMAIR "AWS HEHA: AH[0|EL[0] ¢

mo

VPC A=EZQIEE MM mff BlueXP 25F QAEAQY siHSt= X|H, VPC & HZ H|O|E
LS S3 AEZQIE Lot Ef S 2 3st= OFRHIRE HTTPS Al2 FItstHH &
ShL|C J2X| O H BlueXP 2371 S3 AH| A0 HAE 4 i&L|C

=22 T HAH

EIH S HESHHAIL "AWS X[ X|4] HIEf: AHO|EI0] VPC A=ZRIEE ALESIO] S3 H{Z0]|
e FAYLItR"

BlueXP &7 QIAEIA HiX

"BlueXPO| M BlueXP 5 & H{ZESL|C O|0] HHEEl QIAE AT Q= F

79


https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-gateway.html#create-gateway-endpoint
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/connect-s3-vpc-endpoint/

BlueXPZI O] AWS AIE0I|IM S3 HZIS
Connectorg AH&3t0] AARAS F=0l0F BfLICY.
© HI: ol S3 KIS A = U /IKI0f| BlueXP 25/ HIZES X|#5HX| QA&LICE

[E=]

QIAEIA T} QIE{0l HZE0f Y= HL BlueXP £3 AT Eg0j2e| 20| =7t RS SHELIC

= O =
CHA|
1. BlueXP 21% EfM 70| A * & A > Canvas * & 22I8tL|Ct

/( Amazon 53
143 2
Buckets R

3. QLEZO| MH|A oM * 27 * Hoil A= * 4zt * & SEIFLICL

=
@ Amazon S3 (%)
‘h._,..-"'/ i {jﬂ

INFORMATION
167
Buckets
SERVICES
I:"I_:_"HI Copy & sync 1.1 )
N/ u0n Data Synced =

Classification =

| Enable
m Off

4. HIAIX|7F BAE|H Of BlueXP £F QA A0 IAM HES SE$tL|CE Zesh 2o,

= =

80

XS 2 HMSHH Amazon S3 ZHY &E 0| EAIE[=E AWSO| #=E



Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
m
T
1
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.
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@ Amazon S3 @
B On

INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1.1 ©
= On Data Synced -

Classification
r On

| Configure Buckets | i
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Amazon S3 Configuration

15/28 Buckets in Scan Scope.
Scan 2 Bucket Name |4 Status Required Action
| Off Map | Map & Classify | BucketNamel ® PNot Scanning Add Credentials
| Off | Map | Map & Classily BucketName2 @ Continuosly Scanning
| Off Map Map & Classify BucketName3 & Mot Scanning
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Create role o 5) (&
Select type of trusted entity
= AWS service Another AWS account Weh entity: SAML 2.0 federation
.' EC2, Lambda and others . Belenging to you of 3rd party @ o A men orporate direcior

Allows entities in other accounts to perform actions in this account. Leam more

Specify accounts that can use this role

Account ID* [ ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I

"Resource": "x"
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"

by
{
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",

"iam:ListAttachedRolePolicies"

1,
"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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* Amazon Relational Database Service(Amazon RDS)

* MongoDB

* MySQL

* 23

» PostgreSQL
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» SQL Server(MSSQL)
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Integrate AIP Labels

{(2/20) Working Environments + Add Active Directory

Filter by: IE ANF 53 DB APPS Clear filters I @ Add Database Server I

Working Environment Name 1 127 Volumes & Add OneDrive Account
Cloud Volumes ONTAP

T Add aws 53 accoums [

@ 8 7 @ Continuously scanning ol
| Continuosly Scanning Not Scanning sefected Valumes

Vigw Details Yiew Details
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After

this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel
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Configuration

@ Oracle DB 1 | 41 Schemas
Oracle

No Schemas selected for ? 7
e

Compliance Not Scanning

View Datalls

E::‘ Configuration
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 Schemas selected for compliance scan

Scan ¢ Schema Name | Status ~ %+ | Required Action

= ] DB1 - SchemaMame1 ® Not Scanning Add Credentials @)

@ DB1 - SchemaName2 @ Continuosly Scanning

] DB1 - Schemahiame3 ® Continuosly Scanning

D DB1 - SchemaMamed ® Continuosly Scanning
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(2/20) Working Environments

Filter by: |I]

+ Add Active Directory

ANF 53 DB APPS

Clear filters

Working Environment Name 1 127 Volumes
Cloud Volumes ONTAP

Continwously scanning
selected Volumes

£ =

Continuosly Scanning

Wiew Dietails

Not Scanning
Wiew Details

Integrate AlP Labels ‘ Add Data Source | v

B3 Add File Shares Group

Add Database Server

I@ Add OneDrive Account I

T Add AWS 53 accounts [
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Add Data Source w

Configuration

i 41 Users =
@ gniﬂrr\re Account 1 A, configuration
nelrve

2. 0| OneDrive AI™O|| AF2XHE S22 FIt5t= AR * A HIW OneDrive AFEX} 7t * £ S&IgtL|Ct

‘Working Environment Name' Configuration
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No OneDrive users are being scanned

+ Add your first OneDrive users

OneDrive AE0|A CtE AM2XIE F7I5t= B2 * OneDrive AFEXL £71* E 28l

Working Environment 4 Configuration

24 users are being scanned for compliance

* | Username i Status * | Reguired Action

O Mag Map & Classify user2@example.com ® Continuously Scanning
Ma Map & Classify user3@example.com & Continuously Scanning -
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Add OneDrive users

line-separated. You can add up to T00 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts

Provide a list of OneDrivie users for Cloud Data Sense to scan their data,

Add Users |

Cancel
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Working Environment 4 Configuration

+ Add OneDrive users

24 users-are being scanned for compliance

Scan ¥ Username : | Status : | Required Action it

Map & Classify I userZ@example.com ® Continuously Scanning {E)

I (x} Remove COreDrive User I
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(2}20) WO rkl ng En"u'l ronme rltS + Add Active Directory Integrate AlP Labels
Filterby: [ ev0 | anF 53 DB APPS Clear fiters o T—
Working Environment Name 1 127 Yolumes (@ add Darabase server

Cloud Volumes ONTAP
t’;D Add OneDriva Account

@ 8 7 @ 2 8 Coﬂ[muousﬁy 5cunm'ng @ Add SharePoint Online Account
v Continuosly Scanning %) Mot Scanning selected Volumes

View [retails Wiew Details Ii%} Add SharePoint On-premise Acmuml
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To activate Data Sense on your SharePoint business account,
sign in to SharePoint with an Admin user.
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No Sharepoint online sites are being scanned

T

Add your first Sharepoint site

SharePoint AIH0|A| At XIS F7}5t2{H * SharePoint AIO|E 27t * & Z&/8tL|Ct.

=

Sharepoint Online s2 <account email> Configuration

O users are being scanned for Data Sense

+ Add Sharepoint Sites

Scan Site URL Status - $ Required Action
Map B Classily Site URL @& No Access Unknowr) error, contact Netdpp support...
Map & Classify Site LURL ® No Access

Unknown error, contact NetApp support.

3. mUS AZHE AO|EQ| URLE oF E0i| S (MM Z|TH 10071) Z=7+5t1 * ALO|E 7t * £ SaletL|Ct.

Add Sharepoint Online Sites
Prowide a list of Sharepoint sites for Cloud Data Sense to scan their data,
line-separated. You can add up to 100 sites at a time

Type ar paste below the Sharepoint Site URL to add

Site URL

o
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8 Working Environment
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° NFS — ZE 111 & 20499 %
° CIFS— ZE 139 9l 4459| 4R
* DFS(Distributed File System) 35
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2 Shares selected for Data Sense scan

Scan when missing “write” permissions
: | storage Repository (Share) ¢ | protocol ¢ | Access
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Adding Shares

Directly add any NFS or CIF5 (SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocal |ater.

@ NFs O CIFs(sMB) QO nrs @ CIFs(sMmB)

Type or paste below the Shares to add Provide CIFS Credentiale
Provide a fist of shares, line-separated. You can add up to 100 at

Username Password
able 1o add more later).

Continue | Cancel
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Working Environment 2 Configuration - — )
=+ Add Shares & Edit CIFS Credentials

2722 shares selected for com pllance scan

Scan = | Sharename 2 Protocal : | Status : | Regquired Action
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Add Object Storage Service

Cloud Data Sense can scan data from any Object Storage service which uses the
53 protocol. This includes NetApp StorageGRID, IBM Object Store, and more.

To continue, enter the following information. In the next steps you'll need to
select the buckets you want to scan.

Mame the Working Environment Endpaint URL
object_mylBM http://my.endpoint.com
Access Key Secret Key
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) Data Sense Governance Compliance Investigation Classification settings Policies Configuration

Policies List

GDPR - Qld 5ensitive Data

N
F Label: OFF Emait natification: OFF m \s )

Data with European IDs for GDPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, we need to limit
character input so the description does not take more than 2 lines here in the component.

HIPAA - Patients Personal Data

2 £
- o Auto delete: OFF  Label OFF Email notification: Weekly m Li)
Last modified: 17-10-20 et

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) Is a federal law that required the creation of national standards to protect sensitive patient health
information from being disclosed without the patient's consent or knowledge
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Policies List

GDPR - Old Sensitive Data

o ) Autodeletes OFF  Label: OFF Email notification: QOFF m o
Last modified: 30-09-20

Data with European IDs for GOPR received from XDR database, sharing with Legal area in charged of Jon Doe. Also, this lines can take up to 2 lines,
character input so the description does not take more than 2 lines here in the component.
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Storage Repository +
Category +*
Private Data ﬂ +
File Type +
Create Policy from this search
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Create Policy

This will create a new Policy according to the current selected filters and search term.
You can view or delete this later from the “Policies” tab.

Mote it may take up to 15 mintues for results to be displayed for a new Policy.

Mame this Palicy

||Files with personal data created over 60 days ago I

Give it a detailed description that exlains what it searches for

|See if any old files with personal data should be moved or deleted |

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernail all the users in this account Every Day -

Send Email Every Day - o
Label;

Automatically label this Policy's matches with: MNew Personal -

Cancel Create Policy
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E\} Data Sense Governance Compliance Investigation Classification settings Policies Configuration

Policies List

GDPR - Old Sensitive Data Label: [ General E-mall notifications: Monthly m ':r’ir\

Data with European IDs for GDPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, we need to limit
character input so the description does not take maore than 2 lines here in the component.

HIPAA - Patients Personal Data

Last modified: 17-10-20

(&)

abel: QFF !
S

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that required the creation of national standards to protect sensitive patient health
infarmation from being disclosed without the patient’s consent or knawledge,
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Edit Policy

Saving this filtered view will create a new Policy, you can view/edit it in the “Policy” tab
Name this Policy

HIPASL - Patient Personal Data

Give it a description to quickly identify it

Files containing patient heaith information that is more than 30 days old

Automatically delete files that match this policy (Every Cay)

Email updates about this Policy:

Ernail all the users in this account Every Day -

Send Emall Every Day - i emall@gmall.com +2 X
Label:

Automatically label this Policy's matches with: New Personal -
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Create Policy

This will create a new Policy according to the current sefected fitters and search term.

You can view or delete this later from the "Poficies” tab.
Mote it may ke upto 15 minutes for results to be dispiayed for a new Policy

Mame this Policy

I Delete files with sensitive data |

Give it a8 detailed description that explains what it searches for

Delete files that contain sensitve information and that were discovered in the

past 30 days

puromatically delete files that match this policy (Every Day)

Type "permanently delete” to continue with the deletion.

permangntly delete

Create Policy Cancel
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) Data Sense

Policies List

Last modified: 17-10-20

Governance

GDPR - Old Sensitive Data

HIPAA - Patients Personal Data

Compliance Investigation

| General

Classification settings

nis: OFF

Configuration

ications: Menthly m

Data with European IDs for GOPR received from XDR database, sharing with Legal area in charged of jon Doe. Also, this lines can take up to 2 lines, wee need to limit
character input so the description does not take more than 2 lines here in the component.

The Health Insurance Portability and Accountability Act of 1996 (HIPAS) s a federal law that required the creation of national standards te protect sensitive patient health
information from being disclosed without the patient's consent or knowledge.
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Edit Policy

Name this Policy

this account every  Week

HIPAS - Patient Personal Data

Give it a description to quickly identify it

Send email updates about this Policy to Cloud Manager users on

-

I.Jt::rrrl-al.n.'alh,.I label matches of this Policy with: select IabelE

[

General

B confidential

Finance

Saving this filtered view will create a new Policy, you can viewfedit it in the *Policy” tab

Files containing patient heaith information that is more than 30 days old

Cancel

3. Save Policy * £ 2&I5H
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Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

Policies List

Personal from SMB share (DB)

Auto delete: OFF  Label: OFF  Email notification: OFF = (%)
Last modified: 2021-12-09 '

Find any files containing personal data on our SMB share
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Edit Policy

Edit Query

Name this Paolicy

ersonsl from SMB share (DB)

Automatically delete files that match this policy (Every Day)

Email updates about this Policy:

Ernall all the usars in this account  Every Day -

Send Email Every Day -~ [m
Label:
Automatically label this Policy’s matches with; -
| Cancel Save Policy
oS A2lE HSh= ZAH|O|X|0| M EE{E F=7t, ®MAH = AFEAL X[ Fote] 2| HES D * HE LHE HF *

88 Data Investigation

= FILTERS: Clear All

Cancel Edit Query

E] Unstructured (16 Files)

16 items | 250.2 mB

ories (U Folders) = Strucured (0 Tables)

Policies n + O % | Personal + | Sensitive Personal
O cifsZ.json SHARLS 1 0
Open Permissions +
[:l cifsi2.json SHARES 1 0
User / Group Permissions + [0 Tablsreservicstise R | i
Eile Owner + O Testpass.json SHARES 1 o
D urlp.xt EMARES 1 0
Label +
[0 Licensesharpen.oa SHARES 1 0
Working Environment Type + O  TableTextServicaYioe S ] o
S [0 Noticext SHARES 1 i
Working Environment +
-
O udpsa SHARES 1 ]
Save Changes
[0 Notcem SHARES 1 0

Q

Search by Hie. Table or loca

&

+ | Data Subjects 3 |

JSON

JSON

JSON

1-16 of 16
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Files Found

Download DSAR Report

Investigate Results (71)
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Database: Oracle
Schema: Accounts
Table: Customers
Column: Customer ID

Databases -- Structured Data

;
Account| Name | Customer ID || Address

| |
1234 ABCCo |1135876  !|125 Main St
1235 Xyzco |1213536  ![35ABrick R
1236 CatCo [!359264  ,[55Wind Av
1237 DogCo |, 472637 | 11025 Cor
1238 Zebra Co || 582455 || 36 Sahara

.. |

| |

|

Scan your volumes and
buckets for occurrences
of the Customer IDs in
your Oracle database

Files -- Unstructured Data

File in Volume 2

File in Volume 1

XXXXHKXNXXKK
XXXXHKXNXXKK
XXXXHKXNXXKK
XXXXHKXNXXKK
XXXXHKXNXXKK
XXX472637XxX

OOOOOKHXX
XX213536xxx
OOOOOKHXX
XX472637Xxx
OOOOOKHXX
OOOOOKHXX

File in Bucket 1

KOOOXXOOXXX
KOOOXXOOXXX
XX213536xxx
KOOOXXOOXXX
KOOOXXOOXXX
KOOOXXOOXXX
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Add Data Fusion Source

Columns Containing Identifiers

Customer D

Add Data Fusion Source

To add a Data Fusion spurce reference, specify one or more columns which contain
your organization’s unigue identifiers, such as a column used to store customer |Ds.

Maote that adding a Data Fusion Source will initiate an additional scan of your data

S1OTEs.
Database Schema Table
Cracle1 Accounts Customers

Cancel

4. H|0|E] Fusion &4 37} * E Z=I8tL|Ct.

Oracle DB 1 Data Fusion

Schermai Table 1

Schema2 Table 2

Database Schema 5 Table & Data Fusion Source Columns

Column 12, Column 4, Column 18

Column 2, Column 14, Column 8

+ Add Data Fusion source

With Data Fusion, Data Sense can identify sccurrences of your organization's unique identifiers found in your unstructured data stores, using structured
data indexes containing these unigque dentifiers as a source reference. Learn Mare

= dAb = Z20tofl= of M FE7E"IHQl Zapr MMo| Z4~ CHA|2 = 5L "0l C|O|E" ZE{Q] ZAL T O] X|of

Ct
BELE|L|C} 22XI0) AF2 S 0]20] BE| 220j LIEFLICKOl:) Customers . CustomerID.

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items
Internal Product ID 0 Items
Estonian ID 5 ltems

IBAN

6.7K Items e

@ Customers.CustomerlD

56 Items e

French SPI

5 ltems e
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Customn Categories

> HR-Employee Contracts 12K Files  —
2. ZF MeH_Ho[X[o| M 2FXIC| 0|SS =St 2HCtet MHS ot CHS * JHQl AEXt ~ E MEfstn * OHS
£ 32

2ot 0| E2 BlueXP &7 UI0f| 2/t 7 Aretat X|5h= AZHE TS| HE|S 2, ZALH|0]X|2] 2E
O|ECE HA|ELICE

"A|ARIOIA HAME Zap OtA T =tolzts MERSIO] UIo] TA| 220t LIEFLIX] =S e = JAEL|CL 01IE
oz

S0i, TA| & FtE HL} H|ek JHQl HIO[E{E &7[2{H O RHUS +3e £ ASFLICH
Wkkkdk kkkk *kkikn 3434).

191



o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product Mames

Description

’ |dentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.

3. GIOJE] 24 M £7_Ho[XI0A ERXIS Holots Gl AST WHOR * AIBX} He| FIYE* B
=

i
che * g 22eict.
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(0 custom regular expression

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

4. Create Logic_pageOllA QlAlSt2 = 7| =(2 THO{E HEo| =0f =3)E =st1 * Validate * & S2I8tL|Ct
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Create Logic

Create leglc for the new |dentifier, based on regular expression and keywords that should be detected.
You will be able to change the logic in the future, by clicking on "edit” from the custom classification

ashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive
« Each word must be at least 3 characters long. Shorter words are ignored.

« Duplicate words are only added once.

barred
barn

horned

SNOWY

screech

Keywords list is

S. Done(&t=) * & 2=|51H BlueXP 2/ 7t A|ZHE|0{ GO|E{ S CHA| ZAHSHL|C},

21
A @tz e[ i el Zapr M9l Fa CHA|EE 3L "JHQl C|O|E{" EE{Q| ZAL H|O|X|0f| O] M=Z2 F&It Zuto
ZotE L

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items © " 6.7K Items ©
Internal Product Names 26 ltems e a&s Customers.CustomerlD 56 ltems e
Estonian 1D 5 ltems e French SPI  ltems e
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https://regex101.com/
https://regex101.com/
https://regex101.com/
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex
https://pythonium.net/regex

o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.

Al *
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using

@ custom regular expression.

20 Nd{9%b

":_:_‘.r uccess: Regular expression is valid,

Proximity words - To improve the detection accuracy, insert phrases that

must appear near by the regular expression's match.

product id
identifier

A

=
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( -’-5-’/' Data Sense Governance Compliance Investigation Classification settings Palicies Configuration
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Classification settings

Identifiers added by the user

Custom Categories

»  HR-Employee Contracts 7 5K Files r_;;l

Personal information

> | Internal Product 1D
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.CSV .boc, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides
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1. Classification settings_tabOllAl * Add New Classifier * & 22/5t0] _Add Custom Classifier_wizard=
AHeL(C}

Data Sense Governance Compliance Investigation Classification settings Paolicies Cenfiguration

ifi ‘ i
Classification settings

Identifiers added by the user

Customn Categories

> HR-Employee Contracts 12K Files )

2. Select type_page0ll Al 2FXtQ| O|ES YU2stn ZHetst MY S I21%t Ch3 * Category * & MEHSI * Next *
£ ZzIghL|C}
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier
The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis
that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default,

3. Create Logic_pageOlA && THU0| F=H|=[U=X] 2HI%t CHS * Select files * & S2IELICEH

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
®  Supported file types: pdf, docx, doc, ppix, =ls, 2lsx, csy, t=t, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bdinimum file size: 1008

Compressed Installer files

) Select Files

4. 289 IP A0t uK MAUO| Y= Z2E Yot * I+ 5 S=FLICL
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Insert folder path that contains at least 25 files for the training

Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folder path

SO0 W00 00 00 N olumeName fulderfp.atl'l.r"

Add Cancel

O. WK MHAUO| BlueXP ZR0|IA QAERA=X] 2QIBtL|Ct x * & 2280 QF AHYE SFIX| fbs u| It
MALLICEH O3 O * tm * § SEIYLIC

Create Logic
Al-based similarity training @
® insert NF5S folder path
® The folder should contain minimum 25 files and maximum 1000 fles that will be used for the Al training.
® Supported file types: pdf, docx, doc, pplx, xls, wsx, csy, txt, gz, rif, docs, sheets, slides, json
® The keywords are not case sensitive

®  Minimum file size: 100B

) Sefect Files

Compressed Installer files

Total uploaded files: 54
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File 56 File type
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Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K Items e IBAN 6.7K Items e
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Governance Compliance Investigation Classification settings Policies Configuration
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Classification settings -
Add New Classifier
Identifiers added by the user
Custom Categories

,  HR-Employee Contracts 12K Files

Personal information

v  Internal Product1D /5K Files Y
N

& Edit Classifier

Model lype: Custom Regular Expression
Description: Identify internal product IDs found in all files & Delete Classifier
Model last change: 12/04/22

Mask results: Yes

BlueXP 25 AA0|A EXN CHEZ[E N|2EL|Ct
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* 2I3|0]A ONTAP

» Cloud Volumes ONTAP

* NetApp ONTAP& Amazon FSx
* Azure NetApp Files
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1. BlueXP £& A|AHI0|| M "/opt/netapp/configicustom_configuration"@ 2 0| S&t0f It S HL|C}
data provider.yaml.

203



2. "data_providers" MM9| "exclude:" 0| M|2|& CIHE2| A2 E YHATLICE o E SH CH31h Z&Lch

exclude:

- "folderl"

- "folder2"

O| Il CHE LHES SFX| OFYA|2

4. "/opt/netapp/datasense/tools/customer_configuration/data_providers"Z 0| S5t C}S AR EE
et}

update data providers from config file.sh

O BH2 AZMOM MY CIAE2E 2/ ATZ FHOURLICE

21
O|=2o| 2= Cf|o|H A2 X|FYE ClAEE|9] AZHS HQ|EHL|C).
o2t SE tHAIE AESHY HIQI 01|A1 %%% =7t HE EE MAE = JELICH FE M 82

O|E0i "folder1"0] Z&tEl 2= EM = ZE H|OIE H20|M H2|ELIC]

data providers:
exclude:
- "folderl"

Helg Z=0l| et ol At
* /CVO1/ZH1
* /CVO1/folderiname S & stL|Ct
* /CVO1/ZH10
* /CVO1/* E01
» /CVO1/+folderiname
* /CVO1/notfolder10 2 H=SHIAIL
* /ICVO22/ZH1

* /CVO22/folderiname & ladgtL|Ct
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* /CVO22/Folder10 2 EZESHIAIR

M=l X| kg A= of:
* /CVO1/* 24
* /|CVO1/Foldername 2 ¢ agtL|C}

+ /CV0O22/ * folder20

data providers:
exclude:
- "\\*folderl"

Helg Z=zof chet of & Zat:
* /CVO/ * E41
» /CVO/ * foldertname
» /CVO/ * folder10

HQ=|X| ete AZ2 of:
* /ICVO/ZH1
* /CVOffolderiname £ &X3sIAA|I2

» /CVO/Not * folder10

T4 3:

O|E0f| "folder1"0] ZtEl H|OJE| & "CV022"e] 2= E0= He[E LIt

data providers:
exclude:
- "CvO022/folderl"

Helg Z=0f chet ofjak Zat:
* /CVO22/ZH1

* /|CVO22/folderiname & 2gtL|Ct

* /CVO22/Folder10 & XA
Hel=| x| k2 A2 of:

* /ICVO1/241

* /CVO1/folderiname € gtL|C}

* ICVO1/ZE10

A SLE20||2E "™ folder1"0] XEHE 2= EC = M2 EL|C
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A9l HAE: /project/*not to scan

HMel ool 2: "\\*not_to_scan"
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get data providers configuration.sh
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' Delete 20 items

¥ Move 19 itemns from x to y

3 Move 19 itemns from x to y

) Tag 32 items
Failed: Reason

~ o Assign Yosi Cohn bo 432 items
98% Assignipo sUccasbiny

7t 28 IDE =380 S7Ee = HolgtL|Ct
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1. BlueXP 25 A|AHI0| M "/opt/netapp/config/custom_configuration"@ £ 0|30} It S HL|Ct
data provider.yaml.

2. "organization_group_ids:[]" 20| 31§ IDE F7}efLICt. o|E EH CtS1t Z&LICt.
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organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

O| mAOf LHE LHE2 HESIX| OHHA|L.

3. #17 LI8S ThUo| KEBLIC

4. "/opt/netapp/datasense/tools/customer_configuration/data_providers"Z O|S5t0{ C}S AIREE
AISHSEL|CF
=2od

update data providers from config file.sh

ol By +FE 0 I ARS EF AT AT,
2t
0|0 BE HolEf ZAKs of2{gt 1F 1DV EE DR HEE N £ B0 AlEgh
olet SU EAIS AE10] 1 ID S22 B O|H0l £I18 18 DS AHY 4 ULICL 2TE I8 1D
S22 ASREES M0l W L8 A S0 Yulo|EELICt
7 18 ID 222 Bt

of LEof| AHEY £ JUELICt data _provider.yaml & = MAlist = N2 HOlE M ot O E A4 md
update data providers from config file.sh 23ZE. BlueXP 270 =7t¢t 18 |D°| ol =82
H2{®H "/opt/netapp/datasense/tools/customer_configuration/data_providers"Of| A C+S HHS 3c'i'5f*'*|9

get data providers configuration.sh
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BlueXP &7 22| 0[S ZfArEfLICt

BlueXP 25 = BlueXP 2R 7} AMot= BE 2] 24 9l O|0[E AAQ| mhof| CHo 2 =
22| HS 7S LLICE S BlueXP 2F = BlueXP 27 QIAHAS XY mjf XA S

7| E&LCE

BlueXP £ 2Af 21 I1I0| LI8S o1Lt 22 C5t0] 0 Il 2 AS0] B, ofR| HAEIYEX]
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= IH0| 0| SE Z A4 Y ChA 9IX|S Btolgt 4 UALCt

20U LHE
A 20| 2t S0l T WAle| H2Th ZatE|of laLct

<full date> | <status> | ds_audit logger | <module> | 0 | 0 | File <full file
path> deleted from device <device path> - <result>

© =W S AIZE- O|HIES] HA| EfRY ARIRAL|CE
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QA AL, OIS, FA MY, HA 0|, T KA, JSON M CIRZE 5)
(

off CHEt MIS FE - Aot 2 2ol et CHELIC

o FA MY FEO R - FA MY FA/AFYLICE

ol S0i, 21 Q| Cig B2 43Tl

I

Ab Zriat Mofet SH| 2YS 2o FLCH

2022-06-06 15:23:08,910 | INFO | ds audit logger | es scanned file | 237 |
49 | Copy file /CIFS share/data/dopl/random positives.tsv from device
10.31.133.183 (type: SMB SHARE) to device 10.31.130.133:/export reports
(NFS SHARE) - SUCCESS

2022-06-06 15:23:08,968 | WARNING | ds audit logger | es scanned file |
239 | 153 | Copy file /CIFS share/data/compliance-netapp.tar.gz from
device 10.31.133.183 (type: SMB SHARE) to device
10.31.130.133:/export reports (NFS SHARE) - FAILURE
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SMB_Shares Scan Configuration Q

2 Shares selected for Data Sense scan ¢ Edit CIFS Credentials

Scan when missing “write” permissions

= | Storage Repository (Share) % | Protocol 3% 5 | Scan Status ‘ Rm::d o
. . - ) . ® Mapped: 5.8K
Vap & Classify ‘ \\10.1.7.16YCIFS_LABS_SHAREG CIFs ® Continuously Scanning o Claseien 58K
. - - ) . ® Mapped: 58K
Map & Classify ‘ WI10.1.7.16\CIFS_LABS_SHARET CIFS ® Continuously Scanning o Clasefied: 58K

A ONTAP A|AHE Cloud Volumes ONTAP, Azure NetApp Files, FSx for ONTAP %! H| NetApp

2 I
oY SR MY &= ASFLICH

Z AL H|O|X|0l| Scan Analysis Event 2= ZE{7} U0 BlueXP 2F 2 OX|2F HHA A|ZtS TS £ @17| 20|
S20|X| 42 OIUS EAZ & UELICEH = BlueXP 2R 2 0K 2 HHA AZE2 Z S & X2t 2R E OMUS
At 4 ASL|Ct

[L

Scan Analysis Event o i

[] Mot classified - Cannot revert last access

Classified and changed last access time

* "ERE|X| 948 — K|S NI AIZHS EIS Y 4 218" - M7| H3to| glof EREIX oS WAL EAIFLICE
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ssh -i <path to the ssh key> <machine user>@<datasense ip>
* path to the ssh key> = ssh 21& 7(9 @[X|L|Ct

* machine user>:
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzIINiIsInR..... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILt JLOxXZFYBOxAwMclients"

oct
od

—_

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",

"field": "string",

"is rulable": true,

"name": "string",

"operators": [
"EQUALS"

I

"optional values": |
{}

I

"secondary": {},

"server data": false,

"type": "TEXT"
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"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_ EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
"name": "Scan Analysis Status",
"operators": [

nIN"
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [

"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT IN"

1,
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"server data": true,
"type": "SELECT"

"active directory affected": true,

"data_mode": "ALL_FILESYSTEM_EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data_mode": "ALL_FILESYSTEM EXTRACTABLE",
"field": "USER_GROUP_PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
"IN
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "Working Environment Type",
"operators": [

"IN",

"NOT_IN"



1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "Working Environment",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",

"name": "Category",

"operators": [
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n IN" 0

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

DG,

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",



"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

T

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
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"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_FILESYSTEM EXTRACTABLE",
"field": "FILE_CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME_ RANGE",
"name": "Discovered Time",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST_ MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
"IN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",



"name": "Last Accessed",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
nIN™
I
"server data": true,
"type": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
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"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [

"IN",

"NOT_IN"
I
"server data": true,
"type": "SELECT"
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curl -X POST "http://
{classification_ip}/api//{classification_version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... "
-H "x-agent-id: hOXsZNvnA5LsthwMILtjLI9xZFYBQOxAwMclients " -H "Content-
Type: application/json" -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap ip}:/{share name} " },

\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field":"CATEGORY", "operator":"IN",
"yalue™: ["21"1}1}}"

-
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",

"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",

"estimated time to complete": O,
"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21
"status": "QUEUED",
"title": "string",
"user id": "string"

.705z2",
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