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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"s3:Get*",

"s3:List*",
"s3:PutObject"
I

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"
1,
"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
m
T
1
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.
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Create role o 5) (&
Select type of trusted entity
= AWS service Another AWS account Weh entity: SAML 2.0 federation
.' EC2, Lambda and others . Belenging to you of 3rd party @ o A men orporate direcior

Allows entities in other accounts to perform actions in this account. Leam more

Specify accounts that can use this role

Account ID* [ ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE
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"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I

"Resource": "x"
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>: role/<ADDITIONAL_ROLE_NAME>"

I
{
"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:policy/*",

"arn:aws:iam::*:role/*"
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38 Data Investigation
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Regular Copy FlexClone Syne
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Regular Copy FlexClone Sync

An easy to use replication service for transferring data between any file or object store,
on prem or in the cloud.

Learn More
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3 Move Files (63)

The files will be moved to the destination folder you provide and will no
longer be available at their current location.

Moving files is supported only to destination folders in NFS Shares. Any NFS Share
is supported, no matter where it is hosted, as long as the share's expart policy
allows access from the data connector instance IP address.,

Enter the NFS destination folder path to continue

Hostname:[SHAREPATH

[~] Leave breadcrumb

A breadcrumb file helps your users understand why a file was moved from its
original location, For each moved file, the system creates a breadcrumb file in
the source location named <filenamea=>-breaderumb-<datas_ txt .

Enter the content of your breadcrumb

(D) Max length should be maximum 400 characters
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Column: Customer ID of the Customer IDs in KXXXXKXKXXXX
your Oracle database XX472637XxX
_____ XXXXKXXXXKXX
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Add Data Fusion Source

To add a Data Fusion spurce reference, specify one or more columns which contain
your organizations unigue identifiers, such as a column used to store customer |Ds.

Mote that adding @ Data Fusion Source will initiate an additional scan of your data

SI0Mes.
Databasze Schema Table
Oracle1 Accounts Customers

Columns Containing ldentifiers

Customer D

Add Data Fusion Source | Cancel

4. O|0|E{ Fusion &A 7} * & Z2|ghL|C}.
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With Data Fusion, Data Sense can identify occurrences of your organization's unique [dentifiers found in your unstructured data stores, using structured
data indexes containing those unique identifiers as a source reference. Learn More

Database Schema = Table + | Data Fusion Source Columns .
Schemal Table 1 Column 12, Column &, Column 18
Schema? Table 2 Column 2, Column 14, Column 8

At
Ci2 dAL = 22toll= o] M HEIH 7Hel Aapr MMof F4 CHA|EE Sl "7HQl O[o[E{" EE{Q| ZA} IO X[
ISEIL|CH BERXtof| AFESH 0| 50| HE| SF0f LIEHELICHOI:) Customers.CustomerID.

Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © = 6.7K Items ©
Internal Product ID O Items e &@i Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French 5Pl E ltems e
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(*) Delete Data Fusion Source
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@ Data Sense Governance Compliance Investigation Classification settings Policies Cenfiguration

ifi i i
Classification settings

Identifiers added by the user

Custom Categories

> HR-Employee Contracts 12K Files )
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product Mames

Description

’ |dentify internal product names found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.
MEHS & *
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=

i
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(0 custom regular expression

Create a custom personal pattern based on a regular expression that you define,

() DB fusion (i

Create a custom personal pattern based on the values found in specific columns in your scanned
database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.

4. Create Logic_pageOllA QIAlst2 = 7|RI=(2 THO{E HEo| =0f =3)E =st1 * Validate * & S2I8tL|Ct
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Create Logic

Create leglc for the new |dertifier, based an regular expression and keywords that should be detected
You will be able to change the logic in the future, by clicking on "edit” from the custom classification

dashboard.

Custom keywords list
« Maximum of 100,000 words.
+ Separate between keywords with a new line
+ The keywords are not case sensitive

« Each word must be at least 3 characters long. Shorter words are ignored.

« Duplicate words are only added once.

barred
barn
horned

SNOWY
screech

Keywords list is

StH BlueXP 2/ 7t A|ATE|0f HIO|E{ £ CHA| ZAH gL T},

5. Done(2tz)* 2 22!

21
AL 2= E[H "I Aapr M
ZotE L

Mo F= CHAI2E= 3 "Il Ci|ofEf" ZE{ Q| Z= AL 10| X|0f| O] MZ2 FEIt Autof

Personal Results

30 Types | 96.6K Items found in All working environments
Email Address 92K Items e IBAN 6.7K Items e
Internal Product Names 20 Items e a&s Customers.CustomerlD 56 Items e
Estonian ID 5 ltems e French SPI 5 ltems e
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AHEXE K™ HrtAl(regex)2 AHBSHO] 7HQl THEIS 715104 HIO|E{2] EX FHEE AlHY 4 USLICE O|HA| St M
%= MER R HE QA E AEHY &~ JUELICEH regexs

AEXL X regexE PHE0| A|ABIO OFR E=XHSHK| Qb=
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Data Sense Governance Compliance Investigation Classification settings Policies Configuration
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Classification settings
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

{ Internal Product 1D

Description

’ ldentify internal product 10s found in all files

(@) |Personal identifier

The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and
in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

() Category
The classifier will be added to the system as a new Category. Any matches are added to the results
that are displayed in the Categories page and in the Investigation page. See the list of categories that

Data Sense identifies by default.
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Select Data Analysis Tool

Select the tool that will be used to build the list of words, or patterns, that Data Sense will attempt to
match in your data sources,

() Custom keywords (1)

Create a custom personal pattern based on a list of keywords that you provide.

(®) | Custom regular expression

() DB fusion (i

Create a custom personal pattern based on a regular expression that you define,

Create a custom personal pattern based on the values found in specific columns in your scanned

database tables. This allows you to identify whether unigue identifiers from your databases are found
in-any of your other data sources.
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Create Logic

Create logic for the new identifier, based on regular expression and keywords that should be detected

Regular expression (|

Add the pattern that should be detected to igentify specific information in your data, using
@ custom regular expression.

20 Nd{9%b

[ ) Tot g LEL:

Regular expression is valid.

Proximity words - To improve the detection accuracy, insert phrases that
must appear near by the regular expression's match.

product id
identifier

-

A1
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.CSV .boc, .DOCX, .Gz, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides
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o Select type @ Select tool @ Create Logic
Select type

Select the type of classifier that you want to add to the systern, and provide the name and description,
Data Sense re-scans all your data sources after you add a new classifier. When the scan is complete, all
matching results are displayed in the "Classification Settings™ dashboard and in other Data Sense pages.

Classifier name

‘ Compressed installer files

Description

Installation files in .GZ format

() Personal identifier
The classifier will be added to the system as a new personal identifier. Any matches are considered
“personal data", and they are added to the results that are displayed in the Personal Results page and

in the Investigation page. See the list of personal data that Data Sense identifies by default.

Miask detected results in the system

(w)|Category

The classifier will be added to the system as a new Category. Any matches are added to the resulis
that are displayed in the Categories page and in the Investigation page. See the list of categories that
Data Sense identifies by default,

3. Create Logic_pageOilAl && THUO0| F=H|=[}=X] 2HI%t CHS * Select files * & S2IFLICEH

Create Logic
Al-based similarity training @
®  Insert NFS folder path
®  The falder should contain minimum 25 files and maximum 1000 files that will be used for the Al training.
®  Supported file types: pdf, docx, doc, ppix, =ls, 2lsx, csy, t=t, gz, rif, docs, sheets, slides, json
®  The keywords are not case sensitive

®  bdinimum file size: 1008

Compressed Installer files T Select Files

4. 289 IP A2t uK MAUO| Y= Z2E Yot * I+ & S=FLICL



Insert folder path that contains at least 25 files for the training
Enter the IP address and volume name, along with the path to the location of the training files.
IP Training Data - Folder path

SO0 W00 00 00 N olumeName fulderfp.atl'l.r"

Add Cancel

O. W MHAUO| BlueXP ZR0I|IA QAERA=X] 2QIBtL|Ct x * & 2280 Q7 AHdE SFIX| @b= u| I
MALICEH 33 O * tm * & SEIYLIC

Create Logic
Al-based similarity training @
® insert NF5S folder path
® The folder should contain minimum 25 files and maximum 1000 fles that will be used for the Al training.
® Supported file types: pdf, docx, doc, pplx, xls, wsx, csy, txt, gz, rif, docs, sheets, slides, json
® The keywords are not case sensitive

®  Minimum file size: 100B

) Sefect Files

Compressed Installer files

Total uploaded files: 54

included = training
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Personal Results

30 Types | 96.6K Items found in All working environments

Email Address 92K items © 6.7K Items ©
nternal Product ID 6 ltems e zf‘,}g Customers.CustomerlD 56 Items e
Estonian 1D 5 ltems e French SPI 5 ltems e
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Classification settings

Identifiers added by the user

Custom Categories

3 HR-Employee Contracts

Personal information

v  Internal Product1D

Maodel type: Custom Regular Expression

Description: Identify internal product IDs found in all files
Model last change: 12/04/22

Mask results: Yes

Add New Classifier

12K Files s
I'\_fl

7 5K Files ~)
\4

& Edit Classifier
& Delete Classifier
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