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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"
I

"Resource": "*x"

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedRolePolicies"

I

"Resource": [
"arn'aWS'iam"*‘policy/*",

"arn:aws:liam::*:role/*"
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Assign an AWS IAM Role for Data Sense & Compliance

To enable Data Sense & Compliance on Amazon 53 buckets, select an existing I1AM Role.
Make sure that your AWS 1AM Role has the permission defined in the Policy

Requirements.

Select 1AM Role

(%]
m
T
1
!

VPC Endpoint for Amazon 53 Required

A VWPC endpoint to the Amazon 53 service is required so Data Sense &
Compliance can securely scan the data.

Alternatively, ensure that the Data Sense & Compliance instance has direct

access to the internet via a NAT Gateway or Internet Gateway.

Free for the 1st TE

Cver 1 TB you pay only for what you use. Learn more about pricing.

£ Z2/8t0 A HO|X|of| A =HY &t
-__—ELEI H = $ShA] *

Aol
| o
=I5t 10 * BlueXP 25 &3t * £ MEHBHL|C.
Z
BlueXP= QIAE A0 IAM &g SHEbstL|Ct
S3 30| & T4 A7H 25} gl H et 5}
BlueXPO|A| Amazon S30|A| BlueXP 2R E AtEsIEE MAst = C+S A= ANE HIIZ PHSH=E AL|CH

HAr S3 HZI0| A= AWS AFOM BlueXP7h H&E| 11 QUOH dle KIS M0 Amazon S3 e 2Z0f|
HA[SLCE

BlueXP 3% J7tS8LICt M2 CHE AWS A X0 9! = S3 HZlZ2 AZHEIL|CE.

CHA|
1. Amazon S3 =] 2tAS MESHL|CY

2. QEXO| MH|A FollM * B2l 74 * & Z2letLct

-



@ Amazon S3 @
B On

INFORMATION

161

Buckets

SERVICES

@ Copy & sync 1.1 ©
= On Data Synced -

Classification
r On

| Configure Buckets | i

—

3. HZloM i H& A7 L= 0fE S 27 AMS SHotgfL(Ct

Amazon S3 Configuration

15/28 Buckets in Scan Scope.
Scan 2 Bucket Name |4 Status Required Action
| Off Map | Map & Classify | BucketNamel ® PNot Scanning Add Credentials
| Off | Map | Map & Classily BucketName2 @ Continuosly Scanning
| Off Map Map & Classify BucketName3 & Mot Scanning
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Create role o > 3

Select type of trusted entity

.“"‘. AWS service @ Another AWS account @ weh "’e“t'“’ _ SAML 2.0 federation
EC2, Lambda and others s

OpeniD
Belonging fo you of 3rd party np our corporate direcior

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* [ ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"s3:PutObject"”
I

"Resource": "x"
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"Version":
"Statement": [
{
"Effect":
"Action":

"Resource":

"2012-10-17",

"Allow",

"sts:AssumeRole",

"arn:aws:iam: :<ADDITIONAL-ACCOUNT-

ID>:role/<ADDITIONAL_ROLE_NAME>"

b
{
"Effect":

"Allow",

"Action": [

"iam:GetPolicyVersion",

"iam:GetPolicy",

"iam:ListAttachedRolePolicies"

1,

"Resource":

"arn:aws:liam: :*

"arn:aws:liam:
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Working Environment 4 Configuration

+ Add OneDrive users

24 uzers are being scanned for compliance
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Add OneDrive users

Provide a list of OneDrive users for Cloud Data Sensze to scan their data,
line-separated. You can add up to 100 users at a time.

Type or paste below the OneDrive user accounts to add

User Accounts
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Add OneDrive users

24 users are being scanned for compliance
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