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Floating IP addresses in

one or more

route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
T P X

Availability zone 1

Availability zone 2

Subnet 2

Synchronous mirror of
data between nodes

Mediator
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Floating IPs
routed to VPC1
route table

Transit
gateway
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,
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routed to ENIs transit gateway
= Mediator Client
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4
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Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type Route state

I 10.100.0.0/16 tgw-attach-06e77bd34e2ff3118 | vpe-0b2bc30eldc8eldb I h "\VP...C‘Z' propagated active

10.160.0.0/20 Tow-attach-00ebadeac3250a7db | vpc-673ae608 | / \ oo propagated active

gw-attach-Ulebadea Ud7db | vpc-b/3aebl \ L‘\ﬂ;}'/“ static active
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 vee, . static active
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E-Lgnant-m-\g static active
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB/ Addresses, ... active

[==J = 1
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Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Asscciations Route Propagation Tags
Edit routes

View All routes -
Destination Target Status Propagated
10.100.0.0/16 local active No
0.0.0.0/0 Igw-072500d01781e67df active No
10.160.0.0/20 1aw-015b7c243661ac279 s/ {“_\L_,J No
172.23.0.1/32 1gw-015b7c243661a0279 active No
172.23.0.2/32 1gw-015b7c249661ac279 Ek}atj n g l B No

o i, | mt

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
172.23.0.4/32 1gw-015b7¢249661ac279 active No

5. BF IP FA0|| AMALHOF Sh= VPCO| Z2E 371510 HA 42| VPCO| LYt = E|0|ES +FRiLICt.
O &A= VPC 2t 2tRES 2Z5H7| iE0| St

Ct2 HE Ol0IX|= VPC 12| 32 HI0|28 B FLILE 67|0fl= &3 IP F242 220|ET} = VPC 20]
tist 227t ZHELILE 252 HANS HiZE i (iS22 E2E IPE 42 H0[S0| F7IEL

Summary Routes Subnet Associations Route Propagation Tags

Edit routes
View | All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68254001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pex-589¢3331 active

I 10.100.0.0/16 tgw-015b7c249661ac279 I \_\J_P.\CZ
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 enl-0854d4715558¢c3¢db H
Eloating

172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B

172.23.0.3/32 enl-0f76681216c3108ed Addresses
e e N

172.23.0.4/32 eni-0B54d4715558c3cdb active
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

* "AWSS| 17tEd A

* "AWS| Cloud Volumes ONTAP 0f| CHSt W EQ|Z 27 Atgt"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"
1,
"Resource": |
"arn:aws:kms:us-east-
l:externalaccountid: key/externalaccountid"

1,

"Condition": ({
"Bool": {
"kms:GrantIsForAWSResource": true
}
}
}
]
}
+
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud(0|=) X4



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3

"Effect": "Allow"

° Cloud Volumes ONTAP = =0]| CHSH uHod X xH

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud(0|=) X4
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
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"Version":

"Statement": [

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version":

"Statement": [

° HA &XHX}

{

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"

91



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses"

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[“'T\] AWS Markelplace
L

Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
2

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription
Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.
Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.
The next steps:
[/T\] AWS Markeiplace
"~ Subscribe and then click Set Up Your Account to configure your account.
,:‘E'\] Cloud Manager
— Save your subscription and associate the Marketplace subscription with your AWS credentials.
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Quick t 0 \ Advanced create
uick create
/ You set all of the configuration options, including

Use the recommended and default configuration options. You can

) specifying performance, networking, security, backups,
change most of these options later.

and maintenance.

System details

Cloud provider account Instance Profile | Account ID: 2 12 AV
Name (D Action required v
ONTAP Credentials (D) Action required v
Tags 0 Tags v

Deployment and Configuration

Deployment Type Single node AV

Network configuration US East - N. Virginia | VPC name - 172.31.0.0/16 | Subnet name - - A

Charging and Services

Marketplace subscription Sub2-ByCapacityByNodePYGO_delete_after_1234 AV

License Freemium (Up to 500 GiB) A

Data services and features Netapp Backup and Recovery AV

NetApp Support Site account No existing account N
Summary

Overview Y
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Volume Details & Protection

Volume Name i ] Storage VM (SVM)
ABDCV5689 : | svm_comE Vo1 -
Volume Size o Unit Snapshot Policy
| 100 | | GiB v | default -
default policy
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

by

{
"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"
]
by
{
"Effect": "Allow",
"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",

"Wk n
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"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

:::fabric-pool-*",

3 3 3 falorie=poel=*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3::
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3::

"Effect": "Allow"

HA 49| Z<2 Cloud Volumes ONTAP HA A2 HiZ & A|Z=lo

:fabric-pool-*",

:fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses"

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

—
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keytool -list -v -keystore occm.truststore
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docker ps
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env

d. QIZEME MZ| MF L0 ISt ChS BES AWt O™ HHA|| HIUHZ S AFEBHM|R.

1]

keytool -import -alias <alias-name> -file <certificate-file-name>
-keystore occm.truststore
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exit
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docker restart <docker-id>
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Select Charging Method
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1. "Azure Portal0l|A] Azure Cloud Shell0]] SHAM|A"

2. 1718H BE 7|58 SEStMa:

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLI= CHE3t RAFSH 21HE HHetsl{of gL Cf,

"id": "/subscriptions/xXXXXXXXKX—XXXX-XKXXX—XXXXK—
XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": ({

"state": "Registered"

b
"type": "Microsoft.Features/providers/features"
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1. "Microsoft Azure dHX: I7}2M8 TE Q"

2. "Microsoft Azure MEX: Azure CLI A|Z}St7|"

Azure0||M Cloud Volumes ONTAP 0| VMOrchestratorZonalMultiFD At
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2t olsljoF €fL|CH Microsoft.Compute/VMOrchestratorZonalMultiFD 5}t2
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1. Azure Portalti|X| Azure Cloud Shellof] M| ABILICEH XtA|SH LIE2 CHS 2 & ZSHMIR. "Microsoft Azure
MEHAN: Azure Cloud Shell A|ZtSE2|"

2. SE5IM|R Microsoft.Compute/VMOrchestratorzonalMultiFD CHS HHS Ao 7|52
F7etMIR
- .

az Al™ 873 -s <Azure_subscription_name_or ID> az 7|5 S& --name VMOrchestratorZonalMultiFD
--namespace Microsoft.Compute

3. SE MElet £3 YES HHl5tM K.

az 7|s HEA| -n VMOrchestratorZonalMultiFD --H| I ATH[0| A Microsoft. Compute { "id":
"/subscriptions/<ID>/providers/Microsoft.Features/providers/Microsoft. Compute/features/VMOrchestra
torZonalMultiFD", "name": "Microsoft. Compute/VMOrchestratorZonalMultiFD", "properties": { "state":
"SEE"}, "type": "Microsoft.Features/providers/features" }
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Volume Name i ] Storage VM (SVM)
ABDCV5689 : | svm_coali CVOT v
Volume Size o Unit Snapshot Policy
| 100 | | GiB v | default v
default policy €
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Cloud Volumes ONTAP

Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums

| macOSO|M= CtS

2 IS A|R. md5sum 2|1 sha256sum

2 A5t targz U S =T

Cloud Volumes ONTAP

Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums

o md5sum AZURE- <version> PKG.TAR.GZ.

U0 LH2EE

St Azure O|D0|X|Q| Zt1t
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DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
OP1_PKG.TAR.GZ [7.64 KB]

View and download checksums

fLICt sha256sum AZURE-<version> PKG.TAR.GZ .
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SE—E———== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw—r-—--——- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-

9.15.0P1 azure.pem
SE—Ee——== 1 netapp netapp 8537 May 13 13:00 version readme

Azure Marketplace0|A] Cloud Volumes ONTAP € VHD 0|0|X| LiE2LK7|

VHD O|0|X|7} Azure 22t Z0f| AHA[=|H O 0|2} NetApp Ol A 2t2|=[X| SE&LICE CH,
AlAlEl 0]0]|X|= Azure Marketplaced| HH*IE"—IEF O|O|X|Z7t Azure OFZIE2[0| A0
AH[O|AE[0] AIAE|H Azure= VHDL| AIZf 2 20{|A 1MB, 2 F20i|A| 512HI0|EE
=ZeL|Ct VHD me| MEHS 2elst2{ ™ Azure Ufﬂ'nﬂﬂoleﬂ)\‘I AzureZt £33t VHD
O|0|X|E LHELHOF gL,

AlZHsE7| Hof|

A AEIO| Azure CLIZE MX|Z|0] =X, OFL|™ Azure PortalS S38H Azure Cloud Shell2 A2 4= Q=X|
SIOISHM| Q. Azure CLIE A X|SH= dHof| CHSH XHM|eh LHE 2 TS 2 &ZSHM|K. "Microsoft 2EA: Azure CLI A2 X|

HpEH
od .
CHA|

1. version_readme Tt O| LIES AE3t0{ A|AHIS| Cloud Volumes ONTAP HZH 2 Azure Marketplace 0|0|X|
H 0l OHZ e L|C}. Cloud Volumes ONTAP HAM 2 L2t 20| EHEL|CH buildname Azure Marketplace
O|0|X| HHM 2 Ct3at Z0] EHELICH version HA OfZOA.

CH2 oo A= Cloud Volumes ONTAP & 9.15.0pP1 Azure Marketplace O|0|X| {7 0{| Of &l =!
9150.01000024.05090105 . O] Azure OFZIZ2|0|A 0[0|X| HM 2 LtE0 0|0|X| URNS AHEdt= O
At EILICE

[
"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. VM2 S = X9 2 AELICH X[ 0|E2 222 AFEILICE 1ocName OFIEZ|0|A 0]O|X|S] URNS
g tEsta{H CHE S-S HASHA K.

az account list-locations -o table

O] EO|M= X[ 0|F0| CtS2t 20| LIEFE LI, Name EE.
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$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus?2 (US) East US 2

South Central US southcentralus (US) South Central US

3. of2ff E0l|A 8 Cloud Volumes ONTAP HZ 3t VM HHIZ R&0j| L3t SKU 0|2 HAESHMR. SKU 0|E2
U2 MEELICH skuName OFZIE2|0|A 0|0|X[9] URNS EEY L|Ct.

O£ £04, Cloud Volumes ONTAP 9.15.02 A%t B E T L E HY X = OS2 ALE6HOF gLt

ontap cloud byol SKU O|E2E.

* Cloud Volumes ONTAP H{X* VM HZE Sl SKU 0|

9.17.1 0|4t Azure OpIZ|0|A ontap_cloud_direct_gen2
9.17.1 O|At NetApp Console ontap_cloud_gen2
9.16.1 Azure OtZIZ2{|0|A 28 ZaC Clo[AE
9.16.1 =2= 28 _2E

9.15.1 =25 =28 _22RE

9.15.0 2t e HiE o8 Zatec Hiolg
9.15.0 Z&, WIIBY(HA) HHZ <& 2elec H|g

4. ONTAP HZ 1t Azure Ot2IE2|0|A 0]|0|X|S DHE$H = Azure Cloud Shell EE= Azure CLIE AF23H0 Azure
O Z2{|0| A0 A VHD It S L2 HL|C}

Linux%|A] Azure Cloud ShellS At23510{ VHD I} LHELK7|

Azure Cloud ShelloflA{ OF21Z 20| A 0|0|X|Z VHD THU(Gll: 9150.01000024.05090105.vhd)2 LHEL T 22
Linux A|ARIO| CHREEBL|CE Azure Marketplace0llA| VHD O|0|X|E 7t 2e{H CHS THAIE +ESHM L.

A
1. OPZUE20] A 0|0|X|2] URN % 7|E} Oi7HH~E HESLICE URN "AI2 Ch33 Z2&LIC

T = 20 o 1=
<publisher>:<offer>:<sku>:<version>. MEHM O Z NetApp OHZIE2]0|A O|O|X|E LIESHH SHIE
O|0[X| HAME ol &~ AUELICE.
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PS /home/userl> $Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> S$SlocName="eastus2"

PS /home/userl> S$SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName S$pubName
-Offer SofferName -Sku S$SskuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

2. YX|Sh= O|0|X| T Z OFZIE2|0|A O|O|X|Of M A 22| CIAFE BHELICEH

PS /home/userl> $diskName = “9150.01000024.05090105-managed-disk"

PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image-reference
Surn

PS /home/userl> $sas = az disk grant-access —--duration-in-seconds 3600
--access-level Read --name $diskName --resource-group S$diskRG

PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-Json) [0] .accessSas

3. #2| C|A30|M Azure StorageZ VHD IHU S LHEHLICEH MESH HNA £+ZOZ ZIH|0|HE THEL|CE O]
OloflA R2|= CtS 2t 22 0|E9| AH|O|HE AEMELICE vm-images ~2t &7H Container M +&.
Azure PortalOi| A XMZ A AE HMA F|E 7P SLICH ME A AE > examplesaname > UM A 7| > key1 >
key > HEA| > <EAt>

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> S$destBlobName = “9150.01000024.05090105.vhd”

PS /home/userl> S$destContext = New-AzureStorageContext
-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy -AbsoluteUri S$diskAccessSAS
-DestContainer S$containerName -DestContext S$destContext -DestBlob
SdestBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container S$containerName
—Context $destContext -Blob S$SdestBlobName
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4. MM %l 0|0|X|E Linux A|AHI0| CtR2ZEBLICH AFES}CH wget VHD YU S CHREESH: BH:
wget <URL of filename/Containers/vm-images/9150.01000024.05090105.vhd>

URL2 EZF YA Z WELICH XHS%HE 26l Of2f{et 20| URL EXtE 2 IHAA|Z & JSLICH EE= Azure CLIE
AtgE 2 JELICH az URLE 7= BFQILICH URL

Ol Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

o. 2| TjA3 Fe|

PS /home/userl> Revoke-AzDiskAccess —-ResourceGroupName S$diskRG -DiskName
$diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
$diskName

LinuxOi|X| Azure CLIE AF235t0{ VHD It LHELK 7|
EZ Linux A|AEIO|A Azure CLIE AFE5SHY OFZIE2[0|A O|0|X|E VHD It 2 LHE-L|CH

A
1. Azure CLIO|| 2918t 11 OF21Z2|0|A O|0|X|& LIESfL LY.

Q

% az login --use-device-code

2. 23QIsIHH A 2K E AHEste] H|0|X[E FLICE. hitps:/microsoft.com/devicelogin QIZZEE
UHSIN K.

Q

% az vm image list --all --publisher netapp --offer netapp-ontap-cloud
--sku ontap cloud byol

{

"architecture": "xo04",

"offer": "netapp-ontap-cloud",

"publisher": "netapp",

"sku": "ontap cloud byol",

"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

}y

3. OpziZ2f|o]A o|O|X[of| A YX|Sl= O|0|X| HHMOZ AZ2 22| C|AIE FHELCH.
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(o

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"
export diskRG="new rg your rg"

o° o o° o°

az disk create -g $diskRG -n $diskName --image-reference Surn

az disk grant-access --duration-in-seconds 3600 --access-level Read
--name S$diskName --resource-group S$diskRG
{

"accessSas": "https://md-

xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&Sr=DE&SI=XXXXXXXX—XXXX~XXXX-XXXX~XXXXKXXKXES I JXXXXXXKX XXX XXX KKXXXXXXXXKX"

}
% export diskAccessSAS="https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxxxx/abcd?sv=2018-03-

28&STr=DESI=XXXXRKXXX~XXXX—XX~XX~XXESIJXXXXXXXXXXXXXXXXXXXXKXXKKK"

T2 MAE XtSosteH BE £20|M SASE FE0H0F HLICH XHME LHE2 i EME HZESHMIR.
- 22| C|A30|M VHD Tt S LHE Lt

a. ATt ANA £FO R ZH|0|HE THELICE 0] 0|0f| M= ZiE| 0|2tz 0| F0] /}EFLICH vm-images ~2t
Sl container M £F0| AFEEILICE.

b. Azure Portaloi| A KZ2A AY AMA 7|E 7EHZLICH HEA AE > examplesaname > AN A 7| > key1
> key > HA| > <5Al>

LEoHLRE

o

AMEE = UAFLICE az O] THAOf CHE BHLICE.
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export storageAccountName="examplesaname"

export containerName="vm-images"

export storageAccountKey="xxxxxxxxxx"

export destBlobName="9150.01000024.05090105.vhd"

o® o° o o°

o°

az storage blob copy start --source-uri S$diskAccessSAS --destination
-container S$containerName --account-name $storageAccountName --account

-key S$SstorageAccountKey --destination-blob SdestBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXx",
"copy 1d": "XXXX-XXXX-XXXX-XXXX-XXXX",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OxXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request 1d": "XXXXXX-XXXXTXXXX-XXXX-XXXXXXXXXXX",
"version": "2020-06-12",

"version id": null

O. Blob ZAMZ Q| HEHE 2QISHA K.

=

% az storage blob show --name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"Copy" : {

"completionTime": null,

"destinationSnapshot": null,

Tid": "XXXXXXXX-—XXXX—XXXX-XXXX-XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxx.bluexpinfraprod.eastus2.data.azurecr.io/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX—XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null

by

6. MM E O|0|X[E Linux MHZE CHREEFLICE
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wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>

URL2 EZE YA Z WELICH XHS%HE 26l Of2f{et 20| URL EXtE 2 IHYA|Z & JSLICH E= Azure CLIE
AEE = JELICH az URLE 71 2&= HHILICH URL

Of| Al:https://examplesaname.bluexpinfraprod.eastus2.data.azurecr.io/vm-
images/9150.01000024.05090105.vhd][]

7. HE|E|l= ClA3 "HE|

az disk revoke-access —--name $diskName --resource-group $diskRG
az disk delete --name $diskName --resource-group S$diskRG --yes

rol

o MY

Lot

ox
_kg_r

Cloud Volumes ONTAP 0| Ciiat Azure OtZIE2|0[A O|O| X[ A

Azure O|0|X| ZZ T2 M|A = VHD THYL| A|Ef EE20|AM 1MB, 2 F&20{|A| 512H0|E
X7 et CHS sHA| et+E ME6I0] CIO|MAE DU S MMTIL|CH ANE HXIE °'XIAI9I7I 25
sfAlofl= sha256 O| AF2ElL|Ct

22 M ME H4E JIEE TEM A0 TS JHRYULICH

Hash Function ———3! 033b9077D...

Signature
Received data Decrypt Digest valid, when
digests match
E - 033b2077h...
Signature Public key

* Azure O|0|X|E CHREEFLICE "NetApp A|@ AFO|E" O2| 1 CHOIMAE(.sig) IHY, S7H 7| 1B AM(.pem) I+
Mol QIBS M (.pem) IS FEFILICE . "Azure O|O|X| CIO|R|AE I} CIHR2ZE" XHMIE LI 2.

© ME[AMES AHB.

* 370 7] ABM(.pem)0llM S7H F|(.pub)E FEEILICE

© XEE 3 7|1E ME86I0] CIO|NAE MU S sH=FL|Ct

* O|0|X| HAO||A] A[Z 22 1MBRt 2 £& 512HI0|ES H7et = MAE AA| IHo| A2 YA El ClO|HAES}
I H| D E |_|l:f O| &A= OpenSSL BHEE =7 E AHE%I0] +AHELICE OpenSSL CLI =7&= T & X|of|
YSOIALE HIE F R Xt HAIXIE EAIRLICH
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https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

Linux0f|A| Cloud Volumes ONTAP 0| CH$t Azure OFZ1E2]|0|A O|0|X| MH =0l

=/ -

LinuxOl Al LHEH VHD It MBS ASot= Zgols AE Ml 4F, ItE HE, M8 43S0l
ZotELCt.

CHA|
1. S
oY, Q! 1B M (.pem) IHU S FEBfLICE,

HZSICE "Azure O|0|X| CHO[H|AE T L2 2 E" XHMI LI 2.

N
r=

2| A S =I5t K.

(o)

o

openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem: OK

2 F20|M 512HI0|EE H|AHELIC AFEA|
MAMetL|Ct w2t 10485778 HESLICE

[y — =]

3. VHD It ol A|ZH HEO|A 1MB(1,048,576HI0| E)S |7t
tail,d-c +K 0| 82 O] KHM HIO|EO|A HIO|EE
tail -c.

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o°® oo o°

4. OpenSSLE2 AH3IH QIZMOIM 37 7|1E &5t AERE THU(sign.tmp)S ME mHA3t 37 7|2
HEELCt

Y LEZEE=HS 200 et 83 E= 4T E HEHHE HAIXIE EAIRLICH

180


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
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(o

% openssl x509 -pubkey -noout -in
./Code-Sign-Cert-Public-key.pub

./Certificate-9.15

[o

% openssl dgst -verify Code-Sign-Cert-Public-key.pub
-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub
-sha256 -signature digest.sig -binary ./another file
Verification Failure

5. 3¢l 27t

HE|stM| 2.

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig

o oo

*.pub *.pem

macOS0|A| Cloud Volumes ONTAP CH$t Azure OFZIZ2]|0|A 0[|O|X| MH =0l

=/ -

.0P1 azure.pem >

—-keyform PEM

—-keyform PEM

~from nowhere.tmp

LinuxtlAM LHEH VHD It MEHS HSStE Yol AME| Mol A, ot WX MHEH HAS0|
ZotEIL|CH
cHA)

1. Azure O|D|X| Y S CHRZESHHIR. "NetApp X8l AfO|E" O2|7
ot A2l 215 M (.pem) IHU S FZEFHL|CE,

STt "Azure O|O[X| CIO[H|AE OfY CI2 2 =" XEM|EE LHE 2.

2. M2 Abag B

OlSHM| 2.

Q.

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. VHD It Q| A|ZH HEO|AM 1MB(1,048,576HI0| E)E M|t & &
tail, d -c +K O] SM2 IUS| KM HFO|E0f|A| HIO|EE ¥
=

H— -
tail -c.macOSHME tail HHS 2tFst= O 2 1020] 2

I:I
T =
MSH
A
.

USLIL

tail -c +1048577 ./9150.01000024.05090105.vhd >
head -c -512 ./sign.tmp.tail > sign.tmp
./sign.tmp.tail

o° o° o°

rm

, AERE I (sign.tmp)2

4. OpenSSLE AIR3I0 QIZMOIM 27 7|12 =&3tn
HAZSHL|C HY TETEL 2
L HY ODEOoDEL

CIO|HAE(.sig) I

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

Ol Al 512HI0|EE M| HEILIC AF2A]
MetL|Ct, 2fA 10485772 &
(o]

1SSl

./sign.tmp.tail

A N opant S 7|2
243 2o met 43 = IS LEH = HIAXIE EARLCH
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% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

o A S HElSHM K.

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

o oo

Azure Marketplaced|A| Cloud Volumes ONTAP H{ I

Azure Marketplace 2|8 H{ZEE AFE23HH Cloud Volumes ONTAP =211 2 A| B g 4~
UELICE Azure DP“I‘EHOIAOHH 3 Hol E2I0tO Z Cloud Volumes ONTAP HtEA|
HHZSHD ALKt 2HE0[A 2y 7|s1t d5S AT{E = JUSLICH

o M|2otoll CHEt XtM|st LI 2 CH2 S & XSHM|R."NetApp Console 2t OFZIZ2{|0| A0{| A Cloud Volumes ONTAP
K| =0l CHolf Lot=EMR." .

O Ztdof| 2tstod
Azure Marketplace ’E!E HHZZE AF2SHH HiZEEl Cloud Volumes ONTAP A|ABRI2 CH3aF 242 543 ZHELICH
Azure Ot Z2||0|AE Solf Ui EEl S MHA QAAEHAO| 7|52 NetApp Console Of|Af ZHAME off HAEIL|CE,

* %[l Cloud Volumes ONTAP H{Z%(9.16.1 0| &).

* T2H|X'd 20| 500GiBZ H|$HEl Cloud Volumes ONTAP 2| 22 20| MAQILICE O] 2t0| A0 = NetApp
X|0| ZSHE[X| il Btg UM SLIC

+ EI JHE Y YH(AZ)OIM DIFBH(HA) BER PHE £ 0| LEL T U WS 2 HBELCH AE2X
7hat A(A IR VM) CHEofl BHEEILICH 918t 97|~ Eajo]H mE"
+ J|2HOo R MAE A Chet FARLICH

* 500GiB Z2H|XY 22F0| Z2|0|Q SSD v2 &2| C|ATR} FE C|A3, H|O|Ef C|AZ,

* NFS, CIFS, iSCSI % NVMe/TCP H|O|E| MH|AE Zt&E StLto| H|O|E K& VMO| B E =S LIC}. 37t H|O|E
M&EAx VME =71 &= glE L CH

* NFS, CIFS(SMB), iSCSI, Autonomous Ransomware Protection(ARP), SnapLock % SnapMirror CHet
2fo| MIA T X[ E|FSLICE

* "ONTAP 2= 217 ME 22d(TSSE)", 2F &=t & R 7| 227t 72X 2 &dstk|o] JAELICt

* OE 7152 RAEX 5Lt
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* HERZA QF AHSE £EF5H=X| &I 2."EHY AZK| HA BHE" AzureO|A. "Cloud Volumes ONTAP 0f| CH$t
Azure HERZ AH" .

* Cloud Volumes ONTAP H|Z352{™ CHS Azure &t = SILEZ| Sebz|0{0f SHL|C,

o A0 contributor 7|2 HsH0| Q= AHSIOIL|CE XtM|SH LIRS L2 S AHX8EM| . "Microsoft Azure
MO M: Azure 7|2 H|Z HEt |
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
EE
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
e
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
EEREY
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =
Service name: compute.googleapis.com
Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account
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Details and Credentials
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size
will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\"."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."

230



[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

= =
of= o ==

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. L2 2 E% disk.raw IHY, ME, ASME Tl E2[0f FELICH
3. OpenSSLE A83IY QAIEMOlM 371 7| FEeLICH
=

4. FEE 371 7|12 MBS MBS S5t THR2ZE0 disk.raw THY Q| LIE S QISfLC}
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
15:

16:

42

42

02
42

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt

Verification Failure
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Resize volume X

25 e GiB v
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1 4
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Change Tiering Policy

Volume_1

i ] Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

@) 53 Storage classes Standard-Infrequent Access

@) S3 Storage Encryption Key aws/s3
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Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.

271



HIO|E X0 cist =2 E2 LSS FX5HMR. 'St E0[M HIo[E =X 5! 222 =2 H0[H =H".

A ZStE Hlo|Ee AER[X| FaHA HE
Cloud Volumes ONTAP H{ZEol = 30% SOt HM|AE[X] 82 H|Ed 0|9 AEE|X]| 22HAF HESIK AEEX|
%

HIES &Y o= USLICL HOE{0]] UM ASH=E B2 AM A HIROI O FOIX|22 AE2|X| 222 S HFSH7| FHof 0
HS da{sfiof Lot

AEE HloIE | ME 22iA= =FE0| ol A[AF HH|of HEELICE
X@El= AE2[X] S A0 Oigt YE = ChES FZSHM K. "HI0[E AE= Ha".

o

1. Cloud Volumes ONTAP A|AEIO|A |4 OIO|22 223t OIS AEZ|X| E2iA £ *Blob AE2|X| AS3HE
SelgtL|Ct.

2. HE SHAS M TS HES 22BLICH

HIO|E AZ3HE flst o F 272HH|2 HE

HIO|H A E2tE 2ot 7 57t HE22 HI0|HE il AEZ|X|d| 71|**+°* I Cloud Volumes ONTAP SSD/HDDY|
QTR 270 242 HOlEtL|Ct 7|2 ME2 10%2| 6] ZZH0|X|TH Q7 ALstof| SA| Mg =HE 4
Q&L|CH

AN

01|% %01 -_r“JH?_ S F29| 2E5I2{T 10% 0|29 o] SHE M
3 ool EEE m77kK]) It CIATE FOE = ASL

Zt0] @12 ™ Cloud Volumes ONTAP O] HIO|EHE 0|5 gjouq M XB}7} Lraist &
HA2 LESSHA O|FO{XOF SL|Ct =HASHX]| 942 22 NetApp I|°JE'01| Z9lsto

Mol 27 AlLt2| 201 M= 0] H[Z0| ZREL|C ALFsHH A XMZE 20| M HIO|EE 212 M Cloud Volumes ONTAP
ol CIO|E{E SSD/HDD= s A O L2 45& MSot7| i LIt F=2¢t 32t0] @1 2™ Cloud Volumes ONTAP
O CIO|E{E 0|5 == SIELILE HIZELA 2F AMLE SEY = A-F HIES HEY 1 0| S LMK,

EHA|
1. 21%% EFAM XH0f| A *2H2| > O|O| M E*Z 0| S &Lt
2. 22+ Cloud Volumes ONTAP A|AEIS 2t2|8t= 24 of|0|MEQ| Ot0| 2IL|LCt.

3. * Cloud Volumes ONTAP MZ&*g MEiSHL|C}.

272


https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
https://docs.netapp.com/us-en/bluexp-replication/task-replicating-data.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html
concept-data-tiering.html

— Organization Project - =
= M NetApp console NetAppNew Project-1 C ‘ e 0

Agents
Overview
Agents (3 /58) Q
Name 4+ | Location = | status (1) = | Deployment Type = |
LAWSAgent US East (N. Virginia) Active aws
NS eastus Active =”i (CD)]
Ll atAwWS US East (N. Virginia) Active Edit Agent

Go to local Ul [7

Agent Id: 3
HTTPS Setup
E’oud Volumes ONTAP Settings I
*QQ 2f* * XSIE 9|5t K 2F ol Zt o 4 2+ 32|sH
4. 20| M *CIo|E] AIB2AE 2ITt Al 8 LAY - of St HIE*S Salet.
Overview > Cloud Volumes ONTAP Settings
Edit Cloud Volumes ONTAP settings
Capacity
Capacity Management Mode Automatic Mode N
Aggregate Capacity Thresholds - Free Space Ratio 10% N
Aggregate Capacity Thresholds - Free Space Ratio for Data
.99. g pacity P: 10% ~
Tiering
Volume Autosize - Additional Size in Percentage to Which
1000% N
Volumes Can Grow
General
Automatic Cloud Volumes ONTAP update during
On N
deployment
Azure
Azure CIFS locks for Azure HA systems off N
Use Azure Private Link On N
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"aggregateName": "aggr name",

"iops": "modified iops value"

"throughput": "modified throughput value",

"workingEnvironmentId": "we id"

}
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

NAS LIFE ddgL|Ct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node
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network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway
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network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

47| M _private_ip_x_i= cvo-node12| e0alll A= ALEE|X| b= EE JHQl IPRILICEH MH|A M default-data-

filese IP7t IIEL] L. E2 O0|O|0|ME £ UASS LIELHZZ Q14 A| O] IP FAE cvo-node22| e0aZ O|HE

7= AFLICH

3. MEf Abgh = 10| AEE|X| VM 22| LIFE BHELICH

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

07| _private_ip_y_£ e0a2| ALE[X| gt & CHE B JHQ1 IPYILICH.

4. AE2[X| VMO StLt Ol 2t EAIE gEetLict.
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vserver

add-aggregates -vserver svm 2 -aggregates aggrl,aggr?2

Of EtAlE M 2E2|X| VMO| 282 H-gots| Tof| £[Aot SHLEo| TA|0f M| A3H0F 57| 2 0f] 2REHL|CF

Cloud Volumes ONTAP 9.11.1 0| &S H&5t= 32 2E2|X| VMOl Chigh HIEQIS MH|A HMS S K.

Cloud Volumes ONTAP O}HIRE zt2| HZA0| iSCSI LIFE A% 4 T2 5t2{H MH|A S £H6|{0f

SfL|Ct,

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-na

-policy default-data-files -service management-dns-client

me>

me>

me>

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>

-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client
network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-nis-client

0{2] AZ| HA ol AE2|X| VM 4

Of HHA0IM = o42] AZ2S| HA ¥ofl MZ2 AEE[X] VMS BHELICH.

NAS LIFOl= R IP 47t HRoHX|2H 22| LIFO= ME ArSJLICE 0]2{3t /S IP FAE AFESHH AWSOf| A
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ol 1P srerst Tavt eigLICh Thal, AWS 2t ElOIZ0IA B2 IP7} AFSOR TAIEl0f S VPCH Yl
£% =Co ENIZ Zl21YLIth

ONTAP O EE2E! IPE AISSHHHE 2 29| BE AER[X| VMO 7HQ! IP FAE A Ms{of EL|CH Ol L& 11t
£ 20f|M iSCSI LIF7t ‘44 =|= ofaf thAof Bt ElL|Ct.
ChA|

1. AEE|X| VMt AE2|X| VMR Z 2| HZE ThEL|Ct,

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. .. 10| NAS LIFE MAMstL|Ct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° HA 7142 HiESh= AWS X|F2| 2= VPCO| Ciet CIDR & 2| R0 £ IP F47t A0{0F LT}
192.168.209.272 R5 IP FAQ| ofQLICt "E2E IP F A Mol chs XEAS] °+orw1|sz"

° *-service-policy default-data-files'IP7} IIEL{ .= = OF0| 2|0 ME £~ JUSS LIEFRL|CH

3. MEH AbEE: L E 10| AEZ[X| VM 32| LIFE 2HSL|CE

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. .= 10{| iSCSI LIFE MAMstL|C},

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° 0| iSCSI LIF= 2E2|X| vM2| E2&! IP2| LIF 0t0| 22|0|MS X|&dt= ol ERELICL iSCSILIFY ER2=
X2 = 7H 00| 230]d S 23l FEY = RASLIM.

o

“-service-policy default-data-block’IP 27} .= E Ztoj| OF0| 3|0 ME|X| 4SS LIEFHLICE.

° _private_ip_+ cvo_node12| eth0(e0a)0ll U= AHEEX| gb= HE JHQI IP FALCE
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5. .LLE 20] iSCSI LIFE MAshL|C}.

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° 0] iSCSI LIFE AEZ|X| VM°| =8 IPQ| LIF 00| 2gj|o| M2 X|St= o] 2 RTfL|C} iSCSI LIF
X3t . E Zt Oto|32f|0|M 2 Qlsh A HT = Qi&LICt

° -service-policy default-data-block’IP A7} .= 7tH0]| 0r0|22{|0| ME|X| ¢SS LIEFL|C
° _private_ip_+ cvo_node22| eth0(e0a)0ll U= AHEE|X| gb= HXE 7HQI IP FAL|CH

6. AE2[X| VMO St O] 4o HAIE gEetLict.

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

Ol &A= M 2E2|X] VMO| 2ES H-d5t7| Tofl £ A0t SHLES| T A|0f| M| ABH{OF 57| 2 0i] 2RTHL|Ct
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7. Cloud Volumes ONTAP 9.11.1 O| &2 Malist= A AEZ|X| VMO CHt HIEY 3 MH|A HMES £HSHM|R.
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Cloud Volumes ONTAP O}HIR2E 22| HZ0]| iSCSI LIFE A2 4= QT2 St2{™H MH|AZ L£H 6|0}
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

AzureOi|M Cloud Volumes ONTAP CH$t C|O|E H& AEZ|X| VM £t2|

ﬁEEIXI VM ONTAP LHH|AM A&zl = JHA HAC 2 S2I0|HEN|AH AEE|X| B! H|O0|E
MH|AE N BELICt 0|Zi8 SVM = vserver 2t 211 S £ Q&LICE Cloud
Volumes ONTAP 7|2H O 2 s}Lte| AEZ|X| VML Z LM E[X|2F Azured| A Cloud Volumes
ONTAP &g mf =7} AEE[X| VME TS = JUSLICH

AzureOi| A =7t H|O|E| Ml& AE2|X| VME SHEXD ~+a|ora4m APIE AM28H0F BILICEH APIE AEZ|X| VM2
MMStT Hest ES 3 QIEHO[AE M= T2MA ItEsroUI 2ALICH AE2[X| VME M of
NetApp Console Z!'4= LIF AH|AQF AEZ|X| VMO|A OH# E SMB/CIFS S4l0f| 2R23HiSCSILIFE
AMBHLICEH

Cloud Volumes ONTAP APl & AlsH CIS2 MM, "& HI| APl S &,
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X HE= AEE|X| VM 5

Cloud Volumes ONTAP 9.9.0FE{ 2t0| A0 2t £ F 2= o2 AEE|X| VMO| XA ELICH & XM R
"Cloud Volumes ONTAP 22| - E" Cloud Volumes ONTAP HT0|| X|lE|= AEE|X| VM =5 =I5t .

9.9.0 0| 9| 2= Cloud Volumes ONTAP 2 X3l 7101 AL E[= StLte| HO|E MS AEE[X| VMt StLte|
CHe AE2[X| VME RIAYLICH a2 AER|X| VMO Foli7t Zdsts F2 HI0IE HMAE ?I8H the AE2[X]
VME et = AL

AEZ[X| VM 4N

74 3 2o A 0] 2t NetApp Console& APIS AE5H0] HHY L& A|AR BE= NI7HEE(HA) FHEollM o2
AEEZ|X| VME Mde = ASLICL

Of =tefoi| 2tstod

APIE AtE0t0] AEE2|X| VMS ’é':*’éﬁOLT'_ 2ot HESA AHHO|AE Fdot= BR 2&L LSS +E LI

default-data-files LS AH|AE NAS GIO|E] LIFX|IA H|7{5t0 OFHIRE 22| HZof| AF2E|= iSCSI
HIO|E{ LIFO| 371510 C|O|E ﬁEqu VMO|| CHSE XS XM ESHL|C.

* data-fpolicy-client

* management-ad-client

°* management-dns-client
* management-ldap-client

°* management-nis-client

=
2
o
N
2
2

2% 0|0 E0j|= Cloud Volumes ONTAP 0f| Llist AE2[X| VME d-d5t7| 2ot 58 Aoto| ZegL(Ch st
Heoto] Ze=[0] AELICE "NetApp 0| ®=soth= ZA" .

T & AJAH]

T LB AL AEE[X]| VME 485t H LS APl @52 ALE3IHAIL.

POST /azure/vsa/working-environments/{workingEnvironmentId}/svm

2% 220 Ch3 oi7iH~Z ZetetL|ct

{ "svmName": "myNewSvml"

"svmPassword": "optional, the API takes the cluster password if not
provided"

"mgmtLif": "optional, to create an additional management LIF, if you

want to use the storage VM for management purposes"}

HA &
CI2 APl =2 AF2310 HA Wol| AE2|X| VME BHSL|C.

POST /azure/ha/working-environments/{workingEnvironmentId}/svm
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24 220 Ch3 oi7iH~E ZeetL|Ct

—

{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if

not provided"
"mgmtLif": "optional value, to create an additional management LIF, if

you want to use the storage VM for management purposes"}

CHI L= A|AEI Ol HA A0jA AEZ|X| VM 22

APIE AL88tH THY L Eot HA 74 BR0l|A AEZ|X| VM| 0§ D AX[E & JASLICEH

Z& 0f|0|HMEO0]= Cloud Volumes ONTAP 2| AEZ|X| VM 22|517| lot EF #gto| EaetL|ct et &0l
ZotE|0f AELICE "NetApp 0| A XS 5= FH"

AEZ|X| VM 0|2 H}R7|

AE2|X] VME| O|F S HHEH 7| & AEE|X| VMt M| AE2|X| VM2 0| & OH7HH 2 IS 3HOF gLCt.

o
- T I E A ARIOA AER2|X| VMO| 0|22 HBIZH CIS APl S52 ABSHIAIL.

PUT /azure/vsa/working-environments/{workingEnvironmentId}/svm

2% ==0i Ch3 oi7H+E ZeetL|ot.

—_

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* CI2 APl 2 E2 AFE5H0] HA 42| AEE|X| VM O| &2 HIAH|IR.
PUT /azure/ha/working-environments/{workingEnvironmentId}/svm

¥ =2=0| Ct3 oi7HH S ZetetL|Ct.

—~

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"
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AEE|X| VM AHH|

o LC = HAF YoM E €4 280| 8l= 2E2|X| VME MAHE = ASLIC.

© B == AAEOM AEE|X| VME AH[OIEEH CHZ APl 253 AFE0HAI2.

E

DELETE /azure/vsa/working-environments/{workingEnvironmentId}/svm/{svmName }
* HA Y0l AE2|X| VME AfH[SH{™ CH APl 22 A5t Q.

DELETE /azure/ha/working-environments/{workingEnvironmentId}/svm/{svmName }
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* "API At = ZH|SHMIR"

* "Cloud Volumes ONTAP ¥3E=2"
» "B AEXL 77|

* "NetApp Console 0| REST API AtE"

Google Cloudt{|A] Cloud Volumes ONTAP 2|t Cj|O|E{ H|& AEZ|X| VM 22|
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VME d-d5t Hatt HERS QIEH0|AE RLddt= ZENAE XS5ty ERJALICH AEE|X| VMS Mg of

NetApp Console 4= LIF AH| A2} AEZ|X| VMO|A| OF2HH2E SMB/CIFS S410| 223t iSCSI LIFE
gLt

Cloud Volumes ONTAP APl 2 = &0 Ciet FE = 23 HZotMR. " Hilf APl =2 =" .

XE= AERIX| VM £

Cloud Volumes ONTAP 9.11.18EF 2to|MAM U2} EX AHO 2 o2 AEZ[X] VMO| X| & E LIEr £ HZSHMIR

"Cloud Volumes ONTAP ZI2|A = E" Cloud Volumes ONTAP HZE 0| X|2lE|= AEE|X| VM £2 20I8IM| 2.
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AEZ|X| VM MM
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default-data-files CHS AH[AE NAS H[O|Ef LIFO| A ®|AH5t1D OFRHI2E 22| HZEo| AH2E= iSCSI
ClO|Ef LIFO|| 2715104 Cl|o|E| AER|X| VMOI| CHet s MEfL|Ct,

* data-fpolicy-client

°* management-ad-client

°* management-dns-client

* management-ldap-client

°* management-nis-client

AlZHst7| o

=
2t Hsto] Tote|o] UELICE "NetApp Of| A H|S5H= A1

W Tl

rm

o LE A|AH

)

CHY L A|AHIN AE2|X| VM MASIEH LIS API SES AFSAAIL.

POST /gcp/vsa/working-environments/{workingEnvironmentId}/svm

2% 220 Ct3 oi7iH =8 ZetetL|C}.

{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if

not provided"
"mgmtLif": "optional value, to create an additional management LIF, if
you want to use the storage VM for management purposes”}

HA %
CH2 APl S E2 AFE3I0] HA 40| AE2|X| VMS 2HSL|CE,
POST /gcp/ha/working-environments/{workingEnvironmentId}/svm/

24 220 Ch3 oi7iH~E ZeetLCt.

{ "svmName": "NewSvmName"
"svmPassword": "optional value, the API takes the cluster password if

not provided"

}

AEZ|X| VM 22|
APIE At26HH T L2t HA 74 RS0l AE2|X| VMQ| 0|E2 HH D AtH[er 4= QUELICE.

AlZfotz] FHof
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AEE|X| VM 0|2 H}27|
AEZ[X] VMe| O|F2 HiFEHH 7|& AEZ|X| VMt M| AEE|X| VME| O|E2 OH7HH 2 K| SdHOoF tL|C.

T
© B = AJA”IOM AE2|X] VM| 0| ES HESIE{H CH2 API R ES AFE3HAIL.

PUT /gcp/vsa/working-environments/{workingEnvironmentId}/svm

% 220 Ct3 oi7HH S ZetetL|Ct

"svmNewName" : "NewSvmName",

"svmName": "OldSvmName"

* CI2 APl 2 &2 AF83I0{ HA el AEZ|X| VM O|ES HHEM|R.
PUT /gcp/ha/working-environments/{workingEnvironmentId}/svm

2% =&0i Ch3 oi7H+E ZetetL|ot.

"svmNewName" : "NewSvmName"

"svmName": "OldSvmName"

AEE|X| VM AHH|

oY L= = HATY0ME €Y 2E0| 8ls 2E2[X] VM ®AHY £ ASLIC.

o Chel L & AJAHIOM AEZ|X| VM AHH[SHH CHS APl SE S AF2SHMA| 2.
DELETE /gcp/vsa/working-environments/{workingEnvironmentId}/svm/{svmName}
* HA YOI AEE|X| VME A H|SI2{H CHS APl 2 £ 2 A8 L.

DELETE /gcp/ha/working-environments/{workingEnvironmentId}/svm/{svmName }

e
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AFESIM .

Cloud Volumes ONTAP A|AE! ZH| SnapMirror SVM 2X|E MAHStE A2, Sl T 7S HA Y A|AH”! =
Hol THY L= AJAE! ZH|2F THSBLICH HA A A|ABIDE EHQ) L = AJ AR ZH0fl= SnapMirror SVM SH|E
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|
e
A

ONTAP CLI X|ZI2 LIS EXNE HXSIM K.

* "SVM 3l =+ ZH| AL A JHO[E"

* "SVM Rdh S5 A Z|A JHO|E"

NetApp &=t 22EMS AF25I0] Cloud Volumes ONTAP 0N £28 st

Cloud Volumes ONTAP NetApp Volume Encryption(NVE)2Z NetApp Aggregate
Encryption(NAE)S X[ &L|Ct. NVERE NAE= S 89| FIPS 140-2 =2t X H|0[E =22
X5tz 2T EQ0] 7[g SR MQULICE "O|2{ot Y=ot SF M0 CHO XiAM|S| ZOFE M 2" .

NVESI NAE= 25 Q|8 7| 22|XE Sl X|# ELCt.

] endif::aws][] ifdef::azure[] endif::azure([] ifdef::gcp[] endif::gcp[] ifdef::aws[] endif::aws[] ifdef::azure[]
endif::azure[] ifdef::gcp[] endif::gcp[

AWS Key Management ServiceE AE310{ Cloud Volumes ONTAP 23} 7| 22
ggd = UG

22} 7|12 B gL|Ct

AWS KMSZ E3t 7| 2| 7|52 CLI = ONTAP REST APIZ S8 2318t & QlaLct

KMSE A8¢ f 7|2M O = H|0[E SVM| LIF7t 22tRE 7| #e| AIEXQIERL SAI5H= | AHEEICH= Hof|
FOSHMR. LE 22| HEQIT= AWS 215 MH|A2t EAISH= O ALSEL|CH S2{AH HESZ 7t SHIEH|

THEIX A S ATt 7| 22| MH|AE MHZ 2E5HX| ZLCt.

AIEFSE2| Hof|
* Cloud Volumes ONTAP 7% 9.12.0 0| A2 AlsHsloF ShL|C}.
* 28 YSIHVE) 2t0|MAE MK|sH{OF BFL|C.

* MTEKM(Multi-tenant Encryption Key Management) 2t0| M A7} MX| |0 QI0{O0F BfL|C}.
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() dlolet svmoll chelixigt 712 2aE 4 BLIC

St
AWS
1. EHAIS BHEO|OFEILICI 2 0l5iC} Ol 3HE RI2lsts 1AM oA ALE AWS KMS 710 TS ZILICH 1AM
B0l TS KRS 5185H FA0| Edte|ofof Bt

° DescribeKey

° Encrypt

° ‘Decrypt 2Ex 32 M52 H CIZ S XM R."AWS A" .
x o

2. "SUESH IAM A0 HAS FIFEILICH A

Decrypt 293.

Cte2 X8 OF &LICt DescribeKey , Encrypt , 121

Cloud Volumes ONTAP
1. Cloud Volumes ONTAP &ZO=Z H2ISHA|R.
2. 13 Mgt £x02 M-
set -privilege advanced

3. AWS 7| 22|15 EMStEL|Ct
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIAIX|7} EAIE[H HIY 7| UM Q.

O. AWS KMS7t SHIZA| FEEIRA =X 2el5HA K.

security key-manager external aws show -vserver svm name

Azure Key VaultE ALE23510{ Cloud Volumes ONTAP 253t 7| 22
Azure Key Vault(AKV)E AIE35IH Azuredi| B El OHZ2|[0]M0f| A ONTAP Y=2 7|2

HES 4 UELICEH £ A ZSIM Q" Microsoft AE A"

AKVE H|0|E{ SVMO| CHEH M2 NetApp 28 LASSHNVE) 7|2 ES6t= O AFRE £ USLICH XIS LI
CI2S XXM, "ONTAP 2A{" .

AKVE AtEst 7| 2t2] 7|52 CLI == ONTAP REST APIE Sdlf &Mstet 4= AELICt
AKVE At8E f 7|2XM O H|0|E SVM LIFE A&3I0] 22tRE 7| 22| AISXQIER}t EAISHCH= Fo|
FOSHMR. LE 22| HER = 2ERE 3=X2| ¢1E MH[A(login.microsoftonline.com)2t S 415tH= |

MEELICH 2HAE HEHITL SHIZA| FYE K| 4LH S2{AETLF| 2He| MH|AE WU = 2&5HK| ZELICE

Al Ztst7| FHof|
* Cloud Volumes ONTAP {7 9.10.1 O| &S AsHsljof BfL|LCt.
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* Azure O Z2|7|0| M S5

* Azure 20| E H|Y oHS7|
* Azure Key Vault 2H&7|

* Aot 7| WA

* Azure Active Directory AIEZEQIE OIST|(HA HE)

* Cloud Volumes ONTAP 14

Azure OEZ|AHO|M SE

1. X Cloud Volumes ONTAP Azure Key Vaultt] @M ASH= | AHRE Azure 71501 OfE2|AH|0|ME SSHOF
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OF{3H 9IX|0fl ZABILICE Ol LIS0| S2 BN BRsLICH

Azure 22t0|¢E H|Y BHE7|
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Azure Key Vault 77|
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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9. CI2 2 22I5t0] F Azure S5 OHZ2|7|0|H S MEHSHYAIR Azure OIEE[H[0|M S5 . CH2E MESHAQ.
(D) mmz o oo o gge £ YALIC
Create an access policy
@ rpermissions e Principal Application (optional) (4] Review + create
Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected

10. cjeg A
1. Ct22 Meistol IESIZ 8MO= HojziLict,
=
=

12 TS HERT ANA WS HASPILL DE EYT HE + M2 MeEfsto] 7| HRALS BHSLICH
(UE2IT ANA HE2 HBEA HRO|L 514} S22 Hot HolA 7HE + AsLIT)
O:I =

13. 7| Hta URIE 7| ESLICH Mdst 7] HatA0|M 7R o= 2 0| St oM 22t URIE
SAFRILICE O] A2 LS| EHA0M 2R T}

o
=
A3t 7| MM

1. Cloud Volumes ONTAP 0| CHsH 43t Key Vault HIF0l|A 7| FMOZ 0| SELILCE.

- AP RI|E MBS Af 7| E 2HELICE

= OO

2
3. 7|2 Mg MMoz MXNEl AEjZ L}
4

304



=2
. Aot 7|15 WSt H MY S MESHNIR

6. 7| Hw2 SOI7tM Y3 BHE 7|5 MESHMR

7. AT T M 7| IDE MEHSHY 7| {4 S =eldtMe

8. 7| AEX} HES MO Q. 16Tl ZXHE S M 2l5t URIS sliY EAHEIIX| SAFELICE

Azure Active Directory AIEXQIE OHST|(HA HE)

1. 0] ZZM|AE HA Cloud Volumes ONTAP A|AEI0] CHSH Azure Key VaultE +4st= 22002t ZQEL|Ct.

2. Azure Portal0il A 7tA HIEQ 3 Z 0| STL|C

3. Cloud Volumes ONTAP A|AEIS HYZESH 7HAN HIEQIIE MEHSE T H0|X] %0 Y= MEU HFE
MEedstL|Ct,

4. ZE0ilM Cloud Volumes ONTAP H{ZL0f| LSt MEL 0| S S MEfBILCE,
5. MH|A AEZQIE M= Z O|SHLICL EELHR HiFAM C

o Microsoft.AzureActiveDirectory

°c OO|ZZAIZE F|EE

° Microsoft.Storage (& Alst)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

.I
1. dt= SSH 2210|HUES A0 22| AE 22| LIFO| HZSL|Ct.
2

E2 S07HMIR:
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set advanced -con off

. Ast= H[0o|E SYME AE6t0 DNS 142 gelgtL|ct.
vserver services name-service dns show

a. §st= C|0JE| SVMO]| CHEt DNS 2=0| 111 Azure DNSOI| Ci$H 8H=0| Z&E[0 /= Z R OFF AT
R3] GELICH JFX| 942 B Azure DNS, 712l DNS = 2-Z3|0|A MHE 7t2]7|= H|0[H
SVMO|| CHEt DNS M &=5 FIHELICE 0= S22 22| SVM 51 LX|sH{0f gHL|Ct.
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. C|0|E{ SVMOI| CHSt DNS MH| A7} HHE[U=X| 2QISHNIR.

vserver services name-service dns show
- OHZZ2|AH0|M S5 = X & E 220|ME DL HHE IDE ALK Azure Key VaultE g etefL|Ct.
security key-manager external azure enable -vserver SVM name -client-id

Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

@ J8F2  full key URI 7HK|= ZEE|0{OF ELICt <https:// <key vault host
name>/keys/<key label> K|XH{.

ot

- Azure Key VaultE 43HO 2 2t M35t 2 LIS 2 YASHYUAL. client secret value HIAIX|ZF EA|Z|H,

- 7| EE|Xte| HEHE RISHA K.

security key-manager external azure check &2 CtZ1t Z&L|CH

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

OFoF service reachability &E{7t OFEILICH ok SVM2 ERot BE HZE U M2 Sl Azure Key Vault
MH| A0 HAY = ASLICH Azure U ER{3 FMut 2t2&0] 712l vNetO| Azure Key Vault 38 AEZQIE0
SESHE A2 KHESHR| gb=X| 2elstM|e. JZ-CHA vNet LHO|A Key Vaultol] M| ASE?| 2|8H Azure Private
ANEZQIEE AESt= NS LHSIM Q. AEEQIEL IRl IP FAE =Qlst{H SVMO| X SAE gt=32
FIteHoF & == JA&LICH
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2 kms_wrapped_key status 2% Z0|Ct ynkNowN ZX7| L0l A. Ef7} 2o =2 HAELICE oK
M 280| 22otE 2.

H|_]
ra

7. (B ARG NVEQ| 7|52 eldtV| 23l Bl AE =282 BHSLIC

=

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

SHIE2H| 4 E E2 Cloud Volumes ONTAP A5 2 282 dHdtl 2 & Y=otE gdstetLt.

8. 20| SHIZ2H| MME| D A5 =X| &ISIN Q. THCIH, —is—encrypted N H 4= CH2at 20|
HEAELICE true.
vol show -vserver SVM name -fields is-encrypted

9. MEH Atel: Azure Key Vault 215 Q1E M2 XA ZSHE UCI0|ESHEH L2 TS AIE3HMIR.

security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

2 a3

—

* "AzureO| A TZH 22| 7|2 AFRSIEE Cloud Volumes ONTAP A&

i

* "Microsoft Azure A A{: Azure Key Vault ="
* "ONTAP & & =X Jto|E"
Google Cloud KMSE AH2510{ Cloud Volumes ONTAP =3} 7| 22

ArEE = JUSLICHGoogle Cloud Platform®| 7| £i2| AH[A(Cloud KMS)" Google Cloud
Platform0il HiZEl O = 2|H|0| M| A Cloud Volumes ONTAP &3t 7|1§ B gtL|Ct,

-

Cloud KMSZ A3t 7| 22| 7|52 ONTAP CLI EE= ONTAP REST APIZ Edff gAMd3tet 4 Ql&L|C}

Cloud KMSE At&¢ uff 7|2 MO =2 H|0|Ef SVMQ| LIF7t 22tRE 7| 2| AIEXQIES SAlst= O AR EICH=
Hol| RStM|R. LE 22| HERIS= 22RE MSXHe| 215 MH|A(oauth2.googleapis.com)2t S415t= G
A ELICE S22 AR HEQ I SHIEA| F K| (0™ Z2{AEJL 7| 22| MH|AE NHZ 83X ZELIC.
A|Zkst7| Hof

* A|ABI0| M= Cloud Volumes ONTAP 9.10.1 0| &g AgisHof gfL|Ct.

* H|O|E| SVME AF238l{0F BHLICt Cloud KMSE H|0O|Ef SVMO|ABF 1A S & QI&LICE,

+ 22{AH £& SVM Z2|Xtojof gLCt.

* SVMO|| 2& ¥=3HVE) 2t0|MAE MX[sof &Lt

* Cloud Volumes ONTAP 9.12.1 GARE]| CtF HIHUE 253} 7| 2t2|(MTEKM) 2H0| M A = M X|sHOF gfL|Ct,

* &M3IEl Google Cloud Platform 50| ZQ$tL|Ct.

T4
2 gatec
1. Google Cloud 2tA0IM"CHE GCP 7| & ot 7| = MMBFL[CE" |

2. Cloud KMS 7|2} Cloud Volumes ONTAP AMH|A AFof| At X| ™ Hgts SekstL|Ct,
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3.

a. MEX Ho| s Tl

gcloud iam roles create kmsCustomRole
-—project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—--stage=GA

b. et ALt XY gs LEgfLct.
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name

--role projects/customer project id/roles/kmsCustomRole

Cloud Volumes ONTAP 9.13.0 O| &2 Al8%t= Z2 ALK X H g2 ohE 2RIt
AELICH 0|2 MolEl AS aehet £ JUELICt
st

[cloudkms.cryptoKeyEncrypterDecrypter Al S,

MH|A AH JSON 7| CHREE:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1.
2.

A= SSH S2I0|AUEE ArEdte] S2{AE 2| LIFO| HZ LT}
g Hot 2FQZ Mtk

set -privilege advanced

CIO|Ef SVMO]| gt DNSE g etLICt.

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

CMEK &= d4:

security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

HIAIX|ZF FA|=|H GCP A2l MH|A AHE JSON 7|5 Y= elLCt.

Ao T2 MAT SSU=X] &QISHM R,

security key-manager external gcp check -vserver svm name

MEH At A2 otE HIAESH| et 28 ¥ vol create volume name -aggregate aggregate
-vserver vserver name -size 106G
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=H sl 20| ERet F2 f/9f OHX|8 = THAMM #A| RESTAPI 218 83 = ASLIC.

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

A SH2 71 Azt AHE, BIS SOt = USLICE. NetApp Console AFE0HH
2 0fofl CHet &= 71| NetApp 84, & Lt ol #d9)0f oj SFA=HE 9 B 5
A2 HEA o] ES(ARP)E F1oiE &= USLICE O[2{e ER M2 7HAlY, BX &l 57 & ¢let

2Rl =S ML,

22014 AHBY 4 9l WAL 2 MBS ABSH ONTAP FPolicy 7|52 B83t0] 2staiol #4210f Th
SR QYORLE| HSE 4+ ULt
i

1. A AR HO|X|Of| M HEH ESE AFESHEE 71443t Cloud Volumes ONTAP A|ARIS| O|E S F H

2. 7ile "olM 7|5 iigS 22ist ot

alo

A 2= Hofl A= HE oto|22 S=IFLICH

HF
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i
3. AHMYo{ofl CHSt NetApp £2M 73
AL HMO| 2Bt X] 942 EE0| Y= B *AHM HH ZdshE S2eLIct

NetApp Snapshot 7|2 A X2E @[T LA
HEEX| 2 AN SHSH= AULICH AL A

LIS—- —1d

QUELICE 3t Tl IHel ALZO|LE A3t Tfof S 240

- -2
UAELICE
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o] ol SRMS UBEOl A NLY0] THU FHE KEHSHO] A0 BHOZRE|O| BS 7|5 YBtaLct
71 FPolicy #91= T+ SHRIRHE 7H7 T Kiekgiict.

oro|3 2, eostE, &71, IZE, B E, crinf, rba, XRNT, XTBL, R16M01D05, pzdc, £2, LOL!, OMG!,
RDM, RRK, encryptedRS, crjoker, EnCiPhErEd, LeChiffre

0| 2]= Cloud Volumes ONTAP Ofl A FPolicyE gtdotet o WMELICE O &2
UetX ol MY o] MY RS 7|HIO 2 M E|JSLICE Cloud Volumes ONTAP CLIC|

vserver fpolicy policy scope BES A0 XHTHEl MHY SHEXLE AFEXF Hojg 4

ol&L|Ct

M H .

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

5056 S

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 Volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

HEd HEUo 22

Cloud Volumes ONTAP £ %|0] 342 LIEIE &= Q= HIF Al 253 AFHof| ZiX|stn Z10517| 2/
IZE0 st FMZ +HSH= ARP(Autonomous Ransomware Protection) 7|52 K| & gfL|Ct.

CHE2S SOl MSEl= ot & Ex oot e 2 "2yel0] B2 2E"ARP 7|52 &Y &7
"HIEYHR &3S 7|He = ETH R SAH| CHl AHE XA 74_'°”—|Ef Heol 2= 4

SEH HH/UA E=Z Aol &M AEE 5 UASLILE

ARP 7|52 7t H|2 ¢10] BYOL(Bring Your Own License) % OHIE|0|A 15

mjo
ofm
St
u
=)
g
>
n
>
o
o
>

= o
UAELICH

ARP X|¢ 280||= st DE" e vgh MEfF X ™ EIL|CH

Z &0l Chet ARP 82 ONTAP A|AR! 2t2|Xt2} ONTAP CLIE S3ll = E LIt

ONTAP System Manager 5! ONTAP CLIE A2510{ ARPE 2-datst= B0l CHot XpM|SH LB 2 L2232

HESHHA 2. "ONTAP BEM: Xt2 Y/ E= 4o},
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

Cloud Volumes ONTAP 0f|A{ WORM I o| X BfX| AHAF EALE S BHSLICE

Cloud Volumes ONTAP A|AHRIO|A| oF B M1 2] H ]2 = J}=(WORM) It HE
HEX| ALHAF MEC’ Ot=1 EFHE 7I7+ SOt +™E|X| 42 HE| 2 AUHARS HEtst
UELICE O] 7152 SnapLock 7|&2 7|HtO 2 SHH, E1I0IF-1 HS 8 ™ =E S O
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A EA}E ges o A8
Cies &

=50| SnapLock 2&Q!X| &QItMR. =E0A SnaplLock 235 & EM3}st=
ZSHYA|2. "ONTAP dEA|: SnapLock T+4" .

1. SnapLock EE0IAM AHA SAHES CHSLICE CLI = AAH 22|XHE AFSI] ARAF SAIEE MEE
Y0 et XbMISt L2 LSS EXSHUAL. "ONTAP Z2EA: 22 AHAF S EEI He".

AR EAES 252 WORM £48 &3t 2 HEIF S7HSLICE 7|2 Snaplock 7|&2 X|YE 2&
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System Tags 3 Tags

Scheduled Downtime On

S3 Storage Classes Standard

Instance Type mb5.xlarge
Charging Method Capacity-based
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Ransomware Protection Off
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Schedule Downtime

Console Time Zone: 13:48 UTC

Select when to turn off your system:

Turn off every day at 20 : 00 for 12 haours (1-24)

Sun, Mon, Tue, Wed, Thu, Fri, Sat
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710l =7t NICE 233t = ALt

CHA|
1. ONTAP CLIOIM =8 SX|EHL|Ct.

dest::> halt -node <dest node-vm>
2. Azure Portal®ll VM('= =) ME{7F SX =R =X] SOISHA 2.

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>
-—query instanceView.statuses[1l].displayStatus

3. Azure Cloud Shell2| Bash A2 AI25t0] LEE FX|EHL|CT.

a. L= E FX|gL|Ct
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>
b. LLE9| gehg SHAIEL|Ct.

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. = MEU(AA SB{AE MEUID} A S AE MEUN0| M2 2IREIEX| Y2 HEQI E IE 7
gLt

a. & VMol Af NICE 2L Ct.

b. AA SHAE MEUIS MEU IDE HELICH

=

az network vnet subnet show -g <src vnet-rg> -n <src subnet> --vnet
-name <vnet> --query id

c. A SPAE| AHUS| HEY IDS AR50 A VMO M NICS BHELICE. of710) A NICS| 0158
YBBILICE,

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
-—subnet <id from prev command> --accelerated-networking true

d. JHNPFAE XMZEELICE O] IP 4 <new_added_nic_primary_addr>= Z2{AEH 2t LIFS MAMst= o
AZELICLEZEIHAE TO[Ql, M NICO| Ciet 22 AE ZFHLIF .

5. M NICE VM| HZABL|LCY,

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics
<dest node-vm-nic-new>

6. VM('cE)S AlZfELICE
az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. Azure Portalofl M *HEZ*Q 2 0[S3t0f M NIC(%: nic-new)7t A=X|, 7t HIERAZO| 2H3HE0 A=X]
efolgtLct.

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"
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HA % HiZo| A MEL] =0 Cisl| THAIE Bt gLt

25H7): A NICO| CHEH Af IP 32t HREHAE ool 9 S2{AF 2HLIF 3|
S2AH ZHLIFE flet ol IP 322 S2{AH 2t XIS /IS HIEHNZ 7|5 2ol =2[X 22|E S YLt

Ct= EHA[O| A= ONTAP CLIE AFE5HM[R

£

1. M2 IPspace(new_ipspace)S M-MgtL|Ct.
dest::> network ipspace create -ipspace <new ipspace>

2. M22 IPspace(new_ipspace)d| E2EIHAE LIS BHE1 nic-new ZEE FIIEILICEH
dest::> network port show

3. G L= AJARIOI ZHR MZ FIMEl ZEE=  eOb_fJLICH 22|d CIAI S AH835h= HA O] Hi S| 2 MZ
FIMEl ZEE= _e0d_ °'|—|Ef HO|X| E&E AHEdt= HAHO] HHZES| B2 M= F7tEl ZE= _ele_YLICE. VM
0|E0| Ottl .. E 0| ES AFE3HYAIL. "node show' S HEBIH &= O|Eo efolgt = UELICE

= —_= T

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. M22 ER2EIHAE T2l (new_bd)2t MfE22 NIC(nic-new)0f| 22{AE Zt LIFE 2HSLICH

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new_netmask ip> -broadcast-domain <new bd>

5. 22 S2|AH 7t LIF MAS sfolgh |,

=

dest::> net int show

HAM H{EO| AL OIEL{ ==0f CHsl| THAHE B2 StL|C}.
3CHA|: AA A|AEIDE CHAF A|AE] Z7F S2{AE I|0{& &0l
| MIMOMS AA A|AEITFCHAF A|AEI 7HO| I|O{2)S SHOISHS HiHOf| CHE X| XIS MZEHL|C}

CtS SHAI0 M= ONTAP CLIE AFE3SHHIR

347



|
1. CHat 2{AEQ| 22{AH ZHLIFZF &2 2 AEQ| S2{AH ZF LIFS ping™ &= A=K gletL|ch o

AEf
S2|AE{7} O] HYS MHYSIDZ Ch4F IP FAL AA0| F2IAE 2F LIF IP FAYLIC

dest::> ping -1if <new dest node-ic-1lif> -vserver <new ipspace>
—-destination <10.161.189.6>

2. A ZRIAE|O| 22AF 7t LIF7HHY 22{AE{S| 22{AE 2 LIFE ping® 4 UK EoIgi|ct 25X
2|0l MAE MZL NICS| IP FAQlL|Tt

rr

src::> ping -1if <src node-ic-1if> -vserver <src svm> -destination
<10.161.189.18>

HA Y HiZZO| R DHEL] L =0f| CHol BHA| S Bt=gtL|ot.

4THA|: AA A ARITHCHA AJAR] 7 SVM TO{) M
Of MMl M= A4 A[ARDL CHA A[AR ZHofl SVM I|01Z2 S M-dsh= ol it XA S S ELCH

Ct2 tHA[0| A= ONTAP CLIE AI238HMI2.

CHA|
1. AA ZEAH ZHLIF IP A5 ALE5H0] M0 SMAH T2 S MMBLICH —peer-addrs . HA %29 H<2
T el AA SHAE ZHLIF IP FAE CHE1F 20| LIEYLICE -peer-addrs .
dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>
2. A= E ASHT QSN 2.
3. CH4 EHAE LIF IP FAE A6 220N 22{AH DO S MMBILICH peer-addrs . HAYS 2 &
LE Do chot cHA 2 AH ZHLIF IP FAE Ch32f 20| LIEEL|C}. -peer-addrs .
S > cluster peer create -peer-addrs <10.161.189.18>
4. Ao E YAt ZQISHNIR
5. SHAE T} O[O EU=X] 2elstM R

src::> cluster peer show

mo{&o] d3otH 7184 BEo| *AtE 7hs*0| EAIELICE

6. 2XMX|0f| SVM I|o{2lS MAMBHL|CH AA SYMT} CHA SYME 25 O|0|Ef SVMO|0{OF BFL|C}.
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. SVM I|0{~ S S| &Lt
src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>
8. SVMO| IO E|A=X| 2Hel5tM|R.
dest::> vserver peer show
I|0{ AH|O|E Z*peered * 3 I|0{E OfZE|H|0|M0| EA|EL|CH*snapmirror *

5THA|: AN A[ARID CHAN A| AR ZH0]| SnapMirror S| 2tA| 44

O MMO|AJ= A4 AJABITH T AJAE 210 SnapMirror 2| 2742 SIS o] o

[ o [

Ral
ot
o
é
Ok
ot
i
_|T|_

7|Z SnapMirror 2H| 2A|E 0|S5t2{™ M SnapMirror 2H| ZA|E 2tE7| M| HX 7|Z SnapMirror £X| 2HA|IE
S &|sHoF gfL|Ct,

CI2 CHAI0| A= ONTAP CLIZ AI23IM| 2.
CHA|

1. & SVMO]| HIO|E B 282 2HELICH

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. SnapMirror M1} S5 2N

fjo

Zot5H= CH&boll SnapMirror = 4| 2tAIE SHELICEH

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5Smin

3. CHAO|M SnapMirror 28| 2A1S Xx7|3}gtL|Ct.
dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. ONTAP CLIOA CtS HHS AMali5H0] SnapMirror 2H7| AEHE =QIBHLICE.

|
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dest::> snapmirror show

A Mefl= ChSd Z&LICH Snapmirrored 2|10 ZAQl AZ2 true.
S. MEH Atgl: ONTAP CLIOIA CHS HHE S AMESI0| SnapMirror A0 CHEE 2 7| S8 2QlgtLC.

dest::> snapmirror show-history

MEMOZ AX U Ty BES UFRESHD, AA0) THUS M3, 250| AV SRISIX| Holgt 4+ ALIC

Google Cloud 2|

Cloud Volumes ONTAP 0f| L3t Google Cloud 4!l S8 HZ

Google CloudOf|A] Cloud Volumes ONTAP &&istH of2{ 7tX| Al 3 Sof|A Mefer
UASLICE HRO]| w2t AAEALL HA RO0| LR I7LE &L HEHE[H AXEX| HEL
AELICE

* Cloud Volumes ONTAP HA ‘&0l A X5 tiet 7|53 24stolof SLIChol= 72 A-LIth. IHX| gfoH
Aol AmgtLct.

rot
0"
o

"ONTAP 9 AEA: X}z ttet 1HS @

* HAl RS HASIH Google Cloud MH|A 20 F&2 O|E £ JASL|CH
* 0| ZtA 2 Cloud Volumes ONTAP LA A|ZFatL|Ct,

Thed L= A| AR F 2 1/07t SEELICH

F

HA 42| 22 tHA2 STHE[X| 2ELICH HA &2 AL M HIO[EE ML Ct

NetApp Console 2I+E A|Z}fst1 5._% 7|Efﬂl = Ao o tHoj| o . EM HZABILICE

NetApp2| E& E3 B2 0| ZR2AA S0t I 7|9t ¢i7|E 25 HAEMCH S210|¢HE
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http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-hacg/GUID-3F50DE15-0D01-49A5-BEFD-D529713EC1FA.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-hacg/GUID-3F50DE15-0D01-49A5-BEFD-D529713EC1FA.html
http://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-cm-hacg/GUID-3F50DE15-0D01-49A5-BEFD-D529713EC1FA.html
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INFORMATION FEATURES

System Tags 0 Tags

CIFS Setup Not Configured

Scheduled Downtime Off

Storage Class Standard Storage

Machine Type n2-standard-4 ﬁ
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Ransomware Protection ofr

Support Registration NOL Reglstered
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Cloud Volumes ONTAP M2 Mo =Z I{HEI=IL|C},

7|Z Cloud Volumes ONTAP H{Z £ Infrastructure Manager2 MEHetL|LCt,

2026'H 28 9L 2 E| Google Cloud0i|A| Aj2 HES}H= Cloud Volumes ONTAP2 Google
Cloud Infrastructure ManagergE A2 = &LICH Google Google Cloud Deployment
ManagerE Infrastructure Manager= CHA[E O HILICE. [t2tA] 7|E Cloud Volumes
ONTAP H{ZZE Deployment ManagerOl|A{ Infrastructure Manager=2 M &tst2{™ Met =&
TS 2 HASHOF gfLICE O] up™ 2 of HoE ~lSHH &, M2t S0l|l= AARIO| X5 =

Infrastructure ManagerE Ar25tA| ElLICt.
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Het == "NetApp X AO|E"0IM AHEE 4= UM TSt 2

ro

MESS HYYLICH

* “conversion_output/deployment_name 0f| X{ & &l Terraform OtE|HE
© B2 Q0f CH30| MEE
conversion output/batch summary <deployment name> <timestamp>.Jjson.
* OO 23 <gep project number>-<region>-blueprint-config/<cvo name> C|ZIE{ 2|0

MEELICH 2x sHZ2 fld o] 27} ZRPILICH <gep project number>-<region>-blueprint-
config H3l0l= Terraform 227} HEHEIL|CE

Infrastructure Manager2 AF23H= Cloud Volumes ONTAP A|AEI2 [|0|E{2} 2| 2 =2 Google
Cloud Storage HZI0| X{ZefL|Ct. O|2{et H{ZI0f| CHol =7} H| 0| et o~ UX|THHZI0|LL i
ZHXE HESIAHLE AX|SHK| OFY A2,

@ * gs://netapp-cvo-infrastructure-manager-<project id>: A{E2& Cloud
Volumes ONTAP HHZ 0| AFEE|= ONTAP H™ 8! SVM Terraform ®IE3I8IL|C}. O] 2t0f| dm-
to-im-convert HZ0|E= Cloud Volumes ONTAP Terraform It 0| =0 U&LICt.

* <gcp project number>-<region>-blueprint-config: Google Cloud Terraform
OlE[HEE X &dt= Ol AHEELICL.

AlEtst7| FHof|
* Cloud Volumes ONTAP A|AEIO| 9.16.1 O| AQIX| SRIBHAMA|L.

* Google Cloud ConsoleX|A Cloud Volumes ONTAP 2|AA = dliE £40| 2522 MEIL|X| AUUE=X]

SHISHYAI2.

* Google Cloud API7} A AEE|0| =X &ISHM|R. "Google Cloud API 24 31'E EXSHA L. CHE API2t
StH Google Cloud Quotas APIT AHE AHsHOF SFL|Ct.

* NetApp Console Of|0| M EQ| MH|A Ao Bt = HT0| JY=X| HQISHYA|R. & BXRSIYAIR "EE
o|O0|ME0]| L3t Google Cloud #ot".

HISH 2= BiZO| BR T3 7t B Z=UE S5Ok LT,

° %4l Console H|O|ME HEZ A6t J=X| &QISHNA| 2. NetApp Support SiteOl|A] KIS A X|
D=HS CIREESHCHS SAEQ H0|MEE 522 X5 o|0[MET} Infrastructure
Manager APIE AI2E 4= UL S SHAIL.

o ERE H|SI REE A= Z R CHE APIE &7 Cloud Build APIE 283l =X 2HRIsHY AR
"Google Cloud API &XM3}",

c JHQl BE HIEE Qi HEYI 1S =5t AR 22 MAM=X] lsHHA|. "Zetol8]l 2=
HHZEE 2[$t Infrastructure Manager 7A"S(8) & ESHA 2.

* HE B = OE EHE AFZEILICH HERZ0M ZE 4430( M ZHSHHIAIR.

ol TE el HpS} 25
cloudresourcem 443 TCP EGRESS OTZME HS
anager.googlea
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352


https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/downloads-tab
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html#step-5-enable-google-cloud-apis
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html#step-5-enable-google-cloud-apis
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html#step-5-enable-google-cloud-apis
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-gcp.html#service-account-permissions
https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html#step-5-enable-google-cloud-apis
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https://docs.netapp.com/us-en/console-setup-admin/task-install-agent-google-gcloud.html#step-5-enable-google-cloud-apis

Zojel
deploymentman
ager.googleapis.
com

config.googleapi
s.com

storage.googlea
pis.com

iam.googleapis.
com

compute.google
apis.com

cloudbuild.googl
eapis.com

openidconnect.g
oogleapis.com

oauth2.googlea
pis.com

registry.terrafor
m.io

releases.hashic
orp.com

apt.releases.has
hicorp.com

us-centrali1-
docker.pkg.dev

metadata.googl|
e.internal

pypi.org

files.pythonhost
ed.org

checkpoint-
api.hashicorp.co
m

download.docke
r.com

security.ubuntu.
com

*.gce.archive.ub
untu.com

443

443

443

443

443

443

443

443

443

443

443

443

443
443

443

443

80/443

80

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

HTTP

TCP
TCP

TCP

TCP

TCP

TCP

o
oo

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

T

EGRESS
EGRESS

EGRESS

EGRESS

EGRESS

EGRESS

2
==

HHIZ 24 M

Infrastructure Manager API

GCS HZl =Y

MH|A AE A5

Google Cloud %! Terraform Import
% PlanOf| M AHEE|= Compute API
==

HIS7H 2EO|2F Eeot wE X

ol
=]

ol

OAuth2 EZ wgt

Terraform 254t 8| X|AELZ|

Terraform HIO|LH2| CIREE

HashiCorp APT X &2

GCP Artifact Registry

VM metadata & 215 E2

Python I{7|X| QI A

Python Ii7|X| CH22E

Terraform HZ 2ol

Docker APT MZ A

Ubuntu 29t M0 E

Ubuntu I{Z|X| O]

353



£
1. ofgts WEstn MH|A AHFo| HEFL|CE

title: NetApp Dm TO IM Convert Solution
description: Permissions for the service account associated with the
VM where the tool will run.

stage: GA

includedPermissions:

- compute.addresses.get

- compute.disks.get

- compute.forwardingRules.get

- compute.healthChecks.get

- compute.instanceGroups.get

- compute.instances.get

- compute.regionBackendServices.get
- config.deployments.create

- config.deployments.get

- config.deployments.getLock

- config.deployments.lock

- config.deployments.unlock

- config.deployments.update

- config.deployments.delete

- config.deployments.updateState

- config.operations.get

- deploymentmanager.deployments.get
- deploymentmanager.deployments.list
- deploymentmanager.manifests.get

- iam.serviceAccounts.get

- storage.buckets.create

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.list

majo|sl BE HHmo| 3t F7} A3t mE

EAEHIZH REE MW= 32 YAML IHY0f| cloudbuild.workerpools.get ot
Z=7tsifof gLt

b. YAML It of| Ho|=l H5tO 2 Google Cloudd| A AL X|H &S MAMSHL|CE,
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gcloud iam roles create dmtoim convert tool role --project=PROJECT ID \
--file=YAML FILE_ PATH KMot H&2 "ArEX X|E St M 8l 212|"8 HESHIA2.

C. VME Yddt= Ol AT MH|A Ao AHEX} X|E dE S HZHLIL

=
d. O] MH|A AHO| roles/iam.serviceAccountUser HES FIISHMIR. "ME|A AHEH HR"S(E)
EXTHAA L.

2. OIS FHOE VME MMBLICE o] VMOIA =& AHTLICE
> M4l 88: Google Compute Engine M4l 83 e2-medium

0S: Q7 Argtof| izt CHg o|0|X| & StLtE MEfgtLCt.

o

* Ubuntu 25.10 AMD64 Minimal (O|0|X|: ubuntu-minimal-2510-amd64)
= SUSE Linux Enterprise Server 15 SP7 x86_64

HEZ: HTTP % HTTPSE 3| 85}= Waty
° ClA3 37]: 20GB

Hok: Mu|A AF: et MH|A AF

o

o

o

0k AN|A S - 2k APIO] CheH HE AHA:

— 1

* SC0tRE SUE: 249

ot

=
* Compute Engine: 27| Mg
* AEE|X]: Y| ME(VIEA)

* Google Cloud Logging(0|™ Stackdriver Logging) API: 27| ME(7|232))

* Stackdriver Monitoring(¥ X Google Cloud Operations2| Z&)API: 7| ME(7|22})
* MH|A B2 7| HE (7|22

* MH|A H|of: gdetE (Y]

M

)
* Google Cloud Trace(O|X Stackdriver Trace): 47| M&(7|2%))

3. SSHE A28t MZ MMEl VMOl HZELICH gcloud compute ssh dmtoim-convert-executor-vm
--zone <region where VM is deployed>

4. NSS XA ZEHEZ ALt "NetApp X2 AO|E"Of|AM HEt £ E CIREESIMAR. wget <download link
from NetApp Support site>

5. CIR2ZEE3H TAR Mol f=8 ELICt unzip <downloaded file name>
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https://cloud.google.com/iam/docs/creating-custom-roles
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Ubuntu
1. CI2 4 I{7|X|E CIREZESHD AX|SHMAIL:
° Docker: 28.2.2 build 28.2.2-0ubuntu1 O| A}

° Terraform: 1.14.1 O| A

o Python: 3.13.7, python3-pip, python3 venv

sudo apt-get update

sudo apt-get install python3-pip python3-venv -y

wget -O - https://apt.releases.hashicorp.com/gpg | sudo gpg
--dearmor -o /usr/share/keyrings/hashicorp-archive-keyring.gpg
echo "deb [arch=$ (dpkg --print-architecture) signed-
by=/usr/share/keyrings/hashicorp-archive-keyring.gpg]
https://apt.releases.hashicorp.com noble main" | sudo tee
/etc/apt/sources.list.d/hashicorp.list

sudo apt update && sudo apt install terraform

sudo apt-get install -y docker.io

sudo systemctl start docker

Google Cloud CLI “gcloud’ 7t VMOl AFH A X[=|0] QL&L|CH

SUSE Linux Enterprise Server

1. Python &: sudo update-alternatives --install /usr/bin/python3 python3
/usr/bin/python3.11 2

2. I§7|X| HX|E {IH pip3E MA[SIMIR. python3.11 -m ensurepip --upgrade

3. Terraform AX|:

wget
https://releases.hashicorp.com/terraform/1.7.4/terraform 1.7.4 linux
_amdé64.zip

unzip terraform 1.7.4 linux amd64.zip

sudo mv terraform /usr/local/bin/

rm terraform 1.7.4 linux amd64.zip

4. Google Cloud SDK(gcloud) A X|

curl https://sdk.cloud.google.com | bash
exec -1 SSHELL
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—

=

7 A

0| EtAl= Ubuntu % SUSE Linux Enterprise Server 250l A #HE E 15 MStst= of| M ElL|Ct

= - HA

1. S} AFEXHE Docker IEOH 3=7t6t0 siY =17} sudo ot 10| DockerE AFEE 4~ YT E BfLICE

sudo usermod -aG docker SUSER
newgrp docker

2. #3t £ MX|ELIC

cd <folder where you extracted the tool>
./install.sh

O|HA otH =17t A2l =l 2t A0 MX|E| D dmconvert-venv 2R HE AT EQ|0] {7 |X| 7t X E[H=X]
SolstL|Ct,

3. 27t MxlEl e o

SHBIL|C}. source dmconvert-venv/bin/activate

4. Ho E1E non-sudo AFEXIZ HHBIL|CE Console Of|O|MEQ| MH|A AHH1 S AH|A ™S ARSI
MH|A A H™of| 2E "Google Cloud Infrastructure Managerd] Z 23t #Hst"0| Q=X| etlgtL|Ct,

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \

-—-service-account=<the service account attached to the Console agent>
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Z2tol8l HE HiZO|M =7t A

‘—-worker-pool’ OHFHHE X[HSHH JHQl RE HIZEONN E=FE HASIMAR.
AKX & PH0| M= xref:{relative path}reference-networking-
gcp.html#infrastructure-manager-configuration-for-private-mode-
deployments ["ZE2f0|Hl BE H{EXZE ot Infrastructure Manager 8"
EHXSHAAN L.

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes
ONTAP deployment> \

--cvo-name=<Cloud Volumes ONTAP system name> \
--service-account=<the service account attached to the Console
agent> \

--worker-pool=<worker pool name>

gHalo| etEst =

—

0| ET= B Cloud Volumes ONTAP A|AE! I SYM H|E HE 222 TABL|CH A%o| ARE|H HatE ne
A ABIO| AEHE 2tolgh 4 QIELICEH HEHEl 2t A|ARI2 Google Console?| Infrastructure ManagerOl| Al <system-
name-imdeploy> @A OE HA|%|H, 0= Console0l|A O|H| 82 Cloud Volumes ONTAP A|ABIS 2t2|5t7| 2|H
Infrastructure Manager APIE AFE$ICHE S LIEFALICE

(D B2t = Google Cloud 2£0A Deployment Manager2| HHE ZHX|Z AtK|SHX| OFM|R. O] HYE
Aol HSHEl A|ABIS SWSIE o TP MEIF TEhE|o] USLICH

F ST VME ALEalof SLICH BE AARIS HERM T Deployment Managerz = S2
A

et B
Het S Al TIASHA| o™ CHS tHA|E 2t Deployment Manager® =& & USLICH
CHA|

1. St =72 HAsH| 2l dadet vMOlM TS BES AdetL|ct.

dmconvert \

--project-id=<the Google Cloud project ID for the Cloud Volumes ONTAP
deployment> \

—-—-cvo-name=<Cloud Volumes ONTAP system name> \

--service-account=<the service account attached to the Console agent> \
--rollback
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3. AL XA B ZH| 0| M 2oyt gdst golzts MEdstL|Ct
=
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1. NetApp Console O|A] 22{AE] 22| QIE{H|0|AQ| IP FAE AHEL|CE
a. 21Z B Ol ROl A *K & A > HE*E MERILICE
b. A|AH H|O|X|0fl A Cloud Volumes ONTAP A|ARIS MEHSHL|CE.
C. QEZ HOf| LIEtLH= EHAE 22| IP FAE SAIRILICH

-1 O

2. 2|XH AYE M50 SSHE 2510 S2{AE 22| A 0|A IP FA40 HEAFLCH.
o

CHS Ol0|X|= PUTTYE AME3t= O|E 2O ELILY.

Specify the destination you want to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

(ORaw (OTeinet (O Rlogin @SSH (O Serial

3. 20 IEZEO|AM 22Xt AF2| HIRHS S 225N K.

of

Password: ***x**xx*x%k

COT2: :>

A AE HEf 5L OHIE

Cloud Volumes ONTAP 0 Cli{St AutoSupport &3 =0l
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

http-https ZHE{| 1 2|2| 2E{7} CHgat Z2QH ok O|= AutoSupport MICHZ FEE0f HAXIE 2 = /US
ofolguct.

o

3. J™X| e4CtH 2t Cloud Volumes ONTAP = =0 TEA| URLE EQISHIAIR.
autosupport show -fields proxy-url

4. TEA| URL OH7H#H =7t H|O] /O™ Cloud Volumes ONTAP 7145t 2£ 00| HEE TEA|Z ALELILCE.
autosupport modify -proxy-url http://<console agent private ip>:3128

3. AutoSupport AE{E CHA| OIS,

autosupport check show-details
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-7fEf/opt/application/netapp/cloudmanager/docker_occm/dataL

COEA M IS ELICH squid. conf. TS| X &= O3S ut ZH5L|C.

http port 3128

acl netapp support dst support.netapp.com
http access allow netapp support

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on
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acl cvonet src <cidr>

http access allow cvonet

of

i
mujn

™ OtEa 25t

http port 3128

acl netapp support dst support.netapp.com
acl cvonet src <cidr>

http access allow netapp support

http access allow cvonet

request header max size 21 KB

reply header max size 21 KB

http access deny all

httpd suppress version string on

AE]|O| L Z CHA| A|ZHSHA AR, sudo. I3 CH2 Docker EE= Podmang
Af% H:xloﬂ [[fEf CtS "o:'%% AN Q.

OF

Docker?| B2, LIS HHS MAMSHM|R. docker restart squid.
Podman2 Al F0|2tH CHE HHS MM R. podman restart squid.
ONTAP CLIZ Z0}7tM Cloud Volumes ONTAP AutoSupport HIA|X|2 2 £ QI=X| EoIsMA|.

autosupport check show-details
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NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.0~9.11.1
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DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8~9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.

0|21 20| EdstH Cloud Volumes ONTAP £ EIE|0] ArEXL JHY 80| CIOIHE A& MSE 4= A0 OF RfLICY.
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NVFAIL S8 & gdetsta|H

vol modify -volume <vol-name> -nvfail on

NVFAIL 28 S 2felstz{H

vol show -volume <vol-name> -fields nvfail

NVFAIL SM S H|gdstst2{H

vol modify -volume <vol-name> -nvfail off
Ci|O|E| &Al0| L HSHH NVFAILO| EM3tEl NFS = iSCSI 282 H|0|E HS2 SEHooF BfL|CHAEH HIXZE
HEEE‘—OI CIFSOl= S&tS DIX|X| g45LTH). XHMIEE LIS 2 CHS S AESHIL. "NVFAILO| NFS 28 = LUNO
CHot M| A0 DOjX|= S&

NVFAIL &EHE <Qlst2{™

vol show -fields in-nvfailed-state
ClO|E &4 2X7t MAES| sHAZH NVFAIL AEHE X2 £ J2H SE2 HI0|E| UM A AFEE & JASLICE

NVFAIL &EHE X[22{H

vol modify -volume <vol-name> -in-nvfailed-state false
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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Ransomware Protection

Ransomware attacks can cost a business time, resources; and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

505 ®

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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