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Access Control Export Policy (1 rule defined)
Custom export policy Manage volume's expart policy
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
e
From:
Identities:
[User Email Address]
Source > All sources allowed
To:

Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions

55


https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model
https://cloud.google.com/vpc-service-controls/docs/ingress-egress-rules#policy-model

E
rr

From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions

From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions
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b. * TZHE0| CHSE O] MH|A A& ot A

[=]
A3t H0{ . ASE|K| PR+ TS M

[Select arcle

Create service account

Service account details

Grant this service account access to project
(optional)

Grant this senvice account access to OCCM-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

y Condition

= storage admin »

Cloud ML Service Agent

Cloud ML service agent can act a5 log writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and senvice aCCount SCCess
token crealor

Storage Admin
G Full control of GCS resources. @ _:!HEI”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Ghject Admin

Cull comtenl ok 202 ahicrteo

MAMNAGE ROLES

L.
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Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ChE Bt

Cloud Volumes ONTAP ] 2tAS MMsh mff LISl MH|A AH
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

@ Addlebels  Optional Field | Up to four labels

Cloud Volumes ONTAPO|A| 11ZHO| &t2|5t= st 7| AL

Google 22RE AEZ|X|= C|A 30| HO|EHE M 7| Mo &4 HIO|EE S lsHX| Tt
BlueXP APIE AtE3t0{ 17ZH0| 2t2|st= ATt 7| £ AF2SH= Cloud Volumes ONTAP
AMAEIS OLE £ QELICH 22tRE 7| 22| MH|AE A0 GCPO|IAM MAMstD 2t2|st=
7| 4L|C}.

cHA)

1. BlueXP Connector A{H|A A& Q| T2HE £Z0|A 7|7t KEHE T2 M E0| CHeH SHHE ABH0| UY=X|

efolgtL|ct.

AHg Het2 off MISELICt V| 2E o= FHHEE MH[A AE 2ot AELCr, J2{Lt 2R E 7| 22| M| A0
HMEZ A

= A20|= ME|X| &S & AL|CE

- 10 L= T AM-d

- cloudkms.cryptoKeyVersions.useTokEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

2. of st MH|A A HO| Y=X| &IEHLICE "Google Compute Engine AH|A 0f| 0| EQIL|CH Cloud KMS
Encrypter/Decrypter #$t0] 7[0f| JQ&LICE.
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"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us-east4/keyRings/keyring-
1/cryptoKeys/generatedkeyl"
}
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Details & Protection

Volume Name:

vol

Snapshot Policy:

default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
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i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

o% iRl o B¢

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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Non-Restricted Countries

If you are upgrading to ONTAP 9.15.0P1, and
you are in "Non-restricted Countries", please
download the image with NetApp Volume
Encryption.

DOWNLOAD 9150P1_V_IMAGE.TGZ
[2.58 GB]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B]

View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.SIG [256 B]

View and download checksums
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Restricted Countries

If you are unsure whether your company
complied with all applicable legal requirements
on encryption technology, download the image
without NetApp Volume Encryption.

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ [2.58

GB]
View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
[451 B]

View and download checksums

DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.SIG

[256 B]

View and download checksums
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DOWNLOAD GCP-9-15-
OP1_PKG.TAR.GZ [7.49 KB]

View and download checksums

DOWNLOAD AZURE-9-15-
0P1_PKG.TAR.GZ [7.64 KB]

View and download checksums
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:



ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

15:

15:

15:

42

42

42

39

the signature and the

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
15:

16:

42

42

02
42

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt

Verification Failure
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.
Minimum cooling days: 31 (2-183)

O All - Immediately tiers all data (not including metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws,/s3

@ This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.
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1. Google Cloudo{|A Cloud Volumes ONTAP QIAEIAZ 0|58t 2} LIFO]| L IP FAZ nic0of| ZIHgtL|CE.

Edit network interface A
Metwork *
default ~ @

Subnetwork *

default IPv4 (10,138.0,0/20) - @

0 To use IPvE, you need an |Pv6 subnet range. LEARN MORE

IP stack type
@ IPva (single-stack)
'C_;' IPv4 and 1Pw6 (dual-stack)

Prirnary internal IP

gopovovmeEp-nicO-nodemgmt (10.138.0.46) - @
Alias IP ranges
- Subnet range 1 - - AliaslPrange1* ———— !
| Primary (10.138.0.0/20) = 10.138.0.25/32 (7] |
, Subnet range 2 1 [ Alias 1P range 2 * -.
Primary (10.138.0.0/20) 10.138.0.23/32 7] |
- Subnetranged —— . Alias IP range 3 *
Primary (10.138.0.0/20) « 10.138.0.21/32 [ 7]
Subnet range 4 Alias IP range 4 * :
Primary (10.138.0.0/20) 10.138.0.31/32 @ l

+ ADD IP RANGE

External IPvd address
MNone - 9 |

g
0zt
%
oE
o
I
N

"Google Cloud dEA: 7| & QIAEH A0

2. AEE|X| VME MMt AEE|X| VMOR Jt= Z2E MMt

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

132


https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance
https://cloud.google.com/vpc/docs/configure-alias-ip-ranges#adding_alias_ip_ranges_to_an_existing_instance

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway
<ip-of-gateway-server>

3. Google Cloudof| F7t3t IP FAE X| ™50 HIO|E LIFE A gtL|ct,

iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data

-protocol iscsi

NFS == SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. MEd AtSE: Google Clouddl| =718 IP £AE X|HSH0] AEZ|X| VM 2| LIFE Mg Ct.

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

5. AEZ|X| VMO St O] &ke| of I 2[H0|ES S SLCE

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

AEE|X| VMOIX =282 Mdst7| Hoi| M AEE[X] VMO| FO{ = StLte| 0f 22| AH[0| E0i| A M| ABHOF 57| whZ 0|
of ChAIZt HestL|Ct,
HA %
BlueXP APIZ AF23l0{ Google Cloud2| Cloud Volumes ONTAP A|AEIO|M AEZ|X| VME MAdsljof SL|Ct,
BlueXP O| HR3%t LIF MH|AR AER|X| VME 745t11 OFRHI2E SMB/CIFS S4l0]| 223t iSCSI LIFE

A2 AEE|X| VMES FA 67| W20l ONTAP System Manager 2= ONTAP CLIZ} Ot APIS AF3H{0}
gLt

BlueXP= Google Cloudol| 223t IP FAE &6t SMB/NFS HMAE 2|2t H|O|E LIFRt OF2HH2E SMB
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EME 9I8tiSCSI LIFE A28t AEZ|X| VM MM stL|CH

BlueXP 2 £%t default-data-files NAS H|O|E| LIFOIA Ct=Z MH|AZS 7ot = iSCSI H|0|E] LIFO|
Z715to] H|o|E AEZ|X| VMe| FME H~FefL|Ct.

* data-fpolicy-client

* management-ad-client

* management-dns-client

* management-ldap-client

°* management-nis-client

Cloud Volumes ONTAP7Z| OFHI2E 22| HZ0]| iSCSI LIFE A% 4~ QEZ 87| I 20i| AH|A S £H 8|0}
grL|ck.
Google Cloud # 30| ZHQgtL|C}

Connectordl= Cloud Volumes ONTAP HA 0]l Cist AE2|X| VME MAstT
LQPIL|CH 2ot #oh2 off TEE|0] UESLICH "NetAppOi| A K| ScH= A"

i

22t 4 s SN

—

rot

of

rr

ChA|
1. Ot API ZE2 AH310] AE2|X| VME M4 etiLct.

'POST/occm/api/GCP/ha/working-Environments/{we_ID}/svm/'

2 ==20= 30| ZgE[0{0F gLt

{ "svmName": "myNewSvml" }

HA A0 AEZ|X| VM 22|

EESH BlueXP APlE HA 0l AER[X| VM2 0| HZ U AXIE K| BHL|CE
AER|X| VM2 0|28 HHEL|CH

LRt AR AMEX| AEE|X| VM| 0|58 HEAY & JSLICL

|
1. CtZ APl S E2 M8t AER[X| VM2 0|EE HHEL|CE.

'Put/occm/api/GCP/ha/working-Environments/{we_|D}/svm'

2% Z&0l= Ch30| ZEE[0{0F LTt
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{
"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

AEZ|X| VMS AMH[EL|Ct
AE2|X| VMO| I O]A ZRSIX| 2 AL Cloud Volumes ONTAPO|A| AfK|E £~ Q&LICE

EHA|
1. CI2 APl £ 8 AI2810] AEZ|X| VME AtH|StL|Ct,

Atxl/ocem/api/GCP/ha/working-Environments/{we_|D}/svm/{SVM_name}'

SVM RsH 21 MH

BlueXP= AEE|X| VM(SVM) sl =710 LSt B8 E= QAIAE 0| X E HSSHK|

ELICH ONTAP System Manager B== ONTAP CLIS AHE46H0f EHL|Ct.

= Cloud Volumes ONTAP A|AE! ZH| SnapMirror SVM £H|E MAAHE A = JHO HA M A|AH! o= & J9]

T L E AAR ZH0f| EXE A6 OF BLICH HA ¥t T L= A|AR! 7H]| SnapMirror SVM SHIE A& &

S L.

ONTAP CLI X| &2 CI2 &M

]

ATSHAA L.

* "SVM &l |5+ ZH| Express 7H0[E"

* "SVM X3l S5 AA I A TI0|E & EERSHIAIL"
Hob S O|o[E =3}
NetApp 2=ot EFEMHOE 28 Y=o}
Cloud Volumes ONTAP+= NVE(NetApp Volume Encryption) 2 NAE(NetApp Aggregate
Encryption)E X|¥&L|CH. NVER} NAE= FIPS 140-28 £43t= 28 % HI0|H =3t
X got= AT EQ0] 7|8t SR MQLICE "0|2fet it SFM0)| CHol XHMIS| L0 A",
NVESI NAE= 25 2% 7| 22|Xt2 X E L},

ifdef::AWS[] endif::AWS]] ifdef::Azure[] endif::Azure][] ifdef:: GCP[] endif::GCPJ] ifdef:: AWSJ] ifdef::Azure]]
endif:: GCPJ[] endif:

Googlel| 22IRE 7|

rt

2| MH|AZ 7| 22l

2 MEY £ JASLIC} "Google Cloud Platform?| 7| 22| A{H|A(Cloud KMS)" Google Cloud
PlatformOll A &8t 28 T2 1240{ A ONTAP &3} 7|12 25 gtL|Ct.
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E22t2E KMSE 0|28t 7| 22| 7|52 ONTAP CLI L= ONTAP REST APIE AM25t0] A stet & QELICE.

Cloud KMSE AME% M= 7|2XOZ H|0|E| SYMQ| LIF7t 22IRE 7| 22| A=EZQIEL} EMNSH= o AFREILICE.
L C | HEYIE S24RE SEXt Q15 AMH|A(cauth2.googleapis.com E4Ist= O AL EILICH S2{AH
HESZ 7t SHIEA| #HEX| g2 22 S2AHE 7| 22| MH|AE HHE AHSSHX| 4&LICEH
A|Zst7| o

* Cloud Volumes ONTAPO|A| {7 9.10.1 0| &2 AaHsH{of SrL|Ct

* VE(Volume Encryption) 2t0|MIAZ} MX| | R} &L|Ct

* ZE|HHE 2=3t 7| ZE|(MTEKM) 20| dIA T HX|=|0f A20 Cloud Volumes ONTAP 9.12.1 GARE
AlZftLct.

* 22|{AE] EE= SVYM 22| Xpo{of BfL|Ct

* Google Cloud Platform2| &M MEAIZIMQIL|CE

A
* 22tRE KMS<= H|0[E SVMOIMTF e o= Q&L

4
Google 222
1. Google Cloud &Z0j|AM = "CHE GCP 7| & & 7| = MM eL|Ct,
2. Cloud Volumes ONTAP AMH|A A ™oi| CHet ALEX} X[ ™ S gHSLICH

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms.keyRings.get,cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. AtEX XM get2 2225 KMS 7| U Cloud Volumes ONTAP MH|A A& of| &2H&tL|Ct. "geloud kms keys
add-iam-policy-binding_key name_—keyring_key ring_name_—Ilocation_location_member
ServiceAccount:_service_account_Name_—role projects/customer_id/kCustomRole"

4. MH|A AE JSON 7| CH2 2 E:'geloud iam service-accounts key create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. 7|12 SSH Zz2I0|HEE A5t S2{AF 22| LIF| HZEEL|CH
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-servers_server_address_-vserver SVM_name 'S MEHSIL|C}

4. CMEK &5 MM:'Security key-manager external GCP enable-vserver SVM_name_-project-id_project_-
key-ring-name_key_ring_name_-key-ring-location_location_-key-name_key_key key key name_ '®L|C}

O. HIAIX| 7} EAIZ|H GCP #|H2| MH|A AIE JSON 7|1E Y= PLCE.

6. Mt ZENATL HSYUE=X| SQIELICE 'Eot 7| - 22|X} 2| GCP ZAt - vserver_svm_name_'

7. MEd ALEE: 2FS3) 'vol create_volume_name_-aggregate aggregate -vserver_vserver_name_-size 10G'E
HAEY =252 MASLICt

EHE sl Zslof 5t= < fI2] OFX|2 = THAOM #A| RESTAPI 238 X[Fg = ASLIC.

1. 'NIE ¢

2. 'systemshell-node_node_-command tail -f /mroot /etc/log/mlog/kmip2_client.log'
e {lofofl chst 2= M

O 1=
LRl M0 oY AHCZRE HY
NetApp &2 48 2HMgl0|g T3 4
Qlet 20t E2 HI gLt

AU SH2 HIZL|A AJZH 2[4 51 H UELICH BlueXPE ALE5HH
) 0] Ho{(ARP)EH= & 7HX]
2 7tAd, &Xl, =X HES

BlueXPE E8l| M 2&|= 2HAQ)|0] 2to] X 0|A ONTAP FPolicy 7|52 &850 Yutxol 2iMelo ot ==t
+ y

N
~
z0}
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=2
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=
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i)
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Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

Ransomware Protection

Support Registration Not Registered

VNNV INIINIDNID

CIFs Setup
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NetApp Snapshot 7|22 MM SiZS /ot LA XD E2ME MISELICH d3Xol 5319 A2
ZHED|X| Q42 HHAOf| A %?_JOPE ZJ%ILIEL Snapshot —.M%S 87| E%OIEE MO 242 YX|BLICH
CESH M23tsto] T I SAHE = MA| Mol S £242] o|0|X|E MHE && JUELICEH

b. FPolicy * &3t £ 22lst04 ONTAP°| FPolicy 2882 &M3I8tL|C} FPolicy M2 It ol SHAMH|
wr2p m A S KpeHe 2 JSLICE
O] ™ S2M2 Autol M0 Tt FES XITHsto] MY SHOZRE HSE JfMetL|ct
7|2 FPolicy Hl= CHS 2aE ol IS Xpohet|ct

00|22, Yot T, =

ZE2 QHIMOQ| 2HAY0f I} 23S

= Tro=s
vserver FPolicy scope BHS

co=

Ransomware Pratection

o Enable Snapshot Copy Protection

50 %

Protection

1 volumes without a Snapshat Policy

To protect your data, activate the default Snapshot policy for these volumes

Activate Snapshot Policy

AtE o B

H A
s

Cloud Volumes ONTAP=
ZHX|stn

S

Mg

AHot0] 2

ro-i | oI-)}-” Al-_Q_ol-

4 BLC

OII

b, 23}, crinf, r5a, XRNT, XTBL, R16M01DO05, pzdc,
RDM, RK, encryptedRS, crjoker, enciped, LeChiffre

Cloud Volumes ONTAPO| A FPolicyE &42tstH B
plsliel
|:.

AR C PN}

#of =4

ZA15H= ARP(Autonomous 24490 Protectlon) 7lse

Thel s moo} ERlELIC R0 Kt HEARP |5 AR
7|4t 2 BRI 220 ol AHERoIA ZTELIct 2

dHELCt o

Ct. Cloud Volumes ONTAP CLIO|A|
SAHZ AMEX}L X HY £ UELICE

lueXPOf|Af O <7t
= gy
bEl o

= =

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
based on afile's extension,

‘iew Denied File Names

Activate FPolicy

S LIEFE & A= H|HARl 53 A
|ﬂguq

H A

(L

2t 0f XhEt

ARP 7|52 %7} H|2 ¢10] BYOL(Bring Your Own License) % OtIZ2|0|A 711t 8HH| A2 S 4= JUELICH
ARPZ} 2d3otEl 282 "otg BE" = gy XIEE[0 JAELIC.

Z &0l CiE ARP 7192 ONTAP A[AE! 2t2|Xt 5] ONTAP CLIE Sdlf ™ EL|Ct.

ONTAP A A 2t2|X} 3 ONTAP CLIE AHE510{ ARPE &83tst= 2ol Cht XpATt LHE2 S HESHIAIR

"XFEZEl 2 A

BT o LoT

Ao 2= gdat,

2=, LOL!, OMG!,

MS A5t HX|E
I' ARP 7|6E ET
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB
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Cloud Volumes ONTAP A|AEIN| A WORM(Write Once, Read Many) It 2|
AL EAEE *H§5f0=| EN HEV|Zt SO +HEX| U2 HElE AMMAE &
UELICE O] 7|52 SnaplLock 7|22 7|EIQ 2 SHH —’F—7P£1°| HO|E H=z S
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AHAF BALE S MMSHE O] AF23H= 250| SnapLock 252Q1X| &QIgtL|Ct. 250 CH$ SnapLock 23 AH|

Ch3t K3t hEe % "SnapLockE TASL|CHEESHIAIR.
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1. SnaplLock 2E0A AHAF 2AH2Z S MMBILICE CLI EE= System ManagersS AF25H0] AHAF 2ALES
Mdot= SHEHOl| CHSE KPS L8 2 & HXRSHUAR "2Z AHAF SARE 22| 7HR".
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Upgrade Cloud Volumes ONTAP Version

'ﬂ End User License Agreement (EULA)

1. DEFINITIONS
You are about to upgrade Cloud Volumes ONTAP € 1.1. *“Documentation” means technical documentation
describing the features and functions of the Software.
9121 = 912.1P10 0ul 7, 2024 1.2. "NetApp Cloud Provider” means a third party
authorized by NetApp to offer or enable the use of the
Select other versions Software as part of such provider's cloud-based service.
1.3, "NetApp Partner” means an authorized NetApp
distributor, reseller or other channel partner. 1.4, "Open
Source Software" means third party software that is

nnenly and freely licensed under the terms nf 2 nublic

[] 1 read and approve the End User License Agreement (EULA)
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Select the ONTAP version you want to upgrade ol

Version | Date
8.12.1P14 Aug 22, 2024
7 8,12.1P13 Jul 7, 2024
) eazpi Jul 7, 2024
) 0,13.1F9 May 9, 2024
e All versions Fal

Write the version you want to:upgrade to;

Cancel

Apply [ Cancel
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Information Features

Working Environment Tags Tags /
Scheduled Downtime Off f
S Standard-Infrequent Access f
Classes

Instance Type mb5.xlarge f
Write Speed Normal f
Ransomware Protection Off f
Support Registration Not Registered f
CIFs Setup /

4. NetApp Support AO|E AHES MEfst D * Register * & S2IELILCE.
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Information

Features

Working Environment Tags

Tags 7

Scheduled Downtime

off

S3 Storage

Classes

Instance Type

Write Speed

Ransomware Protection

Support Registration

CIFs Setup

Standard-Infrequent Access

A

mb5.xlarge

Normal

Not Registered
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Information Features

Working Environment Tags Tags i
Scheduled Downtime Off i
S3 Storage
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AN
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Instance Type mb5.xlarge

Write Speed Normal

Support Registration Not Registered

4
4
Ransomware Protection off
4
4

CIFs Setup
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2. AutoSupport 59| A|ARIC| N5 AENE HEA|RLICE

AutoSupport check show-detailsS MEHEIL|C}

SE2 L33 H|8Hof hLCt.
Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok

Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok

Detail: No configuration issues found.
5 entries were displayed.
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http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet src Z2f2 Cloud Volumes ONTAP A|AEIO] CIDRYIL|CE.

Cloud Volumes ONTAP A|AE9| CIDR S50 mfof X|FE Helol| AX| 4™ CtZat 20| gt
YOO ESIALE M =S F7HEfLIC.

o

'ACL cvonet src <CIDR>'
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http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all
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* Cloud Volumes ONTAP 9.12.1 O| At

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* Cloud Volumes ONTAP 9.11.00(A 9.11.17tX]|

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"
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ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* Cloud Volumes ONTAP 9.8 ~ 9.10.1

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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Ransomware Protection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % )

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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