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AWS region

VPCA VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

I'Ilr. f_-\l
o r g
g >
Synchronous mirror of ONTAP
e L
data between nodes N 7

74 @7 Atg

OF&! ConnectorE THEX| 22 AL Connector0f| CHet HIERIZ @ AMStE HESHOF ShL|C.
 "F{UlE{0f CHSH HIEXZ 27 AtEtS LT
* "AWSS| Eot O F A"

02{ AZsOl| Al HA A0f| CHSE AWS T4 AH|O|EgQl|o] A

HA 4of| CHot HMAE X[ASH= AWS TE HO|ES0|E AFBLICH "R
AF8t= VPC 2[R0A
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9| VPCE H0 F= O LI HA A| A2 VPC StLtol| &
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07 0hg BE IP R4S AHR3t0] 220|E0 NAS 28 0

[0 4
m

172.23.01
Floating IPs
172.2302
routed to VPC1
(1722303 ) route table
172.23.04

Y

Transit
gateway

i ks 4
Floating IPs
1722302 Flc}ating IPs 172.2302 SR P
172.23.0.3 ) routed to ENIs 172.23.0.3 transit gateway

: Mediator Client

VPC 2 (10.100.0.0/16)

VPC 1(10.160.0.0/20)
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2. VPCE M™% [0|E<lo] A= H|o|Z0| AZELICE.
a. VPC * MH|A0||A * Transit Gateway Route Tables * £ 22!%tL|C},
b. 2tE E|O|

c. 917+ 2 2 Z Y+ S MeELIct
d. 1 ML IIY(VPC)S MENB S * 1 MY * 8 2Bt

3. HAWe| 25 P F2AE XIFotol [ #0|E90/2) 22T BlolZolM ZRE BHELICH
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs.cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

CHS MZ o|0|X|= M4 HO|EQ0]Q| 2tRLE H|0|22 20 FL|Ct 0{7|0fl= 2712 VPCO| CIDR
ZHZ2} Cloud Volumes ONTAPOI|A A25H= 4742 85 IP FAJF ESHEILICE

Transit Gateway Route Table: 1gw-rtb-Oeadee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

(), Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-05e7 7bd34e2ff91f8 | vpc-Ob2bc30eldcleldbt I h VP02 propagated
10.160.0.0/20 Tgw-atiach-00ebaseacazs0d7db | vpe-673ae603 propagated

static

172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI VPC‘t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -—"-thﬁl—[‘g static
172.23.0.4/32 {gw-attach-00sha3eac3250d7db | vpc-673ae603 _l_B‘ Addresses ..

4. 25 IP =200 M| Asof SH= VPCe| 2tRE E|OIES +F LIt

S=0f chzt

Route state

active
active
active
active
active

active
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Ct2 ¥E ol0|X|=

Route Table: rtb-0569a1bd740ed033f

B0l 3= &=F= Ft

VPC 10| L3t 2t2E 9l 85 |P FAS E3ets VPC 28 22

Summary Routes Subnet ions. Route Tags
Edit routes

View  All routes -
Destination Target
10.100.0.0116 local
0.0.0.0/0 Igw-07250bd01781e67df
10.160.0,0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b7c249661ac279

QE IP A0 HH A0} st VPCO| ZEE
ol BAl= VPC 7t 3tRElS etEst| 2o SRuLict,

CtE HZ 0|0|X|= VPC 12| 2R E H|O|2

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

X715t HA & VPCe| A2 0|22

2 B0 FLICE 67[0ls B3 IP =4 U 220|HE
220| BfREJ} ISHEIL|CT BlueXP= HA 4 M*° HHZE S f 2t El EHO|20f| R&

2 HI0|E2S 20 FLIC
Status Propagated
active No
active No
\V/ = {L"\L“i" i No
active No

S

Floating IR »
Addresses *

Rt
active No

S

ARSHL|C},

Tod

7t }= VPC

IPE XAS22 FIFUSLICE

Target
local

vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-569¢3331

I 10.100.0.0/16 1gw-015b7¢c249661ac279 I
10.129.0.0/20 pex-f7e1396
172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 enl-0f76681216c3108ed
172.23.0.4/32 eni-0854d4715559c3cdb

Hot O F AFS VPCe| 2= EdiH o= M0l EgLCt.

a. Virtual Private CloudOf|A] * Subnets * € S2|gLICt.
b. Route table * 12 S2I5l1 HA WO B |P F&

c. HotOF * 2 SEIYLICt

d. lHFRE A B * g MeHpiLIC)

e. & FIt* E 2=t

f. 5 ofeholld » 2E E24m * S MEfSt CHS VPC IP F45
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[y

Status

active

active

active

active
VBE2
active

Eloating

Addresses

active
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3:} Advanced Actions

° "AWSS| 117t8d A"

° "AWSZ2| Cloud Volumes ONTAPO]| CHst HEQIZ @ AS
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"Version": "2012-10-17",

"Statement": [

{

"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": |

"arn:aws:kms:us-east-

l:externalaccountid:key/externalkeyid"

Yy
{

]

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
1,
"Resource": |

"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,
"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud(0|=) X4



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP = E2| i X AH
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud(0|=) X4
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
}



"Version": "2012-10-17",

"Statement": [

° HA SHxt

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
. A

Subscribe and then click 5et Up Your Account to configure your account.

,:“E'\] Cloud Manager
L

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. BlueXPZ =02 = &7 4t 00| X|of| =E=SHH * Freemium * 2 MEHBIL|CY,

—

Select Charging Method
Professional By capacity R4
Essential By capacity A
° Freemium (Up to 500 GiB) [ — ~
Per Node R
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Edit Credentials & Add Subscription

details and then subscribe.

The next steps:

[f?“] AWS Markeiplace
L

(2" Cloud Manager
2)

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

Subscribe and then click Set Up Your Account to configure your account.

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. BlueXPZ S0t2 = 7T 'Y 10| X|0f =&sIH T 7|8 17| XIS MERfLICt.

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node

By capacity
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/T\] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

details and then subscribe.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Cancel

b. BlueXPZ £0I2 = £ W' H|o|X|of| TEsIH & 7|8t 17| X|S MESfL|CH.

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon

HZE Active Directory
ol dL|Ct

29

CIFS Mt{o|| i3t 0|5 =0l S HMSst= DNS M| IP FAQIL|CE LIEEl DNS
MHO|= CIFS M7t HZE =H|Q12] Active Directory LDAP A 5! =9l
HEEHE ¥= o 2ot MU|A K| 2ZE(SRV)7F ZEE|0f L0{0F SfL|Ct.

CIFS NHE HZE AD(Active Directory) =H212] FQDNRIL|LCE.



https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html

micof =dsti|ct M

= H—d

coelof 7tst== AD T=H|QI LHO| X|HEl QU(ZX! M SOl AEEHE FIte = U= Z28
SQIE X1 ZHUL|CH 30| = Windows AlH2| 0|2 & A5 lL|Ct.

CIFS MH NetBIOS AD Z=H|Ql0|A 1R3t CIFS AMH O|SILICE

O|EQILICt

ZE M che| CIFS At HZT AD |2l LHO| =X | L|Ct 7|22

CN=ComputersL|C}. AWS 22| Microsoft ADZ Cloud Volumes ONTAPE AD
MHZ PMsH= AL 0] =0 * OU=Computers, OU=Corp * & Y=4sli0F EtL|Ct.

DNS E0i[9l SVM(Cloud Volumes ONTAP AEZ2|X| 7kt THAI)® DNS EH|Ql CHE S| 2
THQl2 AD ZH|Qlat SYetLct,
NTP AMH Active Directory DNSE AH2510] NTP AH{E L 45t2{H * Active Directory

TO9l AL * & MENBILICH T2 AS ALBSI0] NTP MHE 2AeH0F St B2
APIS AFZHOF BILICH 2 AZSHIAIR "BlueXP A58t 24" 8 BTHINL.

CIFS MHE d&Y w2 NTP MHE 7 8E = ASLILE CIFS MHE ddst
2ol F4E = ST

18. * Usage Profile, Disk Type %! Tiering Policy *: AEZ|X| E24 7|52 AIEsIEE MAMstD LR AR 28
AEet GMS HELX| R E MEHSL|CE,

A3t LR

mjo

Jas
vl
of

AZSHIAIR "2 8 AFR TR of¢h" U "Elo|Ef AES R,
19, 245 2 &01 * Mef A2 HE W Solgh|c
a. ol het MR MBS ARSI

b. BlueXP7} T0HE X[ 3L AWS 2|AA0] CHet M2 FEE HESHM * 7t HE * £ 2l

21

BlueXPO|A| Cloud Volumes ONTAP QIAEIA S A|ZISILICH EFJUZIQIOA TIRH MtE FHT 4~ QIEL|CE.

Cloud Volumes ONTAP QIAEAE

AIESHE O] 2H7E s 39 A HAXIS ZELICH 59 #8122 Meotn
27 CHl 444 8 2208 4 IBLICH

XtMe LHE2 E HZXSHMAIL "NetApp Cloud Volumes ONTAP X[ &".

N EG0f| Chet A = OF HotE MS5t oY ArgX S/RE

AWSO{| A Cloud Volumes ONTAP HA & A| %t

AWSO|A| Cloud Volumes ONTAP HA 42 A5tz ™ BlueXPOl|A| HA 2 2tA 2 THS0{0F fL|LCt,

49


https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab

Mt
ST HA &2 AWS OFREAEOf| M X[ E|X| F5L Lt

o ZHeiofl CHaH

I stE S MAMSH XIS BlueXPe XIHEl VPCHIM E[AE QIAEIAZS A|ZFSH] HZES 2HQITHLICH M Z8HH JA|
lueXP7t QIAEHAE ZF 3 LI Cloud Volumes ONTAP A|AE! HYE S A|ZFSHLICH BlueXPOIAM HZAS 2ol £

ele %4—?— =] 4 MAMo| AofstL|Ch HIAE QIAEIA L T2 nano(7|2 VPC EHIHA|Q] 2R) = m3.medium(TE

1. 1% EtM 0| 70| A * Storage > Canvas * & MEHEILICE.

2. Canvas H|O|X|0f| A * £t 2tA =7} * £ S2/st0 3tHO| X|A|E MHEL|CE,

3. * QK| MEH *; = ofO=E ¥ MH|A * 8! * Cloud Volumes ONTAP HA * £ MEHSHL|CT,
4

S HR EE S AE S 1 AWS AHE S 5SS MM oz HESHD, XY 2 0| S Yo, ERe
AL E IS XU}t 1S ASE QadstL|C},

== e =

Of Hjo|x[e] Y& A=

rir
fix
R

O] 28 YUSLICh th2 EollM = XIHo| 2Rt HEE 2RI}

Zoof gt 4y

I etE 0|5 BlueXP= = 34 0|2 S A2 Cloud Volumes ONTAP A|AEITF Amazon
EC2 QIAEIA O|EE2 2 5F X|HELIC ESH O] M MEiSHH D|2| Ho|=l Hot
JE9| HFALZ 0|E0| A EILICY.

EH 37t AWS Eff 3= AWS 2|2 A0 CHot HIELH|O|E{ RIL|C. BlueXP+= Cloud Volumes

ONTAP ‘.’_'éE.iﬁ EURY ﬁE.J o HEtEl ZF AWS 2|AA EfTOE FI1eL|CH &
stA S THE ] AFEXt QAUE{H|O[ A0 A £|CH 47H2] ENOE FIte £~ U2, WdE
D00 B2 EOE It 2 JUSLICEH API= &Y StHEE M i O E
4742 H|BHSER| FE&LICH EN0]| CHSE XEM|TH LHE 2 2 BESIMAIR "AWS FA:
Amazon EC2 2|2 A0 E{O E7|",

ALEXHO|E Y 2= Cloud Volumes ONTAP 22{AE Zt2|X} A& Q| X} ZHQIL|CL. 0|2{st XA
ZHE AE5I0] System Manager EE= CLIZ E4H Cloud Volumes ONTAPY|
HAEg = ASLICH default_admln_user 0|2 {X|8t7L} ALK} K| ™ AL X}
O|EC=E HATLICE

A 5 MWE 0| Cloud Volumes ONTAP A|ABINA AT AWS X4 ZHut OFIEE[0|A
TEES MEHSIMAIL,

MEWSE XHH ZHE M AWS Marketplace 7150 HZ 521 * Add Subscription *
g 2egLch o 152 ¢ r74|°to I|ESE St7ALL AZtE REE Cloud
Volumes ONTAPO|| CH$t HI S XY 4= USLIC

NetApp(BYOL)MA I 20| MIA S st AL0f= AWS 7t10] ZQ5}X]|
t&L|CE

"BlueXP0| AWS X SEE F7ot= 0| CHoll ZOLEHAIL".
CHE HICIQ0| M= 2| DU E|0|A =52 AWS AHH SHO| HZ5t= WS HHSLICL

AWS O21Z2[0| A0 M BlueXPE TF=3HIAIL

50


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-aws-accounts.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=096e1740-d115-44cf-8c27-b051011611eb

0121 1AM AFBXI7H SUBH AWS HIFOR SRS P 2 ALSRH JFUsHOF BILICE A HNy
AFEAI7E 7S 8 2 AWS Marketplace'= OF2f O[DIX|0| FAIEl ZH $4 ALSXoI ||
TSRS S AYLITL AWS_ACCOUNT_0fl 7F2E(0f QL= SO 2t IAM AFBHE XIS ot
TSt HZOfOF BILICH. OfH BIAIXI 7t EAI|H * 0171 22| * Y32 2205/0] BlueXP Y
APO|ER O|Sot0f ZR2HAS R BILICH

Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area

Software Fees
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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* Cloud Volumes ONTAP HA X} QIAEHAHA XE AXstH= E2)
EHA|
1. AWS IAM 2£ 2 0|33t * Policies * & 22!2tL|C}.

2. Connector QIAEIAQ|| CHEH HA S of

oin
i
iul

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
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"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",

"iam:DeleteRole",
"iam:PutRolePolicy",

iam:ListInstanceProfiles",

"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"s3:GetObject",
"s3:ListBucket",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"kms:List*",
"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

I

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |

"arn:aws-iso:s3:::fabric-pool*"

"Effect": "Allow",



"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {

"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b
"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws—-iso:ec2:*:*:volume/*"

3. Cloud Volumes ONTAPO]| CHst HxHS MASHL|C},
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

- Cloud Volumes ONTAP HA &2 1 =5l2{= 22 HA SIS fIet S HAefL|Ct
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "x"
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