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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes Standard-Infrequent Access

53 Storage Encryption Key aws/s3

BlueXP documentation for more details.

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to
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° o *
[ ]
w 53 Tiering i What are storage tiers?
» Enabled Disabled
Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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Destination Volume MName

volume_copy

Destination Storage VM Name

sym_name1 w

Destination Aggregate

Automatically select the best aggregate -
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1. 2 0|SEILIC} "Cloud Volumes ONTAP ZUE|X L E o AEZ|X| Mgt AFSH MM E RHESHAA| ",
2. QIAEIA 230 CHSH QIE{T|O| AL XLl IP T4 5 AL,
3. AWSOIM IP FAE gt off CHS MMM ZLRSIEE 0| HSE 7|28 FHAL.

AWSO| A IP =AE atetstL|Ct
M AE2|X| VMO|| CHSE LIFE MA3SH7| Holl AWSS| ZE e0al| Z2t0|Hl IPv4 TAE SHEksl|of BHL|Ct.

AEE|X| VME 2ot MEIN 22| LIFE T =& A|AHRI} T AZO| HA A0 A Z2l0[Hl 1P FAE EHRZ BiLCt,
O| #2| LIF= SnapCenterz} 22 2t2| 20f| HZg £ UELICE
CHA|

1. AWSO| 2392138t EC2 MH|AE FL|LCt.

2. Cloud Volumes ONTAP QIAEA S MEHSI D * H EQZ * 2 Z=ItL|C
HA A0l M AEZ|X| VMS MMStE AQ & 12 MEigtLCT.

3. Of2f{ 2 * HIEEQ A QIO A * 2 ATESID X E e0a° * QIE{H|O|A D * & SEIEtLICE

i
= Name v Insta... Instance state ¥ Instance type ¥ Status checl
!
danielleAws i-070.. & Running @& m5.2xlarge ® 2/2 chech
| occmTiering0702 i-0a7... © Stopped ®Q m5.2xlarge =
cvoTiering ] i-02a... O stopped @E m5.2xlarge =
‘ =
Interface 1D Description
eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a
i

4. HE3 QEI0o[AE MESH D * XYY > |P A 22| * & SRIPLICH

= o d
6. IP 74 2ol
a. SEEl |p 749 42 Mofsto] ZEO| %7t IPE 93t Z7H0] Q=X SrolstL|t,

O| H|O|X[2f O] MMOf| M QAUE{H|O| AT X|AE|= 2| IP T2 5 2QISHOF RIL|CE,

b. MEH AtSH: Cloud Volumes ONTAPE CLIZ 0|S3t0] * network interface show * £ &350 2} P AT}
At2 FQIX| gHolstL|Ct,

IP FAE AHESHK| gt 22 M AEZ|X] VMOIM ALY 4= JAELICE.

7. AWS 2& 2 SO0I7tAM * Assign new IP address * £ 22I6t0§ M| AE2[X| vMOf| 223t 2Fof| 2t =7t 1P
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o Th L C AAH AFEEX| gH= 1709 EX ME 1Pt ZQEtL|C},
AER|X] VMOl 22| LIFE YMsta{H MEfXol 2 matolyl IP7t eefL|Ct.
o T AZO| HAM: ' = 10f| AL E(X| @b 2Kt Z2to[8l IP7t 171 HegtL|ct.
AEE|X| VMOl 22| LIFE 4Mst2{H MEfXol 5 mato|8l |P7t HRBtL|Ct

° 2] AZs2| HA & 2t 'L =0f| AFESHR| §b= 2Kt Z2to|8l IPZF 170 2 LTt

8. CHU AZO| HA WOflM IP F=AE Etst= AL * Allow secondary private IPv4 address to be reassign=| == *
£ gyttt
9. Xz g S=FLICL

10. 021 AZsO| HA 0| Q= AL L= 20f CHaH O] CHA|E HH=2 8} 0F BHL|C},

CHY L= A|AHIN| AEZ|X| VMES MMEHLICH

CHS EPAlOI M EHY S A ARIO| Af AE2IX| VMES SABLICH NAS LIFS A40512{31 ShLte] Z2to|dl 1P FA7}
L Qstn, 22| LIPS AAote{S = C12 Meis mato|sl P F47} WREHLIC
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1. AE2|X| VME MMt AEZ|X| VMRE Th= ZEE WAHRLICL

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway
2. NAS LIFE ‘4MgfL|Ct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address private ip x -netmask

nodelMask -1if ip nas 2 -home-node cvo-node

Oof7|M _private_ip_x_£ e0a0l|A| AF2E[X| gt= HX ME IPRILICH

3. MEf Areh: AER|X| VM 22| LIFE MdgLch

—

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port ela -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node
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AE2|X| VMO|| StLt O] &2f O 22| AH|0|EE HERLILY.

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEZ|X| VMOIAM &
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&2 ddot7| ol M 2E2[X[ VMO| HO{ T StLES| 0 2[H[O]| E0f| A M| A8H0F 57| W= o
Of EtAI7t ERBfLCt.

Tt AZO| A HA Woi| AEZ|X| VMS MM eh|ct

CHE EHAIGIM = B AZ2] HA YoM A AE2[X] VMS HHSLICH NAS LIFE M-dstz2{H StLtel Zatolsl 1P
FAIF HQSHH, 22| LIFS Hdsta{H & OHE e Zato|sl IP A7 et

Ol FLIFE 2% - 10f ZSHEILICE ZHof7} Al
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A

1. AEZ|X| VME Hdstn AEE|X| VMRE 7= A2 E Mgt

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. .. 10| NAS LIFE MAstL|C}

network interface create -auto-revert true -vserver svm_2 -service

-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

7| M _private_ip_x_i= cvo-node12| e0alll A AEE[X| b= EX ME IPRILICH MH[A B default-data-
files= IP7} OHEL] =2 00| 2|0|ME 4= JSS LIEILHEZ H|0|Z22H 2| AL O IP FAE cvo-node29)
e0aZ XU X[ & QUSLILCE.

3. MEH Ateh: L E 10| AER|X| VM Z2| LIFE MM EHL|CE.

ocood

network interface create -auto-revert true -vserver svm 2 -service

-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

7|M _private_ip_y = e0alilAl AFEE|X| §4= &£ CHE EX W& IPYLICEH
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4. AE2[X| VMO StLt 0| 2tef 02| AH|0|ES HEBfLICE

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEEZ|X| VMOIM 2ES AE5H7| ol M 2E2[X] VMO| H0{ = StLt2| O 12| A|0] E0i| H M| ABHOF 517 wh= ol
Of EtAI7t ERefLct.

. Cloud Volumes ONTAP 9.11.1 O|AtS AldH =0l A AEZ|X| VMO| CHSE U EQ T MH|A HMS £HSHL|C}

Cloud Volumes ONTAP7} OFRHIRE 22| HZ0f| iSCSI LIFE A28 & JUEZ 5t7| E0f| MH|AS +HsH{o}
LIC.

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client
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02| AZs2| HA W0l AE2|X| VME MAISHL|C}
CIS A0 M= of2] AZs2| HA Mol M A AEE|X| VMS A ShL|CE.

NAS LIFOll= _floating_IP ¢7} T QSHH 22| LIFo|= MEH AFEHRIL|CE 0]2{3t HE |P ZA S AWSO|A x1g
IPE €YY 27t YELILE thidl, ST VPCUHM EF 29| ENIE 7I2|7| =5 AWS 2t E H|0|20 RS IP7}
Xt%9§ —‘r“é!%' L|Ct.

7S IP7F ONTAPRt ASStAH 2 L 29| RE AEZ[X| VMO HE IP FAE FH00F LICH 0] LHE2 Ot
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CHA|
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vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway
2. .= 10] NAS LIFE M4gtLct.

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° RF IP FAE HA PH S HHZESH= AWS X|HQ| 2= VPCO| Ciet CIDR =& 2 20f 0o{of $hL|C}.
192.168.209.278 HE P A9 oQLICt "E5 P Z=4 AMEH0f| CHaH leol AOLE A",

° -service-policy default-data-files'= IP7t TIEL] .. E= OHO| 20| ME £~ JUSS LIEFHLE.

3. MEH AMEh: L= 10| AEZ|X| VM ZH2| LIFS MM S| Ct

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. .= 10{| iSCSI LIFE MAMstL|C},

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if

ip nodel iscsi 2 -home-node cvo-nodel
° 0| iSCSI LIFE AEZ|X] VMOl = § IPL| LIF 0to|12{|0|ME X|st= o HReLICt iSCSI LIF7L &
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'_service-policy default-data-block'2 == Zt0i| IP =47} 00| 12f|0| ME|X| t=2S 2|0|
° _private_ip_<2 cvo_node12| eth0(e0a)dllA A E[X| &= EX ME IP FAQL|CH

5. L.E 20 iSCSI LIFE M4 4gfL|Ct.

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° 0] iSCSI LIFE AEZ|X| VMA| = 5= IP2| LIF O0t0| 21&|0| M S X8t O] 2 BtL|Ct iSCSI LIFZt &
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-service-policy default-data-block'2 == Zt0{| IP F=47t Ot0| 22{|0| ME|X| Q42 S o|0|BtCt.
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° _private_ip_+ cvo_node22| ethO(e0a)dll A AEE[X| gt= EX ME IP FAQLICH

6. AE2|X| VMO StLt o 42| o 22| AH|0|EE S ELICH
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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gfLct,
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client
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Settings * 0| A * Frontend IP configuration * 2 22!stL|LCt,
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Home > Load balancing > azurehal011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

MName * | ip-for-svm2 e |

Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) o |

Assignment Iél Dynamic O Static

Availability zone * (0 | Zone-redundant e |
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Microsoft Azure
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Add health probe
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I
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Microsoft Azure
Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

Availability zone * (0

Mame * | ip-for-svm2 o |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) o |
Assignment Iil Crynamic O Static
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a.

b.

Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe

considers healthy receive new tratfic.

Mame ™
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Health probe )
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| None
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Microsoft Azure P Search resources, services, and docs (G+/)

@
0 & O S
Home connector1 | Networking >connector1-614
connectorl1-614 | IP configurations *o X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding @) cnabled )
A2 Access control (IAM) Virtual network Vnet2
T
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
B IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A‘|O| |§2 ol & "'I. in 2 AEHS I-Q* * 2 Z2|sh | I-
IP Aol 0|22 YU=Hst Dynamlc = MEHSHCHE * OK * £ &L}
= Microsoft Azure P Search resources, services, and docs (G+/) o & @ &
Home >connector1 | Networking > connector1-614 Add |P conflguration X
Fg connectorl-614 | IP configurations g e eonnectort 614
Network interface
Name *
| 2 Search ‘ « Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A Access control (IAM) Virtual network Vnet2 T——
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
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‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
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TR0t LIFe o M AE2[X| VME d&5t2{H Chs TS MEHA L.

CHA|
1. AEE|X| VME MMt AEE|X| VMR Jt= Z2E MAMSHL|Ct

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. G|OJEf LIF “44:

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. MEf Abeh: AER|X| VM 22| LIFE MdgLch

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. AE2[X| VMOl StLt 0] &tef 02| AH|0|EE HERILICE.

=
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. O|O|E| LIF AA:

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. MEd Akl AER|X| VM 22| LIFE MdgLch

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4. AE2[X| VMOl StLt 0l &tef 02| AH|0|EE HERILICE.

= O

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEE[X] VMOM 2&S ‘H-dst7| Hol| A AEE[X] VMO| 0| 5tLte| o 12| A|0]| E0| A A8HOF 5t7|
2o of ThA|I7F 2t |Cf.
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L2 LIFRH SH M 2E2|X| VMS &5 H T HAE HEHA L.

Ch
1. AEE|X| VME MAMstD AEZ|X| VMR Jt= ZZ2E MAMetL|Ct.

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix



network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. O|O|E| LIF A4M:

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. MEH AVEh: AEE|X| VM 22| LIFE MM $hL|CT,

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. AE2[X| VMO StLt 0| 2tef 02| AH|0|ES HE LIt

=

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

2EEZ|X| VMOM 22 d85t7| Tl M 2E2[X] VMO| HO{ &= StLt2| O 12| AH| O] E0f| HA|A3HOF 57|
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L@t LIFS 8| A AE2|X| VM MAfeta P Tk EHA|S 2.

—

EHA|
1. AEE|X| VME MMt AER|X| VMR 7H= A2 E MMTtL|Ct.

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0

-vserver <svm-name>
-gateway <ip-of-gateway-server>

2. 40| LIF &

HA]-
o O
a. IS HHES ARSI L= 10| iSCSI LIFE MM SHL|C},

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. CtS HES AFE5H0] L= 201 iSCSI LIFS A3t

od

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. Me A =S 10 AE2|X| VM B2 LIFS S431LICH

network interface create -vserver <svm-name> -1lif <lif-name> -role

data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt

-home-port ela
-—auto-revert false -failover-group Default
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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5. Cloud Volumes ONTAP 9.11.1 O| &2 Al F0l AR AEZ|X| VMO| CHS HIER 3 MH|A HAMS
sH™etL|Ct.
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::> set adv -con off

Cloud Volumes ONTAPZ| OFRHI2E 22| HZ0f| iSCSI LIFE A2 4= QE 2 67| 20| MH|AS

20}

network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

erL|Ct,

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client
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Eaot LIFt eil M AEE2|X| VME 4852 H L3 HHAIS TEHA L.

oHA|
1. AEE|X| VME MMstT AEE|X| VMR 7H= Z22 MAMSL|CE

vserver create -vserver <svm-name> -subtype default -rootvolume
<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. O|O|E| LIF A4M:

a. [t BHE AHB5H0] .= 10| NAS LIFE MM gfL|Ct

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. C}

dlo

HHE A0 .= 20l NAS LIFE Mgt

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. DNS 412 HM33t7| 2l iSCSI LIF MA:
a. CI2 HS ARSI L= 10f| iSCSI LIFE MM St |C}

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. C}

ol

HHS AE5I0] .= 201 iSCSI LIFE H-d gLt



network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. MEH A LE 10| AE2|X| VM 2| LIFE MMt}

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

O] 22| LIF= SnapCenterzt 22 22| £

=2
r

ot

Zat 4 AL,

5. Mef Agh = C 10 AE2X| VM B2 LIFS 448LIC,

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

=)

O| 2| LIF= SnapCenterz} 22 2t2| S0f HZg £+ USLICE

6. AE2|X|] VMO 3tLt O] &ke| o I 2|H|0|EE L SLCE

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AEZ|X| VMOIM 2ES dHsH7| Tl M AE2[X| VMO| MO StLt2| O 12| AH| 0| E0f| HAM|ASHOF 57|
w20 of ThAI7F HREtL|Cf.

7. Cloud Volumes ONTAP 9.11.1 O| A2 Al 0l A AEZ[X| VMO| CHS HIER 3 MH|A HAS
sH™etL|Ct.
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::> set adv -con off
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interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

=
St LIFSH 87 M AE2IX| VME MA512{3 TS B8 Ry AL,

1. AEZ|X| VME st AEZ|X| VMRE 7= A2 E ddeLct.

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>



2. NAS H|O|E] LIF A-A:
a. [t2 HAS AL2610] == 10| NAS LIFE A A SHL|C}.

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. C}

glo

HHS AHE5I0] .= 20| NAS LIFE Mgt

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. DNS 212 HM33t7| 2l iSCSI LIF MA:
a. CI2 HHS ARSI = 10f| iSCSI LIFE MMstL|C}.

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. C}

gjo

HH S ARSI L= 20f| iSCSI LIFE MM stL|C},

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. M AfBE = E 10) AE2|X] VM B2| LIFS 448t

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>
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- 2EE|X] VMOl StLt O] ¢2] o 22| AH|O|EE S RILIC

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

AERX] VMOIM 2&S H4st7| ol A AER[X| VMO| ZO{ & StLte| O 12| #|0]| Eof| M| ABHOF 5H7|
2o of THAI7F 2etL|Cf.

. Cloud Volumes ONTAP 9.11.1 O| &2 Al 0l AR AEZ|X| VMO]| CHSt HER 3 MH[A HMS

LFBLICH

a 24y

AHsto] 012 ZE0f| HHATLICE,

glo
mo

::> set adv -con off

Cloud Volumes ONTAPZ} OF2HI2E 22| HZ0| iSCSILIFE AH8 Y += JUEE 6t7| 20| MH[AE
2=Hof{of gL Ct.



network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

Ch2 B

HA Aol AEZ|X| VM MAMSHH st SYMOIM AEZ|X|E T2H|H US| Mo 124|122 7|Cte|= 20|
Z&LICt Cloud Volumes ONTAP 9.10.1 Z2|ZEE BlueXP= 12A|ZH ZHHOE HA o] 2= HE Mof| CHst
HHZ BMELICEH MZ2 SVMO| = E 2 BlueXPO|A| AZIL|X| 2 HIYRH A|ZHS TSl 2= AEHE AIEY
2 QIA||CH

T AMAH .

Google Cloud0f|A| Cloud Volumes ONTAPE L|O|E| MH|A AEZ|X| VMS MM EL|CE

AEE|X] VM2 ONTAP LHO[A HliE|= 714 Hile =) S2t0[IEo| AEE|X]| S H|O[E
MH|AE HM|BELICL 0|2 SVM = vserver 2 Y11 U2 4= UELICE Cloud Volumes
ONTAP= 7|2HOZ StLto| AEZ|X| VML E AME|X[TH A8 AMYME =71 AEZ[X|
VMZ K| &gt
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X EEl= 2E2[X| VM =iL|Ct

9.11.1 22| =E2E{ Google Cloud2| £ Cloud Volumes ONTAP A0{A 02| AE2|X| VMO| X|¥ElL|Ct. 2
O|SEL|C} "Cloud Volumes ONTAP Z2|= = E" AFE &2l Cloud Volumes ONTAP HT 0| CHsl X[ &= AEE|X]|
VM £ 2tolsta{H CH22 43 etL|Ct

= o= T od

CH2 BE Cloud Volumes ONTAP F40ll41= Tfo} =70ll AZ Sl 17| BlOJE] AHIA AE2{X| VM3t 17| Ty
AE2|X| VME XIIFLICE A& AE2|X| VMO SEHO| 23 HS CIOIE HHAS 9Io T AE2IX| VMES
Sryske 4 UBLICH

AEZ|X| VME MAMstL|Ct
2tO|MIA R X|YE= R T & AAR] = HAWOIN o2 AE2|X| VME HH S = UELICEH BlueXP APIE
AE8H0] HA MM AEZ|X] VMS MAM6OF 8HX|2F CLI EE= System ManagerS AF26H0] T L = A|AHIQ)|

AEE[XVME ddE & ASLICH

THY o E AJAH

CHE CHAIOM = CLIE AF83H0] ThY L E A|ARI0| A AER[X| VME HESLICE GO LIFE 4 M5t2{H 5Lt
Z2to|8l IP FA7F BRSHH, 22| LIFE Hdste™ £ OHE MEiX Zato|sl IP F:47t 2R,

chA|
1. Google Clouddi|A] Cloud Volumes ONTAP QIAEIA Z 0|Z8t1 2t LIFO]| CH$H IP A Z nic00]| Z=71gfL|Ct.
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3. Google Cloudof| Z7t3t IP F

Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 ¢ —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 . Alias 1P range 2 % \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) = 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) = 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

AEE|X| VMO 22| LIFE £

"Google Cloud AEA|: 7|& QIAEHAN HA |p H| FIp
. AER|X| VME MASD AEZ|X| VMOR 7H= ZZ2E MMt

A5 C|O|E] LIFO] SILIS| IP FALL CHE MEHM |P FATL HQSL|CE

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create
<ip-of-gateway-server>

25 X|H5H0] H|O|Ef LIFE ‘4

-destination 0.0.0.0/0

HAd
(=)

-vserver <svm-name> —-gateway

gLt
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS L= SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. MEf AtEl: Google Clouddf| 715t IP FAE X[™HSI0| AEZ|X| VM 22| LIFE MAgL|Ct.

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

5. AE2|X| VMO StLt 0] &ke| of I 2|H|0|ES L ELCE
vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

AERX| VMOIN 2&E ‘H45t7| Holl | AER|X] VMO| HO{ & StLte| o T 2| A0 Eof| WA ASHOF 7| i Z0f|
O| tHA|7I HegfL|Ct.
HA %
BlueXP APIZ At23l0{ Google Cloud2| Cloud Volumes ONTAP A|AEIOM AEZ|X| VMS MAsjof BtL|Ct,
BlueXP= 2%t LIF MH|A2} ORHI2E SMB/CIFS S410| 2279t iSCSI LIFE A5 AEZ|X| VME F4517|
tf 20| System Manager S== CLIZ} OFcl APIE AF23H{OF BHL|CE.

BlueXP= Google Clouddf| 223t IP FAE &etst SMB/NFS HHAE 2|5t H|O|E LIF2t OFRHH2 = SMB
SIS ?ITHiSCSI LIFE AHESH0] AEZ|X| VME MM BL|Ct

Google Cloud #%t0| ZQgtL|C}

Connectordl= Cloud Volumes ONTAP HA &0f| CHat AE2|X| VM2 M-St #2|e 4 Q= EH #Hoto|
TQPHLICE Eest Hete off TEE[0] JLESLICEH "NetAppOil A |2 oh= FA",

|
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1. T} APl SES ARSI AEZ|X| VMS MM gLt
'POST/occm/api/GCP/ha/working-Environments/{we_ID}/svm/'

24 2=0l= ChS0| Zete|0{oF ghL|Ct.

{ "svmName": "myNewSvml" }

HA %ol AE2|X| VM 22|

EESH BlueXP API= HA Mol AE2|X| VMe| 0|5 HZE 9 AX|E K| ehL|Ct.
AER|X| VM2 0| S8 HHELICH

Qs AR AMEX| AEE|X| VM| 0|52 HAT £ JELICL

EHA|
1. Ct2 API 52 A2810] AEZ|X| VMQ| 0|2 H}#EL|C},

'Put/occm/api/GCP/ha/working-Environments/{we_ID}/svm'
2H 220|= Ch30| ZefE|0{of g Ct.

{

"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

AEZ|X| VME ATH|ELICH
AEZ|X| VMO| I O|AF ZR6IX| o2 AL Cloud Volumes ONTAPOI| A AFH|E 4= U&LICE

EHA|
1. CI2 APl S &2 A25t0] AEZ|X| VMS AbA|EtL|Ct

AH|/ocem/api/GCP/ha/working-Environments/{we_ID}/svm/{SVM_name}'

SVM FsH 21 MH

BlueXP“ AE2X| VM(SVM) M8l 270 et M = QAAER0|M XS H2HX|
er&LICH System Manager EE= CLIE AFESHOF BFL|CL.

= Cloud Volumes ONTAP A|AE! ZH]| SnapMirror SVM £H|E AAE AR = JHO HA M A|AH! o
CH L& AJAE] ZHo|| 2X|E $88{0F SHL|CEH HA Wt T L = A|AE! 7t ShapMirror SVM 2|
&Lt

"”"‘ r|r
i
9'1'
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* "SVM Ml =+ Z=H| Express 70| ="
« "SVM X3 2T QA I A J}0|E 2 AFESHAIA|Q"

Cloud Volumes ONTAP= NVE(NetApp Volume Encryption) % NAE(NetApp Aggregate
Encryption)S X|2IEL|ICt. NVERF NAEE FIPS 140-25 Z46t= 28 9% HI0|H YT3E

=

X &A5t= 2ZEQ o 7]t SFRMLICE "0[2{eh st S5 400 Ciof XHA|S] o2 &AL,

NVESR} NAE= 25 2|8 7| 2t2|Xt2 X[ EL|C}.

AWS 7| 22| MH|AZ 7|E 2t2|gfL|Ct

2 M2 5= UASLICH "AWS KMS(Key Management Service)" AWSZ} 11&8t
OiE2[7|0| Mol ONTAP &3t 7|E ESBiL|CE.

AWS KMSE A3t 7| 2t2|= CLI EE= ONTAP REST APIZE Edf| &M3at 4 Q&L LY.

KMSE AtEg Wi 7|=X 2 H|0|H SVMO| LIF7t 22t 7| #te| AIEXQIEL} S45H= O ASEULCH ==

HE| HERIE AWSQT 5% MH| Aot E45H= O AHSEILICH 2MAH WESIIT SHIEA #MEX| 42 22
S AEE= 7| 22| MH|AE N2 AFSHR| Q& LTt
AZSE2| Fof|

* Cloud Volumes ONTAP= H{T 9.12.0 O| &2 A3HsH{OF FL|Ct

* 28 Y=2HVE) 2toMlA 51 S(5) MX|s{of ghLict

* MTEKM(ZE| HIHE 2453t 7| 2ta|) 2to| AT MX| =0 QUo{oF FLIC,

* S2{AH F= SVM 22| Xtofof shL|ct

* M AWS 50| QL0{of BL|Ct

() clolEl svmol oist 7jet 2z 4 gLt

7N
Mx|stn
1. 2(E) IHE0{0f BL|Ct "5{7}" S SotE Ealshe IAM S0 A= &= AWS KMS 712] 22 IAM S o= Ct
A S 5182h= HAO| L EE|0{OF BhL|CE,

° DescribeKey
° Encrypt

° Decrypt
HEFES WHsRH S HTOHIAIR "AWS 24"
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2. 12 Yt AZx M® 1g o2 A

H S T

b
ok

fL|CE

3. AWS 7| 2t2|XHE Mottt
security key-manager external aws enable -vserver data svm name -region

AWS region -key-id key ID -encryption-context encryption context

4. HIAIX|ZF BAIE[H HIZ 7|15 =IgfL(Ct

=

o

AWS KMS7t SHtZH| Y EIR =X 2elgtL|ct.

security key-manager external aws show -vserver svm name
Azure Key VaultE AHE5t0] 7|E 2| gL Ct

F2E 4= QAESLICH"Azure 7| MZEA(AKV)" AzureZ HIEEl S8 T2 120 A ONTAP

AKVE A25t0] EE 4 QELICH "NVE(NetApp Volume Encryption) 7|" HIO|E{ SVMO|2F 8 &
AKVE A3t 7| Z12|= CLI 2= ONTAP REST APIE AF26t0] Mt 4 Q&L|Ct
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AIEFSE2| ol
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Ol EHAI| M= Azurel| Cloud Volumes ONTAP 42 S&6t= Wt Azure 7| MEA B 7|2 MMsH= HHHE
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Aggiicte 288 oE 2 TI™ELIC Cloud Volumes ONTAP 714,

* Azure OfZ2|A|0|H S&
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ZHZ M Edof Lct.

2. Azure ZEHO|M Key Vaults 44O Z 0| SEL|Ct.

3. +CreateS 2ot 2|44 18, X% U 712 M7 758 Bedt T4 YOS QRBLICE E3t, AR
ST Y 45 Uotn 7| ZEON AN 2 BYE MYBLIC

4. QUM A HHS MEfSIR ChS 2 MEBILIT,

5. Ct3 M2 MeisiLict,

a. Access configuration OF2{{0f|A] Vault access policyS ME{SIL|C},
b. 2|AA CHMA OF2{OAN = 32 9I3 Azure C|A 3 53t £ MEHDIL|C
6. AMA HMS FI512{™H + Create =S MEHTILICE,

7. YEOIN 7Y Of2Hol M EECHR DI 22U S 7], °E Y ASA B WBAS Meypict,

84



Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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9. OlM BHE 7|2 Azure S5 88 Z=US MEHSIHH CHZ 2 S2IHLICH Azure i Z2|70[H S=. CF

Oxx O
[=] [=] =
MEHSLICY,
() mmgehtol 2ot Folat wrs + sttt
Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.

Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal
£ Search b y object 1D, name, or email address
Selected item

Mo itemn selected
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LES 0l s=sHoF SfLCt.

Volumes ONTAPO]| CHs 2HE 7| & A HIF0A 7| SMOZ 0| STL|C

. M 7|2 2tE2{H Generate/import S MEHSIL|CE.

. 7|2 SME Generate 2 M™M=l AE Z SL|C}.
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6. 7| H=2 SOI7tM W3 BHE 7|15 MefetL|Ct.
7. X

8.

Azure Active Directory 28 MM (HATH s &)
1. 0] Z2M|A = HA Cloud Volumes ONTAP X stAS
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3. Cloud Volumes ONTAP ] StAS ISt 7tA U EQI3E MENSID H|0|X| 21Z%9| Subnets xS
MEdstL|Ct,

4. 220 M Cloud Volumes ONTAP Z2| A{Hull 0|22 MEHSIL|CY

> NET Framework 222 2}0|=2{2| Control.OnKeyEventArgs S22 £ 10: 0] £42 NET Framework
HZ 2.0

o Microsoft.KeyVault

° Microsoft.Storage(X1EH AFgt)

87



SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled

6. 9FS WXt H MNE2

Cloud Volumes ONTAP 14

1. 7|2 SSH 2210|AE S AHE510] 22{AH 22| LIFO| 22 T},

MEHSHL|CF,

=

2. ONTAPOIM g Het 2EZ S0{ZL|CH
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set advanced -con off
. 218H= H|0|E| SVME A6t DNS 4 'vserver services name-service dns show' S &QISHL|Ct

a. Hdt= H|0JEf SVMO]| CHet DNS 2h=0| 411 Azure DNSO| et H=0| ZetEl 2@ EEo| X7} HRo}HX|
efELICh O™X] 2™ Azure DNS, Z2t0[8! DNS = AtL] MH E 712|7|= H|0]Ef SVME DNS At

=2 FILEL|CH 22{AH #2| SVMe| &= 1t L K[sHOF BFL|Ct. 'vserver services name-service dns

o= T

create-vserver_ SVM_name _-domain_domain_-name-servers_ip_address '

b. SVME 2|5l DNS MH|A T} MME|I=X]| 2HRIBELICE. 'vserver services name-service dns show!'

- 38 L2 SE 2 MYE S20[HE ID U HIHE IDE M85 Azure Key VaultE -d2tetL|Ct.
security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D £ 2=YLICE full key URI a2 2 AHE3HOF &fLICt <https:// <key vault host
name>/keys/<key label>§§4.

. Azure Key Vault7t 2tM43te|H E UBLIC client secret value HA|X|Z7F EA|ZH

. Key Manager?Q| AE{E 2tQIStCt. '"H Ot Key-manager external Azure check' 2 L2 CtSat ZiCt.

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

E 58LICt service reachability &EN7} OFEILICH OK'SVM2 ERot 2= HE 9 A HTt2 = Azure
Key Vault MH|AO| HZES 4= AHLICEH Azure HIEY T XM 9l 2IREIOZ QI3 ma0 |tII VNET7Z} Azure
KeyVault Public IEZIE0| EESHX| RSt AHEHSHK| S=X| 2helefL|Ct, o|a1§+ T, VNET LHO{|A] 7
SEO0f| HM|ASHY| 28] Azure Z2}0|8] E-EE AHE38H= 20| ZELICH ot SE| ME IP FAE 20l6H|
Q8 SVMOf| X SAE st=8 X7}8H0f %* =& JUSFLICH

apped_key status EIELICH uNkNowN 7| T4 Al AE{7F 2 HAELICE ok A
. MEf AREH NVES| 7|5 & =elsty| Qe HIAE 258 MMELICE
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'vol create-vserver_SVM_name_-volume_volume_name_-aggregate_aggr_-size_size -state online-policy
default'

SHIEH| & E2 Cloud Volumes ONTAP= XIS 2 2ES MUst 28 L2 oHE gdstetL|Ct

8. 280| SHIEZA| MME| D AT SHE|QU=X] 2olptL|Ct. o] AR AT SHE 07 HE trueE EAIELICE 'vol
show-vserver_ SVM_name_-fields is-encrypted'

Google2| 22t E 7| 22| MH|AZ 7| S 2t2[EfL|Ct

2 MY £ JUSLICt "Google Cloud Platform@| 7| 22| MH|A(Cloud KMS)" Google Cloud
PlatformOi| A X35t 28 T2 TJ2H0j|A ONTAP ¢=3} 7|2 25 ¢tL|Ct.

Cloud KMSZ A3t 7| 2t2|= CLI EE= ONTAP REST APIZE Edff &M stst & Q&L|CT.

Cloud KMSE A% = 7| 2X o 2 O|0|E] SVMQ| LIF7t 22IRE 7| 22| AEZQEQ EASH= O AFREILILCE.
L E 22| HEIE= S2RE 33Xt 21F MH|A(oauth2.googleapis.com &4l %E ol AFEELCH 232
HEYITI SHIEA 2EEX| %2 22 E2AEHE 7| #2| MH|AE NHE AHESHK| LT
INESE MRSV

* Cloud Volumes ONTAPO|Af H{7 9.10.1 O| &= A&sHof BfL|Ct

* VE(Volume Encryption) 2t0| I A7 MX| £} & LTt

* HE| EHHE 33} 7| #2|(MTEKM) 2t0|MIA T MX|E|0] Q2 Cloud Volumes ONTAP 9.12.1 GARE
AlEFStLICE,

* 2 AE £ SVM 2| Xtofof BtL|Ct
* Google Cloud Platform2| &M MEAIZIMQILICE
Mgt Abet

22t2E KMSe= HI0[E SVMOlIAEH et o~ UEL|CtH

74
Google 22IRE
1. Google Cloud &Z0j|AM = "CHE GCP 7| & & 7| = MM gL Ct,

2. Cloud Volumes ONTAP A{H|A AH0| Cist A2 Xt XM I&S BHSLICt
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA

3. AtEX X ™ dEtg 2225 KMS 7| U Cloud Volumes ONTAP MH|A A& of| &2&tL|Ct, "geloud kms keys

add-iam-policy-binding_key _name_—keyring_key_ring_name_—Ilocation_location_member
ServiceAccount:;_service_account_Name_—role projects/customer_id/kCustomRole"

4. MH|A A/ JSON 7| L2 2 E:'geloud iam service-accounts key create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. 7|12 SSH 22I0|HEE AIE3I0| E2{AF 22| LIFO| HZEL|Ct
2. 13 At +F 4F 1F O MLt

3. H|0|E SVME 2/t DNSE MM BtLICE. dns create-domain c.<project>.internal -name
-servers_server_address_-vserver SVM_name 'S MEHSIL|C}

4. CMEK &= Md:'Security key-manager external GCP enable-vserver SVM_name_-project-id_project_-
key-ring-name_key_ring_name_-key-ring-location_location_-key- name_key_key_key_key_name_'°'LIEf

S. HAIX|IZt EAIE[H GCP AH 2| MH|A AHH JSON 7|E L BL |t
6. HMotEl T2 M AT HSYEX] HQIBHLICE "=t 7| - 22|X} 2 GCP AAL - vserver_svm_name_'
A

vol create_volume_name_-aggregate_aggregate_-vserver_vserver_name_-size 10G'E
HAISHL|C}
ood

ZHIE i Zolof 5h= 22 /2| OrX|2 = HA0|M #Al RESTAPI 235 X|¥g = AELC

1. 'ME o

2. 'systemshell-node_node_-command tail -f /mroot /etc/log/mlog/kmip2_client.log'

A/ O0] Ciet 2= T

A SAH2 HIZL|A AZE B[4 3L HE| AFHE E = ASLICL BlueXPE AHESHH
LIRS EH’S%I(H o YO =HE Eoshs At A2 o B0{(ARP)EH= F 7HA|
NetApp R M2 AHHAHE 7Y 4= ASLICE Olz{et ERH2 7IAlE, HX, 2 &S

flet 2atEel E5 MSELIC.
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered
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NetApp Snapshot 7|22 M0 iZS 2l YA 2|19 EFMHS MSELICE 45X =79 AY2
HEEX| G2 A M %?_JOPE Zd%II-IEf. Snapshot SAHE2 &17] HE0|E =2 UMY &4S LRIFLICt
LEoH MZSFete] T Ih SARE K= HA| 13l 57 £F42 o[0[X|E ddE = ASLIC

b. FPolicy * 242t £ 22150 ONTAP2| FPolicy 22482 242 EfLICt. FPolicy £F82 It 2| =& Ho
mep oY AHUS APEre 4~ ASLICEH

O] ™ S2M2 Adutol Mo It FES XICHste] MY SHOZRE HSE JfMetL|Ct
7|2 FPolicy H9|= CtS statol ot s XHeketL|Ct,

oto|3Z, s} ZZ, A5l 253 crinf, r5a, XRNT, XTBL, R16M01D05, pzdc, 2%, LOL!, OMG!,
RDM, RK, encryptedRS, crjoker, enciped, LeChiffre

Cloud Volumes ONTAPO||A FPolicyE &4 2t5HH BlueXPOilA 0] He|7t M- EL|Ct O
ZES UdtxQl B o] IHY HE 7|8tOo 2 BHL|CH Cloud Volumes ONTAP CLIOI A
vserver FPolicy scope B2 A6t APTHEl TH StAHS AFEX X|HE & JSLICH

Ransomware Pratection

=1

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

506 S

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

HAAO E

Cloud Volumes ONTAP= I3 2E 2M S 2350 M0 SAS LIEHE = Qs HIHAEQ 253 Ao
Z XSt Anst= ARP(Autonomous 1A 9|0 Protection) 7|oE |°._J°.=.”—|Ef.

£ Sl HiSEl= T 2t FA Bt 2| LI " Heof A 2E"ARP 7|52 H3=2 —E—’%E AHE3H jU(IEJ
‘HIEYER 2372 7|8t 2 HAA I S A THoll ALEXtol|A ZugfLict. 9o Atet B ARP 7|SE 25
LAl A Hojof &M AHEE 5= ASLIC

ARP 712 LE 7|8t 5l 82 7|8t 21o| A B2 B E0f| A BYOL 20| M A 2f °”H| Mg

°'§|-I CH(1-367H&

Z71). Cloud Volumes ONTAPS| ARP 7|53t 8HH AH235}7| 9IsH H=o| A Of=2 2fo| MAZS 75212 NetApp
%'?:1 EEXto| A 2230k BfL|Ct.

ARP 2t0|MIA = "RS" 2tO| AR ZIFE|H,
Cloud Volumes ONTAP &tZ0f| M2 4 Q!
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Features

Working Environment Tags
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Scheduled Downtime
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S3 Storage
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Instance Type

Write Speed

Ransomware Protection
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CIFs Setup
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mb5.xlarge

Normal

Not Registered
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"use-existing" : true,

"create-private-dns-zone-1link" : true
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"system-id" : "<system ID>",
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"rollback-on-private-link-failure": true
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1. ONTAP CLI}AN =EE FX|BfL|C}.

dest::> halt -node <dest node-vm>
2. Azure ZEOIM VM(=E) MEH7t Stopped I X| SHOIBHLICE,

az vm get-instance-view --resource-group <dest-rg> --name <dest-vm>

-—query instanceView.statuses[1l].displayStatus

3. Azure Cloud Shell2| Bash A2 AIE25t0] LEE FX|EHL|CT.

a. L= E FX|gL|Ct,
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. 5 MEU(AA SHAE N L HY 22AE MEU)S N2 2R 4 GEE YEYI 218 7
Tyt

a. C& VMOI| Ml NICE “d-defLCt.

b. AA ELE.|AE1 k||=“-'”°| A-||:||:II D% _7,(_§|'6|;’H_|[|-.

az network vnet subnet show -g <src vnet-rg> -n <src subnet> --vnet
-name <vnet> --query id

C. AA B2IAE AU NEL DS AFRSI0] THA VMOl M NICS A41BHLICH of7]ofl Al NICS] 0|22
QlzfglLct,

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
-—subnet <id from prev command> --accelerated-networking true

d. privatelPAddressE MZEEILICH O] IP 49! <new_added_nic_primary_addr>= O|A QIE{22{AE LIFE
MMSH= O AFREILICH A NICS| EREFHAE EH|QI °|E‘|ELE‘|ﬁE‘| LIF.

5. M NICE VM| HZAZL|C},

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics
<dest node-vm-nic-new>

6. VM(cE)S AlZfELICE
az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. Azure ZEHO|A * Networking * 22 0|55t0{ Af NIC(Cll: NIC-NEW)Zt EXSt 1 714 HIEKZ 0|
M| A=K SolgfL|Lt.

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

126



HAY =0 22 ItEL] =0 Cisl| THAE et gL|Ct

2CHA|: A NICO]| CHEt A IPspace, EZEHAE TH|Ql 2 QIE{ZAE] LIFE MASHL|C}

QIE{Z2{AH LIFO| CHet B 2| IPspaceE Sdlf 22 AH 7t SX|E QI UIER/Y 7|5 7H0f| =2|HeE 22|g £
ol&L|Ct
A H .

CHS CHAO M= ONTAP CLIE AtggLCt.

=

1. M IPspace(new_IPspace)S A4 tL|Ct,

dest::> network ipspace create -ipspace <new ipspace>

2. M IPspace(new_|Pspace)0ll EEEIHAE E0[QIS PHED nic-new ZEE FIEfL|CE.

dest::> network port show

3. U L E AJARIO R MZ FIMEl ZEE= eOb_QULICH 22| C|AA T} A= HA Pair HZELS| 2 ME FIHE
EEE= e0d_giL|Ct H[O[X] BlobO| A= HAY =9 B2 MZ FItEl ZEE= ele_lLICt. VM 0|F0] Ot
LC O|ES MEYLILE. & HAHHH = 0|§S HELICE node show.

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
—-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. M ER2EIHAE ZHQl(new BD) X Al NIC(NIC-NEW)0|l QIE{ S AE] LIFS MABHL|CE

dest::> net int create -vserver <new ipspace> -1lif <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

=

5. Mf QIE{ZHAE] LIF7t MHEA=X] IS Ct.

dest::> net int show
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Z2{AE7I O] HHS MM Z CHA IP FATE 2AANN QIE{Z2HAE] LIF IP FA7F ElLICE

dest::> ping -1if <new dest node-ic-1if> -vserver <new ipspace>
-destination <10.161.189.6>

2. AA S2|AE|9| OIE|ZRIAE LIF7} Chat 22AEIQ| QIEIZ2IAE LIFS ping® 4 QU=X| 2QIBHLICE Cfar
chatoll A4S A NICS] IP FAQILICH

src::> ping -1if <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

HAY =0 22 ItEL] =0 CHsl| THAIE Bt gLt

ATHA: A AJARIDEERU A AR ZHol| SVM IO S WY RfLICt

CHS THA[Ol A= ONTAP CLIE AFEEILICE

£
1. QE{ZE{AE LIF IP A8 2 A0 ol 2HAH T|0E S ML -peer-addrs. HAT0{2]

AN
42 F 20| gt AA QI ZEAH LIF IP FAE E LHEELICt -peer-addrs.

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new ipspace>

2. A= S LSt FoletLct,
3. EtZ EHAH LIF IP FAE 2 AL85I0] AA0AM 22{AH D02 MMBILICt peer-addrs. HA 49| E2,
T Lo tfa B SAH LIF IP FAE 2 LIEYLCE -peer-addrs.

src::> cluster peer create -peer-addrs <10.161.189.18>

UTE Q2istn 2ol
5. 22/ AE{7} D]ojYs| QA=K elpiict
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6. EFZN0IlM SVM [0 S MM efL|Ch A4 8l T4 SVM 25 H|0|Ef SVMO|0{of gL|Ct.

dest::> vserver peer create -vserver <dest svm> -peer-vserver <src_ svm>

-peer-cluster <src cluster> -applications snapmirror '

7. SVM I|O{~ S =2t Ct

Src::> vserver peer accept -vserver <src_svm> —peer-vserver <dest_svm>

|0I-

8. SVMO| I|0{2E|QH=X| BQISfLICH,

dest::> vserver peer show

[0 MEf7F EAIELICH peered 2t IO & D=IM0| EA|EL|C} * snapmirror.

S5EHA|: &4 A|ARIDE O A|AR ALO[O]] SnapMirror S| 21A|1S W& L Ct

>~

O] MMO|M= AA A|ARIDL CHA A AR ZH0l| SnapMirror SH| 2HAIE Mdsh= W0l Cho AFeL|Ct

7|Z SnapMirror 2X| ZA|E 0|535t2{H M SnapMirror 2X| ZHAIE MMst7| M| HA 7|Z SnapMirror 2|
A E sl x|sHoF ErL|Ct.

CHE THAIO M= ONTAP CLIE A ELCE.

THA|
1. the SVMOI| CIO|E{ 2 HZ El 282 MHSL )

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. x| ™ 5! SnapMirror ¥ Zotst= CHAOI A SnapMirror SX| A E MM BL|CE.

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5min

3. EtZ0fl M SnapMirror 2| ZAE x7|stEtL|Ch.

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. ONTAP CLIOA CIS HHS A3lst0] SnapMirror 2t MEHE 2QlstL|Ct,
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dest::> snapmirror show

]

A MEil= [ULICE snapmirrored 32|10 #A|Q| MEl= O|C} true.

O. MEH Algh: ONTAP CLIOIA CtS HHE HAMBI0| SnapMirror 2HA[0]| CHet 2t 7|22 ELICH

dest::> snapmirror show-history
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
.Luk
Write Speed Mormal
Ransomware Protection ofr
Support Registration NOL Reglstered
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C. REZ Toi| EAZ|= SE{2H 2| IP FAE SAELIC

2. SSHE AI83t0] admin AHS AHE5H0] 22{AE 22| QIET|0|A |P 400 HZASLCH,
° off
CtE O|0|X|= PUTTYE ArE3t= O|E 20 FLICE

Specify the destination you wart to connect to

Host Name (or IP address) Port
admin@192.168.111.5 22 |
Connection type:

OBRaw OTeinet ORiogn @SSH O Serial

3. 210l TEITE0M admin AFC A= E U etL|C}
o off

Password: *****x*x*x%

COT2: :>

A AE e 5 O[HIE LTt

AutoSupport 482 =eletL|Ct

AutoSupport2 SSHOZ A|AH| ME|E DL|E{2ISI10 NetApp 7|2 X2 Elo| HIAIX|IS
HHMLICH 7| 2X O 2 AutoSupport= 2t =EO0M HTTPS & T2EZ3 AMESIH 7| K|
B0 HAIXIE B2 MHEELICEH AutoSupportOl| A O|2{8t HA|X|E EWH & QI=X|
eholst= 240 7+ E&LICH.

2ot et 74 A= Cloud Volumes ONTAPZt OFRHI2E QIE{U HZE S ALY = UALF ot= AYLIC
KtMISt 82 SilE 22tRE SEX HEHZ 27 AFYE HESHIAL.

AutoSupport 27 Arg

Cloud Volumes ONTAP '=E£ At235t2{™H NetApp AutoSupportOf| Cii$t OFRHFR = QIE{Ul AN AT} LQBHL|Ct,
AM oMo 2 AARIS| MENE ZL|E{ZISID H|AIX|E NetApp 7|& XY E HHL|CH

2t El gl gisie M2 Cloud Volumes ONTAPZt AutoSupport HIAIX|E 2 4= Q=2 CHS A= EQIE| Cit
HTTP/HTTPS E2iZl 2 5{&df{of ghL|Ct.

* https://support.netapp.com/aods/asupmessage L2 22|SIMA|L

Of

* https://support.netapp.com/asupprod/post/1.0/postAsup L2 Z2|SIA|2

AutoSupport HIA|X|E 2= O OFRHI2E B HES MEE + 8l= E2 BlueXP= AtS2Z Cloud Volumes

ONTAP A|AEIOM HEUEHE ZEA| MHZ ALE0=E FIELILE 2 27 A2 4B 2ot 150l ZE
31282 St _INQIHIRE HZEZS 31E35h=X| 2eldh= A ULICE ConnectorS B ESH = 0| ZES Z0{0f BfLICH.
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’
Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

http-https '#F=2| &EN7t "ok"0|H AutoSupport7t SHIEAH| FHE|0] HA|X|E 2 = JASS 20| Ct.
3. ME{7t HAto] Ot-l AL 2t Cloud Volumes ONTAP LE9| TEA| URLS &olgtL|ct,
AutoSupport show-fields proxy-url
4. TEA| URL 047 71 H|O] = H S Cloud Volumes ONTAPOIA| HHEIE TEA|2 ARSI S A EILICH
AutoSupport modify-proxy-url\http://<connector private ip>:3128
5. AutoSupport AFEH CHA| ZHQl:
AutoSupport check show-detailsS MEHEHL|C}

6. AEH7} O{ T 3| FAILED?! 22 Cloud Volumes ONTAP2H LE 31282 S35t 7{4lE{ Ato|of| HZ0| U=X]
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sfolgfLct.
7. HHO| A=K &Ist S0 = AEf ID7 AL MIfSHH HUE{ 0| SSHE HERLICE

"Connector& Linux VMO| HZ&5t= 2EH0i| CHol XhM|[S| Lot M AL

8. '/opt/application/netapp/cloudmanager/docker_occm/data/'2 O| SgrL|C}

9. TEAl 4 Ot 'quid.confE EL|Ct

ool 7lE f &= LSt 25 L L

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet src 22 Cloud Volumes ONTAP A|AEIS| CIDRYIL|LCY.

10. Cloud Volumes ONTAP A|AEIO| CIDR 20| Tt X[™MEl H[of| UX| o™ Ct21} 20| S
AO|ESHAHLE M =2 FTtehL|Ct.

'ACL cvonet src <CIDR>'

o M g=2 F7I5t= B2 A& =& F718H0F ZLICt.

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

. 74 otels ot £ TEA| Z4H[0|LE sudoZ CHA| AlZfeL|Ct.
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