Hot 8l Moy =t
Cloud Volumes ONTAP

NetApp
March 28, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-
encrypting-volumes.html on March 28, 2024. Always check docs.netapp.com for the latest.



Hot S HjofE gf

=

)

ot

Azure Key Vaultg AHE3t0 7| 2t2[SfL|Ct
Google?| 22tRE 7| 2| MH[AR 7|E 2t2[gL|Ct
2HM2llofo] CHet H= JHM



=t 8l H|o[E =3}

NetApp &2t SEMOE Z& 29}

Cloud Volumes ONTAP+= NVE(NetApp Volume Encryption) 2 NAE(NetApp Aggregate
Encryption)E X2/ 2L|Ct. NVEQF NAE= FIPS 140-2E £45t= 28 95 HIO|H ¢S3E
X5tz AT EQ0] 7|8 SR MQIL|CE "O|2{ot Y=ot SF M| CHOH XiA|S| ZOtE A A[L".

NVESI NAE= 25 2|5 7| 22|t 2 X| @ EL|C},

AWS 7| Zte| MH|AZ 7S Zr2|giL| ot

S M2 4= UELICH "AWS KMS(Key Management Service)" AWSZ}t L&t
OHZ2|AH0| M0flA| ONTAP 253} 7|1E B ELCY

AWS KMSZ A28t 7| 2t2|= CLI EE= ONTAP REST APIE Edl| &Mstst & Q&L Lt

KMSE A8 Wi 7|2 22 H|0|Ef SVMQ| LIF7t 22tRE 7| 22| AI=ZIEL} S O ASELILH L E

—_ 11—

22| HEY I = AWSS| oI5 MH|ASt S4ISH= O AL EILICH 22{AH WESRIT 7L SHIEA A MEX| 942 E2
22 AHE 7| 22| MH|AE HHE ALESHK| b& LT
A|ZFst7| Hof|

* Cloud Volumes ONTAP= H% 9.12.0 0|42 AlHdHOF SrL|C}

* 28 Y=2NVE) 2to|dlA 3! () dX(sHoF LTt

* MTEKM(ZE| HIFE =3t 7| 2t2]) 2to| MIA T} M X|=|0f RU0{0F BrLCt.

* S22{AH £ SVM 22| Xtofof Lt

* 28 AWS 50| U0o{0F Lt

() dlole svmoll chgt 7jgt 23t 2 UALICE
7y

X5t

1. 2(8) =00 LT} 571" A= oS 2E2|Sh= IAM H0f| AL E|= AWS KMS 712| 22 1AM SEol= Ct
S 518dts FMO| | 0{of LTt

glo

° DescribeKey
° Encrypt

° Decrypt
HEZS Mot H 2 HECHIAIR "AWS 2 A"

2. "HMESHAM S0l HAZ F=T1et|ct o] M2 2 X|2IsHOF BILICt DescribeKey, Encrypt, X Decrypt

o
T'_'%:|

Cloud Volumes ONTAP


https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

3. AWS 7| t2|XHE Mottt
security key-manager external aws enable -vserver data svm name -region

AWS region -key-id key ID -encryption-context encryption context
4. OIAIX| 7t EA|E|H H|Y 7| S et}

=

S. AWS KMS7t SHtEA| FEEIRA=X] ZelgtL|ct.

security key-manager external aws show -vserver svm name

Azure Key VaultE A235t0] 7|

Ar8e = USLICH"Azure 7| MEA(AKV)" Azure2 HIEE S & T=T20{ A ONTAP

i

=CEHEE,

—

AKVE A5t B8 4 QIELICH "NVE(NetApp Volume Encryption) 7|" HIO|E{ SVMO|2F 8%

AKVE At8%t 7| 22| = CLI EE= ONTAP REST APIE AHE6t0] ghdste o~ Q&LCH

AKVE AtE8 M= 7|2XO 2 H|0| SVM LIF7t 22t2E 7| 22| ASZEQIER & *f‘— ol AL ELICH & 2|
HEQ3AL ZaC 4—:1x}0| 21E MH|A(login.microsoftonline.com S4I5H= O AFEELICH 2 AE HEYITt
SHtEH| —T‘“EIXI A2 FP AR E 7| 22| MH[AE M2 AHESHX] ‘EJQ'—IEL

AlZst7| FHof|
* Cloud Volumes ONTAPO|A H{F 9.10.1 O| A2 Al&Hidl{OF SHL|C}

« AX[E 2& L=2HVE) 2I0|MIA(NetApp =& =3} 20| HIA = NetApp Support®ll SS-E 2t Cloud Volumes
ONTAP AIAE:*!OH sz dX|E)

* HE| HHE 5o} 7| 22|(MT_EK_MGMT) 2t0|MIA T} Qlojof hL|ct
* 22 AFE L= SVM &2|XtofoF gh|ct
* Active Azure 7=

Mgt Abet
* AKVE H|0|E| SVMOf|MZE 28t 4 Ql
* NAEES AKVE A28 4 QI&LICH NAEE /2 X KMIP MH7H ZRetLCt

o>

L|c}

T T2 MA

0| EHA|0| A= Azure0l| Cloud Volumes ONTAP S SE¢t= tt
AHBILICE o] EHAIE o|0| =5t A, £9| 0f|A QHFE TMH MAo

- OT, ™

ZtMeiL|CtE 288t Chg 2 TI-YEL|Ct Cloud Volumes ONTAP A

Il Azure 7| KEA 9l 7|2 MM diHS
| A=X| ERISHIAIR Azure Key VaultE

* Azure OiZ2[AH[0|ME S5
* Azure 2210|2E 2 E MHEL|Ct
* Azure Key VaultZ2 A gHL|Ct

* Aot 7|1E MLt


https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html

* Azure Active Directory 23 MM (HADH 5

* Cloud Volumes ONTAP 14

Azure OHEZZ|7|0|H S5

1.

o

HX Cloud Volumes ONTAPZ} Azure 7| K& A0 HM|ASH| 2[8H AHES Azure 750 S8 T2
SEof{of LT Azure ZTEHOAM X SE S MEHEIL|CE

S g MEBLCE
JHO| 0|2 MBSt X|E= S8 T2 FAS MEHBILICEH Azure Key Vault AF20]| CHet 7|2
E T0|Al Register (S5**)2 MEIgIL|CE.

Azure IR F0IM SE2t OHZ2(AH|0[ES MEHRIL|CE OiZ2(Z|0|M(S2t0IHE) ID 3 CIAMEL|(HHE) ID S
otF st 2IX|ofl EAFRILICH S8 Z2 A& FHHR0| 2Lt

o=/ —

Azure 22I0|ME A5 E MAMTtL|C}
1. Azure 7| MEA W S22 QI8 Azure TEHOUIM QIS AM I H|Y AH= MEATHL|C
2. M| 220|HE A5 5 MEHSIL|Ct S210|HE H|Lof| 20| Y= 0|E2 LHTILICE NetAppOlA= 24719
Otz 7|2HS HESLICH ¢ EN 22t HHEHA HMof|= CHE MYo| e 4 JELCL
3. 220|AE A E TtE2{H =7 & SEIBtL|Ct i Sof LIEE &5 EXIE S SAFSH oM LIS AFSE &
QEE otMst 2| X|0f| HEEL|Ct Cloud Volumes ONTAP 141, I|O|X| 2 H{0{L} O|S8tH 5 Z40| CHA|

HEAE|X| gLt

Azure Key VaultS ZHd3tL|C}

1.

7|Z Azure 7| ME AT} Q= AL Cloud Volumes ONTAP A0 HASH &~ QIX|o 0] TEM|A L] MAO| MM A
HMZS XM Edfjof &L|Ct.

Azure ZEHO|M Key Vaults MM O Z 0|STtL|Ct.

+CreateS S=0t1 2|44 OF, X[F 8l 714 M AES Z¢ 2 EESh, AR
REE U A2 Qs 7| 20N AN HE SIS Mefghc

HMA HMS MEiSHHH Chg S MEgL(C

Ch2 S8 dEigLct

a. Access configuration O}2{0l|A| Vault access policyS MEHSIL|CE.
b. 2[AA HAA OfZ{ON E& L22AE 2T Azure CIAT A3 E MEHSILICY
HM|A HHMS FT71512H + Create & ME{RILICE.
E30lM 74 ofzfoil M EELCHR KRS 22T O3 7|, 2= 9 QI M e[ HESS Metgt|ct.

El

[ |

Zt EECHR Hetoiw(7|, &=, 2ABM)E

Hots MEig LIEf.EtSW’*%Q%OI AO{OF SFL[C}.

—_=2 —-"1d



Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. 0[N BHE 7|2 Azure SE S8 TRIYS MesW ChS 2 SRFLICH Azure 01Z2(7(0]4 S2. C}
Meist|ct

ajo
*

() mmoehiol 2ot Folat wgrs & sttt

o

Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal

M Search by objact ID, name, or email address

Selected item

Mo itemn selected
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SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled
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set advanced -con off
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security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D £ S=YLICt full key URI a2 2 AHE8HOF &fLICt <https:// <key vault host
name>/keys/<key label>§§4.
. Azure Key VaultZ} 2t Mote|H 2 UHEELICH client secret value HIA|X|ZF EA|ZH

. Key Manager?Q| AE{E 2tQIStCt 'H Ot Key-manager external Azure check' 21 L2 CtSat ZiCt.

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.
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'vol create-vserver_SVM_name_-volume_volume_name_-aggregate_aggr_-size_size -state online-policy
default'
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA

3. AtEX X ™ dEtg 2225 KMS 7| U Cloud Volumes ONTAP MH|A A& of| Z2&tL|Ct, "geloud kms keys
add-iam-policy-binding_key _name_—keyring_key_ring_name_—Ilocation_location_member
ServiceAccount:;_service_account_Name_—role projects/customer_id/kCustomRole"

4. MH|A A/ JSON 7| CH2 2 E:'geloud iam service-accounts key create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com
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3. H|0|E SVME 2/t DNSE MM BtLICE. dns create-domain c.<project>.internal -name
-servers_server_address_-vserver SVM_name 'S MEHSHL|C}

4. CMEK &= Md:'Security key-manager external GCP enable-vserver_ SVM_name_-project-id_project_-
key-ring-name_key_ring_name_-key-ring-location_location_-key- name_key_key_key_key_name_'°'LIEf
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A
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1. HE o

2. 'systemshell-node_node_-command tail -f /mroot /etc/log/mlog/kmip2_client.log'
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered
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b, 23t crinf, r5a, XRNT, XTBL, R16M01D05, pzdc,
RDM, RK, encryptedRS, crjoker, enciped, LeChiffre
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Ransomware Pratection
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