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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs.cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

CHS MZ o|0|X|= M4 HO|EQ0]Q| 2tRE H|0|22 20 FL|Ct 0f7|0fl= 2712 VPCO| CIDR
HZ2} Cloud Volumes ONTAPO|| A At25H= 4742 85 IP FAJF ESHEILICE

Transit Gateway Route Table: 1gw-rtb-Oeadee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

(), Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-05e7 7bd34e2ff91f8 | vpc-Ob2bc30eldcleldbt I h VP02 propagated
10.160.0.0/20 Tgw-atiach-00ebaseacazs0d7db | vpe-673ae603 propagated

static

172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 FI VPC‘t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 -—"-thﬁl—[‘g static
172.23.0.4/32 {gw-attach-00sha3eac3250d7db | vpc-673ae603 _l_B‘ Addresses ..

4. 25 IP =200 M| Asof SH= VPCe| 2tRE E|OIES +F LIt
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Route state

active
active
active
active
active

active
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Route Table: rtb-0569a1bd740ed033f

B0l 3= &F= Ft

VPC 10| L3t 2t2E 9l 85 IP FAS E3ets VPC 28 22

Summary Routes Subnet ions. Route Tags
Edit routes

View  All routes -
Destination Target
10.100.0.0116 local
0.0.0.0/0 Igw-07250bd01781e67df
10.160.0,0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b7c249661ac279

S /8 IP F2A0| AN ABHOF SH= VPCH| ZE2E
O] EHAl= VPC 7t 2tREIS 2= o}7| 20| ZQEtL|Ct.

CtE HZ 0|0|X|= VPC 12| 2R E H|O|2

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination
10.160.0.0/20

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22)

X715t HA & VPCe| A2 0|22

2 B ELICE 67[0ls B8 IP =4 % 220|HE
220| BfREJ} ISHEIL|CT BlueXP= HA 4 M*° HHZE St f 2t El EHO|20f| R5

g HIOIES 20 FLIC
Status Propagated
active No
active No
\V/ = {L"\L“i" i No
active No

S

Floating IR »
Addresses *

Rt
active No

S

ARSHL|C},

Tod

7t }= VPC

IPE XAS22 FIFUSLICE

Target
local

vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-569¢3331

I 10.100.0.0/16 1gw-015b7¢c249661ac279 I
10.129.0.0/20 pex-f7e1396
172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 enl-0f76681216c3108ed
172.23.0.4/32 eni-0854d4715559c3cdb

6. Hot IF HHS VPCo 2E ESfL O H|0|ERIL|CE

a. Virtual Private CloudOf|A| * Subnets * & S2|gLICt.
b. Route table * 12 22!l HA YO B |P F&

c. HotOF * 2 SEIYLIC

d. IHFRE A B * g MeHpiLIC)

e. & FIt* E 2=l

f. 8 ofeholld » 2E E24m * S MEfSt CHS VPC IP F45
g A MF* 2 2260 HE ArdE HEELICt

& ofLtol| Chal o= 282

[y

Status

active

active

active

active
VBE2
active

Eloating

Addresses

active

Megict,
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mufn

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3:} Advanced Actions

° "AWSS| 117tE8d A"

° "AWSZ2| Cloud Volumes ONTAPO]| CHst HEQIZ @ AS
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https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
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Shared VPC

Private subnet™.,

Private subnet

Frivate subnet

1AM role Route table
1121610
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s
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MNode 1
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Mediator

1AM role with
“AssumeRole”
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"Cloud Volumes ONTAPS| &2t 1
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Action": [
"ec2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2
"ec2

:AssignPrivateIpAddresses",

CreateRoute",

DeleteRoute",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeVpcs",

:ReplaceRoute",
:UnassignPrivateIpAddresses"

4. BlueXP APIZ AL23I0] M2 Cloud Volumes ONTAP %t stA S atEL|C},

"securityGroupld" ZE= VPC AR At AIHNAM CHE HOt IS X|HHOF SL|CHRIQ| 25HA & =Z).

° "haParams" 7HXl|2| "assumeRoleArn

"assumeRoleArn" 2E0= VPC AR Xt A EHO|A 2HE IAM S| ARNO| ZLSHE|0{0F BfL|CHP 2| 3THA|

IS

o

i
muln

™ Ch3 ot 2ot

"haParams": {

"assumeRoleArn"

"arn:aws:ilam::642991768967:role/mediator role assume fromdev"

}

+
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Other AWS accounts e
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I *
arm:aws:iam:: ' zroot Remove
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud(0|=) X4
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP = E2| i X AH

Cloud Volumes ONTAP A|AEIO| A BlueXP 82 5! S5 ALE5tH = 22 ==0f| Ciat IAM Setof| ofzHo|
LIt U= F HI HAH0| Zet|0{oF BfL|CE.
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"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud(0|=) X4



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
}
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"Version": "2012-10-17",

"Statement": [

° HA SHxt

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

"ec?2:DescribeSubnets"

1,

"Resource": "x"
}
]
}
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe
Pay-Per-TiE - Annual Contract

Pay for Cloud Volumes ONTAP with

* Pay-as-you-go
an annual, upfront payment

Pay for Cloud Valumes ONTAP at
an hourly rate
The next steps:

(1) AWS Markefplace
R

Subscribe and then click 5et Up Your Account to configure your account
("2" Cloud Manager
\<)

Save your subscription and associate the Marketplace subscription with your AW5 credentials

a. BlueXPZ =02 £ £ & H0|X|0of| =E3HH * Freemium * S = gL(Ct
Select Charging Method
Professional S
Essential S
° Freemium (Up to 500 GiB) s
Per Node R
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BlueXP= NetApp2| 2tO|MIA MH|A0| Xt5 Q2 7 2|5+0] NetApp Support ALO|E A& 1t 2t =l 2to] M A
CHSE XEM|St M EE 2HOIStLICtH @F 7} GO BlueXP= AH=S Q2 CIX|E X|Zhof| 2t0| MIAS x7tstL|Ct,

Cloud Volumes ONTAPS} 171 At&517| F10] BlueXP CIXIZ! XIZHoll A 2HO|IAS AFSE 4 RL0{of Bk,
LS FL, B 4 YALITH'BlueXP CIXIE Kol 2f0|MAS SO FItEiLICH.

3. Canvas H|O|X|0|| A * &t $tA X7} * £ 2218t BlueXP2o| THA|E wEL|C},

a. Details and Credentials * H|O| X[ A * XtH ZH ME > 15 It * E 215t CH2 EA|l= HA|X|off 2t
AWS MarketplaceOllA ME SN QIHE S +=SLICL

NetAppOflAf FoKet 2tO| M A= e WA Bate| X2, 20| MlA 8-S Eat5tALt 2o dlA 7|Z2H0] 2= E[H
O E2[0]| A0 AIZYE RE 2 HIE0| HFELICH

41


https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/T\] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

Wou are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here 1o be taken fo the product's registration area

Software Fees
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area
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S. * MH|A *: 0] Cloud Volumes ONTAP A|ARI0|A AFZSHX| @42 THE MH|AS 249t = HIZ-EotSL .

54

° "BlueXP =01 CH3l XtMIS| LOFEHAIL"

° "BlueXP

6. * HAHNE 22« HA 28 S MEHSHL|CE,

Y Sl S50 CH3l XhMIS| LOtEHAIL"

=

WORM % H[O|E A|Z3tE AHESt2{™ BlueXP 8 8! 51
Cloud Volumes ONTAP 2t stA S 1=ljof BfL|Ct.

i
MUt

H|Zgstst BT 9.8 0] &9

HiZ DE| CHet 7 R= S A XSHIAI2 "AWSE Cloud Volumes ONTAP HA".

R S HE  (HE AZ) = 2 K| B VPC * (CHS AZs): AWS | ZAE0| 7| =t HIEHA HES

HEof iLict EL:
Hot 1SS MHALICH BlueXPOlA 29t 188 MAMSHEE 513 E4TIS 518ots LS Mefsio}
shLct,
+ MESHVPC M8 * S MEfSt Z QIR E2fLo| AAL MEHSHVPCO
MEY 9\o H{HE 7 AZete VPGS MEY HelRlLIct of 842
Meistis 20| E&LICH,
* BEVPC* E MEfSH A2 QIHIRE EfTo] AA = 0.0.0.0/0 IP H|LICE.
7|E Hot 1E S 7|E sk HHMS Aot Z2 B4 DAI0| EatE|of Yi=X| HOIBLICE “Cloud
Arg LT Volumes ONTAPS| 3t 7 £10j] Tl 20t 414 -

IP

T
ro
ol

*
T
>
0=
rx
e
oA
=
Pl
10
re

N

Fas g K99l 2= VPCO| Chiet CIDR £ 2|50f A0{0F ZLICt XtMIst LIE2 S EZSHYAIL "0{2]
2

(o]
AZsOl| A Cloud Volumes ONTAP HAZ 2|3t AWS LI EQZ

TARE".


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/task-backup-to-s3.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-aws.html#requirements-for-ha-pairs-in-multiple-azs

10. * RE H|O|Z *: 02| AZsE MENSH AR B3 IP FA0| TS 2tREE Zolsl{of 5= 2t2E HI0|ES

1.

12.

13.

14.

15. *

16.

17.

MEHSHL|CE

= 0|29 2t2E HI0|20| = 22 SHIE 2t E HI0|ES MESt= 20| 02 SRYLICH J-X| o R
E20[2AET} Cloud Volumes ONTAP HA ‘&0f| M ASHK] e 4= ASLICH 2t E H[O| S0l CHet XtAet
LHE2 S EZSHIAIR "AWS HEAM: ZZ H|0|=".

(o)

* O|O|E] Y=ot *: OIO|E Y=o} = AWSE HE|E|= 2o E MEISHX| S5 L Lt

AWSE #e|E|l= oot 2R AFEXF AlI™ = CHE AWS A" [A CHE CMK(Customer Master Key)E
MEHSE &~ ASL Ef.

Cloud Volumes ONTAP AIAZIS A8t S0 AWS Hl0|Ef et HHS M 4 QIgLIC

"Cloud Volumes ONTAPE AWS KMSE AN st= HHH| CHoll LOotEMA|".
"X E = ot 7|=0f CHol XHM[S| FOotE AL,

*ET YUY SINSS A % o] A|AHIOM AR Y T FM8S X[t THE NetApp Support AO|E AIE S

° "Cloud Volumes ONTAPS| 20| MIA ZM0f CHH KpAM[S| LOHEAMA[L",
o "2lo|MIA M dreHoj| CHol Lot A",

* Cloud Volumes ONTAP 714 * (HZF AWS O E|0|A Akt sffeh): 7|2 2HS HESID * A& * S
ZalstrALL* 1 HE * 2 22I6t0] Yot 2 S MEHEL|CE

| =M=

712 S RAlSts 3% =82 ATt b2 #4442 4E 8 Sel6t7|2 o gLt

O

loud Volumes ONTAPE 2| A|ZtSt2{™ 147 |X| & StLIE
alol-[_||:_|._

=

* AP A El IHF|X| < (A|ZHE = BYOL ML)
MEStD, ISt 12 MEHSH{H » 1 HE

HJIO

I7|X| & olLIE HEfol= B2 282 Xt L2 7192 HE 3 sstr|tt ot gLt
IAM Role *: BlueXP7} Hgts e = JAEE 7|2 82 |AISk= 40| 7t &L

XM HA S AFE5H{H 0] A0l ZFSHOF eL|Ct "Cloud Volumes ONTAP == 2! HA SX{Xte| HA @ Ale

* 2Lo|MA * T Q0| 2} Cloud Volumes ONTAP A S HASI D QIAEA @8 Gl QIAE A HHAIE
MEHSIL|CE,

LS 0] oo 518 BN 252 b J1B Y S ) HEAE NS £ 9l B2 BluexpE

() Hduzsosd AASE S HHO 2 PIHOIEELICh O S04, Cloud Volunes ONTAR
0.10.1 26,101 P4 ALSE 4 91 Z QIEI0|Et HABLICH eIFIO|EE o H2ixo|X
CHE 22| x2 WAISHR] QLICHOl: 9.601M 9.72).

* 7|2 AEE|X| 2|AA % CIAT RYE MEHStD 7|2 AEZ|X|E AT CHS |O|H AZSE AFE AQIX|
MEftLCt.

CHS Atoll RelstiAIL.

55


http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Route_Tables.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-security.html#encryption-of-data-at-rest
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-licensing.html

=7 EEE( ' OH_'EIHIOIE)OH AEELICE 0|2 =& 3! O 22[A|0|E0f| CH3H CHE |23
A A
T [=]

AN

° GP3 EE= jo1 C|AT E MEHSH= AL BlueXP= AWSQ| Elastic Volumes 7|52 AIR3I0 7|2 AEZ|X|
Cla3 %%‘2 Lo 2t Xtse 2 SEILICH AEE|X| AR w2t &£7| 872 MEISED Cloud
Volumes ONTAPE &%t & £™e &~ JELICH "AWSS| Elastic Volumes A& 0 CHsH X}A|S|
ot AN ",

° GP2 EE= st1 LA E MEISH= 32 £7| 0HOZ2|H0|EQ| 2 E C|ATR} ZHEHSH T
i) BIueXP7f MMot= = }OH‘IE_|71|0|E01|)\1 ClA3 37|E MEfe &~ QIGLICHL 1
CHE ClAZ 37| E AHE8t= O I2|AHO|EE MM &~ Ql&L|CE

° 2FS YEotHL HEY o EF =E A5 S MEY + ASLIC
° CllOJE] AIESHE A8HX| fh= 3%, =4 Ol2|AH|0|E0|M O] 7|5E AESI=E 2-E & ASFLICH

"OIO|E A|Z3te| 23 A0 CHolf LOotEAAIL".
18. * M7| & 9 WORM *:

a.

1=}

2%t AL * Normal * (HAl*) EE= * High * (52 *) M7| S5 MEHSHL|CE.
"MI| & 0i CHaH XEM|S| 2Ot MAIR".
b. LRt AL WORM(Write Once, Read Many) AE2|X|E &3}t Ct.
Cloud Volumes ONTAP 9.7 0|5t Ol A C|O|E AE3t7t 2 MotEl 22 WORME AH8E &= Si&LICH
XYSPEME} HE3HE g3t 0= Cloud Volumes ONTAP 9.829| E|E2|7| E= CH 3|0 =74
CHEIL|CE,

"WORM AE2|X|0ff CHEH XtM|S| ZOotEMA[2"

a. WORM AE2|X|2 42tst 39 HE 7|7t8 Meigiict,
19, * 28 M~ A 2E0| it NS HEE A2fehiLt - 2UF7] * 2 S2stt,
"T|PE|= 22H0|OIE TZES U HHO| Chef Lob Q"

2

Of mjo|x|o] & A== 20| ER YSLCH LS HOM= X|H0| 2ot HEE AFL|C

Boof efgict EE

27| Q21 4 9l AT 27| W TZH|HO| AL OIK0f W2t S| ZatELICk 0/F
Soff nf S JH5 3 B2I% AEXEC D 2 282 448 4+ AL,

A FOINFSOIEE  AAZE FMS 2E0| ANAY 4 A AHUIo| 2at0|AES Folstct,

i) 7|2HOZ BlueXPE AMEUIS| DE QIAEIAN Tt ANAE HBoHs 22
QlzistLict

A3t W AFBAYIB(CIFS  Of2{3t WES ARSSHH AL & 189| SR T3t AMA SZ(AUNA Hoj 22

38 L ACLEFIE Bh2 RIOf2 4 YALICL 22 X Z09l Windows ALSRH i

O, UNIX AFZXHEE OES XY
X|™8tH= 22 domain\username & 4!
ghL|ct.

2 UELICH =02 Windows AFHB X OIS
2 AE5I0] ALERIS| QS EetdHof

56


https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-aws-elastic-volumes.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-write-speed.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-worm.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-client-protocols.html

g SH(NFSO|THsHS)

O|L|Al0fOl O & A
IQN(iSCSI T L)

mz
ol=}

AHAF SAIE MM SO E MME|= NetApp 2AHAF SAHE| £t HIEE
X|HELICE NetApp AHA SAHE2 M5 F20| gl £|A5te| AER|X|7H HAst
Al oY A|AE O|O|X|QJLICE 7|2 HMES MEISIAHLE MEYSIX| gbg 4 USLICH
Microsoft SQL Server2| tempdb2t 20| 2l A| H|O|E{0]| CHaH US S MEiY
ol&L|Ct

AN H .

ZE°| NFS H™ MEH: NFSv3 EE= NFSv4

iISCSI AE2|X| E}ZE LUN(=2| FX)0[2t1 3tH T AEN EFE =5 C|HIO|AE
HA|EILICE O|L|A|0|O|Ef 122 iSCSI SAE LE 0|29 E|0|20|H 0O
O|L|AIOIO[E{ 7} O LUNS HM|AE = JE=X] MO{RLICH iSCSI CHA2 BEE
O|FUl HER3 {HE{(NIC), AZEQ0] O|L|A|N[O|E{7} L= TCP LEZE
AZX(TOE) 7=, £ HIERX I O{HE(CNA) £= M8 SAE OIAE O{HH
(HBA)Z Edl| HIEX 30 HZEE|H iSCSI 22! 0|E(IQN)QZ AlHEIL|CE. iSCSI
EE8 MM Il BlueXPO|AM XAFSO 2 LUNS MAStLICH 28 T 8FLF9| LUNEH
MMBIOE 22|7t He gIELICH SE2 Mt 2 "IQNE AFE5I0] S AE|A
LUNOf| &g},

CHZ O|0|X|= CIFS Z2EZ0]| thsl 2t 2l =& HO[X[E 20 FLICt.

Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon

A Active Directory
EolLCH

=0[910] St
ol X7 ZelLict

1T ood

CIFS AMH NetBIOS
O|E{ILICt

23

CIFS AMof| Ci$t 0| &2lS MS5H= DNS MH Q| IP F=AQILICH LIZE DNS
MHO[= CIFS M7t AZE 0| 212] Active Directory LDAP A 5! =02l
HEEYE &= o 2ot MH|A K| 82 E(SRV)7F EEHE|0f QU0{0F BFL|CE.

=
CIFS MHHE HZE AD(Active Directory) =H|212] FQDNYIL|LC.

-

gt

rr

AD =l Lo XIEE OU(EE 714 thel)oll AFEE o1 = U
0| A= Windows A1 2| 0| & ! = LIt

AD TH[QI0f| M RS CIFS M O|EQJLICH.

57



https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/task-connect-lun.html

Cof gLt 29
o

4 £ CIFS MtHet HAZY AD =oi|Ql LS| ZZ] thQILICE 7| 22t2
CN=ComputersL|C}. AWS 2| Microsoft ADZ Cloud Volumes ONTAPE AD
MHZ L&sH= 2L 0] Z=0f| * OU=Computers, OU=Corp * & I24sl{of StL|C}.

DNS =02l SVM(Cloud Volumes ONTAP AEZ|X| 7tAF )& DNS =H|Ql CHEE2| 22
THol2 AD ToQlat SeL|Ct.
NTP AH Active Directory DNSE AE3I0{ NTP MHE F435t2{™ * Active Directory

SOl AL * 2 MEABILICE C}2 ZAS ALS510] NTP AHS 24810} 51 F9
APIE ALZS0F BILICH. & ERSHIAIR "BluexP 153t 2A" & HESHIND.

CIFS M5 48 12 NTP K4S 748 + 2ELICL OIFS XS S8

= oo-é-
o= 78 = SLICHL

21. * Usage Profile, Disk Type X Tiering Policy *: AEZ|X| &M 7|52 A2t =E MEstn TR
AE%t Mg HEYX| R E MENSL|CE,

(A =

rot
ox

o 2=
T =258

XiMIEE LHE2 2 HZSHAR "=

i )
Rl
Ol
[H
HU
ne
mjo
rx
m
Of
{'_"

stk 9 olo]Ef A5 3 e,
22+ HE U &9+ M A
a. 7ol Chet ML HEE AEBLIC

b. BlueXP7I T10HE X[ 3L AWS 2|4 200 CHot M2 FEE HESHH * 7t HE * 5 S2lelLCt.

7:|I|_|.
BlueXPO|A| Cloud Volumes ONTAP HA &2 A|ZFStL|C EfRQU2IQINIA TS AstS AT 4 UESLICH

HA & A0 87t A= 2 Yol HAIXIE HESHIAIR. 2 2tE S MEistn otF CHA| e 2 S2id
olAL|C}
M H .

Xt LHE2 & FZTSHAIR "NetApp Cloud Volumes ONTAP X[,

S0 tist AR = OF Hehs MSst oy M8t SRE

A
o e
XM 26t2iH System Manager EE= CLIZ AF2SHUAIL.

OF K= gtree?t AFE3HE T 49t |23 S2HS MSHotAL = MY = AUSLILE

AWS C2S 20| A Cloud Volumes ONTAPE A|ZHSIAIA|Q

HZE AWS X3t OtEtIHX| 2, oA Cloud ManagerE AFS S 4= YU&LICH'AWS
C2S(Commercial Cloud Services)" #&% atd: 22t2E AEZ|X|0f| AIE{Z2t0|=F 7|s
X|Z5tH= Cloud Volumes ONTAP AWS C2S+= O|= 1R2| T2 & XHYLICt Intelllgence
Community - O] H|O|X|2] X|&E2 AWS C2S X|H A X0 A|Pt & FlLICE.

58


https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-planning-your-config.html#choose-a-volume-usage-profile
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://mysupport.netapp.com/site/products/all/details/cloud-volumes-ontap/guideme-tab
https://aws.amazon.com/federal/us-intelligence-community/
https://aws.amazon.com/federal/us-intelligence-community/

C2SU|A X[ &= HEQLICE
* Cloud Volumes ONTAP 9.80| K| ElL|C}

* HHE HA 3.9.47F XIHELICH

Connector= AWSO||A| Cloud Volumes ONTAPZ &3t #e2|8h= O 3t AT EQ0{QLIC} Connector
QIAEIAN X = AT EQ0{0[A Cloud Manager0| 2 3218fL|C}. Cloud Manager& SaaS & AO|E=
C2S AN K| E|X| & L|CE.

Cloud Manager= %|2 BlueXPZ£ 0| Z0| HHY X2t Connector HA 3.9.4 Off ZLatEl AFEX}
@ QIE{H|O| A7} Cloud Manager2tl =2|7| mfZ0{ C2S0l|A Cloud ManagerZ A& ¢igst
UELICE

C2S80|M XIRElE 715

or
rlo
o
glo
=
|'|'|\.l

C2S A9 Cloud ManagerOl|A At2% £ QU= 7| P& LICE

e Cloud Volumes ONTAP
* Ho|E S|

* ZALAIZE EA] SHCHUL|CE

Cloud Volumes ONTAPS| B2 Tt L& A|AHI EE= HA XS MMS & JUELICE & 71| 2fo|dA S8 B AFE
7ts: 82| 3 BYOL(Bring Your Own License)

C2S9| Cloud Volumes ONTAPO{| A = S30f| Cist H|O|E] A Sate X[ E/L|C
Mot Atet

* Cloud Managerdl A MZE|= NetApp 22t2E MH[A T} QI&LICH

* C2S 2HF0f|= Bl MMATL QOB E CHg 7|52 AHEY + SI&LICH
° Cloud Manager0lld AZEg|of 12f|0|= Xt=5s}
> NetApp AutoSupportS & ZESHIAIQ
° Cloud Volumes ONTAP 2| A A0 CHEE AWS H| HEQlL|Ct

* C2S $H&0|AM = Freemium 2tO[MIATE X E|X| Q& LICH
TR
C2S0flA Cloud Volumes ONTAP A|Z}5t7| Ofl= R 7FK| BHAIZF ZEHE|of QUELICE.
1. AWS 2t& ZH|
07]0ofl= HESZ MH, Cloud Volumes ONTAP 7tQ), M3t A8 3 AWS KMS &3 SM0| ZghElL(Ct.
2. Connector &X| 8! Cloud Manager 87X
Cloud ManagerZ A3t Cloud Volumes ONTAPE T1%3}7| 0|l _Connector £ XHd6l{of ShL|Ct,

ConnectorE AFE3HH Cloud Managerd| A HE2! 22t E 2 (Cloud Volumes ONTAP E 89| 2| A AQ}

59



Connector QIAEHAN HX[E|= AT EQ|00|A Cloud Manager0fl 23 218tL|C}.
3. Cloud Manager0|lA Cloud Volumes ONTAP A&t

of2{et 2} EtAl= ool EF =0 ASLICE.

AWS 2t =H|
AWS A2 5 7IX| @ AL S Sl 0F giL|Ct

FEDEREE

Cloud Volumes ONTAPZ} H|CHZ ZtS5Y = JEE AWS HERZ S dH™eL(Ch

ChA|
1. H4IE QAR A 9 Cloud Volumes ONTAP QIAEIAE A|ZfE VPC 8 MEUIZ MEHSILICE
2. VPC2 MEulo] {4lE{2} Cloud Volumes ONTAP Z2t2| HZE X|2lst=X| 2HolghL|Ct,
3

. VPC YIEZOIEE 33 MH|AZ MATHL|CT.
Cloud Volumes ONTAP2| 2E H|0|EE XNH|E& QLENE AEZ|X|Z A Eol6lH = E2 VPC HELIET}
LQptL|Ct,
Cloud Volumes ONTAPO]| 7}l A2
Cloud Manager0{|A] Cloud Volumes ONTAPE T1&35t2i™ MarketplaceOfl 7ts0f &FL|Ct.

CHA|
1. AWS QIEIZ|MA F{EL|E| O EE|0|AZ 0|ZS510] Cloud Volumes ONTAPES Z{AHSHL|CY,
?.

2 i
3. oS HESI * Accept * (=2 *)S S2IstL|Ct,
4. CHE MH|AE HiESt = B2 ST AH| A0 CHal O] THAIS BHEefL|Ct.

Cloud Volumes ONTAP QIAEIAS A|Z6t2{H Cloud ManagerS AF28H{0F LTt EC2 24£0{A Cloud
Volumes ONTAP QUAEAE A|ZtstH QF EIL|CE

=1 ~

=

2

M
=2o

Connector %! Cloud Volumes ONTAPO|| AWS &8 2225 MH[A SHAHNA 2P S 86H= O 2ot Hot
MSst= IAM MA 5l ofst2 Bt

o

CHS ZF g0l Chal IAM B3 31 IAM S&o| ZRetL|Ct
© AHUE QIAHA
* Cloud Volumes ONTAP QIAEIA
* Cloud Volumes ONTAP HA XAl QIAEHAHA XE ARstHE )

60



EHA|
1. AWS IAM 22 2 0|=3}0] * Policies * & 22l8tL|C}.

2. Connector QIAEIAQf| CHEt M S of

oin
i
ul

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec?2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",



"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",

"iam:DeleteRole",

iam:PutRolePolicy",
"jam:ListInstanceProfiles",
"iam:CreateInstanceProfile",

iam:DeleteRolePolicy",
"jam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec?2:DisassociatelamInstanceProfile",
"ec2?2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",



"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

I

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

3. Cloud Volumes ONTAPO]| CHst HxHS MASHL|C},

"Wk n
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"
boo Ao
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
boo A
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

Cloud Volumes ONTAP HA 48 J1X38}2

"Version":
"Statement":

[{

"Effect":

"Action":

"ec2

"ec2:
"ec?2:
"ec2:
"ec2:

"ec2:

"ec2
"ec?2

1,

"Resource":

"2012-

S ZL HASHRES 93t HMS MN
10-17",
"Allow",

[

:AssignPrivateIpAddresses",

CreateRoute",

DeleteRoute",
DescribeNetworkInterfaces",
DescribeRouteTables",

DescribeVpcs",

:ReplaceRoute",
:UnassignPrivateIpAddresses"

"Wk n
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az account set -s AZURE SUBSCRIPTION NAME OR TID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

az feature show --name EnableHighAvailabilityMode --namespace
Microsoft.Network

Azure CLIE= CHS1F fAKSH Z1HE 2

"id": "/subscriptions/XXXXXKXKXKX—XXXKK—XKXXX—XXKKXXK—

XXXXXXXXXxXX/providers/Microsoft.Features/providers/Microsoft.Network/fe
atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",
"properties": {
"state": "Registered"

by

"type": "Microsoft.Features/providers/features"
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
e
From:
Identities:
[User Email Address]
Source > All sources allowed
To:

Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions

From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions

Q0| 2ozl TZHE HS = Cloud Volumes ONTAPE F{4E{ 8l 0|0|X|E HESH= O] AFRE|=
PROJECT_NetApp-cloudmanager QIL|C}.

HIO[E] #|Set &l WS et Mu|A AFS dgetLct

Cloud Volumes ONTAPEZ At235t2{H Google Cloud AH|A HX™O| & 71X L2

LRt X H= S g-dsishs AYLICHHO[E AIE2" Google ClouddiM 2E
HIO[EHE AMH|E QEHE AEEX IE AESIEILICE & HME= & &dgstdt= A/ULITE
"BlueXP ¢ 5l 54" 282 XML QLEHE AE2[X|0f WY

Cloud Volumes ONTAP= MH|A AHS ALZ310] AIZHE! HlO|E{oll CH3t SHLte| AT #AS I3t T
M| ABIT BalBtLIt,

Tl

SEALY]

StLtS| MH|A AHE BEEID T MK 82 A8Y & USLICEH MH|A AFH|= * AE2[X] 2t2|XtH* HH0| L0{oF
ol-|_||:|-
= .

CHA
1. Google Cloud Z&0l|A "AMH|A A H|O|X| £ O| S & L|C}".

121


https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/ko-kr/bluexp-cloud-volumes-ontap/concept-data-tiering.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts

2 meNEs

3. MHIA AE MY - 2 220t WY FEE YRIBLIC

122

a. * MH|IAAE ME 2 = 0|51 22 L™
A

b. * TZHE0| CHSE O] MH|A A& ot A

=]
A3t HO{ .+ ASE|K| BEIR - fHS Me

Create service account

Service account details

Grant this service account access to project
(optional)

Grant this senvice account access to OCCM-Dev so that it has permission to

L.

[Select arcle y Condition

= storage admin

Cloud ML Service Agent
Cloud ML service agent can act a5 log writer, Cloud Storage admin,

1oken creator

Storage Admin

9 G Full control of GCS resources. @

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Ghject Admin

Cull comtenl ok 202 ahicrteo

MAMNAGE ROLES

complete specific actions on the resources in your project. Leam more

Artifact Registry Reader, BigQuery writer, and senvice aCCount SCCess

onal)
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Create service account

Service account details

Grant this service account access to project
(optional)

@_

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account
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default-project grp-sub
Google Cloud Project Marketplace Subscription
Details

Working Environment Name (Cluster Name)

cloudvolumesontap

Service Account M

Service Account Name

accountd -

@ Addlebels  Optional Field | Up to four labels

Details and Credentials

Credentials

User Name

admin

Password

Confirm Password

Edit Project
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- cloudkms.cryptoKeyVersions.useTokEncrypt

- cloudkms.cryptoKeys.get
- cloudkms.cryptoKeys.list
- cloudkms.keyRings.list
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"gcpEncryptionParameters": {
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}
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Details & Protection

Volume Name:

vol

Snapshot Policy:

default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicolon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size
will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\"."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

o% iRl o B¢

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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Restrictions on Encryption Technology

NetApp Volume Encryption (available with ONTAP 8.1 and later releases) provides for data-at-rest encryption that requires authorizations, permits, or licenses to import, export, re-export or use this software.

A state license for importing encryption equipment is required to import ONTAP 9.1 {or later) with NetApp Volume Encryption into Member States of the Eurasian Economic Union: Russia, Belarus, Kazakhstan, Armenia
and Kyrgyzstan. Moreover, in certain cases, an end-user customer must have a valid state encryption license to this software.

Consult your legal advisor on this matter.

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries Google Image Digest Files

If you are upgrading to ONTAP 9.13.0, and you are in "Non- Ifyou are unsure whether your company complied with all DOWNLOAD GCP-X-8-13-0_PKG.TAR.GZ [7.52
restricted Countries”, please download the image with NetApp applicable legal requirements on encryption technology, KB]

Volume Encryption. download the image without NetApp Volume Encryption. View and download checksums

Az | Digest Fil
DOWNLOAD 9130_V_IMAGE.TGZ [2.58 GB] DOWNLOAD 9130_V_NODAR_IMAGE.TGZ [2.58 Lreimagsges T
-
View and download checksums

KB
View and download checksums 1

DOWNLOAD 9130_V_IMAGE.TGZ.PEM [451 B] View and download checksums

DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]

DOWNLOAD 9130_V_IMAGE.TGZ.SIG [256 B] View and download checksums

View and download checksums DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.SIG
[256 B]

View and download checksums
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Signature
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

=

J

2. L1223 disk.raw It ME 3 IZME CIZE{Z|0f E&LIC
3. OpenSSLE A3t QB MOlIM 371 7|5

4. FEE 371 7|12 MBI MBS e F5t1 CIR2ZE0! disk.raw It 2| LHES =HQISfL(CE

=
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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