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All

Pending First Sync

Sync In Progress

Starting Sync

Synced Successfully

Ciemem MAammlarad

ben-data-broker

Schedule [OM] | MNoTags

1 S}’HC Filter by sync status —

20224 38 3¢

CHAIEE0| M B

O|H| S7Ist 2tA| O|E S 7|ZE2= HAIZ=E FAYLIC

4> ) Cloud Sync Dashboard

2 Syncs

Sort by name  _

Name
Relationship 1 &

Source
nisaff217.70.28.8/MyExportia...

Target
nfsyf217.71.38.3/MyExportNa...

Data Broker Group
@ ben-data-broker2
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Sync Relationship ° DataSense Integrat @ Cita BrekerGraup @ bl CI 2

How does it work? Selected Data Sense Source

feifs1 1.1.14 cifs 11.1.1.1\cifs1

Azure NetApp Files
Source Host Warking Enviranment Volume

A few more things before we continue

Define SME Credentials:

User Name Passward Domain (Optional)

20227 2E 6
HIO[E E27 J89| 7HM At
HIO|E] E27{_groups_& ZZot0] HI0|E] EZ7{9} ¥ X Edt= LEHE HIAUSLIC.

HE S0, M S7Ist A E W8 f EF H|0|Ef E=Z7{7} otl 2tA|0i| At H|0|E| E=_group_S MEHEILICE.

._,.:: Sync Relationship @ SMB Server e Data Broker Group @ Shares G Targe b

How daes it work? Select a Data Broker Group

1 Data Broker Group

@ gow ®
1 928.43 Bfs 0 (©) 1 Active
Data Brokers Transfer Rate Relationships Data Brokers Status

Hio|E 227 * 22| Biol= 0|8 EZ23 OF0| &e|dt= S7|=t 22| == EAIELICH
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Licensing Manage Data Brokers

1 Data Broker Group Q

(=) ~
© o © 00

1 187.77 B/s 1 () 1 Active

Data Brokers Transfer Rate Relationships Data Brokers Status

PDF EDAME CI22C3tC}
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21 Syncs

{(~) Sync Completed

Name -

Mame your relationship &

Scan
Source
smbe/10.60.62 37/c_test] Succeeded
& Update Credentials

Failed

Target
ibm:/=3.ap.cloud-object-stora...

¢ Update Credentials
Marked for Copy

° On-Prem Data Broker
=T '}
@ tanyald7i2 Marked for Delete

Schedule [ON] | Mo Tags You have 1 recomm

S3 72l &3

Amazon S32} H|O|HE S7|ate i S3 71! Y3 E MEHX| HEE MY £ USLICE CI0|E E2FH7F A A00M
EFUSZ HI0|E S SH|sHH Zatolsl f3E Soff H&SELIC

0| 7|52 AHEdte{H HIo|H E27{2t HAZE IAM H&0j| Chzs #eto] 2egfL(Ct

"ec2:DescribeVpcEndpoints"

o] ot2 AFEXE7L EHE M O|O|H EZH0| XIS E FIHELICE.
Glacier = Z4 A4
O| M| Amazon S37t 57|35 2tA|9| E}ZY i Glacier Instant Retrieval_storage 2E{A S MEHE 4 QI&L|LCE,

QHHE AE2|X|0|M SMB 2R]7HX| ACL

O|H| Cloud Sync= 2EHE AER|X|0|A SMB SFE ACLS SAKY & U= X[ARLICE 0|H0ll= SMB
SRUM QEHEE AER|X|29| ACL SAHRH XA ELICE

SFTPO{|A S32

OfR| AFEX} 2E{T|O| A0 A SFTPOIM Amazon S3= S7(=t 2A|E HdY & ASLICE. O] S7|=t 2tA = 0T
APIO| M 2E X| A | A S LICH.
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2to| A S 0| ERTLICE

O|x| =H&El Cloud Sync EIO|HIAE AH0|EY £~ JASLICE
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1 Sync

Mame

My first sync relationship &

Source
smb/f217.705  /MyShareN...

¢ Update Credentials
Target

smb/f217 71 38.3/MyExportiN__.
& Update Credentials

Data Broker Group
@ Data Broker Group 1

Schedule [ON] | No Tags

QHHEE AEZ|X| Ef2lo E{IQIL|C}

—=

S7|st HAE YdE mf ofF| S7It AN I AEE|X| ol EHOE ot = ASLIC.

Ef 3 3=7H= Amazon S3, Azure Blob, Google Cloud Storage, IBM Cloud Object Storage %! StorageGRIDO{| A
X|¢ELct.

¢ 53 Bucket @ Settings e Tags/Metadata @ Review

Relationship Tags

Cloud S5ync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object's Tags O Save On Object’s Metadata

Tag Key Tag Value

@ ~dd Relationship Tag Optional Field | [Up to 5]

S ESPN

o

O|X| Cloud SyncZt X2/ ElL|Ct "AXto]| I23EHL|CF Cloud Sync APIE AF2E 22 Amazon S3, StorageGRID
IBM 22IRE QHHE AEZ|X|Q} S7|3 2HA|1S] AAZ AR EIL|LCY,
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1 Data Broker Group

o

= data-broker my

= e @ L
i NAB 0 -] 1 Active
Data Brokers Transfer Rate Relationships Dats Srokers Sraus
m% | data-brokert AWS | Transfer Rate: N/A (=) Active -T}l_: f‘

= Remove Gate Broks

Restar Cata Broker
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B My First Azure Data Broker | Azure | Transfer Rate: 30 mbps

Gy (D

o -
L) Active () (&

MNotlee: This Data Broker isn't running the latest software release (1.8}, If you experience performance problems please contact us.
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BlueXP copy and
sync service

Data broker d
Source Er o Target
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"Name": "Azure Data Broker",
"Actions": |
"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write"
"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/disks/delete",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/publicIPAddresses/delete",
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"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

/action",

"Microsoft.

ts/read"

"Microsoft.

ts/write"

"Microsoft.

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

Compute/disks/write",

.Network/networkInterfaces/write",
.Network/virtualNetworks/read",

.Network/publicIPAddresses/write",
"Microsoft.

Compute/virtualMachines/write",
Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",

.Network/virtualNetworks/subnets/join/action",

Network/publicIPAddresses/join/action",
Network/networkInterfaces/join/action",

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

"Microsoft.EventGrid/systemTopics/read",
"Microsoft.EventGrid/systemTopics/write",
"Microsoft.EventGrid/systemTopics/delete",
"Microsoft.EventGrid/eventSubscriptions/write",
"Microsoft.Storage/storageAccounts/write"

MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/read",



1,
"NotActions": [],

"AssignableScopes": [],
"Description": "Azure Data Broker",
"IsCustom": "true"
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o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/write',
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Select a Provider
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- compute.networks.list

- compute

.regions.list

- deploymentmanager.deployments.create

- deploymentmanager.deployments.delete

- deploymentmanager.operations.get

- iam.serviceAccounts.list
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"protocols": {
"ng": {
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Relationship Tags
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Select an SMB Source

FWIE Sy Version 21

Selected 0B Server

o F10,10.10,10 & Changis Seever
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userl

ALL - Access Condrol List

o Copying ACLs can affect syne performance. You can change this setting after you create the relationship

Atention If the sync relationthip indudes Clowd Volumes ONTAR of an on-prom ONTAR duster and you seliected NFSwd of
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< lucket @ Settings o ags/Meiadata @ Rewview

Relationship Metadata

Cloud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Object's Tags @ Save On Chbject's Metadata

k

Metadata Key Metadata Value

@ +ud Relationship Metadata Optional Fiéld | [Up 1o 5]
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Select a Provider

Microsoft Azure
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Amazon Web Services
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Google Cloud Platform

Data Broker Name

listener-data-broker
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445

On-Prem Data Broker
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Review Sync Relationship

= — — 5 o]
=y -— o= o)
our Fa.5e urce Data Broket Target Data Broker Target NFS Server
(instizzor) (Listener]
NFS Server: 10.60.3.102 NFS Server: 18.204,145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 /disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.ec2.internal Data Broker: - AWS Data Broker | ip-172-31-1-241 .ec2.internal

Data Broker Port: 443
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“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

GCP-IAM 2/Z2| of

{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,

"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

mwn

"role-name":

br
"app-role": {
"root id": "",
"secret id": ""
b
"gcp-iam": {

"role-name": "my-iam-role"

GCP-IAM Q15 At Al 23t 4H

_GCP-IAM_2IE HHEHE AE3t= < HI0|E 2270 ChZ2t 22 GCP o] Lo{of gfL|Ct.
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- lam.serviceAccounts.signdwt

"O|0|E] H=7{2| GCP &gt 27 Aol CH3l XtAIS| LOLEAA[L".

ZEO| HIZE AIE30 M S7[=t 2AIE R ELIct

O[H| & Zi0| BHEIUCEZ API 2 ES WS EEE MESt= S718t 2AE 2HS0] HIZE JHHE =
ol&L|Ct
M H .

BlueXP EA} &l 57|35t RESTAPIZ AL28I0] ZHAIE A A|EHL|C.

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body
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url: https://api.cloudsync.netapp.com/api/relationships-v2

headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"
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P https://docs.netapp.com/ko-kr/bluexp-copy-sync//media/video_cloud_sync_registering.mp4 (video)
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1. NetApp BlueXPO|A AtEXF EE22 HE&LICH

POST https://netapp-cloud-account.authO.com/oauth/token
Header: Content-Type: application/json

Body:

{
"username": "<user email>",
"scope": "profile",
"audience": "https://api.cloud.netapp.com",
"client id": "UaVhOIXMWQs5ilWdDxauXe5Mgkb34NJQ",
"grant type": "password",
"password": "<user password>"

}
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1. BlueXp AH IDE ¥&LILCL.

GET https://api.cloudsync.netapp.com/api/accounts
Headers: Authorization: Bearer <user token>
Content-Type: application/json

O| API= Ct32t 22 SES HretefLict.

"accountId": "account-JeL97Ry3",
"name": "Test"
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GET http://api.cloudsync.netapp.com/api/data-brokers/<data-broker-
id>/1list-s3-buckets

Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>

2= HTTP S 2 202QL|C}. Ol MIAIX|ZF =2 = AX| 2 OFE] K| =X AS S 20| RfLICH.
e 2t Ho2{H CHZ APIE AHZ8HOF ZLIC.

GET http://api.cloudsync.netapp.com/api/messages/client
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

ZAot= ID ZEJF ZEHE | Shtzh etEl sfE ILICEH ID BE= M7t 2EH OFX|9f HIA|X|E LIEHHLICE oIS
ST Ch3a 25U Ct
[
{
"header": {
"requestId": "init",
"clientId": "init",
"agentId": "init"

}I

"payload": {
"init": {}

}I

"id": "5801"

GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

Headers: Authorization: Bearer <user token>
Content-Type: application/json
x—account-id: <accountId>

20t LA HAIX|ZF LIEFELICE, 2t HIAIX] tofl= & Ol F (7))t 3 Z2h(2hH)= & E HO|Z= A7}

a
AGLICL ol E S Ch32 2L Ct
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"payload":

"list-s3-buckets": [

{

by

"header":

"tags": [
{
"Value": "100$",

"Key": "price"

1,

"region": {
"displayName": "US West (Oregon)",
"name": "us-west-2"

by

"name": "small"

"requestId": "f687ac55-2f0c-40e3-9fa6-57fb8c4094a3",
"clientId": "5beb032f548e6e35f4edlbald”,
"agentId": "5bed61f4489fb04e34a%aaco”

by

"id": "5802"
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