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"Name": "Azure Data Broker",
"Actions": |

"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

.Resources/deployments/cancel/action",

Compute/virtualMachines/read",
Compute/virtualMachines/delete",
Compute/disks/delete",

.Network/networkInterfaces/delete",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Compute/disks/write",
.Network/networkInterfaces/write",
.Network/virtualNetworks/read",
.Network/publicIPAddresses/write",
"Microsoft.

Compute/virtualMachines/write",
Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.

.Network/virtualNetworks/subnets/join/action",

.Network/publicIPAddresses/join/action",
.Network/networkInterfaces/join/action",
.Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",
.EventGrid/systemTopics/delete",
.EventGrid/eventSubscriptions/write",

Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

1,

"Microsoft

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data
"IsCustom": "true"
}
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.Network/networkSecurityGroups/read",

Broker",
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o 'Microsoft.Storage/storageAccounts/read’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/write',
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o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/read’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action’,
o 'Microsoft.EventGrid/systemTopics/read’,

o 'Microsoft.EventGrid/systemTopics/write',

o 'Microsoft.EventGrid/systemTopics/delete’,

o 'Microsoft.EventGrid/eventSubscriptions/write',

° 'Microsoft.Storage/storageAccounts/write'(Microsoft/ﬁEEIXI/&EEIII HHE/MT|)
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- compute.networks.list

- compute.regions.list

- deploymentmanager.deployments.create
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- ilam.serviceAccounts.list

|
ELHRLICE ShX|2F AX| ZH[of| =20| &[=5 O] HO[X[of| M 25 Argl

P


https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html
https://docs.netapp.com/ko-kr/bluexp-copy-sync/reference-networking.html

ME|A AFo 2ot HotiL(Ct
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- logging.logEntries.create

- resourcemanager.projects.get
- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.get

- storage.objects.getIamPolicy
- storage.objects.list

- storage.objects.setIamPolicy
- storage.objects.update

- iam.serviceAccounts.signdwt
- pubsub.subscriptions.consume
- pubsub.subscriptions.create
- pubsub.subscriptions.delete
- pubsub.subscriptions.list

- pubsub.topics.attachSubscription
- pubsub.topics.create

- pubsub.topics.delete

- pubsub.topics.list

- pubsub.topics.setIamPolicy

- storage.buckets.update

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

PNy

1. "iam.serviceAccounts.signJwt" #$H2 2|2 HashashCorp 2EE AF2SIEE 0| EZ27{E MM A
o QBH|C}.

2. "pubsub. * " 8 "storage.pubket.update” 2 Google Cloud Storage®l|A| CIE S2t2E XMEA X2
7|3t A0l CHel A& S712t MBS AL8St2 = 20Tt HegL|Ch "HE 7[5k S 401 CHe X3
OoLEAMA|Q",

3. "cloudkms.cryptoKeys.list" %! "cloudkms.keyRings.list" #$H2 A Google Cloud Storage HZI0|A] 124

2| KMS 7| At AZlel o2t et
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Basic Settings
Project Location
Project Region
QCCM-Dey us-west1
Service Account Zone
test us-westl-a
Select a Service Account that includes these permissions WRC
default
Subnet
default
Public IP
Enable

7. VPC2| QIE{Hl MM A0 ZEATL RSt FR TEA| EE X[FRLICE

B HM| A0 ZEATL HRTH HR ZEA|= Google Cloudof| 210{0f 5t H|O|Ef E27et SYSH MH|A
AEE AHEdtof LIt

8. LIO|Ef EEFHE ALY & U4 =|H BlueXP SA X S7(3t0l| A * Al * & MEIRILICE

QIABIAS PESIE O O 5-1020] 2ARELICH BlueXP SAF 3 S7[5H MU AN T MBS DLEZY 4
Off, JIAHAS ABE 4 I 0 HEOZ MZ THELICH

9. DHHALS| HO|X| S 2tE5H0] A S7|9F 2HAIE Mg guCt.

21

Google Cloud0f| Hl|O|Ef ERHE =0t MER S7|8} 2AHE FRYUSLICE O B0 E2HE =7t 7|t
A AFEE & ASLICE

CIE Google Cloud ZEMEQ| HIIS AIES = = Hot HIS

57|35} 242 MA38IT Google Cloud StorageE AA L= EfZIOZ MEHSH ] BlueXP 2AH 2! 57312 S8
ClOIEf EE3 Q| MH|A A0 ALEY 4= U= A HEHO| Y= HA F Bigh & JASLICE 7| 2RO R of7|0ll=
Clolef EE3 MH|A AF3t _Same_PROJECT of Q= HZl0| ZetEL|CH J2{Lt Heot HotE MSdh= 22
_other_projects Ol H{31S MEHE 2 QI&L|CH
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HIO|E] EZ27{ VM QIAE Ao CHSH M HE
BlueXP SA & &S7|3t= CFS +82 AHE 35I| Google CloudOf|A HIO|E E27{E MAMetL|Ct,

Node.js = &M
v21.2.0

A =8
N2-H -4

vCPU
4

RAM
15GB

2 M|
Rocky Linux 9.0

Cl23 37| 8 RELIC
20GB HDD PD ®&

Linux SAEQ| H|O|E| EE7{ MX]

M HI0lH E27H a5 44 % [ AFLH Linux @ AE = S22 E9] 7|E Linux 2 AE0
CIO|Ef E=7 AZEQ0{E EX|5HHH 2IZa|0jA l11|0|E1 B2 gM4s MEELCt BlueXP
=ALS S7[8t= EX J—P‘*o ot FLHELICE SEX[2E 2X] ZH|0f| ==20] | == 0] | 0| X|0f| A
QT Afehat tHAIE gtE gL C)

Linux SAE Q3 Alet

* *Node.js @2t *:v21.2.0
* * 2 HH *:
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° Cent0S 8.02 8.5
CentOS AEZI2 X|E|X| Q&L|Ct

° Red Hat Enterprise Linux 8.0, 8.5 %! 8.8

E7lels29

o

° Ubuntu A{H 20.04 LTS
SUSE Linux Enterprise Server 15 SP1

o

HO|E EEHE MX|317| | SAEO|A 'yum update’ BES AASHOF SHL|CE

Red Hat Enterprise Linux A|AEI2 Red Hat MEAIEM 22| off SEE|0] JA0{OF BL|CH SEEX| U2 EBL
AAEI2 MX| S0l 2Pt EfA AZEQ|OE JO|0|EstY| s 2| ZX|E2[of] HM|AZ 4 SISLICEH

RAM *: 16GB
* *CPU *: 420f
" *04R ClA3 32t 10GB

* * SELinux *: 2 AF2SIX| = 20| EELICtH "SELinux" SAE,

SELinuxts GIOIE| B2 AZERlof YH0IEE AErts BME 8ot Holel B22t HY 250| Bas
A= HOIE O HABHE HS AHEIEE 4 ABLICH

2E Mt
HIO|E EEFH ATLEQ0{E= Linux TAENN RER XISOE AHELICH RE HIIOR MAlst= 242 H|o|H
HE7 4ol Chet 7 Al LC o E S0 %%% Ot Est= AYLICH
HEXZ 27 At

* Linux SAEO0| AAL}FERZIO| CHEE 0] LO{OF BfLICE.

« IFY MHE Linux SAEJLLHELYZ|0f] HMAEH 4

TT™ M
* AWSZ LI7t= EfTE QI8 Linux SAENM IE 4430| E2q QL0{0F EHL|CHEHIO|E| 2277t Amazon SQS
MH|ASFX|EHOZ E4I).

JHTJ

5| &atiof LI,

* AA ER 8 0| E277} NTP(Network Time Protocol) AMH|AE ALStEE L MSH=E Z40] ZEELICH Al
TN @A ZHO| A|ZHXI0|= 528 XM= QF ElLC.

AWSO|| CHot M| A HH
S3 W3S Etsts 57|35 2A0f CIO|E| E2HE AL2E A|Zl0|2tH, AWS HMAZ 93t Linux SAEE Z=H|slof
E

LICH Hio|E 27 S dX[g mis T2 Ao AN At EF Hol0] A= AWS AFEXOA AWS 7|12
HSeHoF gLt
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2 D2 YAOT HNAS £ AL IAM ABKIE MABLICE
"AWS XA 2 SHolet A"

HOJE E27 ATE0{E EX[2 wi= AWS 7|2 X|Hsliof StE 2 AWS 7| S HEEA| ZARHOF gL L.

Google Cloudof| Cizt HMA S 2t BtEtL|Ct

Google Cloud Storage HZl& Z &6t S7(2t 2tA|0] CIO|E| E2HE A2 #|2]0]2tH, Google Cloud HMAS
2%t Linux SAEE ZH|s{of RILICH HIO|Ef EE2HE MX|Y wf £F #tto| U= Mu|A AH™of| et 7| £ M3sHok
gLt

CHA|
1. AE2|X| 2t2|Xt #3t0| @l HL Google Cloud AH|A H™S MAMEHL|CE,

2. JSON Aoz MEE MH|A AF 7|5 HAefL|ct.
"Google Cloud X|&E FLIC}H"

o off

rir

£| A3t "project_id", "private_key" % "client_email" £40| L&t E|0{OF EHL|CL.

Iru

() 712 et nrol Maslo] HEE Ol CRREELIC

3. JSON I} Linux SAEN| XNZHetL|Ct.

Microsoft Azure0i| CHSE HA|A MHH™
Azured]| CHSE BMA = 2| S7|3F OPHAL|M AEE|X| AHE 8! HE EXE 2 HMZSHo] 2tAof w2t "ol L Ct.
H|O|E E27{ AX|
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Select a Provider

Microsoft Azure Amazon Web Services

Google Cloud Platform

On-Prem Data Broker
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b.
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4. Hio|H E232| 0|EE &

AWS *, * Google Cloud *

M| S IEA QS

Mo *
22IRE9| Linux SAE0| MElL|C}.

olz4stn

M

* Continue * £
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CHe EHAOIM = 7tset 2F EX] S M0 et M2 =
Hetot HAEZ PN ZLICH
M| ZZOM CIREC
F IEA S
'<URI>-0 data_broker_installer.sh’2H= 27 IL|C}
* TEA MH ALE:
'<URI>-o0 data_broker_installer.sh -x <proxy_host>:<proxy_port>'
" QB Al ZEA| MH ALE:
'<URI>-0 data_broker _installer.sh -x
<proxy_username>:<proxy_password>@<proxy_host>:<proxy_port>'
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@ Otz Lt = 2t HEHol= AWS 2AM|A B! Google Cloud UM A0f| CHSE D47H 4=t E8HE|Of
UELICE X|1E m|o[X|ofl 2t X[ SMof| w2t Moot HHEE 7 ZLIC

" ]IEA' :I'I'A-| I:IAl:l

'sudo -s chmod + x data_broker_installer.sh./data_broker_installer.sh -a <AWS_access_key> -s
<AWS_secret_key> -g <absolute_path_to_the_json_file>'

* IEA P

sudo -s chmod + x data_broker_installer.sh. /data_broker_installer.sh -a <AWS_access_key> -s
<AWS_secret_key> -g <absolute_path_to_the_json_file> -h <proxy_host> -p <proxy_port>

© QIF0| QUi TEA| T4

sudo -s chmod + x data_broker_installer.sh. /data_broker_installer.sh -a <AWS_access_key> -s
<AWS_secret_key> -g <absolute_path_to_the_json_file> -h <proxy_host> -p <proxy_username>
-w <proxy_password>

AWS 7|
ArEX}7F ZH|SHOF 8h= 7| LICH CFS EHA|E UHELICH AWS 7|= HI0|E 2270 A AtLl
= S2tRE HEQI0|M AMEILICEH NetApp2 HIO|E| E2F 2[0f| CHE 7| = AF2SHX| 4&L|C

JSON I}
O|2] Z=H|3[0F 3h= MH|A A 7|7 ZebEl JSON IpUJL|CE CHS BHA|S [HELICE

6. HIOo|EH EERHE ALY 4= Ul =T BlueXP SAL B S7[3t0l| A * A& * S MEfSIL|CE
2
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