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EHA|
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3

. Amazon Web Services *, * FSx for ONTAP *, * Next * £ X|2{|2 MEHgtL|C}
O|A| BlueXP ¥IZE WEZ|AQ * XtH ZH 37} * H|O| X[ 7} EA|E/LIC
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Add Credentials

{b Add manually Q

Independently create IAM policy and IAM role in you AWS

account accor o detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selected s

Create role

Action required ~

Credentials name i# Action required v

-

B Y2RE J15S MestD IAM BHES 4Bt

Of MMl M= of2fet XtA SF| U2 2A2|e = A= AIZE 7|5 0 2 I ZE0] ik A8 + A=
oS MEHSILICt CodeboxOfl A MEHDH 2f YT ZE0f TSt YA 2SS SAret ChZ AWS A1 LHe| AwS 22|
ZTE0| =715t YMS M- gsf{of ghLCt.

Permissions configuration

/> Codebox

Create policies ~ IAM policy

Select the services and permissions level that you would like to use and then follow the instructions ..
Storage permissions
to create the policy from the AWS Management Console,

@ storage management ® Automate permissions (O Read permissions
. Databases workloads @ Automate permissions O Read permissions

VMware workloads

From the AWS Management Console

1 | Log in to your AWS account. [3

2

Navigate to the 1AM service,

w

Select Policies > Create Policy.

s

From the right panel of this page, copy the IAM policy for the first workload. @

v

Back in the |IAM console, select JSON and paste the IAM policy.

o

Click Next.

-

Enter a policy name and select Create Policy.

o

Repeat steps 3-7 for every workload pelicy that you would like to set permissions for.

Databases workloads - Automate permissions . - +

EHA|

1. Create policies * MMM X}H SHO| ZT&et 2t I 2E 7|52 SHS}EILICHL AER|X| * E EM3tsto] mhY
AMAERIS MMstT 22|t Ct.
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5. IAM MH|AE €11 * Policies * > * Create Policy * & MEHSIL|CE.

6. It YAOZ JSONS MEHSID ITHAOAM SAlSH Hotg 20 @2 = * 1S * 2 ME{giL|Ct

7. A o|E2 Yoty * MM MY+ g MEHSL|C}

8. 1A |0l A o2 Y §ot 7|52 MEdSt 2R 0| THA I E HhEsto] 2F 2ty Hot Aot Fgtof chat ™A S ohsL|Ct

Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Sesiect Next
5 In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN
oHA|
1. AWS Management ConsoleOf|A] * gt > G MM * S MEHSHL|CE,
2. ME[E 4 Q= dEE| R * of|A *AWS A/HE * S MEfBtL|Ct,

a. CtE AWS AI™ * 2 MEfSt BlueXP $IZE2E MEEZ| AFEX} QIE{H[O|AN|A| FSx for ONTAP {32
2|0l CHS A IDE SASHH 2020 2.
A

b. Lot o |D * £ MEHSIL BlueXP HIZE AFEZL QE{HO| AN 2|2 IDE SAISHH 20{E ML,
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CloudFormation= AI25}10] A H0l| XtH SHS Z=74etL|Ct

AN QI Z2E 7|58 MEHSH L2, AWS A O|A AWS CloudFormation AEHE A|ZH6H0 AWS CloudFormation
AEHS ALESHY BIueXP J=l§501| AWS XtA ZHZ F7te & JELICE CloudFormation2 MEiSH A2
e 7|de 2 IAM EH 8l |AM 2 M-dgtL|Ct

AlZtst7| o
* AWS Aol 2321512 H Xt

& ol
* CloudFormation AEZ AF2SH0 Xt ZHS F71e i AWS A™H| CFS HBto] L0{0F BfLICt.

[ %S =]

13



"Version":

"2012-10-17",

"Statement": [

{

"Effect":

"Allow",

"Action": [

1,

"cloudformation:
:UpdateStack",

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:

"cloudformation:

"cloudformation

CreateStack",

DeleteStack",
DescribeStacks",
DescribeStackEvents",
DescribeChangeSet",

:ExecuteChangeSet",

ListStacks",
ListStackResources",
GetTemplate",

:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

LI

"Resource": "x"

iam:AttachRolePolicy",
iam:CreateServiceLinkedRole"

EHA|
1. BlueXP Z&0f|A * HH * 0}0| 22 MEHSII * XHH ZH * 2 METL|C}
2. Add credentials * £ MENBIL|CE,

3. Amazon Web Services *, * FSx for ONTAP *, * Next * £ X}2{|2 MEASIL|C}. O|X| BlueXP
WER|A Q] * XA ZH 7t * H|O|X| 7t EAIELICE.

4. Add via AWS CloudFormation * & MEHSHL|C},
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Add credentials

@ Add manually @ Add via AWS CloudFormation °

Create an |AM palicy and 1AM role in your AWS account 1AM pafiicy and rofe crealion ars aulomaled via a Clowd

according to detailed instructions and a provided Formation stack which is self execuled by you. No account

permissions list, which is based on your regquitemeants managemen! permissions ane fequired by Workioad Factary

Permissions configuration

Create policies Storage b

Credentials name i} Action required T

. Create policies * Of| A O|2{3t XA ZSHO| Z&st 2t IZE 7|52 M35t 2 I ZE0f| Cst Aot +F2
A EH'6'I-|__| |_'_|-
[ = | -

LIS 7|52 712 4 JOOZ Szl HiE 3l 2ot s YIZ=E MENStT| ot st ElL|CH
6. XtH S 0|E * of| XtH SHo| A2 0|22 YTtLC}.
7. AWS CloudFormation0| A Xtz & 7}

a. 7t * £ MEHSIFHLE * CloudFormation2 2 2|C|2M * & MEHSIH CloudFormation@ 2 2|C|2M 1|0| X[ 7t
HEA|EIL|C}H

Redirect to CloudFormation
T'he inetructions below deacribe ko to creste the ink from e AWS CloudFormetion sereste, ATer you're
done, reiwn 1o Waorklosd Factory.

1 If you wse single sign-on [S50) with AWS, open a separabe browser 1ab and 1og in to. the AWS Console
betore you salect Continue.

2 Log In to the AWS account whers the FEx for ONTAP [k sysism regkdes.

3| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4 | Select Create stack.

Continua Cancel |

b. AWSO|A SSO(Single Sign-On)E At26t= A * Continue * £ MEfst7| Mof| Exo| HElK HE €1
AWS Z£0| 2aQIgtL|Ct,

FSx for ONTAP It A|AERIO| AZFSH= AWS AH|™Hof| 232160 S|t

C. CloudFormation2Z O|& H|O|X|K| A * H|& * S MEHSIL|CE

d. = AEH o0t=E7| I|0|X|Q| 7|5 OlA * AWS CloudFormationO| IAM E|AA S MMSH A Q122 SIOISHL|Ct *
£ MENghL|Ct,

€. Create stack * S MEASIL|C.
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