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Permissions Trust relationships Tags Access Advisor

~ Permissions policies (1 policy applied)

Policy name

- Cloud-Manager-ConnectorCloudManagerPolicy
Policy summary | [] JSON | Edit policy

4. JSON * 2 225t A H| 2 MEO|M ChZ HetS F7HELCt

° EC2: ME

o EKS: ListClusters

o EKS: DescribeCluster

° |AM:GetlnstanceProfile & & ZE8HAAIQ

"GOl TH| JSON YAl L}

5. ™%

o

=
oY

E*

i

=
=

qu
rot

CHE * HE MY ME 2 2L

HEXZ 27 AMeE HERLICE

Kubernetes 22{AE{2t Connector 7F, Kubernetes 22{AE{ 2} 22{AE0f| A= AER|X|E K| SSH= Cloud
Volumes ONTAP A|AH! 7t W ER 3 HZE HS6HoF gfL|Ct.

* 2} Kubernetes 22{AE{0|l= Connector28E] QIHI2E HZ0| Qlojof gfL|Ct

* Connectore= L E 4432 Sl 2} Kubernetes 22{AE{0]| CHSH O RHIRE HZEZ 7HX| 11 U0{OF BFL|Ct

HIH S Kubernetes 22{AEQt 22 VPCOH Connector2t Cloud Volumes
ONTAP% T=6H= AQUL|CEH O=X| O™ CHE VPC 7t VPC 11|01 HZZ d™dlof gL Ct.

CHS2 SYs VPCel 2 14 RAS HO| Fi o@iLc,


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-aws.html

GUEY  AWS Cloud
e

e
) VPC
Connector

EKS clu5ter

O| IE C}E of|= CHE VPCUIN Al E|= EKS 22 AEE 20| FLICL O] GlolA VPC I|HZ2 EKS 22{AHE
VPC2} 74 E| & Cloud Volumes ONTAPE VPC Ztof| ¢ w|Z2ghL|Ct,

MY AWS Cloud

VPG (o NG

VP peering Connector
EKS cluster connection

RBAC £°12 MAgtL|Ct
Connector7| 22{AEHEZ ZM gl 2t2|& £ 9= E Zt Kubernetes 22{AE{0| A Connector 2&E £018H{0F gL},
CIE 7|52 AtEst2{H CHE AHsho| ZRBtL|C}.

ol 9l &

rio

L

=x
wio! 5l el 7|2 QIEE LRIt

10



AEEX] SAE FIHLIL
BlueXPE AtE0t0] AEE[X| SHAE FI5tD SHAEO|M A HE AttS ZLIETSHAEH 2EE

== 7T
21E0| Hagct.

Astra EZ|HIE MX|
Astra TridentS A X|5t2{H BlueXPd| CHSE MA| Q152 X2 8lof EHL|C.

@ Astra Trident2 A X|& 1} BlueXP= Astra Trident7} AEEZ|X| 22{AE{Q} EAISH0f 8t= XA
ZHO0| T k=l Astra Trident B E 3! Kubernetes s S Mx|ghL|Ct,

EHA|

1. ZB{AE| ofet gl ofet HiQITlS MABHLICH

11



12

TR

—

rot

712 S

o

Kubernetes 22{AEQ| 8 5l S 2 ¢ FIISHEAIL.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

AEEX] SaA

BlueXPE ArE3I0{ MEa SalA

i

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec

AJ1SledH SHRbE| HBHS A TS| C}
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verbs:
- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators
- tridentbackendconfigs

- get
- list
- watch
- Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole
apiGroup: rbac.authorization.k8s.io
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eksctl create iamidentitymapping --cluster < > --region < > —--arn
< > —-—-group "system:masters" —--username
system:node: { {EC2PrivateDNSName} }

b. S22{AE0| THE HEELICE
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kubectl apply -f <file-name>

T1E0] Cieh ID o S BHELCt.

15



eksctlS AtEEL|Ct

eksctlS At2310] 22| AE{2} BlueXP Connector?| IAM &t ALO|0f| IAM ID OHZ S AHAMSHL|C}

"TH X[E2 eksctl EEME FXSHIAIL"
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eksctl create iamidentitymapping --cluster <eksCluster> --region
<us-east-2> --arn <ARN of the Connector IAM role> --group
cloudmanager-access—group —-username
system:node: { {EC2PrivateDNSName} }

AWS-authS W& EL|C}

AWS-auth ConfigMapS X% T Zst0] BlueXP Connector?| IAM &0l RBAC HMAES Z7}8tL|Ct.
"HA| X|E2 AWS EKS HHME ExotHAIR",

otzhofl of| 7t Lot AELICE.

apiVersion: vl
data:
mapRoles: |
- groups:
- cloudmanager-access—-group
rolearn: <ARN of the Connector IAM role>
username: system:node:{{EC2PrivateDNSName} }
kind: ConfigMap
metadata:
creationTimestamp: "2021-09-30T21:09:182Z"
name: aws—-auth
namespace: kube-system
resourceVersion: "1021"
selflLink: /api/vl/namespaces/kube-system/configmaps/aws—-auth
uid: dcc31de5-3838-11e8-af26-02e00430057¢c
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"Microsoft.ContainerService/managedClusters/listClusterUserCredential

/action"
"Microsoft.ContainerService/managedClusters/read"
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@ Astra TridentE MX|& uf BlueXP= Astra Trident7t AE2|X| 22 AE{ 2} EAISHOF SH= K&
ZHO0| T =l Astra Trident BiHIE 3! Kubernetes @SS Mx|ghL|Ct,

Al ZFst7| FHoj|
RBAC "IZH E.0|2:" 1M 2 Kubernetes 2S{AE {40 iz} 22t CHEL|CE.

* 2E|El= AKS 2 AE * & HiZ5H= B2, Connector0i| CHSH A|AEIOAM SEter 22| IDS] 44| ID7}
ZRPfLICE O] ID= Azure J—FEI M AFEY = ASLIC.

19



System assigned  User assigned

A systermn assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. Y
in code. Learn more about Managed identities.

B save X Discarc 'i_:' Refresh f—‘? Got feedback?

Ohbject {principal) ID (D
‘ (c288356-adea-485b-adde-c15b5ce2cd01 T

cg?

Permissions (1)

| Azure role assignments |

* XtH| 22|=l= Kubernetes 22{AE * & FHok= B2 ATH0| A= AHEXRS| AHEX} 0| 50| ERELICY.

A
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Kubernetes 22{AE 9| MY Bl SIS flet 7|= QS S F7ISHHUAL.

£ WHELICE subjects: kind: AF2XO|E Y 2(E) MESIH HEE X HYLICH subjects:
name: A HHSHHE A|ARIN|A SEHSH 22| ID2| 7HA| ID EE= Ho0| o=l AL2Xte| AEX} 0|ES

AtERILCE

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
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resources:
- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

AEEX| S2HA

BlueXPE A5t X &A FeAE FI15t2{H & E HeHE FIHLICL

£ WHIZLICE subjects: kind: AFEXtO|E & 2(E) A8 HLE X HEYLICH subjects:
S

o
user: ?/0IA Yot CHE A|ARIO|A EEoE 22| | O] RO E ALEXIS| AR} 0| B2
AtERILICE

S
i)
d
=
O
A
rr

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:



resources:

secrets

namespaces
persistentvolumeclaims
persistentvolumes

pods

pods/exec

get
list
watch
create
delete
watch

- apiGroups:

storage.k8s.io0

resources:

verbs:

storageclasses

get
create
list
watch
delete
patch

- apiGroups:

trident.netapp.io

resources:

apiVersion:

tridentbackends
tridentorchestrators

tridentbackendconfigs

get
list
watch
create
delete
watch

rbac.authorization.k8s.1io0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-access-binding

subjects:
- kind:

name:

User
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apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident A X|

HHES AESI0] MA| Q15 S MBSt BlueXPOl|lA Astra TridentE HX[E & JY=F FLICL

eksctl create iamidentitymapping --cluster < > --region < > —--arn <
> —-—-group "system:masters" --username
system:node: { {EC2PrivateDNSName} }

2. 2 AE| #4442 ML

kubectl apply -f <file-name>

Google Cloud?| Kubernetes S2{AE 2 ALS

BlueXPE A23t0] Googled| A 22| %|= GKE(Google Kubernetes Engine) 22{AE{ 2} XHA|
22| Kubernetes 2HAEHE F7t6t 22| £ JUSLICH 2HAEE BlueXPo| 715t H
LS 27 AteS SZloF gLt

@ 0| &=0|M = _Kubernetes cluster_E AFSELICH 07| M2 GKE X XHA| 22|=|=
Kubernetes S22{AE{Q| 22 SUTILICE S2{AH Y2 40| CHE R0o|AM X|FELICH

7 AKgt

OIAEZI ER|HIE
Astra Trident2| %A H{F 47 & StLE7F 2R BLICEH BlueXPOIA Astra TridentS Z1 & M X|8tALE HOg0|EE
2 UELICH SAI2 o BTt "AFH @7 Aret2 HESIL|CH Astra TridentE A X|st7| ™

Cloud Volumes ONTAP
Cloud Volumes ONTAP= Kubernetes 22{AE 2L STt HIHA| AHE, 2 52t 5! HHIE Of2H2| BlueXP|
UC{OF BhL|CH "M CTHAE 22{H Astra Trident 2A 2 0| SEIL|CH",

BlueXP 7{4/E]
Connector= 2%t H3tO 2 Googled|A] &% Z0[|0{0F BLICE. OF2H0f| Al XpA|S| LOFEHA|2.

HEYS #z

Kubernetes 22| AE{2 Connector Zt, Kubernetes 22{AE{2+ Cloud Volumes ONTAP AO[0f] HIER 3 HZO|
ZIQBIL|Ct, Of2HOl| Al XFM|S| LOLEAA|L,
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> Google Cloud

!’"* WVirtual private cloud
=
1 _________________________ i |
Connector
Kubernetes
cluster
3

RBAC 5¢ls ALt

RBAC ZZ2 AD(Active Directory)7t 2A3}HEl Kubernetes 22{AE{0|MTH MM EIL|CH ADSE AFSHX| b=
Kubernetes 22{AEHE= A3 2 A2 2 SatefL|Ct.

Connector?t 2 AE S Z4M 51 228 & Q= ZE Z Kubernetes S2{AE{0|M HUE HEts £0l8H{0fF SHL|CT.

HH A =

A 5 S

gie gl E2i0)= 7|2 o150t T eeh|Ct.

AEE|X| S2AE XJfELICH
BlueXPE AtE35t0| AER|X| A E F7I5t0 S2{AEO|A A= HA At S DL|E{RISt2H A=l
Q50| HgtL|Ct.

Astra EZ|HIE MX|
Astra TridentS A X|5t2{ ™ BlueXPOl| CH$t FA| 2152 H|2d8l{ofF EhL|Ct.

@ Astra Trident2 MX|g 1} BlueXP+= Astra Trident7t AE2|X| 22{AE| 2} EAISHO} M= K&
ZHO| X2 El Astra Trident BAI= 5! Kubernetes S E A X|gfL|C}.

AlZESE2| Hof|
£ =2 #HYLICt subjects: name: YAML IO A BlueXP 115 IDE 0OF BfL|CY,
157 ID= OHE F 74| 2 & StLIZ &2 &+ JSLICE

* B AME:
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gcloud iam service-accounts list
gcloud iam service-accounts describe <service-account-email>

* of MHIA AE MR & E SEIYLI "2CtRE 25"

| —

< Cloud Manager Service Account
DETAILS PERMISSIONS KEYS METRICS LOGS

Service account details

Name

=1OUd vidgNage’ >elVice ACCOount aAYE

i st SAVE

Ema

cloudmanager-service-accouni@cloudsync-dev-214020.i1am.gserviceaccount.com

Unigque ID
102217358851946603443

THA|

SeAH g2 2l AE Hiolds MRt
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Kubernetes 22{AE{Q| 8] 5! S Z 2ot 7|2 QB2 FIISHYA|

£ WHELICE subjects: kind: AFEXFO|E 5l 2(8) AHE5H
name: QSE AMH|A AH| 17 IDE AHEEL|C.

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L}

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:
T
resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
— Create
- watch
- apiGroups:
- storage.k8s.io

resources:

x~
S

St
=

LIC} subjects:



- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

AEEX] SaA

BlueXPE AtE3t0] M4 SUAS FItoteH ety ASS &7t

£ WHELICE subjects: kind: AFEX OIS Sl S(E) AHEStH

user: QUSE MH|A AHe| 17 IDE AHEEL|CE

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:

of

HE X[ HYLICE subjects:

29



30

- secrets

— namespaces

- persistentvolumeclaims

- persistentvolumes

- pods
- pods

- get
- list

/exec

- watch

- Create
- delete
- watch

apiGroups:

- storage.k8s.io

resources:

- storageclasses

verbs:
- get

- Create

- list

- watch
- delete
- patch

apiGroups:

- trident.netapp.io

resources:

- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list

- watch

- Create
- delete
- watch

apiVersion: rbac

.authorization.k8s.1i0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-ac

subjects:

kind: User
name:
apiGroup:

cess-binding

rbac.authorization.k8s.io0o



roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident A X|

HHES ALE5I0 TH| 21E 2 M35t BlueXPO|M Astra TridentE AX|g &~ YT S SLICEH

kubectl create clusterrolebinding test --clusterrole cluster-admin
--user <Unique ID>

2. 2 AHO| S HEYLICL

kubectl apply -f <file-name>

OpenShifte| Kubernetes 22{AE QAL

BlueXPE A235}t0{| XtA| #2|Z|= OpenShift Kubernetes 22{AEE FItstn 22|g £
UEL|CE SHAEE BlueXPO| F£7}512{H CH2 27 AF2E SZ60fF gL Ct.

7 At
OIAERZI ER|HIE
Astra Trident2| %A HHF 47 & StLE7F 2R BLICEH BlueXPO|A Astra Trident2 Z1 & MX|8}ALE H 0| EE

= ASLICH L2 oiof STt "AFE @71 Arets HEZLICH Astra TridentS & X517 ™

Cloud Volumes ONTAP

Cloud Volumes ONTAPE Z2{AE{0]| CHSH BHAlE AEE|X|2 A0 SHLICH "7 A CHAIE HE{H Astra
Trident 2A 2 O|STtL|CH".

BlueXP 7{4!E]
Kubernetes 22{AEE 71X 210 2t2|6t2{™ BlueXP Connector?t Z Q8HL|Ct. M| ConnectorS THS 7Lt
StRE I ZXtof| CHet 4 HBH0| A= 7|1Z Connectors AFESHOF LT,
° IIAWS ;_ILJ!E_I!I
* "Azure F{4lE{"
» "Google Cloud Connector"
HEYZ A&

Kubernetes 221 AE{2t Connector Zf, Kubernetes 22{AE{2} Cloud Volumes ONTAP ALO|0f| HIES|3 HZOQ|
et
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RBAC #3t0| = Kubernetes 714 I (kubecononfig)

OpenShift 22 AEE 7t 2{H LHE 7|53 4siot= o 2R RBAC #HeH0|

U= kubecononfig IH 0|
ZLQetL|Ct kubecononfig IS MM BtL|CY,

- il 9l E): wiol 9l =olo| 7|2 QISTH e,
+ AE2|X| A X7} BlueXPE A0 AE2IX| ZAAS X7I01T S2AAE{ M HASO| HY AS
BUIE{Zot2 S SR E 150 WRELICH

* Astra Trident 2 X|: BlueXPOl| Astra TridentS A X|5t2{H FA| 1= S M| 280 SfL|Ct.

@ Astra Trident2 A X|& 1} BlueXP= Astra Trident7t AEE|X| 22 AE{Q} EAISH0f 8t= XA
Z=HO0| SHEl Astra Trident BiYIE 2! Kubernetes &S 2 M X|shL|C},

kubecononfig It S MM eHL|C}
OpenShift CLIE AH8610{ kubeconF 2t IHU S THS0] BlueXPE 7t ZL|Ct
THA|

1. 22| AEX7t e 32 URLAHIAM OC 21912 AF23H0] OpenShift CLIO 2
2. Ct21 20| MH|A A™ES MoetLct

|Iol-

FLICt.

a. OC-SERVICE-ACCOUNT.YAMLO|2H= MH|A AIE MU S MM BT

2o w2t 0|5 W HIFAHO|AZ ZFEILICE o7[of| M HETH A2 Ch3 TN Seet HE ArY
HEdloF SfLCt.

o

oc-service-account.yaml

apiVersion: vl
kind: ServiceAccount
metadata:

name: oc-service-account
namespace: default

a. Mb|2 AH =g

1o
kubectl apply -f oc-service-account.yaml

3. QI QF Artof wat AFZ Xt X A HilY S BHELICH

a. OC-clusterrobinding.YAMLO|2}= ClusterRoleBinding It S 2HEL|LCE,
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oc-clusterrolebinding.yaml

b. S22{AH0| 2Rt RBAC 5§22 FdRtLC

33



34

TR

—

rot

712 S

o

Kubernetes 22{AEQ| 8 5l S 2 ¢ FIISHEAIL.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cloudmanager-access-clusterrole
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default

AEEX] SaA

BlueXPE ArE3I0{ MEa SalA

i

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec

AJ1SledH SHRbE| HBHS A TS| C}
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verbs:

get
list
watch
create
delete
watch

- apiGroups:

storage.k8s.io

resources:

verbs:

storageclasses

get
create
list
watch
delete
patch

- apiGroups:

trident.netapp.io

resources:

apiVersion:

tridentbackends
tridentorchestrators
tridentbackendconfigs

get
list
watch
create
delete

watch

rbac.authorization.k8s.

kind: ClusterRoleBinding

metadata:

name: k8s-access-binding

roleRef:
apiGroup:

rbac.authorization.k8s.

kind: ClusterRole
name: cloudmanager—-access-clusterrole

subjects:
- kind:

name:

ServiceAccount

oc-service—-account

namespace: default

Trident & X|

io/vl

io



M| 22| Xt HetE 205t BlueXPOl|A| Astra TridentS MX|g £ JA&LICE

= T

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: cloudmanager-access-clusterrole
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: oc-service-account
namespace: default

c. S2{AH AL HiQld S MEL|Ct,
kubectl apply -f oc-clusterrolebinding.yaml
4. '<context>'2(E) A0l Mt HHAER CHH[SI0] MH[A AE LSS LiGRL|CE

kubectl get serviceaccount oc-service-account --context <context>
--namespace default -o Jjson

"secrets": [
{ "name": "oc-service-account-dockercfg-vhz87"},
{ "name": "oc-service-account-token-r59kr"}

]

Mg B ol 2t @ A0f TSt X|4= 092 AZHEILICE. 2]9| 6f|0flAf OC-SERVICE-ACCOUNT-dockercfg-vhz87
olEl A= 00|11 OC-SERVICE-ACCOUNT-TOKEN-r59kr Q1AL 1Q]L|Ct Z2{0flA] "token"O|2H= £Hof 7}
ZoE MH[A A 0| 2] IHAE J|F6l FLICL.

5. Ct2 3t 20| kubecononfigE A A etL|Ct.
a. create-kubecononfig.sh IS THEL|Ct C2 ATZE A|ZF 229 token_indexZ SHIZ o2
i LICE.

create-kubeconfig.sh
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Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

T

anything else here.

SERVICE ACCOUNT NAME=oc-service-account
NAMESPACE=default

NEW CONTEXT=oc

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE0f| M8 HHS AA SHUAL.

=

source create-kubeconfig.sh

A
=
ZIE ALY

LIC} kubeconfig-sa IIY - BlueXPO| OpenShift 22 AEE FIte 4 JUSLICE
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Kubernetes 22{AE &7}

BlueXP0|| Amazon Kubernetes 22{AE{S Z7}8tL|C}

Kubernetes 22{AEE ZAMSIT BlueXPZ 7142t EF 252 Amazon S30]| Bidgh &~
U&L|CE.
S AEZ ZHMSHL|C}

Kubernetes S2{AE{S 2t 22| EE= XA 22| = JASLICEH 22| i S2{AEE HAUl0fR 7t E
ol&L|C}
M- .

A
1. Canvas * Ol M * Zt¢] 24 &7t * £ Z2igtLct.

2. Amazon Web Services * > * Kubernetes Cluster * > * Discover * £ MEHSHL|LC}.

B aws 0

v

Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises

Select Type

Cloud Volumes ONTAP , o
Discover Existing Add new

© ©

Cloud Volumes ONTAP HA . .
[_High Availability

Amazon FSx for ONTAP 5 s
High Availability

B e =
Any

MEHSETT * Next *

i
il
u
g'_l-
il
iul

3. Discover Cluster *

=
=
4. AWS K|9S MEHSI T Kubernetes 2 AEE MEHSH S * L2 * 2 S2IStL|CT
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Add Existing Kubernetes Cluster

Instance Profile

Account Details

Discover a Kubernetes Cluster

642991768967
Account ID

Switch Account

Choose an AWS region and then select a Kubernetes cluster.

AWS Region

US West (M. California) -

1 Cluster

Status - Kubernetes Version

| Kubernetes Cluster Name

° eksTest active 1.21 vpc-5825393a

21

BlueXP= Kubernetes 22{AE{ZE CanvasO Z=7tgtL|C}.

o
\"‘

Kubrerrmies 1
5 15 Gia
I'k"\-\.

Walurmes Capacity aws

S AEHE 7H4SLIC

Kubernetes 74 OIS AFESH0 XA 22| &= Kubernetes 22 AEE 7142 £ JASLICE

T

1. Canvas * 0| A * 2 otF 37t * § S2/9tLCt.

2. Amazon Web Services * > * Kubernetes Cluster * > * Discover * & MEHSIL|C},
3. EHAE 17| * E MEfst * CHg * 2 SEIBL|Ct
4

. YAML &419] Kubernetes 714 IS A2 =%HL|CY.

fjo
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Add Existing Kubernetes Cluster Import Kubernetes Cluster

Upload a Kubernetes configuration file that's in YAML format

Kubernetes configuration file

minicubeconfig.txt ‘ T upload

1 cluster Q

| Kubernetes Cluster Name % | Kubernetes Type + | Kubernetes Version

° test2 Self Managed v1.24.0

3. Kubernetes 22{AEHE MEISIT * Next * & S2/eLILCE

21

BlueXP= Kubernetes 22{AEZ CanvasOl| Z7}gtL|C}

Azure Kubernetes 22{ AEE BlueXPO| =7}stL|C}

Kubernetes 22 AEE M3t BlueXPE 71Xt 1 E82 Azurelf| Bilgh & Q&L|LCT.

H= AN
S AES HAMBLICE

Kubernetes 22{AEE 2tHSHA| 22| E= KA 22 = UESLICH 22| A 22 A E ZAMs{oft 7t S
USLICt
CHA|

1. Canvas * Of| A * Xt =tA F7t* E Z2IgtL|C}

-

2. Microsoft Azure * > * Kubernetes Cluster * > * Discover * S MENSIL|CT.
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‘l ° aws

Microsoft Azure

Cloud Volumes ONTAP

Single Node

Cloud Volumes ONTAP HA

High Availability

Azure NetApp Files

High Availability

Kubernetes Cluster

Amazon Web Services

) ==

Google Cloud Platform On-Premises

Select Type

Discover Existing Add new

Add new

Discover Existing

Discover

Discover

3. Discover Cluster * £ MEHSI * Next * £ 22I8tL|C}.

4. Kubernetes 22{AHE ME{stD * CHS * S S2lLICE
Add Existing Kubernetes Cluster Discover a Kubernetes Cluster
AzureKeys Subscription1

Credential Name

3 Kubernetes Clusters

Kubernetes Cluster Name

° Cluster_1 » Active
Q Cluster_2 » Active
() Cluster_2 u Active

Switch Azure Subscription

Azure Subscription

Select a Kubernetes cluster.

Kubernetes Version % | Resource Group

10.2.23.36 Cell text Cell text
10.2.23.36 Celltext Cell text
10.2.23.36 Cell text Cell text

21

BlueXP= Kubernetes 22{AE{ZE CanvasOl Z=7}8fL|C}.
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MyK8sCluster
Kubernetes

56 125TiB
Volumes Capacity I]

S AEE 7H4SLICE

Kubernetes 74 O} S AFE S0 XHA| 22| &= Kubernetes 22 AEHE 7142 £ JASLICT

AlZfot7| ol

Kubernetes 22{AEHE 718 S AE g YAML IHof| X| ™=l A Xto]| Cist Q1= 7|2t S210|YE 7| &
S20|HE 2SN 2B MII LRELICE Kubernetes 22 AE ZH2|X}= Kubernetes 22{AE 0| A AFEXIE MM

o olz{et 215 S AELCt.

CHA|

1. Canvas * Of| A * =] &t A F71 * £ Z2IEHL|CL,

2. Microsoft Azure * > * Kubernetes Cluster * > * Discover * £ MEHSIL|C},
3. ZPAE JHH Q7| * 2 MENSHT * 1S * 2 Sa3tL|C}.

=

=2 =
4. YAML EA!9| Kubernetes 7 Mt S A2 =8|},

St

E

Add Existing Kubernetes Cluster Import Ku bernetes Cluster

Upload a Kubernetes configuration file that's in YAML format

Kubernetes configuration file

minicubeconfig.txt T Upload
1 cluster
| Kubernetes Cluster Name : | Kubernetes Type + | Kubernetes Version
° test2 Self Managed v1.24.0

5. Kubernetes 22{AE Z2|X17t M3 et S2{AE ASANE A2 CL
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Upload Cluster Certificates

To complete the import, upload the following cluster certificates.

Certificate Authority

AL
Client Key

T,
Client Certificate

T,

21

BlueXP= Kubernetes 22{AE{ZE CanvasOll Z=7}&fL|C}.

BlueXP0ll Google Cloud Kubernetes 22{AEE FItetL|Ct

Kubernetes 22{AEE AMSID BlueXPE 712t E+ SES Google Cloudof| BHeh 4~
oIAL|C},
M-

SHAHE HMPLICE

—

Kubernetes S2{AE S 25| 22| L= XHA| 22| 4= JASLICH 22| e SHAE S JAsofet 712 =
olALICH
M H .

|
1. Canvas * Ol * 2t} &t It * & S=/gLICH

2. Google Cloud Platform * > * Kubernetes Cluster * > * Discover * & ME{L|C},
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Single Node

Cloud Volumes ONTAP HA
(_ High Availability )

Cloud Volumes Service
High Availability

Kubernetes Cluster

& Lo D
Microsoft Azure Amazon Web Services Google Cloud Platform
Select Type
Cloud Volumes ONTAP

Discover Existing

Discover Existing

On-Premises

Discover Cluster * £ MEHSI D * Next * &

C}Z Google Cloud ProjectOf|Af Kubernetes 22{AE S MEHSIHH * TZHE

ZEMES MefgLITt




Edit project

Google Cloud Project

Default project

= = o o S
5. Kubernetes SHAEE MEist * [} * 2 SEIELICH
Discover a Kubernetes Cluster
CloudSync-Dev
|
Google Cloud Project
Select a Kubernetes cluster.

3 Clusters Q
Kubernetes Cluster Name Kubernetes Version Location
cluster-1 * Running 1.21.6-gke. 1500 default us-centrall-c
test-cluster-1 * Running 1.20.10-gke. 1600 default us-centrall

kerengke1702 * Running 1.21.6-gke. 1500 default europe-west3
21

BlueXP= Kubernetes 22{AE{Z Canvas0i| £7}gtL|C},
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MyK8sCluster
Kubernetes

56 12.5TiB

Volumes Capacity 3

S AEES 7HE4SLIC

Kubernetes 7+ IIY S AFE5H0 XN 22| 2| = Kubernetes 22 AHE IS 4 JUSLICH

Kubernetes S2HAEE 7t {H SHAE HY YAML IHof| X[ El ALSXHo]| EHE 21F 7|8, 2EI0IME 7| &
S2t0|HE Q1B A QB M7t HRBLIC Kubernetes S22 AEH Za|X= Kubernetes 22{AEM ALSXIE M S
m o|2{%t Q1E5 S BHELICEH

o

1. Canvas * Ol M * Zted &4 F7t* £ Z=/atLCt

2. Google Cloud Platform * > * Kubernetes Cluster * > * Discover * & ME{S}L|C},
3. 2MAH 77| * E Mefstn * OHE * £ 22t
4

. YAML &Al9| Kubernetes A MAS A2 =8t |Ct,

Add Existing Kubernetes Cluster Import Kubernetes Cluster

Upload a Kubernetes configuration file that's in YAML format and has the extension “.txt”, “.kubeconfig”, or “.config"

Kubernetes configuration file

KubConfig txt 1, Upload
3 Kubernetes Clusters Q
Kubernetes Cluster Name ¢ | Kubernetes Type s \ Kubernetes Version
Q@ Clustern ™ 10.2.23.36
() Cluster2 ™ 10.2.23.36
() Cluster 2 [z 10.2.23.36
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21

BlueXP= Kubernetes 22{AEE CanvasOfl Z=7tgfL|C}.

OpenShift 22{AEE BlueXPZ 7N ZL|Ct

XHA| 22| == OpenShift 22{AE E BlueXPE 7tX2t G+ 2ES2 22t

oH

= AL

-IO

SHAHE 74 SLCt
Kubernetes 74 O 2 AFE S XA 22| k= Kubernetes 22 AEHE 712 £ JASLICEH

AlZst7| o
OpenShift 22{AE & 7t4 27| Tof| ttZ0| 2Lt

 EHAO| OHE I TSIt I "kubecononfig IS A A S| T,
* 2 AH Chst S 215 7[2H(0l: ca.crt), 22t0|HE F|(0ll: tis.key) X E2I0|HE QIZ(0: tls.crt) Tt

|

- Canvas * 0| M * & 2t 371+ & MELICH
.I

—_

x|
22t ZZXHE MEfst D * Kubernetes Cluster * > * Discover * £ MEHSIL|CE,

SHAH M|+ E MESt = * LhF * 2 WERLC)

A w0 DN

£ U2 BHL|Ct kubeconfig-sa Ol BHE THY "kubecononfig It S MM BHL|CH. Kubernetes 22{AE S
MEHSET * Next * S MEHSIL|CE,

Add Existing Kubernetes Cluster Import Kubernetes Cluster

Upload a Kubernetes configuration file that's in YAML format

Kubernetes configuration file

| minicubeconfig.txt ‘ T Upload

1 cluster Q

| Kubernetes Cluster Name : | Kubernetes Type + | Kubernetes version

o test2 Self Managed v1.24.0
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Upload Cluster Certificates

To complete the import, upload the following duster certificates.

Certificate ALThority

+

—
Cliant ey

XL
Client Cartificate

A

21

BlueXP= Kubernetes 22{AE{E Canvas0i| £7}gtL|C},
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Kubernetes 2c{AE 22

Astra Trident Zt2|

CanvasO| Zt2|=|= Kubernetes 2HAEE F71ot £ BlueXPE AL25 2 2tk| = Astra
Trident &X|E 2QI5t7LE, Astra TridentE £ 4 HM Q2 AX| L= P2 0| E5ALL, Astra
TridentE HAHE &+~ JASLICE

BlueXP2| Astra Trident

BlueXPO| Kubernetes 22{AEHE F7I5t = 7HR H|O|X|0| M Astra Trident X Kubernetes 22{AEHE 22| &
UELICH 7L HO|X|E E2{™ CanvasOi|A] Kubernetes 2 &tAZ &= H SelgtL|C},

=) Install Version Z
@ ) Installed ersion 22.10.0 o INFCRMATION
Astra Trident Stagu Astra Trident Vat r —

Kubernetes Cluster

Capacity Distribution

@ 1 2 Kubernetes Cluster Status: @ On
| ——

Kubernetes Type: EKS
12525 TiB 8015 TIE View Backup

B Used Capaciy Kubernetes Cluster Version: 1.25.4

Working Environment ID: Working Environ...

E Persistent Volumes E o VPC: Kubernetes_cluster_vpc

View Volumes | Add Storage Class

Astra Trident H™ X| &

Trident HAAXIE AF2SH0] B =l 7HEF 2| A HF 9| Astra Trident & StLb (45 == Hrom AHE AFE)7F 2 QBHL|Ct.
Astra Trident7t AX|E|X| &LUHLE SSHE|X| b= HT | Astra Trident?t MX| 2l AL S AE 2ot TX|7t
HA|ELICE

£ M2t =5l Astra Trident tridentctl 2(£) X IZ|X| EELICH £ AMESH0] Astra
TridentE &%t AL tridentctl, BlueXPE AL2510{ Kubernetes 22{AEE #2[SH7LL Astra

@ TridentS RMAE = YSLICH 2HEA| SHOf RILICH S AHESHO| Astra TridentE +522
MAKELICH Trident 2 At 2= 2(8) AHE 5= BlueXPO|A| Astra TridentS A X[SHALE
20| =gtL|Ct.
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