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Permissions Trust relationships Tags Access Advisor

~ Permissions policies (1 policy applied)

Policy name

- Cloud-Manager-ConnectorCloudManagerPolicy
Policy summary | [] JSON | Edit policy
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° EC2: ME

o EKS: ListClusters

o EKS: DescribeCluster

° |AM:GetlnstanceProfile & & ZE8HAAIQ
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io
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apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec
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verbs:
- get
- list
- watch
- Create
- delete
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- get
- Create
- list
- watch
- delete
- patch
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
- tridentorchestrators
- tridentbackendconfigs

- get
- list
- watch
- Create
- delete
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: Group
name: cloudmanager-access—-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole
apiGroup: rbac.authorization.k8s.io
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eksctl create iamidentitymapping --cluster < > --region < > —--arn
< > —-—-group "system:masters" —--username
system:node: { {EC2PrivateDNSName} }

b. S22{AE0| THE HEELICE
kubectl apply -f <file-name>
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eksctl create iamidentitymapping --cluster <eksCluster> --region
<us-east-2> --arn <ARN of the Connector IAM role> --group
cloudmanager-access—group —-username
system:node: { {EC2PrivateDNSName} }
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apiVersion: vl
data:
mapRoles: |
- groups:
- cloudmanager-access—-group
rolearn: <ARN of the Connector IAM role>
username: system:node:{{EC2PrivateDNSName} }
kind: ConfigMap
metadata:
creationTimestamp: "2021-09-30T21:09:182Z"
name: aws—-auth
namespace: kube-system
resourceVersion: "1021"
selflLink: /api/vl/namespaces/kube-system/configmaps/aws—-auth
uid: dcc31de5-3838-11e8-af26-02e00430057¢c
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"Microsoft.ContainerService/managedClusters/listClusterUserCredential

/action"
"Microsoft.ContainerService/managedClusters/read"
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o
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2|10 CHE VNETOl| A A3ik|= Kubernetes 22 AEE 20 &= EE CHE 0|7t /JLELICE O] A|KA D|o{&l2
Kubernetes 22{AE{2] VNET2t 7{9lE{ 2 Cloud Volumes ONTAPE VNET 7t9| HZS H|ZEtL|Ct.

<— =» » \Virtual network <:- =# » Virtual network
Peerng
- > Connector
kKubernetes
cluster
-@x HITPS

RBAC 52/ ALt

RBAC A& 2 AD(Active Directory)7t A SHEl Kubernetes S2{AE{0|A3F AHEIL|CE ADE AFSHX| Q=
Kubernetes 22AE = A& S XS 2 SatgfLCt.

Connector?t 2HAEE AM 8l 22|e 4= JAEF 2 Kubernetes 22{AE{0|M F{4E| S S2I0HO0F BiLICE

=

H%-IEIIE

-

= —||_'I
o] 9l =elo= 7|2 QIEH WRL|C

AEEX] SAE FIHRLIL

—= T

BlueXPE AtE0I0] AER[X| SHAE FI5tD S AEO|M MAES| HE AtS ZLIETSHAEH 2EE
Q10| 2RLCt

Astra EZ|HIE MX|

Astra TridentE A X|5}2{™ BlueXPo| it MA| Q1= S X|28H0F SfL|C}.

@ Astra TridentE MX|& tf BlueXP= Astra Trident7t AE2|X| 22 AE{ 2} EAISHOF SH= K&
ZHO0| Z =l Astra Trident B E 3! Kubernetes @SS MX|ghL|Ct,

A Zst7| Fof|
RBAC "IZH E.0|2:" 1M 2 Kubernetes 2S{AE {40 iz} 22t CHEL|CE.

* 22|El= AKS 2 AE * & HiZZ5H= B2, Connector0i| CHSH A|AEIOAM SEtet 22| IDS] 44| ID7}
ZRPfLICE. O] ID= Azure J—FEI M AFEY = ASLIC
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System assigned  User assigned

A systermn assigned managed identity is restricted to one per resource and is tied to the lifecycle of this resource. Y
in code. Learn more about Managed identities.

B save X Discarc 'i_:' Refresh f—‘? Got feedback?

Ohbject {principal) ID (D
‘ (c288356-adea-485b-adde-c15b5ce2cd01 T

cg?

Permissions (1)

| Azure role assignments |

* XtH| 22| == Kubernetes 22{AE * & F&Hok= B2 ATHO| A= AHEXRS| AHEX} 0|F0| ERELICY.

A
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Kubernetes 22{AE 9| MY Bl SIS flet 7|= QS S F7ISHHUAL.

£ WHELICE subjects: kind: AF2XO|E Y 2(E) MESIH HEE X HYLICH subjects:
name: UHA HHSHHE A|ARIO|A SEHSE 22| ID2| 7HA| ID EE= Ho0| o=l AL2Xte| ALEX} 0|ES

AtERILCE

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec

- get

- list

- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io

15
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resources:
- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

AEEX| S2HA

BlueXPE A5t X &4 FeAE FI15t2{H & E HeHE FIHLICL

£ WHIZLICE subjects: kind: AFEXtO|E & 2(E) A8 HLE X HELICH subjects:
S

o
user: ?/0IA Yot CHE A|ARIO|A EEoE 22| | TS| RO E ALEXIS| ALEX} 0| B2
AtERILICE

S
i)
d
=
O
A
rr

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:



resources:

secrets

namespaces
persistentvolumeclaims
persistentvolumes

pods

pods/exec

get
list
watch
create
delete
watch

- apiGroups:

storage.k8s.io0

resources:

verbs:

storageclasses

get
create
list
watch
delete
patch

- apiGroups:

trident.netapp.io

resources:

apiVersion:

tridentbackends
tridentorchestrators

tridentbackendconfigs

get
list
watch
create
delete
watch

rbac.authorization.k8s.1io0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-access-binding

subjects:
- kind:

name:

User

17



apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident A X|

HHES ABSI0] MA| Q15 S MBSt BlueXPOl|A Astra TridentE HX[E & JY=F FLICL

eksctl create iamidentitymapping --cluster < > --region < > —--arn <
> —-—-group "system:masters" --username
system:node: { {EC2PrivateDNSName} }

2. 2 AE| #4442 ML

kubectl apply -f <file-name>

Google Cloud?| Kubernetes S2{AE 2 ALS

BlueXPE A23t0] Googled| A 22| %|= GKE(Google Kubernetes Engine) 22{AE{ 2} XHA|
22| Kubernetes 2HAEHE F7t6t 22| £ JUSLICH 2HAEE BlueXPo| 715t H
LS 27 AteS SZloF gLt

@ 0| &=0|M = _Kubernetes cluster_E AFSELICH 07| M2 GKE X XHA| 22|=|=
Kubernetes S22{AE{Q| 22 SUTILICE S2{AH Y2 40| CHE R0o|AM X|FELICH

7 AKgt

OIAEZI ER|HIE
Astra Trident2| %A H{F 47 & StLE7F 2R BLICEH BlueXPOIA Astra TridentS Z1 & M X|8tALE HOg0|EE
2 UELICH SAI2 o BTt "AFH @7 Aret2 HESIL|CH Astra TridentE A X|st7| ™

Cloud Volumes ONTAP

Cloud Volumes ONTAP+= Kubernetes 22{AEQ} S E|HA| AE, &Y =7F 2 7{4IE ot2i2| BlueXPo|
UC{OF BhL|CH "M CTHAE 22{H Astra Trident 2A 2 0| SEIL|CH",

BlueXP 7{4E
Connector= 2R3t #HPt2 2 GoogleOl|A &2l Z0|0{0F RrLIC}. Of2{0fl A X[A|S| LOE AL,
HE{3 AZA

Kubernetes 22| AE{2 Connector Zt, Kubernetes 22{AE{2+ Cloud Volumes ONTAP AO[0f] HIER 3 HZO|
ZIQBIL|Ct, Of2HOl| Al XFM|S| LOLEAA|L,
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RBAC 2=

BlueXP= Active DirectoryE AtE3%t= RBAC X[ 22 AHE X|2LICt 2t GKE 22 AEOICE BlueXP
Connector H&0| 5{7tx|0OF BFL|C}. Oz A KEA|S| LOFEMA| L,

Ll
|

HEE S ZH|ghLlct

Kubernetes 22{AE]

z st #sto| Q= 7|Z ConnectorE AFESHOF BHL|CE.

M HUEIZ By

J

olef &=

* "J|& Linux @A E HUYE

7|Z Connectordl 22

el

—

HO|X| gH $

[ PNE=1

st

I

ZhEE|=l=

GKE 22 AEZ AM3SI2{H Connector?| AF2XA X|H I&tg

22 Argstof

container.clusters.get

container.clusters.list

HERZ 27 MS

Kubernetes

* 2k Kubernetes 22 AE{0|=

Connector2&.E QIHIRE

S 2{AE{Q} Connector Zt, Kubernetes
Volumes ONTAP A|AH! ZH|| I ER3 HES

* Connector= X E 4432 £l Zt Kubernetes

O| HZZ2 HBdt= 7HE ZtTtst BHH S Kubernetes
ONTAPE &5t AYLICEH O™X
ClE2 st vPCel 2t 1 QA E HO &= o)

NEPN

—

GKE Z2Z{AE Z4)

P
+H5

& * m|o|X| =2 O| S&LCt.

Rl ogro| metel mAE

I
jini
o

m

ot
r
il

Salgot.

S AE S A

HMSotiof L.

S AHOf Tt OFREIRE

£ AMstn #2|st2H Google®| BlueXP Connector?t 2 QtLICt A ConnectorE T

L} =%

o

AE AEZX|E

HZO| A0{0F gLt

HES 7HX| 2

H|33h= Cloud

21010F BHL|ct

S AE 2 Z2 VPCOH| Connector?} Cloud Volumes
| 2o C}2 ypC ZH| ]1|o13| HAS MA

o —_=22

L|C}.

&otiof L.

S HLE
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> Google Cloud

!’"* WVirtual private cloud
=
1 _________________________ i |
Connector
Kubernetes
cluster
3

RBAC 5¢ls A&t

RBAC ZZ2 AD(Active Directory)7t 2A3}HEl Kubernetes 22{AE{0|MTH MM EIL|CH ADSE AFSHX| b=
Kubernetes 22{AEHE= A3 2 A2 2 SatefL|Ct.

Connector?t 2 AE S Z4M 51 22|84 QIEZE Z Kubernetes S2{AE{0|M HUE HEts £0l6H0fF SHL|CT.

HH A =

Y B S

gie gl E2i0= 7|2 o150t T eph|Ct.

AEE|X| 2AE XJfELICH
BlueXPE AtE35t0| AER|X| 22HAE F7I5t0 S2{AEO|A A= HA A S DL|E{RISt2{H A=l
Q=0 HgtL|Ct.

Astra EZ|HIE MX|
Astra TridentS A X|5t2{ ™ BlueXPOl| CH$t FA| 2152 H|2sl{of EhL|Ct.

@ Astra Trident2 MX|g 1l BlueXP+= Astra Trident7t AE2|X| 22{ AE 2} EAISHO} M= XA
ZHO| X2 El Astra Trident BAI= 5! Kubernetes S E A X|gfL|C}.

AlZESE2| Hof|
£ =2 #HYLICE subjects: name: YAML IO A BlueXP 115 IDE 0OF fL|CY,
157 ID=E OHE F 74| 2 & StLIE 82 &+~ JSLICE

* B AME:
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gcloud iam service-accounts list
gcloud iam service-accounts describe <service-account-email>

* of MHIA AIE MR & E SEYLI "2CtRE 25"

| —

< Cloud Manager Service Account
DETAILS PERMISSIONS KEYS METRICS LOGS

Service account details

Name

=1OUd vidgNage’ >elVice ACCOount aAYE

i st SAVE

Ema

cloudmanager-service-accouni@cloudsync-dev-214020.i1am.gserviceaccount.com

Unigque ID
102217358851946603443

THA|

S0AH g2 2l AE Hields MRt
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Kubernetes 22{AE{Q| 8] 5! S Z 2ot 7|2 QB2 FIISHYA|

£ WHELICE subjects: kind: AFEXO|E 5l 2(8) A5
name: QSE AMH|A AH| 17 IDE AHEEL|C.

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

L}

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:
T
resources:
- persistentvolumes
verbs:
- list
- watch
- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
— Create
- watch
- apiGroups:
- storage.k8s.io

resources:

x~
S

St
=

LIC} subjects:



- storageclasses
verbs:
- list
- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
subjects:
- kind: User
name:
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

AEEX] SaA

BlueXPE AtE3t0] M4 SA S FIoteH et ASS 7t

£ WHEL|CE subjects: kind: AFEX OIS 8l S(E) AHEStH

user: QUSE MH|A AHe| 17 IDE AHEEL|CE

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:

of

HE X[ HYLICE subjects:
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- secrets

— namespaces

- persistentvolumeclaims

- persistentvolumes

- pods
- pods

- get
- list

/exec

- watch

- Create
- delete
- watch

apiGroups:

- storage.k8s.io

resources:

- storageclasses

verbs:
- get

- Create

- list

- watch
- delete
- patch

apiGroups:

- trident.netapp.io

resources:

- tridentbackends
- tridentorchestrators

- tridentbackendconfigs

- get
- list

- watch

- Create
- delete
- watch

apiVersion: rbac

.authorization.k8s.1i0/v1l

kind: ClusterRoleBinding

metadata:

name: k8s-ac

subjects:

kind: User
name:
apiGroup:

cess-binding

rbac.authorization.k8s.io0o



roleRef:
kind: ClusterRole
name: cloudmanager—-access-clusterrole

apiGroup: rbac.authorization.k8s.io

Trident A X|

HHES ALE5I0 TH| 21E 2 M35t BlueXPO|M Astra TridentE AX|g &~ UL S SLICEH

kubectl create clusterrolebinding test --clusterrole cluster-admin
--user <Unique ID>

2. 2 AHO| S HEYLICL

kubectl apply -f <file-name>

OpenShifte| Kubernetes 22{AE QAL

BlueXPE A235}t0{| XtA| #2|Z|= OpenShift Kubernetes 22{AEE FItstn 22|g £
UEL|CE SHAEE BlueXPO| F£7}512{H CH2 27 AF2E SZ60fF gL Ct.

7 At
OIAERZI ER|HIE
Astra Trident2| %A HHF 47 & StLE7F 2R BLICEH BlueXPO|A Astra Trident2 Z1 & MX|8}ALE H 0| EE

= ASLICH L2 oiof STt "AFE @71 Arets HEZLICH Astra TridentS & X517 ™

Cloud Volumes ONTAP

Cloud Volumes ONTAPE Z2{AE{0]| CHSH BHAlE AEE|X|2 A0 SHLICH "7 A CHAIE HE{H Astra
Trident 2A 2 O|STtL|CH".

BlueXP 7{4!E]
Kubernetes 22{AEE 71X 211 2t2|6t2{™ BlueXP Connector?t Z Q8HL|Ct. M ConnectorS THS 7Lt
StRE I ZXtof| CHet 4 HBH0| A= 7|1Z Connectors AFESHOF FLICE,
° IIAWS ;_ILJ!E_I!I
* "Azure F{4lE{"
» "Google Cloud Connector"
HEYZ A&

Kubernetes 221 AE{2t Connector Zf, Kubernetes 22{AE{2} Cloud Volumes ONTAP ALO|0f| HIES|3 HZOQ|
et
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RBAC #3t0| = Kubernetes 714 I (kubecononfig)

OpenShift 22 AEE 7IM22{H LHE 7|53 4siot= O 228 RBAC #HeH0|

U= kubecononfig IH 0|
ZQetL|Ct kubecononfig IS MM BtL|CY,

- il 9l E): wiol 9l =olo| 7|2 QISTH e,
+ AE2|X| A X7} BlueXPE A0 AE2IX| ZAAS X7I01T S2AAE{ M HAS | HY AES
BUIE{Zot2 S SR E 150 WRELICH

* Astra Trident 2 X|: BlueXPOl| Astra TridentS A X|5t2{H FA| 1= S M| 280 SfL|Ct.

@ Astra Trident2 A X|& 1l BlueXP= Astra Trident7t AEE|X| 22 AE{Q} EAISH0f 8t= XA
Z=HO0| SHEl Astra Trident BiYIE 2! Kubernetes &S £ M X|shL|C},

kubecononfig It S MM erL|C}
OpenShift CLIE AH8610{ kubeconF 2t IHU S THS0] BlueXPE 7t ZL|Ct
THA|

1. 22| AEX7t e 32 URLAUIA OC 21912 AF23H0] OpenShift CLIO 2
2. i3 20| MH|A A™ES MoetLct

|Iol-

FLICt.

a. OC-SERVICE-ACCOUNT.YAMLO|2H= MH|A AIE M S MM etL(C

2o mf2t 0|5 W HIJAHO|AZ ZFRILICE o7[of| M HESH A2 Ch3 TN S&et HE At
HEdlof SfLCt.

o

oc-service-account.yaml

apiVersion: vl
kind: ServiceAccount
metadata:

name: oc-service-account
namespace: default

a. Mb|2 AH =g

1o
kubectl apply -f oc-service-account.yaml

3. QI QF Artof wat AFZ Xt X A HIY S BHELICH

a. OC-clusterrobinding.YAMLO|2}= ClusterRoleBinding It S 2tEL|CE,
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oc-clusterrolebinding.yaml

b. 22{AH0| 2Rt RBAC 5§22 FdRtLCH
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Kubernetes 22{AEQ| 8 5l S 2 ¢ FIISHEAIL.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
- namespaces
verbs:
- list
- watch
- apiGroups:

resources:

- persistentvolumes
verbs:

- list

- watch

- apiGroups:

resources:
- pods
- pods/exec
verbs:
- get
- list
- watch
- apiGroups:

resources:
- persistentvolumeclaims
verbs:
- list
- Create
- watch
- apiGroups:
- storage.k8s.io
resources:
- storageclasses
verbs:
- list



- apiGroups:
- trident.netapp.io
resources:
- tridentbackends
verbs:
- list
- watch
- apiGroups:
- trident.netapp.io
resources:
- tridentorchestrators
verbs:
- get
- watch
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: k8s-access-binding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cloudmanager-access-clusterrole
subjects:
- kind: ServiceAccount
name: oc-service-account

namespace: default

AEEX] SaA

BlueXPE ArE3I0{ A& A SalA

i

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: cloudmanager-access-clusterrole
rules:

- apiGroups:

resources:
— secrets
- namespaces
- persistentvolumeclaims
- persistentvolumes
- pods
- pods/exec

AJ1SledH SHREE| MBS A TS| C}
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verbs:

get
list
watch
create
delete
watch

- apiGroups:

storage.k8s.io

resources:

verbs:

storageclasses

get
create
list
watch
delete
patch

- apiGroups:

trident.netapp.io

resources:

apiVersion:

tridentbackends
tridentorchestrators
tridentbackendconfigs

get
list
watch
create
delete

watch

rbac.authorization.k8s.

kind: ClusterRoleBinding

metadata:

name: k8s-access-binding

roleRef:
apiGroup:

rbac.authorization.k8s.

kind: ClusterRole
name: cloudmanager—-access-clusterrole

subjects:
- kind:

name:

ServiceAccount

oc-service—-account

namespace: default

Trident & X|

io/vl

io



M| 22| Xt HetE 205t BlueXPOl|A| Astra TridentS MX|g £ JAELICE

= T

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: cloudmanager-access-clusterrole
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: oc-service-account
namespace: default

c. S2{AH AL HiQld S MEgL|Ct,
kubectl apply -f oc-clusterrolebinding.yaml
4. '<context>'2(E) A0l Mt HHAER CHH[SI0] MH[A AE LSS LiGRL|Ct

kubectl get serviceaccount oc-service-account --context <context>
--namespace default -o Jjson

"secrets": [
{ "name": "oc-service-account-dockercfg-vhz87"},
{ "name": "oc-service-account-token-r59kr"}

]

Mg B ol 2t @ A0f TSt X|4= 092 AZHEILICE. 2]9| 6f|0flAf OC-SERVICE-ACCOUNT-dockercfg-vhz87
olEl A= 00|11 OC-SERVICE-ACCOUNT-TOKEN-r59kr Q1AL 1Q]L|Ct Z2{0flA] "token"O|2H= £Hof 7}
ZoE MHIA A 0| 2] QIHAE 7|F5l FLICL.

5. Ct2 3t 20| kubecononfigE A A etL|Ct.
a. create-kubecononfig.sh IS THEL|Ct C2 ATZE A|ZF 229 token_indexZ SHIZ o2
b LICE.

create-kubeconfig.sh

31
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Update these to match your environment.
Replace TOKEN INDEX with the correct value
from the output in the previous step. If you

didn't change anything else above, don't change

T

anything else here.

SERVICE ACCOUNT NAME=oc-service-account
NAMESPACE=default

NEW CONTEXT=oc

KUBECONFIG FILE='kubeconfig-sa'

CONTEXT=$ (kubectl config current-context)

SECRET NAME=S$ (kubectl get serviceaccount ${SERVICE ACCOUNT NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.secrets[TOKEN INDEX].name}")
TOKEN DATA=$ (kubectl get secret ${SECRET NAME} \
--context ${CONTEXT} \
--namespace ${NAMESPACE} \
-0 jsonpath='{.data.token}")

TOKEN=$ (echo ${TOKEN_DATA} | base64 -d)

# Create dedicated kubeconfig
# Create a full copy
kubectl config view --raw > ${KUBECONFIG FILE}.full.tmp

# Switch working context to correct context
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp config use-context
${CONTEXT}

# Minify
kubectl --kubeconfig ${KUBECONFIG FILE}.full.tmp \
config view --flatten --minify > ${KUBECONFIG FILE}.tmp

# Rename context
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
rename-context ${CONTEXT} ${NEW CONTEXT}

# Create token user

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-credentials ${CONTEXT}-${NAMESPACE}-token-user \
--token ${TOKEN}

# Set context to use token user
kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \



set-context ${NEW CONTEXT} --user ${CONTEXT}-${NAMESPACE}-token

—user

# Set context to correct namespace

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
set-context ${NEW7CONTEXT} --namespace ${NAMESPACE}

# Flatten/minify kubeconfig

kubectl config --kubeconfig ${KUBECONFIG FILE}.tmp \
view --flatten --minify > ${KUBECONFIG_FILE}

# Remove tmp

rm ${KUBECONFIG FILE}.full.tmp
rm ${KUBECONFIG FILE}.tmp

b. Kubernetes 22{AE0f| M8 HHS AA SHUAL.

=

source create-kubeconfig.sh

A
=
ZIE ALY

LIC} kubeconfig-sa IIY - BlueXPO| OpenShift 22 AEE FIte 4 JUSLICE
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