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Workload 2| mwpe 2| connector 2 Managed by 2 | importance 3 | Protectionstatus = |  Protection heaith 2 Policy. 2 | Backupdestina.. = |
vm_datastore_useast., VM datastore  aws-connecior-us-ea.  n/a Critica ) Pprotected © Hesitny eps-policy-2 AWS US East (Ohio} .m
wm_datastore_uswest.. VM datastore  aws-connector-us-w.. tica! ) protected @ Healthy rps-policy-2 WS US East (Ohio} l";Drut-.n /3
vm_datastore uswest.. VM datastore  aws-connector-us-w., n/a Critica O atrisk nfa None AWS US East (Ohio] (Drmem ".\
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Protect
Assign policy to workload wm_datastore_useast 01 4719
Policies (2) | 1 selected Q L “
Policy % | Snapshot copies + | Backups s+ | Detect + | Protected workloads =
° rps-policy-1 Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekiy Primary, Extensions
Frequency \ Snapshot copies \ Snapshot copies to keep \ Backups to retain Enabled settings
Hourty Every hour at 15 mins 10 12 Detect incidents on primary
Daily Everyday at 6:10 AM 30 Take automated Snapshot copies
Weekly Every Sat, Sun, Mon at 6:10 AM 5 4 Block 3,000+ known suspicious extensions
Menthly Every 1st, 2nd, 3rd of the month at 5:10 AM 12 0
O @ Hourly, Daily, Weekly, Monthly Hourly, Daily, Weekly Primary, Extensions 2
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At risk. Protected
Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)
Workloads (23) Q 1
Workload s | Type % | Connector % | Managed by % | Importance $ | Protectionstatus & | Protection health % | Policy % | Backupdestina.. 3 |
vm_datastore_useast... VM datastora  aws-connector-us-ea..  n/a Critical @ Protacted @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical @ Protected © Healthy RPS-Policy-Importatnt  AWS US East (Qhio)
vm_datastore_uswest. VM datastore  aws-connector-us-w... nfa Critical 6 At risk n/a None AWS US East (Ohio)
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Manage policies
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Policy 3 |  Snapshot copies % | Backups $ | Detect % | Protected workloads $ | |

RPS-Policy-Critical

RPS-Policy-Importatnt

RP5-Policy-Standard

Hourly, daily, weekly, monthly
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Snapshot copy schedules

Policy name
Primary detection
Block file extensions
Backup schedules
Secondary detection
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Atrisk Protected
Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)
Workloads (23) aQ 4 Manage policies
Workload $ | Type % | Connector 2 | Managed by ¢ | Importance $ | Protectionstatus & | Protection health % | Policy % | Backup destina... 3 |
vm_datastore_useast.. VM datastore  aws-connector-us-ea..  nfa Critical @) Protected © Healthy RPS-Policy-Importatnt  AWS US East (Qhio)
vm_datastore_uswest. VM datastore  aws-connector-us-w... nfa Critical @ Protected @ Healthy RPS-Policy-Importatnt AWS US East (Ohio)
vm_datastore_uswest.. VM datastore  aws-connector-us-w..  n/a Critical @ Atrisk n/a None AWS US East (Ohio)
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Protection > Manage policies > Add policy
Add policy
Policy name Copy from existing policy
test-policy [P setect
Primary storage
Snapshot copy schedules Wet ~
Primary detection Disable ~
Block file extensions Disable ~
Secondary storage
Backup schedules Weekly ~
Secondary detection Disab ~

A 22| HOo|X|of| M H

]

YIZC0| 0f2} CfE B YMS Mes 2 sl
23 MMS HFol0] 0]z MU0 BHS WGES HE 452 £ 4& YL

- BlueXP #&90] &0 M7l M * E * & MEIRLICY.

23 HO|X|ofM E2ES MBSt * B * S MEiSL|Ct

23 Ho[X[of| M HIZE0] Cht CHE FHAMS EL(Ct.

HMof| CHet MR YEE HESEH QLEXRL| Of2Z SHEHEE MEHSH T M2
HES H=otH * MY S MEgLT.




CHA|

1. BlueXP 4 2||0f 0] T 701 A * * & MEfSL|CE

2. 25 Ho|X|of| M * MM ma| « £ MEdptL|Ct

3. M za| Ho|X|of| M HASIA = HHof Chsh * XY * M MERFLICE
4. 2 Ol'Foll M < HA ME ~ g MEFL|CE

5 M& HEE HFBLICH

6. HAS otz * X7 * S MeistL|Ct

CHA

1. BlueXP H&9||0f 0] M 701 A * * & MEigtL|Ct

2. 23 HO|X[of| A * HA zt2| * E MEHSHL|CE

3. HA 22| mlo|X|ofl A AfME HAHof| ChEE * X * M S MERILICE
4. = ol Foll A * M AFK| * & MEfSILICE

HX| =l Y/ F10of| ciSefLct

BlueXP M0 B 7 ExHH
ATl BlueXP 220f|

ZtX|5HH BlueXP 2

142101 oj A HES 225
AN SAleI0] BT Ao ZHE LIEILIC) ot A

SAHE BHS7|7F A AZHEILICE OfH| BlueXP #a9|0] 2of * 210 * B0l M &IHA S

Je{otoF gL{Ct.
HO|Ef S7E AlFot2AH

2t 3a0=

M2 Ch2 Aol o2

*© IH =IO HSOX| AL HEE[JUS LI
° Ot MHo| A= ERAD F=0f| BAIE HIZUZF SIIASLICE
oL

TR AR 7 A

» * XA 2 A *: Autonomous Ransomware Protection0| M2& HZEHE ZHX|St10 X2 244
* t

H._"E% [H jo:l_Tl_j I-AHoI-|_| [_|-(7|E EII-)

SO w2t Fa 7t gL

10

ZE0 o2 AAHETL 2 = ACEZ HE QIAIH

[ |

AERX] HE|XIL EF Z2MAS AR = AEE F1E =7 FH| YEIZ EAIRLICE

S¢t20%] o] 4



© A 20| 2RI Of O AHEX| AAOD] SUS SX0| 0|2 THOE M 4 U FEE A2t
HHSSHA| &Lt
© Z2 dEZI|It EELIN
° Ot {7|/M7]/0| 8 HHRI|/AFH oM 7|EH S HolM= 100% &S0l 5HELICH
S7E ONTAPS| AI2X 90 Bo{o| HEE 7| = LTt XiMet LHE2 S HESHIAIL "AtE 2 HE%l0f
H3 Iie".
o
2ES FLIt
BlueXP S0l E= CHAIEE = * Alerts * ROl A ZIof| HMAL o~ USLICH
£k
1. BlueXP #&%0] 20| CHA|ZZ0| M Alerts &S HAESLICE
2. =7t B SHLIOAN * 25 27| * & MEfBiL|C},
3. 2t Zuof thet 2 282 BE YAEHEES HAESHH Z0E SIS}
4. It Z0E HESHHH 1% Yo 0|5 FZ0M * Alert * & S=IFLICH
5. Z1 Ho|X|of| M B1E HEFLICE
@ Ransomware protection [ preview | Dashboard Protection Alerts Recovery Reports
5 e gt&;r&spnnses
Alerts (5) Q. &
AlertlD = | Workioad 2 | Location $ | Type 3 | Connector $ | Incdents < | Impaceddata S | Firstdetected &
Alert3932 MysQL 9294 10011 MysQL aWs-connector-us-east-1-account-LXtit4Xh-105d 2 266 4 menths ago
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Automated responses
5 10cGis 9
Alerts Impacted data I
Snapshot copies
Alerts (5) Q. &

AlertlD = | Workioad 2 | Location S| Type $ | Connector H Incidents 5 | Impacteddata S | Firstdetected o

Alertg3i4 fileshare_uswest svm_cvoawswest01rpsdemosandbox02aws are aws-connector-us-west-1-account-LXtf4Xh-e298 1 Gi 4 menths 2g0

Alert8727 Oracle_§6. Oracle aws-connector-us-east-1-account-LXtftdXh-105d Gi§ 4 months ago

Alert3g32 5QL 929 0. MysQL aws-Connector-us-east-1-account-LXtf4xXh-105d 2 2GiB 4 months ago

Alert7918 m_datastore_20: 9 6 VM datastore onprem-connector-account-LXE4Xh 1 268 4 months ago

Alert5319 m, astore_ est_01_66 10012 VM datastore aws-connector-us-west-1-account-LXtft4Xh-e296 1 2GB 4 months ago
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Alerts > alerts727
alert8727
Workload: Oracle 8821 | Location: 10.0.1.193 | Type:Oracle | Connector: aws-connector-us-eas..
[OF 4 months ago 268 286
Potential attacks First detected inctad i mpacted files
Incidents (2) a <
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Oracle_8821 10.0.1.193 Oracle aws-connector-us-east-1.. ® Failed tical GiE e
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Restore "MySQL79294" o Restore @ Review
Restore
Workload: MySQL_9294 Host: 10.0.1.10 Type: MySQL Connector: aws-connector-us-eas...
Restore scope (® Allvolumes (O Byvolume O Byfile
Source Restore points: Safest for all volumes
Restore points @ safest for all volumes
Volumes (2)
Volume % | Restore point s | Type + | Date s | Size
mysql_useast_21 cbs-snapshot-adhoc-1697555391705 Backup October 17, 2023, 11:09 AM 2 GiB
mysgl_useast_22 cbs-snapshot-adhoc-1697555327457 Backup October 17; 2023, 11:08 AM 2GiB
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Restore "fileshare_uswest_02_.." @ Resiore (2 Review
Restore scope O Alvolumes ® Byvolume O By
Select volume you want to restore and edit its settings. fileshare_uswest_02 settings:
volume (1) | All selected Q
° fileshare_uswest 02 Destination (i) Action required ~
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Restore "vm_datastore_202_7359"

Workload; vm_datastore 202 735...

Source

Restore points (4)

Location: 10.195.52.126

Restore scope

@ restore (2) Review

Restore

vCenter; 10.195.52.128

Type: VM datastore

Connector: onprem-connector-account-LXtft4X..,

Restore point = | Provider = | Date
Cl RG-vm_datastore_202_11-21-2023_20.30.01.0238 AWS November 21, 2023, 8:30 PM
(D RG-vm_datastore_202_11-20-2023_20.30.01.0260 WS MNovember 20, 2023, 8:30 PM
@] RG-vm_datestore_202_11-19-2023_20.30.01.0250 AWs November 19, 2023, 830 PM
O RG-vm_datastore_202_11-18-202 0.30.01.0871 WS November 18, 2023, 8:30 PM
Destination Original focation
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