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az role definition create --role-definition Connector Policy.json
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Add role assignment

l? (ot feedback?

Role  Members” Review + assign

Selected role Cloud Manager Operator 3.0.12_B

Assign access to 'i' User, group, or service principal
O Managed identity

Members _Select members

Select members %

Sefect (1)

| test-senvice-principal

test-service-principal
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1. Microsoft Entra ID * A{H| A0 A *

2. AP| Hst > 2ot X7 * 2 MEdshL|C},
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3. Microsoft APl * 0fl Al * Azure Service Management * £ MEHSIL|C}.

4. Access Azure Service Management as organization users
MEHSHL|CE,
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Microsoft APls

Request APl permissions

Select an API

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APls

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,
OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products
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;‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

CtS * Add permissions * £
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Request APl permissions

€ All APIs

A

What type of permissions does your application require?

Azure Service Management
https://management.azure.com/ Dacs [

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions expand all

| Type to search

PERMISSION ADMIN CONSENT REQUIRED

] user_impersonation
Access Azure Service Management as organization users (preview) @
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Disp%agf name

: test—Sewice—princEpal

F
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Directory (tenant) ID

Application (client) ID

: 4b0911a0-929b-4715-544b-c03745165b34

73de25f9-99be-43e0-8b24-538ca78Ta6b3

Object ID

. b37439a9-379f-49c2-b27c-e830514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| + Mew client secret

DESCRIFTION EXFIRES VALUE Copy to dipboard

b

test secret 8/16/2020 *571)Se2By:D*-ZRoVAMNLFfdACY7:+0vA
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MyAccount es Connector]
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Edit Account & Add Subscription

Credentials
| I

cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity
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