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Hi user@exampie com Let's get started by creating an account for your
" '
organization,
Welcome to BlueXP - . .
If your organization already has an existing account,
it's best to ask the account admin to add you to it.

Learm how to add a user,

Account Name

Create Account
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"iam:CreateRole",

n

iam:DeleteRole",

iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:PassRole",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:CreateSecurityGroup",

"ec2:DeleteSecurityGroup",
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"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec?2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec?2:DescribelInstances",
"ec2:CreateTags",
"ec2:DescribelImages",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec?2:DisassociateIlamInstanceProfile",
"iam:GetRole",

"iam:TagRole",

"iam:ListRoles",

"kms:ListAliases"

1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"ec?2:TerminateInstances"

I
"Condition": {
"StringLike": {
"ec2:ResourceTag/OCCMInstance": "*"

s
"Resource": [

"arn:aws:ec2:*:*:instance/*"
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"Name": "Azure

"Actions": [
"Microsoft.
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft.

"Microsoft.

SetupAsService",

Compute/disks/delete",

.Compute/disks/read",
.Compute/disks/write",
.Compute/locations/operations/read",
.Compute/operations/read",

Compute/virtualMachines/instanceView/read",

Compute/virtualMachines/read",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

Compute/virtualMachines/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/read",
Compute/availabilitySets/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

d"’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/virtualNetworks/virtualMachines/read",
.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",
.Network/networkSecurityGroups/securityRules/read",
.Network/networkSecurityGroups/securityRules/write",
.Network/networkSecurityGroups/securityRules/delete",

.Network/publicIPAddresses/join/action",

.Network/networkInterfaces/ipConfigurations/read",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/delete",
.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.
"Microsoft.

Resources/subscriptions/resourceGroups/write",
Authorization/roleDefinitions/write",
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"Microsoft

.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/write",
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

I

"NotActions":

.Network/networkSecurityGroups/delete",
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs
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Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.
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Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
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Programmatic control of import/export
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,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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user_impersonation
Access Azure Service Management as organization users (preview) @

S8 2ol 88 Z20¥ D Y C/2E 2| IDS M ELCt

1. Microsoft Entra ID * AMH|AO|A * Y S * 2 MEist D 0jE (70| M2 ME{BIL|CE.

2. 38 20 (Z210|AE) ID * o * CIAEZ|(E|HE) ID * £ AT
@ Delete @ Endpoints
0 Welcome to the new and impmved #Lpp rE;glstratmns Ll::u:uklng to |=arn

Display name » test-service-principal

ey

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure AH 2 BlueXPO| F7I5t= 22 S8 T=20o| S8 T2 #(EEI0|HE
IDE M| 28H0f EfLIC}. BlueXP= IDE AFRSI{ T2 2

==
oo
oz
1z
o
Hu
Hu
|
ro
ot =2
-
ul

2 % S22 Mestn 38 T2OUS MYELIC

3. QIZA U HIY > A 2240|2E B * 2 MeypiLCt
4. B} 712t0] 2t MRS HIBHIAIL,

5. 27} * & MeypiLCt

6. S20IE oS Zhe =ARILICH



Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

O|H| BlueXPW|Al Microsoft Entra IDE A&t 2155t= S2I0|HE A5 Tt JUELICH

21

O|XM| MH|A Hot FH|7} HEQICERE S8 T2 IH(Z2H0|AHE) ID, CIHEHZ|(H'HE) ID X 22I0|HE &=
29

22 SARHOF BLICE HEIS 442 o} BluexPOl O HiE 2l=isHof gLict

4THA: HHYE E 2L T
BlueXP & 7|8t 2&0|M = HYEH S HJelL|C)

Of ZfHofl 3

BlueXPOl|A| ConnectorE MMsIH 7|2 1M S AL26I0] AzureOl| A 7tAF HAIES =& 4~ QIEL|CH ConnectorS

MM 20|= CPU EE= RAMO| M2 [ 22 VM KO 2 HASHX| OHMA|L. "Connector?| 7|2 A 7Z0]| CHal
otop=L|C
= [=] .

AlEFSE| Hofl
CtSt 22 &=0| QL0{0f ThL|C},
* Azure 5.

MEHSE Azure X0l M VNET X MEUIQIL|C,

ITEA Mol Chet MF FEEZ0AM 25 24 AEL EHTlof tiet ZEAS 2R 2 ot

E ST

rir

A2):

o X|-7:| =

-1 OO

° HTTPS QI3 M

-

* Connector 7t& A0 STt Q15 2 S ALESt2 = 2 SSH 371 7L, ¢l
Atgst= ZiQL|CE,

"AzureO| Al Linux VMOl HZdH= S| TH3ll LOLEH A"

* BlueXPOl[A| Connector0il Ciet Azure &S AtS2 2 MH5HX| ¢to2{H n{ot Hets BHS0{0f BfL(Ct "0]

H|O|X|2| X ALE".

ol2{gt Mot Connector QIAEIA X0 CHSE ZIILICE. Connector VM= BHESHZ| {8l O|™of| Aot 240

CH2 At zBtolL|C},

- Hed

EHA|

1. AU * SBCHR S MEfstn * 7{HE] 37t & MEBLIC

59


https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-connector-default-config.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html

Connectors

Add Connector ‘

{.Lj

Q

2. Z2atec =3

P E ZZXE * Microsoft Azure * & ME{BIL|C}
3. F{4lE| HiZ * H|O|X|of| M Tt S A etLICt

a. Authentication * 0| M Azure Mt AN g AX[SH= €l

* Lot HsHo| = Microsoft A|-H0| 2201612 H * Azure AFEXF AI™ * 2 MEHSHL|CE.
O] A2 Microsoftd| A AR5t SARIEIL|CEH X4 ZEO0| NetAppdl| M3 EX| e&LICH

0|0] Azure AI™M| 23215t AL BlueXPH|A ST AHE XSO 2 AFEEILICH A|H0| o2
74Ol AR WX Z0}sH0F SHIE A ™S AT 4= JU&L|CH

™ M-
» Lot SIS B 0{5t= Microsoft Entra AJH|A EOF FA|of Cist MEE 2452 * Active Directory
MH|A F=H| * E MEdetL|Ct

* OHE2|AH[0| ¥ (22I0|HE) IDRILIC
« CIHEZ|(HEE) IDYLIC

« 2210|MIE ¢S

L od

M| A ot =H|of CHal Ol2{e 2tE 71 2= Y- of| CHal 2otELIC.
4. 0P ALS| THAlOf et HHYE S 2 S|t

° *VM QIE *: Azure 715, K|, M 2|2A OF &
=]

1t=2{= Connector
7tAF Aol CHet 15 BHH S MEHBHL|C},

Jte Mol elEs &

= T A
"AzureOl| A Linux VMO| b= 2ol CHoll ZOotE A"
o * M|E HE *: QIAEAQ| 0|52 U™t EfTIE K™D CHS BlueXPO|A TRt Hoto| s M S
MMSIX| = 2 MY V|&E de2 MEisX| 2 E MeighL|ct "2 Qot Mo,

2t AZE Azure 53 UHE o UGLICH Moot 2F =52 siT 7159| 2| 245 2ot HHH

|3 et chol: Cloud Volumes ONTAP).

o *{EQ3 * VNET U MEUIZS MEfstT 2 |P FAE &N
TS X|A™ghL|C},


https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://learn.microsoft.com/en-us/azure/virtual-machines/linux-vm-connect?tabs=Linux
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html

T2 M AL 212 E[H BlueXPOIA HEE S ArEY = ASLICE

ConnectorE Mot St Azure 1501 Azure Blob AEE|X|7} Y= HL BlueXP ZHEH A0 Azure Blob AE2|X|
A 5t A40| XFs O 2 HA|ELICE "BlueXPO|A Azure Blob AEZ|X|E 2t2|st= giHof| 2helf LotEAA|Q"

Azure Marketplace0|A] ConnectorS MM etL|C}

Azure OIZ2|0|A0|AM ConnectorE PHEE{H HIERIZ S AHSH D Azure #HotE £H|SHD
CIAEIA QF AIEHES HESH CH2 ConnectorS 2HS0{0F $fL|LC}.

A|ZFSEZ| ®of|
2(8) AESHOF L|Ct "FHH4E H|Bt.

Tl 1: HIERIZ S EFelrt

—

HYUHE MX|$F HER 3 X7t CtS 2F AFE K| &St=X| &QIStL|Ct, 0[2{3t QA2 S F6HH ConnectorZt
SHO|HZ|E S2tRE &t Lol[A] 2[AaAL T2 MAE 22 £ QUELICE
Azure K|

Cloud Volumes ONTAPE AtE6t= 42 4B 7t 22|5t= Cloud Volumes ONTAP A|AHEIDL ST Azure
Aol Hi = 7Lt of| HZEE|O{OF BHL|Ct "Azure X< A" Cloud Volumes ONTAP A|AEIS| AL 0| @7 Atgt2
CIoud Volumes ONTAP2t HZ = AEZ[X| AH 2| Azure & &3 HZO| ALEEEE °.=.”—|Ef.

"Cloud Volumes ONTAPO{|A| Azure Z2}0|8l I E ALESH= EHEHO]| CHol LOotE A"

VNET 2! AMEul
ConnectorE M4< M Connector?t #38 VNET2} A{EHUllZ X|H6H{0F BfL|Ct,

CHe WIEHZ0f et &

ConnectorE A2 fﬂﬁ It stAS otE0 e X[ et HEY 3 HZEo| & ES
2o8|0|A 2HF0f|A Cloud qumes ONTAP A|AHI EE= AER|X| AARIZ MHS HEYIAEOE &
ol&L|Ct

A H .

r.*?.*
0

OF2HSC QIE|L AA|A

FHE S i Z5H= HERIS fIX|of £ EFol|l A

ﬂlh!
=

St2™ OFRHI2E QIE{Ll HZO| AO0{OF L L

AHYEAM HEE EH
L O

Connector t2|st2d ™ ChHE

61


https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-azure.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/us-en/bluexp-blob-storage/index.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.microsoft.com/en-us/azure/availability-zones/cross-region-replication-azure#azure-cross-region-replication-pairings-for-all-geographies
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-enabling-private-link.html

ANEZQIE

https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net

https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn

https://support.netapp.com @& 29|StAA|2
https://mysupport.netapp.com SZ 29|SIMA|L

https://*.api.bluexp.netapp.com
https://api.bluexp.netapp.com
https://*.cloudmanager.cloud.netapp.com
https://cloudmanager.cloud.netapp.com

https://netapp-cloud-account.authO.com

https://*.blob.core.windows.net

https://cloudmanagerinfraprod.azurecr.io

T2 A M
A0 DE Li7Hs QIE{U EHo] CHe) T2 A| MEHE tHEBHO} st 2

Chg YEE 7IMSUCH EX[sh= S¢F o] YEE MSoHof LTt
P F2

-1 O O

olL|C}

* HTTPS 1ZAM

TE

=27
—/

Azure 33 X|H9Q| 2|AA
‘.;*E|°H—|Ef.

i

Azure =3 X|HQ| 2|AAE
2te|gh|ct,

2ro|MA HEHE 11 AutoSupport
HIAIX|Z NetApp X2 El0j|
&gt

BIueXP LHOIM SaaS 7|5 &
MH|AE HZEtL|C}.

&l ConnectorZt
"cloudmanager.cloud.netapp.com
off 2ot AKX 2 EAE
HE|A0M
"api.bluexp.netapp.com" Of
HEISEI| AlZFLIC

Connector 3! siEt Docker 4
QAE 80| =gL|LCt.

4% HTTP = HTTPS EEA|0f CHgt

HUEZ A|ZHSEAHLE 7{4E{7} Cloud Volumes ONTAPOIA NetApp X222 AutoSupport HIAIXIE ELi=

DEAZ MEE[X| gi= ot HYH=ZE S0{2= EcfjTo| gl&LICt
* HTTP(80) X HTTPS(443)= EEH MEEl= 22 UI0f CHEE BMAS HZEHL|CH,
* SSH(22)= &M siZE 2l =AE0| HZANOF SH= 20T Heg|ct

62


https://support.netapp.com
https://mysupport.netapp.com

* OIRHIRE QIEUYl HHES ALY £ 2= M EUI0f| Cloud Volumes ONTAP A|ABIS H{XSH= 2R ZE
31282 S¢t QIHRE HZAO| HesfL|Ct.

Cloud Volumes ONTAP A|AEI0| AutoSupport HIAIX|E ELH7| 2[5t OFRHIRE QIE{Ul HZE0| gl= &

HATC ©
BlueXP XHSO2 BTt AIARO0| 7HE|0| TS T2A| HHE ALSSHZS AABILICE RYUSH 27 A

HUE] ot 1E0| LE 31282 S8 QIR AHS 8{85H=A| It HLULIC ConnectorS HE
o] ZES Ho{of BHLiCt,

oo 10

ot Tl0

|.

rot

NTPE g-daletL|Ct
BlueXP £F £ At25}10] AL H|O|Ef AAE AASIE = B2 BlueXP Connector A|AEID} BlueXP £ A|AH

20l NTP(Network Time Protocol) AH|AS %“ﬂof@ A AR ZHoi| A|ZHO| & 7|2t =5 dHof ehL|Ct.
"BlueXP =70 CHal| AfM|5] LOFE AL

Connectorg 2HE = 0| HEHZ 27 AFgS F&sliof LIt

2CHA: VM 27 Al HE

ConnectorS W&Y If Ct2 7 M-S £F5t= 7Hd Tl RS HEHGoF gLt

CPU
T0{ 474 EE= vCPU 47K

RAM
14GB

Azure VM 37|QIL|Ct
212l CPU U RAM 27 A2 £EF5H= QIAEHA RYQILICt DS3 v2E HEELICE

mo
r)—
>
[>
p
=2
X
ot
ol
rot
H
n
o
i
0
2
>
N
C
@
<
=z
=2
>
0
Ral

X" ojgtg stersiLct

Io
z

M 2: Qo Mot0| U= Azure MH|A HOF F=X[0f TSt Xt ZEE BlueXPOl M3 EL|CE

63


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html

64

A% X ™ Agt

Azure Z& Azure PowerShell, Azure CLI EE'= REST APIZ AF23I0 Azure AF2 X} X & Hahg MMEH 4
UELICH CHS THAIN M= Azure CLIE AF2SH0] &2 MAMst= BHHS Ho| FLICH CHE 8

S KTSIAA L "Azure EA"

rim 0=

EHA|

—_

AZEQHE XM 2 AE0 =322 AX5l2 = 32 *f%xf XE Agd=s Sl 2Rt Azure HotS M3
7 ATE VMM AJAF0M St 22| IDE AMESIER &

"Microsoft Azure A A: Azure ZES AFRSI0 VM2| Azure 2| AA0| CHSH 22| 5= IDE A EHL|C}

2. o] LIS SAFLICH "Connector| CHEF AFZRF X7 S #oH JSON THUof| MZetL|Ct,

3. ot 7Hs 3t H9lof Azure T IDS %7150 JSON TS 2HBfLICH

= o

or
re

BlueXPOl|A| AFEE ZF Azure 7 50f| CHSt IDE Z=7t8HOF &L CY.

c o+

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

4. JSON LS AFESH AzureOl M AFEXE X[ A MAMefL|CH

n
0
0
X
=2
x
>
N
[
@
@)
(@]
C
o
w
0
(0]
2
X
vs,
Q
wn
0
1
>
1)
Ot
2
19
ot
mjo
0=
0%
Ot
rir
0%
It
mjo
nx
oF
oo
-
ful

a. A& "Azure 22H2E 4" Bash #8122 ME{SIAAIR.

b. JSON Mt S H=ZEBIL|CE,

Bash v O ? @ ™My B

Requesting a Cloud Shell.sy -
N . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT

Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D



https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

C. Azure CLIE A28 AF2X} XA Hste AL}

az role definition create --role-definition Connector Policy.json

Zat
O|X| Connector 7tAF HAlOf| &&tet 4= Q1= BlueXP Operator2h= AF2XL X| & H&H0| Q10{0F BHL|Ct.

MH[2 HHAX}

Microsoft Entra IDO|A] AMH|A =H|E AMA Sl MK T BlueXPO| 2R3 Azure AHH ST YbA L |C}

ot 7| MM A HOHE 2|t Microsoft Entra 22 T2 1S ohELICH
1. AzureO| M Active Directory 22 T2 1S 0tE 1 28 T2 1S Agtof| FEtet 4= Q= AHsto| Y=X|
2toIgtL|C}.
XMlst 2 8 EZESHIAIR "Microsoft Azure 2A: Z Qo Hsh
2. Azure ZEO|M * Microsoft Entra ID * MH|AS EL|Ct,
Microsoft Azure ~ entrs
Azl All Senvices (24) Resources (10) Resource Groups (12) Iarks]
Microsoft Entra ID (1)
Services
4) Microsoft Entra ID 4:“-* Microsoft Entra
& Central ser{rll instances for SAP solutions . Microsoft Entra
3. Bl oA * ¥ S * S MeyrLICH
4. M S2* 2 MeystLct
5. 38 = Mof| it MR HEE X[™EL(Ct
°*0|E* S8 TR 0|58 YHTLICE
c*AE K AN fYS MEYLICHEZSE BlueXPOA AHE Tts)
° *URI 2|C|3M * O] HEE=H|® & = ASLIC
6. Register * & ME{BIL|C}
AD 38 =13 3 MH|A Hot F=H|E PHEJSLICH
OfZ 2| A0 Moj| FetE et
1. AFXE X[E g gHE7|:
Azure &, Azure PowerShell, Azure CLI EE= REST APIE AF2510] Azure AF2XL XM Sets Mg

o
= ASLILCE T2 HA M= Azure CLIE AME3H0 HE S Mddts LEHS 20 SLICL LHE YHS

65


https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal#required-permissions/

A2 X}E Cloud Volumes ONTAP A|AEIS MAMSE 2F Azure 50| CHSH IDE Z=7}8H0f BhL|LCY,

-0;"*

"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

i)
o
m
X
2
x
rr
>
N
[
@
@)
o
C
o
)
>0
o
2
>
o
Q
w
>0
i
>
00
Ot
2
18
ot
o
0=
0z
Ot
rr
0%
IE
mo
nx
o
ot
-
o

* AIE "Azure 2219 4" Bash #3E MEHSHIAIR.

* JSON It S HZ gLt

Bash v o o ? @ M DR
Requesting a Cloud Shell.sY

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell

boammettfAzure:-~5 D

* Azure CLIE AF2SI0] AF2Xt X|H g2 MABL|C,

az role definition create --role-definition

Connector Policy.json

O|A| Connector 7t HAlof| &&tet 2 Ql= BlueXP Operator2t= AF2 A XA HEH0| QL0{0f

gLt
g0 8 T2 SEEL|ct.


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

T o

Azure LEHO|A * Subscriptions * MH|AS EL|C}.
T5S MEfghL|CE
HAMA HO{(IAM) > 7t > et STt =Tt * 5 MEHSL|CE
Role * B0f| A * BlueXP Operator * &2 MEHSIT * Next * & MEHEIL|Ct
Members* BHO|A CtE CHAIE 2tE2SLICH
" AFEXL, OE = MH[A HOot K| * & MENSH MEfZ S X[EL|C
- A ME 2 MESSILICE

Add role assignment
l? (ot feedback?
Role  Members” Review = assign
Selected role Cloud Manager Operator 32.0.12_B
Assign access to 'i" User, group, or service principal
O Managed identity
Members _Select members
© 88 m2Io| 0|22 PMELICH

Select members

Select (10

| test-service-principal

test-service-principal

© 28 m2IS Meish - M - 2 Metgi|ct
£ O} * 2 MeEfshLICE
HE + e+ 2 MefBHC



O|™| AH|A EHOF F=H|0f| ConnectorE U ESt= O] T Qo Azure #$H0| QUELICE

42 Azure +50{|A| Cloud Volumes ONTAPE HHIZESIZ{™ AMH|A HOF K| E oliieh 5 24240
HFQIZIBHOF BILIC BlueXPZ AF23IH Cloud Volumes ONTAPE HY & I AlRE 1=8 MEHSH &
USLICt,

Windows Azure AH|A 2| APl H$HS FItetL|Ct
1. Microsoft Entra ID * A{H| AN * Y S5 * S ME{st D O E2(H|0|MS MEHBILICE.
2. API @3t > ot 71+ S MERBHLICE

—_

3. Microsoft API * 0l A * Azure Service Management * & ME{B}L|C},
Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

68

OneMote, SharePoint, Planner, and more through a single endpoint.
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Client secrets
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Bash v O ? @ ™My B

Requesting a Cloud Shell.sy -
N . . Upload/Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT

Type "help" to learn about Cloud 8
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* AIE "Azure 2219 4" Bash #3E MEHSHIAIR.

* JSON It S HZ gLt

Bash v o o ? @ M DR
Requesting a Cloud Shell.sY

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell
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az role definition create --role-definition

Connector Policy.json
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Add role assignment

l? (ot feedback?

- - -
Role  Members Review = assign
Selected role Cloud Manager Operator 32.0.12_B
Assign access to 'i" User, group, or service principal
O Managed identity
Members _Select members

Select members %

Select (10

| test-service-principal

test-service-principal
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O|™| AH|A EHOF F=H|0f| ConnectorE U ESt= O] T Qo Azure #$H0| QUELICE

42 Azure +50{|A| Cloud Volumes ONTAPE HHIZESIZ{™ AMH|A HOF K| E oliieh 5 24240
HFQIZIBHOF BILIC BlueXPZ AF23IH Cloud Volumes ONTAPE HY & I AlRE 1=8 MEHSH &
USLICt,

Windows Azure AH|A 2| APl H$HS FItetL|Ct
1. Microsoft Entra ID * A{H| AN * Y S5 * S ME{st D O E2(H|0|MS MEHBILICE.
2. API @3t > ot 71+ S MERBHLICE

—_

3. Microsoft API * 0l A * Azure Service Management * & ME{B}L|C},
Request APl permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.

BEh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

| _ri Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

L

g:
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5. ‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_i Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynamics
CRM organization to an external
destination

4. Access Azure Service Management as organization users * £ MEist C}S * Add permissions * £
MEHSHL|C}
(B = | .



Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

R

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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1. Microsoft Entra ID * AMH|AO|A * Y S * 2 MEist D 0jE (70| M2 ME{BIL|CE.

2. 38 20 (Z210|AE) ID * o * CIAEZ|(E|HE) ID * £ AT
@ Delete @ Endpoints
0 Welcome to the new and impmved #Lpp rE;glstratmns Ll::u:uklng to |=arn

Display name » test-service-principal

ey

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

O|H| BlueXP%| A Microsoft Entra IDE AI238I0{ 2153t
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WS SALBHOF LI Azure AIEHE F=71e W BlueXPoi| O] HEE 2dsliof gLICt.
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4THA|: HHE S XISt
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* Connector?| QUE{Ll MM A0 ZTEA|7 ROt R TEA| MHO|| CHEE M2 HEQILICE
X T TEA MHE 7Y 5= UK O A| St2{H HUEE CHA| A|ZFSHOF SFL|Ct.
* TEA MBI HTTPSE AFESIHL ZEA| 7} JIE2R7| ZEAIQl 22 CA MY QASMYL|CE
© AFEXEXE A2 Soll vt Azure o2 MSE = UEE Azure®| VMOIIM &3t 22| %= IDRILICEH

"Microsoft Azure AHAM: Azure TEHE AF2510] VMO| Azure 2| A A0 CHsl 22|E|= IDE FAEHL|CH

O =te1oi| CHaH

NetApp Support AO|E0AM X &= AX| T2OMS o[ HHY £ JASLICEH M HTHO| = 3 K| =
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1. Docker7t % %! &% FQIX| =tolgfL|Ct.

sudo systemctl enable docker && sudo systemctl start docker

2. _http_proxy_or_https_proxy_system H3It SAE0| HHE|0f YOH O|E MARLICE

unset http proxy
unset https proxy
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chmod +x BlueXP-Connector-Cloud-<version>

47| A <version>= CHRZESH FH4EIE HMEQLICH

. MX| ASYES MYELICL

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—-cacert <path and file name of a CA-signed certificate>

proxy 3! — cacert 07 Hari= B ARSIQILICE TEA| MH{7} A= F< 220 Z0] o7 HE-S =s|{of
Lt 24X Zz2aMolM ZEA|0] et EE HMSstets HAIXISE EAISHA| g4&LICt.
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ChE2 & 7HK MEA o7 S48 AEshs -9l o LIt

./BlueXP-Connector-Cloud-v3.9.35 --proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer
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o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
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<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
8. 219015t = Connectors &AM gtL|Ct,
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OfH| HHE{ 7} HX|=|0] BlueXP AH2 =2 AFELICH
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Credentialed Accounts
ACTIVE ACCOUNT
some user account@domain.com
* desired user account@domain.com
To set the active account,
$ gcloud config set account “ACCOUNT®

run:

Updates are available for some Cloud SDK components.

them,
please run:
$ gcloud components update

St

3. 2 MAlBIICt gcloud compute instances create HH:

gcloud compute instances create <instance-name>
--machine-type=n2-standard-4
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>

VM IAEI A0 CHel #ohs AAEA O|FYLICE

M2 A1
2EtA o] =3 of| X1 E MH|A AFYILICE

Zone(EY)
VME Hizgh JHiL|Ct

XA S
T - HADO
(ME4 Areh) 2|5 1P AT AFZE|X| §EELICHSE QIEfHlo] E2fT S 2t

To install

rr

97



(MEH AFSH) EJ IS AFZSHO] HH3te] FA2 Connector QIAEI A GlZsts HEST IS X7}t

(MEf Ale) ConnectorE &Y WERIR 0|8 F7HS R VPC < TH| 3= ER)

subnet-pathE & gfL|C}

(MEH AFE}) ConnectorE 7%

ot
>
T
i
o
o
o
R
N
oH
=)
<
)
e}
1o
oy
40
rA
=t
ox
Hu
Iz
)

kms -7| 42
(MEH AtEh F{HE| CIATE AT st6HE KMS 7| F7HIAM AF2 HstE M Eg3lof &)

+
HH S AdstH NetApp =L O|0|X|E A3t Connector?t T+ EILICH Connector QIAEIA Bl
ATEQO= 2 52 LHO|| Al [0{0F EFL|CE.

1. Connector QIAE A0 HHE SAENA @ EHE2IRXE €1 OS2 URLS YHBLICEH
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>

2. 273913t = Connector2 MAgIL|CY.

a. Connector?t HZ% BlueXP AXES X|™gtL|C}.
"BlueXP A0 CHsH otE A A",
b. A|AHIS| 0|55 2Tt}

21t

OfH| HHE{ 7} HX|=|0] BlueXP AH2 =2 A ELICH

H HetRXE B £ 0|SELICH "BlueXP 2£" 2 =21 BlueXPHIAM 4B AF2S A|ZFBL|C

Google Cloudd| ConnectorE 522 Mx|gfL|C}

XtAQ| Linux A EO0| ConnectorE 592 AX|
HESIZS MAst1, Google Cloud #etS FH|St1, Google CIoud API% % *§f3h_'_,
ConnectorE AX|ot CtZ =H|El ALE HoHS M[S8HOF &L}

>_

|ZF5t2] ol
=(2) dEBHOF RLICE"AHHE Het.

12 A E @F MeS AEYLIN

Connector AZEQ0{= EF G HIA| 7 AIE, RAM 83 AlSH, TE Q3 ALS 58 5= SAENA
A E|0{OF gL|Ct,

98

L|Ct


https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://cloud.google.com/sdk/gcloud/reference/compute/instances/create
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://console.bluexp.netapp.com
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html
https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-limitations.html

CIE o E2|AH|0|M T 3R E= SAENME Connector?t K| RE|X| RELICH SAEE M SAENOf gfL|Ct.
X elEl= 2F M
LEE 2204 LTS

* Cent0S 76,77, 78379
* Red Hat Enterprise Linux 7.6,7.7,7.8 % 7.9

HF

SAE = Red Hat Subscription ManagementOfl SE&£|0] U0{0F EILICt SEEX| %2 BR SAE
Connector &X| 0| 2R3t EfAI AZEQ{E HO|0|ESHY| 2loh 2| ZX|E2|of| HMAL 2~ GELICE

Connector= 0|2t 2& HM||2| Hof BT M X[& ELICt.

StO|THH[O| K

Ubuntu, CentOS EE= Red Hat Enterprise Linux 23 2152 2h2 H|0{ & t= S AEIZl 810|I{HFO| X 7t
gt
"Red Hat 2 M: Red Hat Enterprise Linux & Q152 22 S0|HHIO| XM= FAL|7t?"

CPU

T 0| 471 == vCPU 474

RAM
14GB

Google Cloud ZHE SAILIC
2|9 CPU & RAM 7 AtEE £ZFot= QAIAEA QEQILICEH n2-standard-45 =X EHL|CE.

Connector= £ X|&5t= 0S7t U= VM QIAE A S| Google Cloudd| A X[ ElLICH "XHHE Vv 7| S

Docker Q%!
HUEE BX|5H7| Mol SAEO0|| Docker Engine {7 19.3.1 O|&0| E@fL|Ct, "M X| X| &S FL[CH

2EP: YEIYS BFL

—

Connector?t St0|HE|E S2RE &tF L9 2|aA Sl T2 MAS 22 = JALE HEAZS TELICL oS
SO the HIEH 3O EH5._ Z2E AMEE & U1 OtRHI2E B HMA S MEY 5 U=K| 2HleHOF gLt

CHed HIERIZO st A

ConnectorE AF2st2{H X stA S oS0 e X[ chet HIEY3 HZo| ZegtL|Ct o E S0,
2og0|A 2H0|A Cloud Volumes ONTAP A|AH! L= AEZ|X| A|ARIS MM HEQJIEWZE E =
ol&L|ct

A H .

99


https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://access.redhat.com/certified-hypervisors
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

Ot HI2E QIE{Hl MM A

HYEE BiZst= HIER R /Ko £ 2F0i HZot2{H ot=H}

=& 2K Soi| HZE EFYLC

HUEOIH BE

100

XA Linux SAEO| HUYEE 2502 MX|E 22 Connector

* https://support.netapp.com
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* https://*.blob.core.windows.net

* https://cloudmanagerinfraprod.azurecr.io
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gcloud iam roles create connector --project=myproject --file=connector.yaml
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Azure & Azure PowerShell, Azure CLI EE= REST APIZ AF2310] Azure AFE2 XL K| Hatg MAMEtH
2= JQELICL CHS HHAOM = Azure CLIE A5t IS MMst= WHE Hof FLICH CHE WS
ArEst™H 2 AESHMAL "Azure E A"

a. 9| LS SAELICE "Connectordi| et AFER} X[E 2t Zot" JSON IOl A FefL|Ct.

b. gtet 7ot HR|ol| Azure 5 IDE 71510 JSON IS £HEHL|CE,
A2 XEE Cloud Volumes ONTAP A|AEIS MM 2 Azure S0 CHSH IDE F76H0f BhL| LY.

-0;”*

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
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Bash v o ?2 @ oD
Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help™ to learn about Cloud Shell

boammettfAzure:~5 D

* Azure CLIE AFE3I0] ALEAL XY gt ddgL

az role definition create --role-definition
Connector Policy.json

O|X| Connector 71 HAlOf| &2tEt 4= Q1= BlueXP Operator2t= AF2 AL X| & H&to| Qlo{of
SHL|C}
(=] .

- Azure LEO|A * Subscriptions * AH|AE EL|C},

=g Mestc
AHIA HIOI(IAM) > %7} > A2t BTt 27} * S MetgL|ct
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

Select members %

Select (10

| test-service-principal

test-senvice-principal

© 28 mEOUg Mestn * Me + 3 MeEht
 Ctg * 2 MestLct
fHE + e 2 Mefsc

O|H| MH|A EQF Z=K|0ll ConnectorE Ui Z M= O] 2R3 Azure H$H0| JU&LICH

0421 Azure 50l Cloud Volumes ONTAPE HHILSI2{H AMH|A HOF FHIE ST 715 2820
HIQIZSHOF LICE BlueXPE AM236HH Cloud Volumes ONTAPE HiE S [ ALES 152 MEAS &~

ALt

Windows Azure A{H|A 22| APl A2 2718t Ct
1. Microsoft Entra ID * A{H| AN * Y S5 * S MEHSt T OfE2(H|0|MS MEHBILICE.

2. API gt > gt 320+ & Mt
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3. Microsoft APl * 0fl Al * Azure Service Management * £ MEHSIL|C}.
Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

da
Eﬂfﬂﬂg
@Eﬂﬂr = O

5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination

4. Access Azure Service Management as organization users * £ MEi$t CHS * Add permissions * &
A EH'6'I-|__| |:|-
—_ - .
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

R

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S8 2ol 88 Z20¥ D Y C/2E 2| IDS M ELCt

1. Microsoft Entra ID * AMH|AO|A * Y S * 2 MEist D 0jE (70| M2 ME{BIL|CE.

2. 38 20 (Z210|AE) ID * o * CIAEZ|(E|HE) ID * £ AT
@ Delete @ Endpoints
0 Welcome to the new and impmved #Lpp rE;glstratmns Ll::u:uklng to |=arn

Display name » test-service-principal

ey

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure AH 2 BlueXPO| F7I5t= 22 S8 T=20o| S8 T2 #(EEI0|HE
IDE M| 28H0f EfLIC}. BlueXP= IDE AFRSI{ T2 2
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o
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|
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-
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2 % S22 Mestn 38 T2OUS MYELIC
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

O|H| BlueXPW|Al Microsoft Entra IDE A&t 2155t= S2I0|HE A5 Tt JUELICH

21
O[H| MH|A HoF |7t @A 2 8% Z=M(Z2t0|UE) ID, CAEZ|(H|'HE) ID 3 22I0|UE &=
US SALHOF &LICE ConnectorE EX|¢t = 0|2{¢F XtH S S BlueXP2| 7{4IE{2} ﬁeOHOF gLt

4THA|: AHHE S AX[edLIct

7|Z Linux SAEW|A Connector 2ZEY|0{E CIREESH0] M X|gL|C}.

* Connector2| 21E{Lll A A0 ZEA|I7} HRE LR TEA| MO Cigh M2 FHELICE

X[ = ZEA MHE T 4= AKX O|ZA St2{H H4E S CHA| A[ZHSHOF gLt

* A MHIFHTTPSE AHESHALE A7} 7t2R 7| ZEA|Ql B2 CA MTE ASMYLICE

O =fe40i| CHH
NetApp Support ALO|EX|M HSEl= EX| Z2OH2 O] MY = ASLICE M HFO| A= 3R X =
HHUE It AHS2 = YU O|EELICE

|

1. Docker?t 7% 8! e FQIX| =tQlgtL|Ct.

=

sudo systemctl enable docker && sudo systemctl start docker
2. _http_proxy_or_https_proxy_system H3:7t SAEQ| HAE|0f YOH O[S MARLICE

unset http proxy
unset https proxy

O2{gt A|A™ H-E MIAHSHA| 4™ AX[7h HofgfL(ct.

3. 0l Connector AL E0{E CH2ZEBILICL "NetApp Support AHO|E"E MEHSH CHS Linux SAEO|

| S
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Connector0f sl 22| "I 2fQl" BX| T2 S ArEe 4= JAX|2 HE ZE YO AT X[ ELC}

4 ASBYES Ny ABS BEBLICE

chmod +x BlueXP-Connector-Cloud-<version>

47| A <version>= CHRZE5H Y HHQULICH
S. MX| AIEEE AAMBILICE

./BlueXP-Connector-Cloud-<version> --proxy <HTTP or HTTPS proxy server>
-—-cacert <path and file name of a CA-signed certificate>

proxy 3! — cacert 07 Hari= MEE AFSIQILICE TEA| MH{7} A= F< 220 20| o7 HE-E =sl{of
SLICH AX| ZE I ZEAl0f CHet HE S H3st2ts HIAXIE EAISHK| et&L Lt

Ltz

rlo

& 7bX] MR o7 H4-E ALEots -2 o LTt

./BlueXP-Connector-Cloud-v3.9.35 —--proxy
https://user:password@10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

_mEAsCte

ogt

Al F SHLEE AHBSI0 HUUE{ 7} HTTP & HTTPS ZEA| MHE ALESHEE T oRtL|Ct

rr

o http://address:port

o http://user-name:password@address:port

o http://domain-name%92user-name:password@address:port
o https://address:port

o https://user-name:password@address:port

o https://domain-name%92user-name:password@address:port
CHS Ateholl RolsHAIL.
" AEBXHE 2 ARSAL = QI AEXHY 4 ASLICE
* Ol AAEXe] F2 2ol EAIE\ 0 ASCII 2=

=
=
* BlueXP= @ EXHE Zedts = E X JH6HK| &L

cacert= Connector?t TEA| A Zt2| HTTPS MM A0 AFRE CA MH QIS ME X|™EHL|C} O] D7} Hy=
HTTPS ZEA| MHE X|HStHLE TEA|7} 7IZ2A7| ZEA|Q A0 T ZPtL|Ct
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50t F{4E & MYELICt
52 £ &= 27913 LS Connectors BlueXP A/E 1t HSst= = MAetL|Ct
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1. ¥ E2tRXE ¥ CHS URLS YHFLICE
<a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</em></a>
_ipaddress_= TAE M0 2} localhost, 7HQ! IP T4 EE= 22 P FAY £ JUEL|CE 0|2 £0,
ConnectorZt -3-% IP FA71 e 38 2250 = Z2 Connector SAE0| CHSE HZHO| s SAEQ]
HME IP FAE = oHof gfL|CE.
2. 71l E= 2791
3. 230Ist = BlueXPS M TiL|Ct
a. Connector2t HZE BlueXP A™E X|™etL|Ct.
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Account Workspace | Connector
Myfccount es Connector]

2. XA BY F7h* E MEist OpHALS| HHA|E wHE LTt
a. * X 39 QK| *: * Microsoft Azure > 4IE * & ME4BIL|CE.
b. * XA ZH Mol *: st st B0{5t= Microsoft Entra A{H|A HOF Z=A|0f| et HEE =Bt Ct.
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BlueXP 715 (E= L)

222E SEEH 2 AFM BlueXPE #5010 AZte 25(PAYGO)O|Lt A7t AlofS Sol
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BlueXP AH|A H|28 X|E3HAI2. NetApp(BYOL)MIA 2IO|MIAE RUSH AL0 =
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OS2 0| A0 71SHH CHS BlueXP MH| A0 CHet HIES H7g 4 AEFLICH
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* Cloud Volumes ONTAP
* A5t

AlZFst7| Hof|

BlueXPE F=3I{H Connectoret HZ &l S2HRE AtH SE 1} OIS 2|0|A =S AAOF LILE "BE 2=
AlE" YIS ZE MELCHA 0]0] Connector?t A= AYLICH XEMSE LIE 2 & HZSHIAIL "HE HE0f A
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2 Credentials Add Credentials

aws keys O
- Type: AWS Keys -

Associate Subscription
aws-3059zvuSghepz0j9yamr... @

AWS Account 1D AWS Access Key Subscription

Copy Credentials 1D al

Edit Credentials
AWS Instance Profile
Type: Instance Profile Delete Credentials

3. XA B¥S 7|E 75N AZGHE EELR2 SR0M 753 M5t * Associate * £ MEfRILICE
s3= =

MEHSED AWS DFZIE2)| 0| A 9] BHAE [ELICY.

BlueXP ¢ AIO|EZ O|SgfL|LCt.
d. [75 &g *] H|O|X|0f|A:

* 0| 158 HZAE BlueXP AN S MEHSILICE

* 7|1E F= Y| BE0|M SHLES| Aol Chel 7| E =2 0| M S22 XS tHMEX| HEE
MEgtL|Ct.
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BlueXP:= A E2| E': XH o EH°J 7|E F=2 0| M S22 UiMgLC Xt 3 TEol
F=0t ABEX| 2 R ol M A=2 ST A2 SH AZE[X] gFELICt
CHE ZE AIES 32 0] HHAIE 85350 =52 =322 AHZof LTt

* X2 MEBLICH

Ct2 HICI0( M= AWS ORIE0|A S F=35= HAIE EHELIC
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a. ol €S SAFLICt "Connector0f CHEH AFEX} X7 2 Aok JSON IHU0f| M &gt
b. &t 7ts%t HR|0ll Azure 75 IDE F715H0{ JSON IS +HBfLICE
A7t Cloud Volumes ONTAP A|ABIS MM ZF Azure T+50]| CHSH IDE F7}6HOF BFLICEH
- o *
"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",

"/subscriptions/54091999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

C. JSON I}US AtESH0 AzureOll M ALEXL X[ Hets WM EILICE

Ct2 A0l M= Azure Cloud Shelltl A BashE AF25t0] Iats MAMSHE dH S MHBILICT,

= AZH"Azure 2212 E 4" Bash S 2 MEHSHMAIL.

* JSON It S HYZ Lt
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2.

o
=

a.

b.

ol

__I.I.

0[0

Bash v i O ?2 @ [H DB

Bequesting a Cloud Shell.
. . . Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* Azure CLIZ A28 AF2X} XA Het2 M AsHL| T}

az role definition create —--role-definition

Connector Policy.json

O|X| Connector 7t&F HAlof| etel £~ Q= BlueXP Operator2t=

LIC.

g ZzOg gt

Azure LEO|A| * Subscriptions * AH|AE EL|C},

£ ME

—

EHStL|CE

HMA FMO{(IAM) > F7t > A STk F7t+ & MEfBIL|CE
Role * B10f| Al * BlueXP Operator * &2 MEHSIT * Next * & MEHTH

Members* RHO|A C}S THAIE 2t= 8L CY

MEXXIE

== k=1f0)

ol
PN
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

Select members %

Select (10

| test-service-principal

test-senvice-principal

© 28 mEOUg Mestn * Me + 3 MeEht
 Ctg * 2 MestLct
fHE + e 2 Mefsc

O|H| MH|A EQF Z=K|0ll ConnectorE Ui Z M= O] 2R3 Azure H$H0| JU&LICH

0421 Azure 50l Cloud Volumes ONTAPE HHILSI2{H AMH|A HOF FHIE ST 715 2820
HIQIZSHOF LICE BlueXPE AM236HH Cloud Volumes ONTAPE HiE S [ ALES 152 MEAS &~

ALt

Windows Azure A{H|A 22| APl A2 2718t Ct
1. Microsoft Entra ID * A{H| AN * Y S5 * S MEHSt T OfE2(H|0|MS MEHBILICE.

2. API gt > gt 320+ & Mt
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Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

3. Microsoft APl * 0fl Al * Azure Service Management * £ MEHSIL|C}.

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

da
Eﬂfﬂﬂg
@Eﬂﬂr = O

5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination

4. Access Azure Service Management as organization users * £ MEi$t CHS * Add permissions * &
A EH'6'I-|__| |:|-
—_ - .




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

S8 2ol 88 Z20¥ D Y C/2E 2| IDS M ELCt

1. Microsoft Entra ID * AMH|AO|A * Y S * 2 MEist D 0jE (70| M2 ME{BIL|CE.

2. 38 20 (Z210|AE) ID * o * CIAEZ|(E|HE) ID * £ AT
@ Delete @ Endpoints
0 Welcome to the new and impmved #Lpp rE;glstratmns Ll::u:uklng to |=arn

Display name » test-service-principal

ey

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Azure AH 2 BlueXPO| F7I5t= 22 S8 T=20o| S8 T2 #(EEI0|HE
IDE M| 28H0f EfLIC}. BlueXP= IDE AFRSI{ T2 2

==
oo
oz
1z
o
Hu
Hu
|
ro
ot =2
-
ul

2 % S22 Mestn 38 T2OUS MYELIC

3. QIZA U HIY > A 2240|2E B * 2 MeypiLCt
4. B} 712t0] 2t MRS HIBHIAIL,

5. 27} * & MeypiLCt

6. S20IE oS Zhe =ARILICH
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also

| + Mew client secret

DESCRIPTION

test secret

O|H| BlueXP%| A Microsoft Entra IDE AI238I0{ 2153t

21

O[R| MH|A Hot X7t MBEQUCOE S8 T OM(Sat0llE

EXPIRES VALUE

can be referred to as application password.

Copy to dipboard

8/16/2020 *sZ1)Se2By:D*-ZRoVANLFdACYT:+0vA [l-h

rir

S2H0[AUE 27t ASLICt

) ID, CI2E{2|(EIHE) ID

US SALBHOF LI Azure AIEHE =7tE M BlueXPOi| O] HEE 2{sliof LTt

Google Cloud AH|A AN

dgte MAMSH Connector VM QIAE

A

1. Google Cloudd| M AF2 Xt X| & gt M-

a. of Felzl Agto] ZetEl YAML It

b. Google ClouddllA| 22I2E €&

C. Connector0f| Z st H$to| I
d. 2 AFE3t0] AFEXL X|E 2 1

CHE GIAOM = Z2HE F

A0 AHEE MH|A AHol| A EetLCt.

Ol A "connector"2t= Hetg OHELICE

gcloud iam roles create connector —--project=myproject

-—file=connector.yaml

+
"Google Cloud docs: AF2X} X|H

2. Google Cloudd|A] MH|A A MM

a. |AM ! Zt2] MU| A0 M * MH[A A > MH|A A

b. MH|A A A|

21

O|™| Connector VM QIAEIAOf &tEhst
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https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
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6Tt7|: Google Cloud APIE Z&3tefL|Ct
Google Cloud| Cloud Volumes ONTAPS #=3t2{H 0{2{ API7t ZEfL|Ct.
THA|
1. "IZ2HE A C}S Google Cloud APIE &AM %tgtL|Ct
> Cloud Deployment Manager V2 API
o 222 EZ API
° Cloud Resource Manager APIZ & X8I A|2
° AR AT API
> |AM(ldentity and Access Management) API
° 2R E 7| 22| MH[A(KMS) API

(20| E2ste =3t 7|(CMEK)R BluexP el U 272 At8st2i= Zooet Te)

HUEE Mot ZEZ MIfsL|C}

BlueXP SaaS &0 CHst OfRHIR = HZAO| H|$HEl BlueXPE AMEY £ JULE H|otEl
D2 HUYEE i SL|CE A|ZFS fﬂ”& ConnectorS A X|st1 Connector01|*1 %' =2l
AFE Xt QIE{H|O| A O] MAM|ASHH BlueXPE AX et CHS O|™of| AT 22IRE Hot=2

X|ZgfL|Ct.

...
o
o
-
o

¥

—

12t HHE S X[ Ct

S2tRE ZZ2XQ| OHAHIEY|0| AN A ConnectorE MX|SHHLE XHA| Linux SAEN| AZEQ0E 522
AX|EL|Ct.
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AWS A& OpZIEg|0|A
AlZFst7| Mol

Ct2at 22 g50[ A0{0F LTt

* HEZ PARE 50t VPC U AU

"AWS Aot HEoH= YO Ciol Lot HAIL"

* IAM AHE X0l CHet AWS OpIE2|0[A 9] 15 8l 1= F|o #ot

* OIAEIAO| CPU S RAM 2T ALE 0|6
"OIAEIA @31 ALSt HE"
* EC2 QIAEAQ| 7| WlL|C},

CHA|
1. 2 o|sgLICt "AWS Ot21E20| A 2| BlueXP H|O|X|"

2. Marketplace H|O|X|0f| A] * Continue to Subscribe * & MEit CHS * Continue to Configuration * =
MEHSHLIC,
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https://aws.amazon.com/marketplace/pp/B018REK8QG
https://aws.amazon.com/marketplace/pp/B018REK8QG
https://aws.amazon.com/marketplace/pp/B018REK8QG

o L

7|2 SME HASI * Continue to Launch * S MEiStL|CE,
e MEH * Ol M * EC2 * & Sl AIZ* 2 MEfSt CHS * A= * S ME{RILICE
CIS SAOM = 2E0A IAM HE2 Connector QIAEI AN HZEE £ QOO Z EC2 240||A QIAH
Aaiot= WHS HEBLICEH 2 ALO[EOA AEH* 2 A S ALESHH 0 2 S 3 4+~ lELICL
DEDE U2t QAHAE M6 i SL|CE
° *0|§ W EHT *: QIAEIAC| O|Z2t I E YA TILICE.
o * S8 X2 8l OS o|O|X[ *: 0| MM EZ AL ELICE H4E AMIZt o]0 MEHE|Of QIEL|CH
o * OIAEIA O+ XY 7t2M0| (2} RAM X CPU QF AIEE £F5H= QAR A Q3
MENSH|CH(T3.xLarge7t B ZEHE)
o * | W(EIQI) *: QUAE A QAHSHA HASH= O AHEE 7| WS MEfBLICE
crHER D A+ Heo m2t HER S 488 HELIC
* ISkE VPC % MEUIS MEfBtL|Ct
* QIAEAQ S8 IP FATL U0OF SH=X| E-E X|FELICE
* Connector QIAEIA QO Qs HZA Y (SSH, HTTP Y HTTPS)2 ZA3tst= EstH MMS

Categories v DeliveryMethods ~  Solutions v AWSIQ~  Resources ~

Product Overview

This listing lets you manually launch a BlueXP instance without providing your
AWS credentials. After launching the BlueXP software in AWS, you can access it
by entering the instance's IP address in a web browser. If you subscribe here, you
still need to subscribe on the listing below for PAYGO charges.

The standard BlueXP installation should be launched from the following
marketplace listing:
https://aws.amazon.com/marketplace/pp/B07QX2QLXX &

BlueXP - Manual Installation without access keys

Your Saved List Parmers  Sell in AWS Marketplace  Amazon Web Services Home

Continue to Subscribe
’ Save to List ‘

Typical Total Price

$0.226/hr

View Details

n NetApp‘ By: NetApp, Inc.[&  Latest Version: 3.9.23
Read below for instructions on how to deploy Cloud Volumes ONTAP.
Linux/Unix wirdrdlr 6 AWS reviews | 4 external reviews
Overview Pricing Usage

Support Reviews

Highlights

= See Product Overview for instructions on how to
deploy NetApp BlueXP.

- Categories + Delivery Methods + Solutions + AWSIQ v Resources v

M NetApp' BlueXP - Manual Installation without

Subscribe

Subscribe to this software
configure your software.

Terms and Conditions

NetApp, Inc. Offer

Your Saved List Partners  Sell in AWS Marketplace  Amazon Web Services Home

/ Continue to Configuration

access keys

You're subscribed to this software. Please see the terms and pricing details below or click the button above to

3 #d0ll= 2 7tX| Aol o ERELICE
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"AWS2| Hot O F AlS FLCt.

o * AEB|X| FA *

2E ZEE0M Amazon EBS 25 3tE 2Metst2{H * g *, * 28 1 * 2 K182 MEfstD * ¢SS
E MEHSH OIS KMS 7|2 MENStLICE.
o g ME ME > * AM QIARA T2=mA * 0f| A Connectordl| 2ot MoH0| ZotE |AM S-S
’.‘JE—*.'E.“—l Ct.
o x QOFx QOFZ HEGSI * QAR A A|Xf+ 2 MEASHL|C,
Zat
AWSTt X[ HEl ™o EQ0{ZE A|ZHSILICE Connector QIAEIA Bl AT EQ0{= oF 582 Lo
AIoHElO—IOI: o|-|_| |_'_|-
CHS chA|
BlueXP& MHgL|LCT.
AWS M & Ot E2|0[A
AlZFst2| Fof|
Ct21t 22 &50| QL0{0f ghL|C}.
* HEYZ @7 A2 5F6H= VPC U Bl
"HERZ 27 AFEHof| CHalf ZotEMA|I2"
* Connectord]| Z@st MotS Hotst= Mol HEE AM HE
"AWS ot MEst= B CHolf LOotEHAIL"

IAM A2 X}Of| CHBE AWS OFHIZ3|0|AQ| 1=
EC2 QIAEIAO| 7| AMQIL|C},

ct

CHA|
1. AWS Marketplace®| Al BlueXP LI{ZI O Z 0]

a. EC2 MH|AE €11 * Launch instance *

b. AWS Marketplace * & MEHSIL|CE,
C. BlueXPE M3 MH|AS MENSHL|CE
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https://docs.netapp.com/ko-kr/bluexp-setup-admin/reference-ports-aws.html
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d.

2. ZTETEQ uj2} QA

o

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

. x C | and Exit
Step 1: Choose an Amazon Machine Image (AMI) sosionckes
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs
BlueXP - Manual Installation without access keys
AWS Marketplace I NetApp
# & % & % (6)| 3.9:231 By NetApp, inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722

Read below for instructions on how to deploy Cloud Volumes ONTAP

¥ Categories

Moare info

Continue * £ MEHBIL|C}.

=

EHAZ M38lT

HHZZ gL ICt.

*QIABIA @9 MEd « X|F 7t8Mof| mat X|YE = QAHA RE F stLtE MEHBL|CKT3.xLarget
Aze)
"QUIAEA @3 AletS HESL|CH
“QIAEIA M2 B T VPC U AEUS Mk, 1EA0) A BHE 1AM HBt Meistn, B2
- = o o= . o =
B (HEHE gdsstl, o7 AdE £F5h= CHE 74 M3 MElELC
Number of instances (i) [1 | Launch into Auto Scaling Group (1)
Purchasing option (i) [JRequest Spot instances
Network (i) [vpc-aT6d91c2 | VPCAQA (default) 4] C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (j) | Open C Create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2

Enable termination protection (i)

Protect against accidental termination

Monitoring () [JEnable CloudWatch detailed monitoring
Additional charges apply.
* AEE|X| Tt T E2X| 282 KXl
*EfT %7t Qe AR QAT A Cigt Ej IS YafBiLict
*HOEOE #M AU QAEHA0 TRt HA HH(SSH, HTTP X HTTPS)S XI&gfL|C
*HE * ME AletS HESHD * AR+ S MEiRL|C
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AWSTL X|HEl BHOZ AT EQOE A|ZELICE Connector QIAEA Gl AT EQ|0{= 2F 58 LHO||
Asiz|o{oF ghL|Ct,

CHS Al

BlueXPE MABtL|Ct

Azure OIZIZ2{0|A E HESIMAL

AlZFSE2| FHof|

Ct2at 22 g50[ A0 OF LTt

—

* HERIZ QF AFEE £F5t= VNET 2 M2l
"HEYZ 2T A0 CHol Lot MAIR"
* Connectordi| Z st HH0| LBHEl Azure AP XL XA H&lL|Ct,

"Azure AHE HotS AFsH= LHO o ZokELCH

CHA|
1. Azure O E8|0] A0 A NetApp Connector VM H|O|X| 2 0| S &fL|C}.
o "Ar2 X|H0j| CHEt Azure Marketplace H|O|X|"
° "Azure Government X|= 2| Azure Marketplace H|O|X|"
2. X2 gt7| * & MElfst ChS * Al * & MEigiL|CE
3. Azure ZEHO|A * Create * £ ME{SIT CHS THA[Of et 7HY HAIZ LA ELICE
VME 4 mf CHS Al folstAIL.
°*VM 37| *: CPU % RAM @7 Atgt0]| St= VM 37| 5 MEHSILICE DS3 v2E HEeL|C.
o * A3 * F{4lE{= HDD = SSD C|AIE AE50] || M52 W3|E 4 ASL|LCL.

=
o * ZEIP* H4YUEH VMOIM S IP FAE ALESHHH IP AT} 7|2 SKUE AHESHH BlueXP7t 0]
3—% IP FAE ALESIEE oHOF °H-IEr

Create public IP address x

MName *

| newlP '

SKU* (D

@ Basic O Standard

Assignment

O Dynamic @ Static
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O Managed identity

Members  Select members

Select members %

Select (10

| test-service-principal

test-senvice-principal
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3. Microsoft APl * 0fl Al * Azure Service Management * £ MEHSIL|C}.
Request API permissions

Select an API

Microsoft APls

Commonly used Microsoft APls

Microsoft Graph

APls my organization uses

My APIs

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlock/Exchange, OneDnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
datz analytic scenanos

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

da
Eﬂfﬂﬂg
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5‘ Azure Data Explorer
Perform ad-hoc quenes on terabytes of

data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of import/export
jobs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

R

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard
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