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"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",
"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",
"fsx:Describe*",
"fsx:List*",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "cvoServicePolicy"

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:DescribelInstances",
"ec2?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:TerminateInstances",
"ec2?2:DescribelInstanceAttribute",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2:CreateSecurityGroup",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"kms:List*",
"kms:Describe*",
"ec2:DescribeVpcEndpoints",
"kms:ListAliases",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",



"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [



"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]

11



12

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok
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"Version": "2012-10-17",
"Statement": [

{

by

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "K8sServicePolicy"

"Action": [
"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"k n

13



"Action": [
"ec2:CreateTags",
"ec2:DeleteTags",
"ec2:DescribeTags",
"tag:getResources",
"tag:getTagKeys",
"tag:getTagValues",
"tag:TagResources",
"tag:UntagResources"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "tagServicePolicy"



GovCloud(0|=Z) X|¥

"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"2012-

lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

15
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"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",



"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n
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18

"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"



—_

"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

19



20

"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

21
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",

23



"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

AWS ALE #ot
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* EC2: Describelnstances(X|A| QIAEIA)
» EC2: DescribelnstanceStatus

» EC2: DescribelnstanceAttribute
* EC2: MEE

* EC2: Describelmages(&™ H4h)
* EC2: CreateTags(EH 1 AA)
*EC2: 4 2ES XA

» EC2: DescribeSecurityGroups

* EC2: DescribeNetworkInterfacesE £t XS A2
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« EC2:

* EC2:
- EC2:

* EC2:

* EC2:
° EC2:
* EC2:
« EC2:
« EC2:
« EC2:
* EC2:

* EC2:
- EC2:

* KMS:
* KMS:
* KMS:
* KMS:

* FSX:

DescribeSubnet

2%
DescribeDhcpOptions
29
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H
o
4 H
o

nx

DescribeTags(&E E{)
DescribelamInstanceProfileAssociations
DescribeReservedInstancesOffbised
DescribeVpcEndpoints

EL

25 44 4
DescribePlacementGroups

22+

Moy -

CreateGrant

ListAliases

g4

* FSX: =25+~

Amazon S3 H3] ZM

Connector= Amazon S3 HZl2 ZHMs17| 9|6l .t

S3:GetEncryptionConfiguration

= =x

Connector= Amazon S30i|A| S 22|57 2|8 Chs 2t

wol gl =

» S3:GetBucketLocation
» S3:ListAllIMyBucket

* S3FE H3
* 834y K7

» S3:GetLifecycleConfiguration

» S3: PutLifecycleConfiguration
« S3: PutBucketTagging

* S3:2 = BuckketVersions
» S3:GetBuckketAcl
» S3: PutBucketPublicAccessBlock

glo
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Connector= A 3! Sl gt

KMS: 5§+

KMS: &9 *

S3:GetObject

EC2: DescribeVpcEndpoints
KMS: ListAliases
S3:PutEncryptionConfiguration

mjo

ArEot 28 A
S3: 44 H3l
S3:DeleteObject &
S3:DeleteObjectVersion
S3:GetBuckketAcl

S3.2E 1yl

S3:5 % BuckketVersions
S3:ListBuckketMultipartUploads

S3:PutObject
S3: PutBucketAcl

Megict

S3: PutLifecycleConfiguration
S3: PutBucketPublicAccessBlock
S3.ZTHHE|Y = EQIL|CE

T2

2 2o nj ot

* S3:ListMultipartUploadParts(S3:ListMultimpartUploadParts) &
» Athena: StartQueryExecution

» Athena:GetQueryResults
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"Microsoft
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Operator",
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"Microsoft
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"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

Compute/disks/delete",
Compute/disks/read",

.Compute/disks/write",

Compute/locations/operations/read",
Compute/locations/vmSizes/read",

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

.Network/virtualNetworks/checkIpAddressAvailability/read",

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/write",

.Network/virtualNetworks/subnets/virtualMachines/read",

.Network/virtualNetworks/virtualMachines/read",

.Network/virtualNetworks/subnets/join/action",

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",



"Microsoft.Resources/subscriptions/resourceGroups/delete",

"Microsoft.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

Storage/checknameavailability/read",
Storage/operations/read",
Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/delete",

.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",

"Microsoft.Storage/storageAccounts/listAccountSas/action",

"Microsoft
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"Microsoft
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"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
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"Microsoft.

Storage/usages/read",
Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",
Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

Network/loadBalancers/read",
Network/loadBalancers/write",
Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",
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Connector instance.

stage: GA

includedPermissions:

- lam.serviceAccounts.actAs

- compute.regionBackendServices.create
- compute.regionBackendServices.get

- compute.regionBackendServices.list

- compute.networks.updatePolicy

- compute.backendServices.create

- compute.addresses.list

- compute.disks.create

- compute.disks.createSnapshot

- compute.disks.delete

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

55


https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-install-connector-google-bluexp-gcloud.html#step-2-set-up-permissions-to-create-the-connector
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-restricted-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/bluexp-setup-admin/task-prepare-private-mode.html#step-5-prepare-cloud-permissions

56

compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

.images.

firewalls.
firewalls.
firewalls.
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get
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globalOperations.get

images
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images
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instances.
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instances.
.instances.

instances.

instances

instances

.get

getFromFamily
list
.useReadOnly

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list
setDeletionProtection
setLabels
setMachineType
setMetadata

setTags

start

.stop
.updateDisplayDevice

instanceGroups.get

addresses.

instances.

get
updateNetworkInterface

.machineTypes.get
.networks.get
.networks.list
.projects.get

regions.get

regions.list

snapshots.
snapshots.
snapshots.
snapshots.
snapshots.
subnetworks.
subnetworks.
subnetworks
subnetworks

zones.get

zones.list

instances.

create

delete

get

list

setLabels

get
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.use
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- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager
- deploymentmanager
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

- logging.logEntries.list

- logging.privatelLogEntries.list

- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- cloudkms.cryptoKeyVersions.useToEncrypt

- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.

list

- storage.buckets.update

- iam.serviceAccounts.getIamPolicy

- ilam.serviceAccounts.list

- storage.objects.get

- storage.objects.list

- monitoring.timeSeries.list

- storage.buckets.getIamPolicy

- cloudkms.cryptoKeys.getIamPolicy

- cloudkms.cryptoKeys.setIamPolicy

- cloudkms.keyRings.
- cloudkms.keyRings.
- cloudkms.keyRings.

get
getIamPolicy
setIamPolicy
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-compute.disks.createS & XS A|Q
-compute.disks.createSnapshotS XA
compute.disks.delete @ 2 2|5 A2
-compute.disks.getg HZESHHAIL2
-compute.disks.list & EHZESHA A
compute.disks.setLabels O 2 22|stAA|Q
compute.disks.us e

-ARE Ao create
compute.firewalls.delete 2 2 22|54 A| 2
Ht= ZFE, WotH, GETLIC
-compute. 23t list £ EZSHUA|L

-compute.globalOperations.get

-compute.images.get
-compute.images.getFromFamily £
-compute.images.list & MEHEIL|C}
compute.images.useReadOnly 2 22|54 AR

EXSHMAIR

compute.instances.attachDisk 2 2 F2|SH AL
compute.instances.detachDisk L2 F2|IMA|2

compute.instances.create O £ E2|SHA|L
compute.instances.delete 22 29|5HAA|R

compute.instances.get O £ E2[SHA|L

compute.instances.getSerialPortOutput 2 =
St AI2

compute.instances.list 22 22| A|L

compute.instances.setDeletionProtection 22
ZOSHMAIR
compute.instances.setLabels 22 £2|SHMA|L

compute.instances.setMachineType 2 E F2|SIA|2

compute.instances.setMinCpuPlatform 2=
ZSHAIR

compute.instances.setMetadata O 2 29|5HA|L
compute.instances.setTags O £ 29|5HA A

compute.instances.start 2 2 22| A|L
compute.instances.stop 2 29|5tAA| 2
compute.instances.updateDisplayDevice S =
2Ol AIR

-compute.machineTypes.get
compute.projects.get 22 22|SHA|

-compute.snapshots.createS XA
compute.snapshots.delete 22 F9|StAA| 2
-compute.snapshots.get
-compute.snapshots.list & & ZESHMA|Q
compute.snapshots.setLabels 22 E2|SH A2
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compute.networks.get 2 2 29|SIAIA|
compute.networks.list 22 22|stAA| L2
-compute.regions.get 2 ME{BL|C}
-compute.regions.list & MEHEIL|C}
-compute.subnetworks.get
-compute.subnetworks.list & & XS A| L
-compute.zoneOperations.get
-compute.zone.getS 2istL|Ct
-compute.zones.listS 2gtL|C}

deploymentmanager.composite Types.get 22
=25t AIR
deploymentmanager.composite Types.list 2 =
TSR
deploymentmanager.deployments.create 2=
ZSHAIR
deploymentmanager.deployments.delete 22
ZSHAIR
deploymentmanager.deployments.get 2=
2Ot AIR
deploymentmanager.deployments.list 2 =
SR
-deploymentmanager.manifests.get

-deploymentmanager.manifests.list & &ZSHUA|

-deploymentmanager.operations.get
-deploymentmanager.operations.list £ &
-deploymentmanager.resources.get

-deploymentmanager.resources.list & & ZXSHA|L

-deploymentmanager.typeProviders.get
-deploymentmanager.typeProviders.list £
EXSAA L

-deploymentmanager.types.get
-deploymentmanager.types.list & & X5t A2

-logging.logEntrries.list & & X5t A2
-logging.privateLogEntrs.list & & ZESHA A

resourcemanager.projects.get 2 2 F2|SIMA|L

-storage.tH 3! .create
storage.buckets.delete 22 22| A|2
H3l.GET

-storage.H 3! list

-storage.H{Zl.update

cloudkms.cryptoKeyVersions.useToEncrypt S =2
= O|"'|.AIA|9

SEREZZ0|E . U535} 7.7 27|
-cloudkms.cryptoKeys.list
-cloudkms.keyRings.listS MEiBfL|Ct

2
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M Cloud Volumes ONTAP 7t&t Al OIAEIA S
MHSH= O 2ot HE/Z MEE JHYFLCt.
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compute.instances.setServiceAccount S =
ZOSHAIR

iam.serviceAccounts.actAs Q2 2|5 A2
iam.serviceAccounts.getlamPolicy @ £ 22|35t A|2
iam.serviceAccounts.list @ 2 22|5tMA|2
-storage.objects.get 2 MEHSIL|C}
-storage.objects.list S MEHTIL|C}

=}
-compute.addresses.list £ & XS A|L

-compute.backendServices.create £ EXTSHNA|
-compute.regionBackendServices.create
-compute.regionBackendServices.get

-compute.regionBackendServices.list & £ ZESHIA| L

compute.networks.updatePolicy 2 29|35 A|L

compute.subnetworks.us e
compute.subnetworks.useExternallp 2= =2
compute.instances.addAccessConfig 2=
ZOSHAIR

container.clusters.getS AMEHEHL|C}
-container.clusters.list & ME{EIL|C}

compute.instanceGroups.get O £ E2|SHA|L
-compute.addresses.get
compute.instances.updateNetworkInterface S =
TSR

-monitoring.timeseries.list & & ZXsHIA| 2

-storage.HZl.getlamPolicy

-22tREZE0IH .33 7|71 27|
-cloudkms.cryptoKeys.getlamPolicy
-cloudkms.cryptoKeys.list
cloudkms.cryptoKeys.setlamPolicy S 2 F2|5t& Al
-cloudkms.keyrings.get
-cloudkms.keyRings.getlamPolicy
-cloudkms.keyRings.listS ME{SL|C}
cloudkms.keyRings.setlamPolicy 2 2 F2|st A2

HI =22

Hoto| F7tx| 11

20233 22 6

O Kol C+Z #Mto] =7t A& LICE
» compute.instances.updateNetworkInterface
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