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2. ng H3t ZF0=2 Mok
set -privilege advanced
3. AWS 7| #2|XIE gdstetLCt.

security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIAIX|7F EAIE|H H[Y 7|8 HSIM Q.
3. AWS KMS7} S2HIEA| LM E|R} =X EQISHN L.

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy
@ rpermissions e Principal Application (optional) (4] Review + create
Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected
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1. 0] ZZM|AE HA Cloud Volumes ONTAP A|AEI0] CHSH Azure Key VaultE +4st= 22002t ZRL|Ct.

2. Azure Portal0il A 7tA HIEQ 3 Z 0| S8L|C
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SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Private endpoint network policy

Disabled

AEoto S2{AH 2| LIFO| AZRLIC

E2 S07HMIR:




set advanced -con off

. Ast= H[0o|E SYME AE6t0 DNS 142 gelgtL|ct.
vserver services name-service dns show

a. Ast= C|0JE| SVMO]| CHet DNS 2=0| 131 Azure DNSOI| TSt eh=0] Z&E[0 Q= Z R OFF YT
R3] ELICH JZX| 942 B Azure DNS, 712l DNS = 2-Z3|0|A MHE 7t2[7|= | 0[H
SVMO|| CHSt DNS M &=5 FIHELICE 0= S22 22| SVM 51 LX|sH{0f gHL|Ct.
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. C|0|E{ SVMOI| CHt DNS MH| A7} HHE[UY=X| 2QISHNIR.

vserver services name-service dns show
- OHZZ2|AH0|M S5 = X &E 220|ME DL HHE IDE ALK Azure Key VaultE &g etefL|Ct.
security key-manager external azure enable -vserver SVM name -client-id

Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

@ J8F2  full key URI 7HK|= ZEE|0{OF ELICt <https:// <key vault host
name>/keys/<key label> K|XH{.

ot

- Azure Key VaultE M3HO 2 2t M35t 2 LIS 2 YASGHYARL. client secret value HIAIX|ZF EA|Z|H,

- 7| EE|Xte| HEHE RISHA K.

security key-manager external azure check &2 CtZ1t Z&L|CH

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

OFoF service reachability &E{7t OFEILICH ok SVM2 ERot BE HE U M2 Sl Azure Key Vault
MH| A0 HAY = ASLICH Azure U E{3 FMut 2t2&10] 712l vNetO| Azure Key Vault 38 AEZQIE0
SESHE A2 KHESHR| ob=X| 2elstM|e. JZ-CHA vNet LHO|A Key Vaultol] M| ASE?| 2|8H Azure Private
ANEZQIEE AESt= NS LM Q. AEEQIEL IRl IP FAE =Qlst{H SVMO| X SAE gt=2
FIteHoF & == JAELICH



02 kms wrapped key status 218 ZO|CH unknown 27| 0. HER7} LS o2 HAEL|CE oK
N W SE0| g=2tE =,
7. MEH AFEE: NVESQ| 7|58 &0lst7| QI HIAE S2&8 THELICH
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vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default
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SHI2H 2ME Z2 Cloud Volumes ONTAP X150 Z2 258 MAMstD 2

8. 20| SHIZ2H| MME| D A5 R=X| &IStN Q. THCIH, —is—encrypted DN H 4= CH2at ZH0|
HEAELICE true.
vol show -vserver SVM name -fields is-encrypted

9. MEH Atel: Azure Key Vault 215 Q15 MQ| XA ZHE UCI0|ESHH CIZ TS AIESHMIR.

security key-manager external azure update-credentials -vserver vl
—authentication-method certificate

l2q 213
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2.

3.

Google Cloud A0 M"CHE GCP 7| 2ot 7| = MM EHL|CE" .
Cloud KMS 7|2} Cloud Volumes ONTAP AH|A AH|H™of| AFEX XY AetS SeketL|Ct.

a. AF2XF ol S et

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersio
ns.list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVer
sions.useToEncrypt, cloudkms.cryptoKeys.get,cloudkms.keyRings.get,clou
dkms.locations.get,cloudkms.locations.list, resourcemanager.projects.g
et

—--stage=GA

b. 4448t AR XIH HBS TYBHLIC
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name

--role projects/customer project id/roles/kmsCustomRole

Cloud Volumes ONTAP 9.13.0 O|AIS A28t= A AI2XF XA detg ots gt
@ Sl&L|CH Ol2| Mol g shetsh & Q&L |C}
}.

[cloudkms.cryptoKeyEncrypterDecrypterA]QEL

MH|A AE JSON 7| CHREE:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP

1.
2.

St= SSH S2I0|UEE AHEsH0 22{AE 22| LIF0| HZ Lt
g Hot +=FQ=Z Heh

set -privilege advanced

CIO|E| SVMO| CHet DNSE MM etL|Ct.

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

CMEK &= d4:

security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

HIAIX| 7 EAIZ|H GCP AE2| MH|A AE JSON 7|E = elL|C.

SHtE 2 MATH HSYEX] 2ASHMIR.

security key-manager external gcp check -vserver svm name

MEH AHS: 2ot E HIAESH | 9ot 28 M vol create volume name -aggregate aggregate
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-vserver vserver name -size 10G

=H sl 20| 2ot F2 f/9f OHX|f & THA0M #A| RESTAPI 238 &g = JASLIC

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

Cloud Volumes ONTAP 0f| NetApp #HMH HS &M 25}

Ao SH2 71”9 Az, A+

O 71— 3y O AN
21419010l Th2t = IHX] NetApp 224, 5 UBHHQ! 2HA9I0f T SRR 2 HE(o| HE U
AHS HHLU0| HS(ARP)S THE & UBLICH 02(8t 22M2 JHA4, BX| Y B7E I3t

2tHQl =45 NS ELCE

ZE0M ALY = A= UM E= BHS AHE5IH ONTAP FPolicy 7|58 &850 2EtA ol eH-deo] oy
SN RYCEEEH EoY £ ASLCE
T

1. A 2= HO| X0 M Q0| E=E ABSHE=E 743t Cloud Volumes ONTAP A|AEIQ| 0|2 & H
Salgct
2. 712 "olM 7|5 TigS 22iot o2 AYHo B FHojl

o ofo|2g 2Lt

rir

fot
HR
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Information Features
System Tags 3 Tags y
Scheduled Downtime Off I
Blob Access Tiering Hot i
Instance Type Standard_E8ds_v4 i
Charging Method Capacity-based y
Write Speed Not Supported f
Ransomware Protection Off i
Support Registration Not Registered i
WORM Disabled 2
CIFS Setup i
3. AU o{ofl CHSt NetApp £2M 73
AL HMO| 2Bt X] 942 EE0| Y= B *AHM HH 2dehE S2PLIct

NetApp Snapshot 7|2 A X2 E @[T LA
HEEX| 2 AN SHSH= AJLICH AL A

LIS— —1d

QUELICE 3t Tl IHel ALZO|LE A3t Tfof =7 40

- -2
UASLICE.

13



b. ONTAP2| FPolicy %—?—ﬁ% gdstste{™ *FPolicy 24eHE 2EI5tM|R. 0] M2 It &HXE
JECE Iy HAS Atk 4~ USLICH

o] ol SRMS UBEl A NLY0] THY FHE KEHSHO] A0 BHOZRE|O| BS J|SS YBtaLct
7] FPolicy #91= T+ SHRIRHE 7H7l TFg Kiekgiict.

oro|2 2, eostE, &71, I E, B E, crinf, rba, XRNT, XTBL, R16M01D05, pzdc, £2, LOL!, OMG!
RDM, RRK, encryptedRS, crjoker, EnCiPhErEd, LeChiffre

0| 2]= Cloud Volumes ONTAP Ofl A FPolicyE gttt o WMELICE O &2
UEtK Ol MY o] MY RS 7|HIO 2 M E|JSLICE Cloud Volumes ONTAP CLIC|

vserver fpolicy policy scope BES A0 XHTHEl THY SHEXLE AFEXF Hojg 4

ol&L|Ct

M H .

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % ©

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 Volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

Cloud Volumes ONTAP #&9[0] S A S LIEHE & U= H|FE ANl 252 AH0|| 2 X|stn Z10sk7| 219
IZC0f st EME £3dt= ARP(Autonomous Ransomware Protection) 7|52 X2/ EHL|Ct.

Ch2S 8ol M3kl ot 2 Xf Hoot gz "#Heo] H= 2F"ARP 7|52 X £t
"HIEYHR &3S 7|He = EMH R S| CHl AHE XA %'_'?JLIE}. HAAH E= 4

1L O 71
SeHel E’SQAIW HoE 2l i A8 E & ASLICH

ARP 7|52 37t H|2 20| BYOL(Bring Your Own License) % Ot E|0|A 252 E6ff 2I0|MAE AIRE £
QIA&L|CH
A H

ARP XY 2E0= "st&g B = gy HEi7 XIFE L

o>

=50 CHSE ARP 742 ONTAP A|AH! 22| Xt2F ONTAP CLIE Edlf £ ElL|CH.

ONTAP System Manager % ONTAP CLIE At&30{ ARPE &M 2lst= 2hHol CHSE XtASt LHE
EZSHUAI2. "ONTAP AEA: Xt2 HMof 25 &M3)" .

ro

Chs

o
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

Cloud Volumes ONTAP 0{|A{ WORM I} O] X HtX| ALHAE
SEAIE2 S ohEL

= -4k

Cloud Volumes ONTAP A|ABIO|A St 1 M T01 02 B 22 = JY=(WORM) It S| H=E
X AMAFAIEE UHED EF HE V|72 SO +MEX| 42 YEE AMAE Htg

& A
o —Hd
UAELICE 0] 7|52 SnapLock 7|&2 7[8tO 2 stH, HIO|E| S 8 7N &4+E 5
Lottt

AlZFsE7| o
A SALE S UEE O AH83= £80| SnapLock 2E21X| 2RI5HMIR. 2E0IM SnapLock 22 & &d3}dt=
ol et XtMlSt 82 LSS FESHUAL. "ONTAP 2 Af: SnapLock #+4" .

A
1. SnapLock E&0|IA AL SAL2 S THSLICH CLI EE= AAR 22|XIE AFESI0 AHAF SAHRE CtEE
Aol Chet XtMlet 82 ¢ HZESHYAIL. "ONTAP 2 M: 2Z AHAF SAE 22| HR" .

J

0o
o
0

AN ZALE 2 282 WORM £4E 4435122 HEIL EI7HsHLICE 7|2 SnapLock 7|&£2 X|PE EHE
7|2to] Zatet wi7kx| AAEO| HME o AH|E[X| Qe HoofL(Ct

2. AHAES THAIGHOF SHe AR EE J1|2t2 ™ 4 JASLICH KNS LHE2 TS S EXSHMIR. "ONTAP EA1:
HZE AIZEAH"
ALHAFALE S EX™ HZE 7|7F S0 ES E[X|2H Cloud Volumes ONTAP 2] WORM AEZ2|X|=
@ "ME[E £ AsE AERX| 22X RRUM SRR S2{AH 2K AA EES AXE
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