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security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
—access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}

3. Ct2 S M8SHY 17| M8 ALEXHE MM ELICE create BHEE AASHH 0] ALXtS| Y= E Hst2t=
HIAIX|ZF A ELICE

security login create -username ci user -application ontapi

—authentication-method password -role ci readonly

AD/LDAP A& A= A HH 2 ofof gL|C}

security login create -user-or-group-name DOMAIN\aduser/adgroup

-application ontapi -authentication-method domain -role ci readonly
So{AE ALK CIOIHE Hdl= B2

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest

T
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rr

Role Command/ Access

Vserver Name Directory Query Level
clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl:security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name Locked

ci user ontapi password ci readonly no
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vserver show -type admin
CHE BYS AESI0 JgsS ddeiLIct.

security login rest-role create -role {role name} -api /api —-access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}
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security login create -user-or-group-name {username} -application http
-—authentication-method password -role {role name}

AD/LDAP AFE AEdl= 3% FB2 ¢of Lt

security login create -user-or-group-name DOMAIN\aduser/adgroup
—application http -authentication-method domain -role ci readonly
A2 ML= Idg 9 AMZX 23012 Ch3at Z&LCH. X FH2 ofgat 20| CE

-
UASLILE.

1 1

security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name APT Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
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**Vserver:> vserver services web access show -name spi

Vserver Type Service Name Role
<vserver name > admin spi admin
<vserver name > admin spi csrestrole

2 entries were displayed.**
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