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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis,

Which Operating system are you using ?

CentO5s RHEL
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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?

Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy

variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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@ New agent detected!
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oHA|
1. 'SUDO firewall-cmd—permanent—zone=public—add-port=35000-55000/tcp’ & A& etL|C}
2. 'SUDO firewall-cmd — reload

SAZ0l| et LS BHAIE TEHAL.

* CentOS 7.x/RHEL 7.x *:
1. 'SUDO iptables - save | grep 35000

AHIZ
o=

=9

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
* CentOS 8.x/RHEL 8.x *:

1. SUDO firewall-cmd—zone=public—list-ports|grep 35000'(CentOS 82| Z<L)
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35000-55000/tcp
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& L|CY. 2|C|HME| T MH[A 2T30f|A 'H -u cloudsecure-

agent.service’ BEE ALE50] &ole = US
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S MBS0 ERE O M5 B 5= ASLICH
O|0]HE AX|7t'0| Linux i Z = X[ =|X| Sb&LICEH 0| LR = X[HEX| gb= A[AH0| AgentS A X521
HXE S=ots SYLICL i '—Hif"”—l Ct & FZSHYAR "= 27 At
"-bash:unzip:command not found" 2F 2} | otES T [} MX| HZS CHA| ASHEL|Ct A|AEI0|
OIO|ME &X|7t Ao &L Tt YumO| HX[E|0] = B2 "yum install unzip"S

AN E5810] unzip AZEL{E AX|EL|CH 23 OIS
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O[O|HEZl X[=|0] & SYILICE SHX|TE AE#I0 Agent A|ARIO| SSHE HZELICE & Soll &EH

UX7| SR =R} SLICH MH|A S| MEHE 2QIBILICt sudo systemctl
status cloudsecure—agent.service.§21m|
"Failed to start Workload Security daemon
service(FIAE2E Hot 0| MH[AE A|ZSHK]
IYELICH" 2= HIAIX|Z7E BA|=[=X] ZHISLICE cssys
AFEXL7t Agent A|ARI0) A=K R E ZHRIBL|CH FE
AT 2 O+Z S St HASt D cssys AFEAL 3
JE0| A=X| geletct.
sudo id cssys
sudo groups cssys O Ak gl 32 &Y
HL|EZ ™MMO| cssys ALEXIE AMHAS =
UAELICH. CHE S 2SI cssys A

JE2 450z MAEL.

"sudo useradd cssys

“sudo groupadd cssys'CHS S st 0|HE
MH|AE CEA| A ZFEEL|CE,

“sudo systemctl restart cloudsecure-
agent.service’' ({T5| HAE[X| §b= AR CHE A SHE
SHE RSN 2.

Agent0i| 507l O|&e| H|O|E =FI7|E FIte = olo|E =& 7|= 50712t of|o| M E0|| 37
ASLICE Active Directory, SVM %! 7|E} =& 7|2
87| Rl =go| E £ ASLICL

e 4 UBLIC,
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Ul Agent?t NOT_Connected AE{Q! O] EA|EILICE.  AgentS CHA| A|ZtSHE THAIRILICE Agent A AR
SSHE HZATLICE C3 HES A0 ofo|HE
MH|AE CIA] AJZFEELICE sudo systemctl restart
cloudsecure-agent.service™ 3. 'SUDO systemctl status
cloudsecure-agent.service’ & Sl A2 AMH|A9|
MENE =QISLIC 4 AEYUS HEE HEfE 0| SdloF

= |- [l

grLfct.
00| ME VMO| Zscaler ZEA| 0] YSH Of|0|HE .cloudinsights.netapp.com URLS| Zscaler == A|0{| A
MX|7h MINEILICE Zscaler ZEA|Q| SSL ZHALZ QI SSL HAME HIZAMBLLICt Zscaler?t SSL HAE
QAR E KOt OIZ M= Zscaler CA| 23 MHE 285t ASME ChA|StH= Z <2 Workload Security7}
WO R BAE|ZE Of0|HMEJ S48 ME[SHX| gb&LICH =SSR b&LICH
OlO|HEE MX[st= St &% siA| = HX|7t "chmod 755-rf" BE0| HIfHELICt =) ClAE2|of
STHELICEH OtAo| U1 CHE AFEXIOA| &6l A2 M s I o

ALE Aot HEY £ gl= FEJ} Ot sudo AHEXEZL
OlO|ME MX| BES AHst= 22 HYO| MuffL|Ct
chmod BEO| HIisto] LIHX| AX|7t M= X|

24 &LIC "cloudsecure"2t= M CIAMEZ|E ddgfL|Ct
ofiet CIHES| 2 O|SELICH ™A "E2 =...... "S
=2AtStod 201 '@&LICt. ... / cloudsecure-agent-
install.sh" &X| BHE =5t 11 Enter 7|E +ELICH
44X E A& 5 AU0{OF SLICE
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cloudsecure-agent-symptom-collector.sh 23 & EJ}
A5t O 27 7F EA[ELICE [root@machine
tmpJ#/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agent-symptom-collector.sh AH|A 27 7!
OHZ2|AH0|ME 210 =T Of|0|HE HEff AHAF MM
OlO|ME ClAME2| 1= AHAF MY

k=3 o A o
FHS M=+ UB

symptom-collector.sh:line 52:zip:
R F: tmp/cloudsecure-agent-symptoms.zip 44 5tX|
ZTMSLICH

AX| Z oo|HET}F HHE[ UK EELICE Systemctl
status cloudsecure-agent.service Ct2 1t 20|
HAELICE. [root@demo~]#systemctl status
cloudsecure-agent.service agent.service — Workload
Security Agent Daemon Service loaded:
loaded(/usr/lib/systemd/system/cloudsecure-
agent.service; enabled; vendor preset: disabled)
Active: 2-d2t(XtS THAIE) (B BE ZE) Tue
2021:12:26 PDT; 228.2s A|Z Of|0| M E
pid=25pid=secure agent.pid/service:
25889(code=Exited, status=126), Aug 03 21:12:26
demo systemd [1]: cloudsecure-agent.service: main
process &=, code=Exited, status=126/n/a Aj8 03
21:12:26 demo systemd [1]: unit cloudsecure-
agent.service failed state. 8& 03 21:12:26 H|2

A AEI[1]: cloudsecure-agent.service &Y.

10

SHAE:

Ao|A0 2O MESHH 1. RE Hote= O3
ASZEE Mastn £ M (cloudsecure-agent-
symptoms.zip)2 3/ eLICt. a.
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh 2. £E H3tO2 Ct3 HHS
SHLH Mlist £5 2 S/YLICH a. ID cssys b. &
cssys c. CAT/etc/OS - E2|A

zip =77 K| E[X] AASLICE "yum install zip" BES
MBI zip E2 MX|gLICt 37 CHS cloudsecure-
agent-symptom-collector.sh S CFA| A3igtL|Ct,

=od

0| 2F= Aot BFL=Z Qldl /home Of2Hof| ArEX}2
ZOQICMERE IS 4= Ql= B0 2l
UELICL HZE HHS cssys AHEXIE MYstD CHS
THE AESIH 2OQI CAMER[E S22 6=
ZAQILIC}. sudo useradd user_name -m -d home_DIR
-m: AFEXI2| Z CIAEE|7t gl 32 WHYLICE d:
AEXtel 2101 CIAMER| ZEC 2 HOME_DIRS
A3 M AL X7 HHEILICH o|E S04, _sudo
useradd cssys -m -d /cssys_i= user_cssys_g&
271511 root Of2H0f 219! C|AMEE[S ZHEL|C

cssys_user0f &X| Aoto| gi2 = U= 0| P2
AlnfE 4 QUELICE /opt/netapp?t NFS OF2EO| 11
_cssys_user?} O] EL{0f| Ciiet M A ASHO| Gl= ER
MX| 7 MIHEILICE cssys £ |TZE HOF MX|
2E[Xp7 Mgt 22 AFEXI0|H D2 EE S/l

MM AT Hto| RS = USLICH cssys_users
A2t
/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agentof| HM|ASH O|F =tolg = JUELICH "ALE Het
HE"E gretstH dX| #gto| gle ALICH OFREE

EC i HRE| 22 LA E2|of| EXIZLCE



=H: & e:

AgentZt XS0l ZEA| MHE Sl HZE|QT Agent  agent.properties £ TRISHH TEA| M8 HEE Fote

X 0| ZEA|7F AHEJ}SLICE O|M| ZEA| MHZL 5 JSLICH CHS HAE MEYA|R. 1. £4 THUO|
HAZ|ASLICH Agent| ZEA| FM S HESIHH ZotEl E0 2 HELLICE cd
Of"27| sHOF BfL|m}t? /opt/netapp/cloudsecure/conf 2. ZAH%L7| HIAE

M 7|E A8t WS agent.properties THU 2
GLICL CHS @2 FII5EALLE = eL L
agent_proxy_host=scspa1950329001.vm.netapp.com
agent_proxy_port=80 agent_proxy_user=pxuser
agent_proxy_password=pass1234 4. It
XZ&etL|Ct o|o|MEE CHA| A|ZFRHL|Ct. sudo systemctl
cloudsecure-agent.service CHA| A|ZFL|CH

HIZE Hot Of|0|HES AMH[5h= SRLICH

rr

Workload Security AgentE AHA[51H Agentt HAE 2= OB =&7|7F HA AFK|=|0{0F
gfLct.

AbCH
o a

AR

[0

@ AgentE AtK|sHH Agent2t HZEl B E Data Collector?t A{X|ElL|CE CHE 00| HEZ H|O|
+H7|E 7 HstH = 22 00| EE AH|SH7| Tol| Data Collector T1442| ¥l g 0HS0{0F BfL|CE

AIZHsE7| Hof|
1. 00| ESt HZE 2= GO T 7[7t YIZE Hot LM AR = A=K =S,

Hu: HEE BE I SX| HEQ R 0] HAE FABHIAIL.

OlO[HEE AtH|SH= EHAL:

1. 00| E VMOl| SSHE #3511 CHg BHES HHSILICH HAX|ZF EAI=H "yS A=2I5t0] A& et ct

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yIN]:

2. Workload Security > Collector > Agents * S 22!stL|C}
TdE O0|HE S50| EAIELIC

3. Ab|st

4. AH| x & S

A|AEIO|| * Delete Agent * H|O|X| 7t EA|EIL|C},

5. ALR|Z 2folsta{® * ALK * £ 2Lt

|
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AD(Active Directory) AtEX} CIEEE| 77| 4

Active Directory AMHO|A ALEXL £ME fESIES QI EE Hotg 4

ot
4>
g0
>
-
_lTl_

A|Z¥sE7| Hof|
* 0] A S $3M35t2{™H Cloud Insights 22| Xt EE= AIH A K XH0{0F EHL|Ct.
* Active Directory M{HHE SAEISH= M| IP F4Tt QU0{OF BHL|LCE.
* ArEX} CIAEE] HEEE F4517| Tl AgentS T45HOF LT
APQIP ClIAER| £T7|E dst= CHAJLICH
AZE Hot om0 M CH2S S=IELICE

° Collectors > A} CIHEE| 87| > + ALKt CIAMER| 87| * E MENSIL * Active Directory * &
MEHBH|C}

AMEXL LI EE| 37t o}HO| EA[EL|LY.

CtE 2Ol 22 HO|HE =5t AL CIMER| +=F7|E LT

Ol 23

0|8 AHEXt CIAMER|Q] 117 O[S /LICE ofl:
GlobalADCollector

Olo|HE SR0M L& o[O|HEE HESLICt

MH IP/E=H[Ql 0|5 Active DirectoryS SAEISHE MHO| IP T4 =
FQDN(E 2t =l 0| ) LI

Z2|AE 0I5 CI2E2] X0 EAAE $EULICH HRIAE 0|SS

AHE3HH SVMO| Q= A 22 x.x.y.z=EH =02l
O|E2 M8Y = USLICE de=x, dc=y, dc=z= &L}
1R O|& [0ll: dc=HQ, dc=CompanyName, dc=com]
L= OS2 20| X|™Y = ASLIC
OU=engineering, DC=HQ,DC=CompanyName,DC=co
m[E7 OU 2X|L|0|Z2le =z HE{RS}Y|

]CN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>dIA| EH

A Xtot

7t 22{™]_CN=Acrobat=Users,CN=Users,DC=Users
,DC=Users,DC=CompanyName=Active,MA_DC=User
s,CompanyName=Trusted,DC=Active_DC=Company
Name=CompanyName=Users=Active,DC=CompanyN
ame=CompanyName=CompanyName=Users,DC=Co
mpanyName=CompanyName=A,DC=Users,DC=Com
panyName=

DN Hield AHEXE7L CIAMEE| S HAE o= QUELICH o
username@companyname.com ==
username@domainname.com
CESHEMQl 917 M8 #Hoto| Bt Ct.
AHEXH= E?J a8 71 M8 kel HEED_9
T4 210|0fOF BHLIL, -
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A2 S HiQIFRILICt CI2E 2] M 2= (0|: Bind DNOIM AFE|= AHEXL
0|52l &)

DZEE LDAP, LDAPS, LDAP-START-TLS
ZE EES ME{RILICH

Active Directory0i| A 7|2 &4 0|E0| X &l 2 LIS Directory Server 2 48 =SLICE of2{st £4
0|22 CHE & Active Directory®llA _not_modifiedLICt. O] HR 7|2 &4 0|E2 ALE6I0] ZHTHSHA| Tiget o~
UAELICH

N Directory Server2| £4 0| IL|Ct

HAO|E =

SID HAH[ IDRILICE

INE=IN = sAMAccountName

N Directory Server2| £+ 0|S&L|Ct
O =4 o

M3t Mz M3t Mz

oat M=

27t co

AFER ALER

= 2

AFEI =4 g

Z2|Xt DN 22| K}

g B

* IS HAHES AR50 QT ZE HOL LDAP AF2X} HetE AS et

"Idapsearch-o LDIF-Wrap=no-lll-x-b" dc=netapp,dc=com"-h 10.235.40.29-p 389-
DAdministrator@netapp.com -W"

* AD Ef47]S AHE310] AD CiIO|E{H| 0| AS A4S, THA|
H1, MEot LAl Ade 4 Qs Bt A4S ddg
° AX|BLICH"AD B 7|" AD MEof| HEE £ U= 2

° AD CIHE2| MH Q| ALEX} O| B/2f2 & AESHO] AD Aol HZRILICE.

Ed& 21, M8 Hets B4, JiH|e| A7|0tE
t
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

& Active Directory Explorer - Sysinternals: www.sysinternals.com
File Edit Favorites Search Compare History Help

IR

Path: |

@ Active Directory Explorer | asiosee Syntax
E Met! A4 Connect to Active Directory w0

Aut

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

MEX CHER| 27| 18 2R =X &
CHE EOM e =87 714 3ol 2l = A= LT ZH(et o2 gHsS dFL

2A: SHAE:

o
MEX} CIMER| HHUE S FIM6HH 'RF Ef7t ELIC HREE ALZX0|& E= Y27t HISEUSLICH SHHE
"LDAP MEOf| Cis Z#REl Xt SHO| MSEJASLILE  ALEX 0| AU =S HESHL MISoHAL.

"EtE LFEZF EAIELICH

ArEX} CIHER| HYUEHE FItsIH B MEfT} EILICH EHEZ2
"DN=DC=HQ, DC=domainname, DC=comdi| s{&st= 0|2
N E ZE2|AE O|ECE JHHRX| 2RELICE" 2t=

QEI} HA|ELICE

HSEAELICEH SHIE EE2|AE
A2,

o>
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=X

Sojl9l AFSRIS] MEE £40| 92 E Hok AL
m23 Ho|x|ofl LIEFIX] LIt

"LDAP AtEXHE HMSHA| ZYSLICH 2o 22l Mo
HEY 5= IELICE HEO| nullgL|Ct"

AMEX} LR ER] HEEH S FIH0HH 'QF &Ef7F E LI

AFEXE CIHME 2| HYE S FI15HE 'THA| A= &' et
ElLICL "Collectore| &EHE Folgt 4= glELICt &2l
TCP ¥3 [Connect(localhost:35012, None, List(),
some(,seconds), true)] LF 7}

java.net.ConnectionException:Connection refused
=0l AT ELCt”

AMEX}F LR ER] HEEH S FIH0HH 'QF" &Ef7F E LI
"LDAP HZS AHSIX| RYELILL 2= LR/
HA|ELICH

AHEX CIAER| HUEE FI6HH ' F MEf7L ElLICH
"MYE ECSIX| RA/ESLICE 2l DataSource A0
&7t YLtk 53 0l
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| JU&L CH”

Lhe Ea 48 AlX
EQ HOIEE F7Iet =

ZtM2X| gLt

=0l 23t AASLICE M
MEHX EM [|0|E{2 ADO| A

CollectorE CtA| A|Ztet = AD S7[sH= A
gL

A2 X} H|O|E{ 7t ADO|M CloudSecureZ S7|SHg!LIC.
Al C[O|E{ 7} AFF|E L 7t?

AEXt CIAMER| HUE E AHESHH '@ F HEf7F ELICE
"HUE 7t @F MEHRILICE AMH|A O|&: usersLdap.
Al 22l LDAP ALEXIE HMSHK| R SLICH Aof
£21:80090308:LdapErr:DSID-0C090453,
AH:AcceptSecurityContext 22, H|0|E{ 52¢, v3839"

SHAE:

0| = CloudSecured| 7l MEf™ £M0o| O|S 1} Active
Directory2| & X| &4 0|E0| LK[SIX| 27| HEY
UELICH SHIE MEi™ £ 0|2 HESI
MSSHAIL.

Restart =5 22510 £=E7|E CHA| A|ZFeL|C,

T4 LW (A, T2 AE-O|Z, HIQIES-DN, HIQIE-ots

)oll Chsl R=%t 2t2 M3} =X 2IEL|Ct bind-DN
210| &4 'Administrator@<domain_forest_name>'
= el 2E|Xt ATHo| Y= AEXAHSE

M ==X grelefL|Ct.

AD ME{ofl CHa RS 1P &= FQDNO| HIZE|SLICt
SHIZ 1P 74 £ FQDNS HEstD igi|c

AD Ato]| CHaH Z2El IP L= FQDNO| MISE|A&LICt.
SHIE IP 4 = FQDN2 HESHD gLt

BXRE ZE 0| MSEASLICH AD MEof gt 7=
TE gt EE SHIE IE HS S AL BHAIL.

0|= CloudSecure0| F7HEl 4 443 Active
Directory2| &lX| &4 0|S0| LX|SHX| @t7| HEY
UESLICH SHIE T = MEHY £ 0|22 WAt
M BstHAIL.

22171 7L CHAl A|ZHEl 3 SA| AD S7|317F £ ElL|CE,
ok 300 HO| AFEXI7t U= AEXLHIOIEHE 714 &
ok 1520| AQE|MH, 12A|Zt0ICt XIS 02 M2

D EIL|CY

M2Z nZlo| gl= 2R AFEXtH|O|E = 137HE SoF
SXIELICH HEAET AN =M C|o[E{ 7t AFX|ElLICE.

HXE Z2[AE O|F0| MISEIASLICH SHE Z2[AE

0|52 MSst= YH2 fl2l S HZIMAIL.
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M3t HS T AFE R T2 H|0|X|of] AL XIX|

AD(Active Directory) AMHOl| X =3} S A (SSL)7t
SMotEl A2 YIAZE Hot AR CHER| |
AD AMH{of HZE 4 gi&LCt.

Active Directory2| H|0|E{= CloudInsights Security0i|
UELILE. CloudinsightstiA 2= AFEXL HEE
MrstH = 32

LDAP Directory Server Collector /1A

X

LDAP LR E2| MHO|M ALEX 42 +HD

AlZFsE7| o

—_
EEE

* LDAP

2 +H52{H Cloud Insights 22| X} EE= AI™
o

E2| NHE SASSHE MOl IP 5247t

SHAE:

0|= Active Directory?| &4 0 22X MY &
UELICE Active DirectoryOf| M AF2X} HEE JHMQE
£74 Active Directory =& 7|5 HESLICt 2.2 M
&40 w2t "M HS" "E 0|F0] Active Directory
& Mot Hzrof| 0 EE|0] AUELICE 4.0|H| f/0] 2HE
CHZ Active Directory EHM7| =1 E AHESHK Active
DirectoryE EfMstn SHIE &4 0|2 QIS AI2.
Active Directory0ll AtEXte| M3l HZ It QU= "Mool Hz
'2h= £40| A=X| &QlEL|CE 5.Active DirectoryOf| A
'phonenumber’ 2 M E[QJICHD 7P EZ&L|CH O
CHS CloudSecure AFEXt CIMER| 7| HESLICH
=4 &4 MMM M3t HS'E M3 HS 2 HigL|Ct,
Active Directory CollectorS X ZStH £=Z77|7} CHA|
AZHE| T A2 Xt Fot HS 7t HA|Z|H AKX 2T
H|O|X|of| SLst HS It EA|EIL|CE

MEX CIMEE| =F7|E Fdot7| T AD AH

YD OHE HIZGSSHIAR. LA M HEE 71 QH
13708 S BEAELILE MEX ME HEE VN2 =
AD MH{e| HZ0| B7|H ADOIM ME F7HEl ALEXHE
PR S LICt CHAl 7F 22 A8 X} LR EE
=71 ADO|| HZ5HOF gfLCt.

CloudInsights &2t A{= Active Directory AFEX}
HEOE AMF|E 2 ASLICH AFSXIE AlK|st2{H T A|
EHIHEE AfH|[sHof gfL|CE.

L—= T

J ARXAHO{OF RfLICH.

OfOF BfLCt.

* LDAP L E2| HYE S Fd517| Tof| AgentS T1-d3HOF &HL|C}.

MEX LEER| 28| E Fd5ts BHAYL
1. I3 2C Hot 0| R0l|lM CH2 2 S2eLCt

° Collectors > AF2X} C|H EZ|
MEHSHL|C}
g

ct

AFEX} LR ER| =71 SHHO| HA|EL|CE

Ch2 HOf| 222t H0IHE Y5 AL L EER| 87|

o=

]

JE

c
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=870 >+ MEX C|HER| 77| *

MEHstD * LDAP CIHER| M * £

i

cHEEIES
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ALEXL ClHlER|e| 1R} O|SRILICE. of:
GlobalLDAPCollector



Olo|ME
MH IP/EH[Q] 0|2

M 7|

[ Ry |

HA

DN Hfelgl

LDAP Directory Server01|)\1 712 &4

A2 ol2{st 24 0|2

SE0AM LME ofjo]H
LDAP C|HEZ| MHE

E=
E
SAE

FQDN(E et =02l 0| 5)
LDAP k||:i-| 7-IAH 7||:|fo| 7-IAH 7|_l,__E Al-Q_Ol-Eﬁ SVMoﬂ

A= 2 x.x.y.z=>7£!’H EEHI?_' M=

sk
et
g

Ct

S Hetel 1P

= SHAIS

CC
o

3 UELICE de=x, de=y, dc=z=> & 13 0| [0]:
dc=HQ, dc=CompanyName, dc=com] EE= Ct21t 20|

Xgg = AL

=
—

DC AR

OU=engineering,DC=HQ,DC=CompanyName,DC=co
m[E% OU AdX|L|o{Z ez HE S|
]JCN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>0i|A| £EH

=Ny

7t 22{H]_CN=Acrobat,Users,CN=Users,DC=Users,
DC=CompanyName=Boston,DC=CompanyName=Co
mpanyN,DC=CompanyUS,DC=CompanyName=User
s,DC=CompanyName=CompanyS,DC=CompanyNam
e=CompanyName=CompanyName=CompanyName=
CompanyName=CompanyName=CompanyName=

A|-9-I|-7|- |:|E-IIE-|E|E 7-IAHol- A oI$L||_'_|- o1|

uid=ldapuser,cn=users,cn=accounts,dc= domaln,dc=c
ompanyName,dc=com
uid=john,cn=users,cn=accounts,dc=dorp,dc= company

,dc=com for a user john@dorp.company.com

dorp.company.com
AR
a8zl

CI2E|2| MH 2f
0|F9| &=)

LDAP, LDAPS, LDAP-START-TLS

ZEES MEdgtL|Ct

0|20| £X &l AL L2 Directory Server
2 LDAP Directory ServerdlA] _not_modifiedL|Ct. O] &

UESHA Tle & %l*'—l Ct.

2 M
—1 o

HAl 0|2
UNIXID

AMEX} Ol

|
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A
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A
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—

Directory Server2| &4 O|SQILICt

o|&

uidNumber(uidNumber)

uiD

Directory Server2| &4 0|SQL|Ct

Qal
=

|

S (0fl: Bind DNOIIM A E|=
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AHE Xt

|=N=]

=etLC R =

AHESHo
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mailto:john@dorp.company.com

Mot Hz Mot Hz
At M=
= cO

AFEH AFEH

2M BN HS
ARl AR
22| Xt DN 22| X}
a5 2 H

MEX CIHER| £F7| 1ES HAES = SYLILE

CtZ EXHE A0 LDAP ALEXL 2ot Bl £ Folol Rads HAre = ASLIC

* [} HHS ALESI0 A ZE EOt LDAP A2X} HetE HASTHL Lt
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ldapsearch -D "uid=john

, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* LpAp EMI|E A3t Lpap O[O[HH|O|AZ EfMSI, JHM| £4 % £4= 2
dets B3, M|l AF|0FE H1, MFStL CHA| ddg = U=

UAELICH.

° LDAP EfM7|E MX|EL|Ct EE= Java LDAP ExplorerS MEHSILICH LDAP MHOf| HZE £ Q= 2
Windows A| A EI0f| A

° LDAP C|HEZ| M| AL2X} 0| E/UASE A28 LDAP A0 HZSL|CH



Configuration | Server Connection | Option | SSLTLS |

User DN cn=admin.d | Anonymous login
Password i;;_*'ic;c;; | vl Store password
Use 551 port
i) Yes @ No
Use TLS [ (TLS is only used
|} Yes & No on non SSL ports)
Base DN dc=wnrk:grﬂi | Guess value I

Test ccnnectiun|

Ok l @Aﬂnuler [

LDAP Ll EE| 87| 7+ 2F =H s &

Ch2 HolM= 27| 714 S0l 2l = A= LT 20t o2 gHs dFeu

2H: A
LDAP CIHE2| HHES 2715t '@ M7t ELiCh.  ZRE HRRIT DN Ei BT HLHS we HM J|ES
"LDAP Mol Tifs) 28 X7 S0| HBEIYALICH MEBHSLICH SHIE BRE MYsD MBHUAIL

MEhE QFIE EAIELCH

LDAP C|EE| HHUEHE FIISHH 'F MEf7t ELICH  EHRE ZM
"DN=DC=HQ, DC=domainname, DC=com0i| si&dst= WISt
HHE E2|AE 0|ECE I X RMUELICL 2=

QI It EA[ELICE

TOQl AFBRIS] MEIE 20| 9IZE Hot 8K Ol CloudSecuredll 7HE HEi% £M0| 0|21 Active
m21 Hj0|X|of LIEHLIX| kLIt Directory®] A% 24 0|Z0| 2K3X| 87| 2 &
ASLICE. BELE Y ARKE PEELICE SHIE M

£4 0|52 HESIL MS3HHA L.

"LDAP A2XIE ZAMBHK| SYALICH AIf §I91: M0  Restart HEE 2218104 2% 7|S CHA| A|RFSILICY,
HZBt & QIALICH HZO| nullL|Ch”

LDAP C|HEZ| HEEHE FItstH '@ F' MEf7t ElLICH T4 TE(MH, ZE|AE-0|E, HIQIE-DN, HIRIE-&fS
)oll CHal f =3t Z2f2 M3} =X &letL|Ct. bind-DN
UH2 A

uid=ldapuser,cn=users,cn=accounts,dc=domain,dc=c
ompanyName,dc=comQ 2 H|ZE|0{0} EHL|Ct.
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LDAP LR E2| HHE S FII5IH 'THA| Al ' &EN7F

ELICH "=T7|Q| YEfE =Hl5tX| Z8t0] LHAl A =dt=

" 2F77t BEAIELICE

LDAP C|HER|E X7}t SOt CH2nt 22 @27t
HA|EIL|CE 23] ZHA|E LHOI| Collectore| AEHE
StolsHX| ZMESLICE TI|E CHA| A ESHUA(REF
IE: AGENTO008).”

LDAP C|HIEZ| HUEE X7161H 'CHA| A|E ' AFERZ}
ELICH "Collectore| EHE Hold = i&LICt ¢l
TCP E& [Connect(localhost:35012, None, Listy(),
some(,seconds), true)] LF 7}

java.net.ConnectionException:Connection refused
MZof HufELCr”

LDAP C|HE2| HUEE FII5IH 'QF AE|J} ELICE
"LDAP HZ&ZS AHESIX| RASLICL"2l= LF I}
HEA|EIL|C},

LDAP C|HME2| HHUE S FI151H 'QF' AEf7t EL|Ct.
"HE S EESHX| RYUSLICE |2l DataSource T4 0|
QFIt JAELICH EH OlF:
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| &L CL”

L A AN o
L= m4 £43 A%

E4d HO[EE F7tet
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M| gt&LICt

g F7F QY SLICH M
s MER™ EM 0| 0|E{Z ADOI A

CollectorE CA| A|ZEfSt 2 LDAP S7|3H= A
O|ZO{&L|7}?

AMEX}O|0|E{7} LDAPOIIA CloudSecure2
S7|SHEILICEH A HIO|E{ 7 ALHIEIL|77H?

LDAP CIHEE| HUEHE ALESHH 'F" MEf7t ElL|CH
"HUE It @F MEHRLICE MH|A O] E: usersLdap.
Al 212l LDAP AFEXIE HMSHK| R SLICH Amf
£21:80090308:LdapErr:DSID-0C090453,
M™H:AcceptSecurityContext 25F, H|0|E{ 52e, v3839"
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SHAE:
SHIE MH 1P B!

AN 7|22 MZYER sorgict )

SHHE M IP 3 HM 7|E S MSY=X] eIt

AD A{H{0f| CisH ZHREl IP EE= FQDNO| M| SE|I&LIC
ZHIE IP A = FQDNS HESHD =Lt /1/
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’é*EE' Z2|AE O|EO0| MSEIRSLICE SHIE Z2|AE
0|52 MSsts YH2 fl2l S HZSIMAIL.



=X

Mot Hz It AFEX Z2E H|0|X|of] AKX & LICt

AD(Active Directory) MO0l X 23} S A(SSL)7t
SMolEl AR YIAZE Hot AR ClHER] £ET|=
AD Mol HZE 4 giELCt.
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° SMB ZZEZE HH 3.1 0|5}
°NFSZZEZE HM 4.0 0| HHA

° FlexGroup= ONTAP 9.4 O| A H{FOf| Al X[ EIL|C}

° ONTAP SelectZ} X[ ElL|C}

!

* ClloJE #& svMEt X ELICt Rt 2 280[
o

= SVM2 X[ E|X| F&LICt.

* SVMOll= o{2q 7tX| 5t R&0| UELICE 0] & DEFAULT, SYNC_SOURCE % SYNC _DESTINATION Gt

X #EUHCt.
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clustershell::> security login show -vserver <vservername> -UsSer-or
-group-name <username>

ol ==

Vzerver: svmname

Second
Uzer/Group Authentication oot Authentication
HName Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin ssh password vsadmin no none

. 3 entries were displayed.

* SVMO|| CIFS A7t T E|0] J=X| &QletL|Ct S2{AE A:::>'vserver cifs show!'
SVM O|Z, CIFS Mt O|2 gl 37} Z =7t ghehElL|CL,

* SVM vsadmin AtEXte| 2fmE AHEL|CH ALK} X[ AHEX}F = 22{AEH HE[XIE M= 82 0| HHAIE
AHFHAIL. clustershell:>'2F 2921 H|UHS - AFEX} O|F vsadmin - vserver svmname’ & L|Ct

Qe HMAE 2[5l SVM vsadmin AF2XtS| 222 SHAIEILICH AFRXE X|™ AR X} Es 22{AH 2E2[XE
AE5t= AR 0| THAIE AT MA|L. clustershell::>'EQt 2191 &2 8 K| - AF2 X} 0|2 vsadmin - vserver
svmname’&IL|C}

* G|O|E] LIFQ| Yot FHOo| 'GMT'(0I5H 'HIO|E") = HHE0 A=K elgfL|Ct ME 22| 2|AE AL S0
SVME FItst= Z0= 0] HAE HEHYAIL. clustershell:::>'network interface modify -lif
<SVM_data_LIF_name> - firewall-policy mgmt'

-+ urshsi0] 2M3HEl A Data ONTAP GlO|E +%17|2 AFB3tO] ZEO| T3t TCP E3ElS 5|83tEE &
oll2] 7} L0fOF FL|ct.
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* Cloud ONTAP SVM2 ZL|E{Z5}17| 2|5 AWS EC2 QIAEIAQ| 00| HEE MX|$t AR Of|0|MEQt AER|X|=
St VPCO| Q0{0F BEL|CE JHE VPCO| 1= H SR VPC 7t K53 227t A0{0F BfL|LCt
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security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"
-access all

AE #etofl chek & Alet

S2{AF #2| IP* E Sl F71e miol Aok

S AE 22| 22|Xt ALZXHE AHESH I =E HoF0| ONTAP SVM CIOIE| =& 7|0 AMAT =~ ¢
E M

HH0| LI} Q= HEt2 AFR3I0 "CsUser"2t= M AFRXIE AiMst 4 Ql&L|CH 531*'51 el 1P
IIZ2E HOLO|0|E| £X7|2 ME uf "CsUser"2| AF2X} 0|2 "CsUser"?t &S E A EHL|CE

2=
6%E1 S| AE 2| 22| X}t AR XL 0| E/U S E AF2S10] ONTAPY| 23215111 ONTAP A{H 0| A
'6'I-

security login role create -role csrole -cmddirname DEFAULT -access
readonly

A2 off
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security login role create -role csrole -cmddirname "vserver fpolicy"

—-access all

security login role create -role csrole -cmddirname "volume snapshot"

—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"

—-access all

security login role create -role csrole -cmddirname "event filter" -access

all

security login role create -role csrole -cmddirname "event notification

destination" -access all

security login role create -role csrole -cmddirname "event notification"

—-access all

security login role create -role csrole -cmddirname "security certificate”

—-access all

security login create -user-or-group-name csuser -application ontapi

—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh

—authmethod password -role csrole

vVserver 22| IP * & Edlf F7tg o Hsh:

S AH 22| 22Xt AHBXHE A5 YT ZE H 0| ONTAP SVM H|O[E £ 7|off HMA L 4~ §f

Z2 ofef

L A
HHO| Lt2t A= AS MBI "CsUser"2t= M AFEXHE Mg o= USLICH YIZ2E HetHI0JE £ '7|01|)\1

SVM 22| IPE AL8SHES e | "CsUser"2| ALEXL 0| & "CsUser"?t =&

M
=
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AEXE Mdste{H S AR 22| 22Xt ALEX 0|5/ = E AL ONTAPO| 2321511 ONTAP AH{0f| A
S HHS MHSH|CL 1A AFRE 4 QIEE 0|23t HAHS HAE IZIJ|0| A5t ONTAPO|A CFS HHS
*'°”0f7| Tofl <vservername>2(E) SVM 0|22 2 H}JRQMQ_

security login role create -vserver <vservername>
DEFAULT -access none

security login role create -vserver <vservername>
"network interface" -access readonly

security login role create -vserver <vservername>
version -access readonly

security login role create -vserver <vservername>
volume -access readonly

security login role create -vserver <vservername>

vserver -access readonly

O ocoo=

-role csrole -cmddirname

-role csrole -cmddirname

-role csrole -cmddirname

-role csrole -cmddirname

-role csrole -cmddirname



security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname
"volume snapshot" -access all

security login create -user-or-group-name csuser -—-application ontapi
—authmethod password -role csrole -vserver <vservername>

ONTAP X127 2HMefof 2rofof cist At
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B2 M o] 20X gh5LC).

d

AEXIOf| A RO El MO Z AL Xt K| AFZX}Ol: CsUser)E At2st= AL, Of2l| THAIE et YIZE =otof
Hots 20510 ONTAPHIAM ARP &3 HEE £ZIStL|Ct.

SAE XA SYE AL _CsUser_2| 22 ONTAP EE0|M CHEE S-eLICH

security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole

KpMIEE LHE2 B2

i

A XS A|2 "ONTAP Autonomous HA O Protectionzt E&"
ONTAP M| A0f CHBt M0 HEE|R}SL|CE
S8{AE 22| XtZ ZHEZ AF2610] Data CollectorE Z=718t= 2 M #sto| ZRSHX| &L |Ct.

MEXO|A 2o E 0| A= ALERL X[F AEXHCH: CsUsenE A8 +=T7IE
ONTAPO|| AN A HE OHIES SESH= Ol 2Rt HPS YIAZE Hotol| Fo{etLC},

cluster_credentialsS Al2st= CsUser°| A2 ONTAP HHEO|NM OS2 HHS MABILICE csrestrole 2(£)
AHEXE K™ HE0[11 _csUser_&= ONTAP Arﬂxr XA AF2XFQIL|CH

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

csUser with_ SVM_credentials2| 22 ONTAP HHEZE0||A CIS HHS MAlstLICT.

ZFItot= E<2, ot EtA[o| w2t
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security login rest-role create -role csrestrole -api

/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole -vserver <svm name>
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ONTAP M4 HIY 37|E MATtL|Ct ONTAP Fpolicy M4 HI{ 37|E A™EL|CL 9.8p7
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ONTAP M& HI§ 37|E HESI ONTAP 452
SFAAZ &~ QIELICE O] MO0| EA|E|X| 11 EHAM F0l
A2 NetApp X120 22ISHMAIL.

* AX|El clo|e +=&7| HOo|X|o|lM 2t =&7| LEZRO U= M HwE A0 H0|H £=T7|E HETLICE
HIO|E] £=Z]7|E CHAl AIZfSEALL CIOIH +F7| 71 £48 TR = ASLIC

Metro Clusterdi| CH$H M= 72

0Z

Metro 22| AH 0= LSS AEdts 20| ESLILE

1. HIo|E] £Z7| 27HE A A SVMO| ¢1ZSt1 CH2 H|0|E £E7|Z EfZll SVMo]| HZEL|Ct,
2. O|0|E{ £&7|= Cluster IP_Z HZG| O} EtL|Ct.
3. AM|EX| ot Cl|O|E] £F7|7t 4% F0|0{0f 5tH, CHE H|O|H X7 | LI 7t YWMEL|CE

oixf Al Fol' SYMe| E1|0|E1 $E71=  running @ HA|EIL|CE SXH THEF 90f = SVME| G|O]E

4. F210| U HOFCH 0|E| £7710] HER7H AR FON QF'R, EE 1 dih2 HHELIC
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AHIA B8y

ONTAP H™ 9.9.12| MH|A HMS A2sH= E2 H|0[H 2A £F 7|0 HZASI2{H O|0|E] MH|A data-nfs W/EE
_data-cifs_2} €7 _data-fPolicy-client_service7t ZQ$tL|LC}.

of|:
Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data, -core,data-fpolicy-client
(network interface service-policy create)

9.9.1 0| 2| ONTAP HEO|M= data-FPolicy-client & AXg LIt gi&L|Ct.

CIOIE =& 7| 4 - LAl BX|

O|H| ZAE{2| kebab H|'F0Hl 27H2| A{ ZrH0| EA|ELICHIA| SX| 5 CHA] A|Z.
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0| S5t1 Pause H=0| H|g-gotE LT},
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QEO| AL, Status_ HO|AM more detail_2 22/t 2F 0] st N2 MEE QISHAMA|IL.

Installed Data Collectors

MName Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11
=H: & E:
Data Collector= 23 AlZH SOt AHE|H QO A|ZtT ONTAPL| O[HIE LME2 AE BrAT XH2[e £ Y=
SA|=H, "2F HAIX: AHYE7} 2F HEHQULICH MH|A 20t 2N nMuLIEr w2t HZ0| S=E[[SLICE
0|2 ZAL ol ol 9|2 FPolicy M7} a5} HZA0| #Z2 ml CloudSecure®| X|CH E=HE S
AEfRJLICE" 2oIBtL|CE. O] = * CloudSecure > Activity Forensics >
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All Activity * T|O| X| 0| M 2ol o~ QUELICE = EAE
Ez{mio| Agent BoxO|AM X2|g + A= ESfEEL &2
A< Agent Box0lA| Collector HHEE )\f0|7é>'0H: %*té.*oﬂ
CHot O|HIE £ HALY| H|O|X|E &ESHYAI2. 2021H
3 4 O|T0f Agent &XI0f| AgentE &X|Tt 2,
Agent A X0 A echo 'net.core.rmem_max=8388608">
/etc/sysctl.conf echo’net.ipv4.tcp_rmem=4096
2097152 838608'> /etc/sysctl.sysctl.UIS CIA| A|ZfSt
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SVM Cf|O|E] lif EE= SVMzt2| HZES XHEHsh= 22| Jifo]
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So{AE 22| IPE 83l SVMS F7te 1l SVME| H|0[E
AHZlap 22| A0 of o] HE VMOIA BE|E= SHYAL.
=7t 2t B, lifof] Chet Ao E<)|o], siopA3 8
Z2E 2HISHHAI2.

S| AE| 22| IPE A}R3}0] sshE E8l 2 A0
27915t71 of|0|ME IPE Ping® == A&LICH
OO|ME IP7} ngg 2 QI=X| sloIstL|C},

network ping -vserver <vserver name> -destination
<Agent IP> -lif <Lif Name> -show -detail

Pinge &= gl= 29 ONTAP2| LH|E®{3 &F0| SHIEX]
2[QI510] Agent A|ARIO| Ping™ 4= UEF eLCt

o
d2 SVM IPE S3ll 3H
IPE Sl H&sh= A=

SVM IP & vsadmin A& SF= Sl +=87[E F=7tdt=
S¢t SVM LIFO|A H[O]Ef 8! 22| HEo] &-dsts(of
U=X| =QIBfLICE 0] A2 SVM LIFE pingS +=dY =+
UX|2E SVM LIFOI| CHt SSHE 2HS3HX| 4&LIC
SVM #2| Mg LIFS 483t = 0| SVM &2 ME LIFS
St HEE AMESHAI2.

D2 ZSSHX| HQH M SVM LIFE 483t LIFE
Sl AZ=S A=gLICh MEU OtASTL SHZA|
HEEUER el

6.0 ClHY:

a) ONTAPOIIM THZ! =X S A|ZHgtL|Ct

B) CloudSecure UI0|A H|O|E| =T7|E SVMO|
ALt

c) RE 7} LIEF mi7bX| 7|CHRILICH ONTAPOIIA T3l
FHZ SX|eLct.

d) ONTAPOIIM THZ! =X S HL|Ct O] 2|X[ofl M A

+ Lot

https://<cluster_mgmt_ip>/SPIl/<clustername>/etc/log/
packet traces/

e) ONTAPO|A] Of|O| M E AXtZ SYNO| U =X
sfolgtLct.

f) ONTAP2| SYNO| §l= 22 ONTAPS| &3t
EHYLCH

g) ONTAPOlIM 2ot S Ho| ONTAPZt O[0|HE MXIE
HEY 2+ YT E PhLCh
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HIAIX]: "[hostname:<IP Address>0i| CHi$t ONTAP
RUS 2HQISHK| ZRMELICE 0|F: AER|X| A|AHIO|
LSt ML QF <IP FTA>: SAEQ HEY £ gi&LICt
(BAEO HESE & i3)"

RLE HAX]: "HUE 7t 2F ME{RILICH service.name:
ZHAL AIH O] R: 2§ FPolicy MH7t SR E|UYELICE"

xz{o

grep 3500 * _Sample 22 C+3 1t ZH0L0F BLICt _-a
in_public_allow -p tcp -m -dport 35000 -m conntrack
-ctstate new -j accept_3. SVMO|| 19I5t C+2
HHES U T ONTAPRALS| SAIS KIThsHe BSHHO|
A0 UK 42 X[ 2QISLICE _system services
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[root@ci-cs-data agent]#

/opt/netapp/cloudsecure/agent/install/svm _event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs new
VS _new2
Enter [1/5] SVM name to check (press enter to skip) svm rate
Enter [2/5] SVM name to check (press enter to skip) audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check
Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#
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OTENTIAL ATTACH: AL_303 Action Taken Sistus
E None New
Ransomwars Attack tons Yow. |2
Total Attack Resulis Encrypted Files
Activity per minute
& 0 4173
Affectzd Volumes Deleted Files Encrypted Files (1]

have been copied, deleted, and potentislly encrypted

r.vl - coount. 1m0 \f Jr\

3530 2400 o430 o500 5:38 0500
Related Users
Kristjan Egilsson 4173 Detected Action Taken
Accountsnt B WNome
Finance
Uzermame Department View Activity Detzil
usl33 Finsnce s
142115
Email Manager 144115
Egilecon@netapp.com Lynd=ey Maddox
Phone @ Write @ Resd Msisdsts @ Others
387224312607
208
03220 £4200 a0 o508 0520 e
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Potential Attack Detail / Ransomware Attack ;23\%’ ,23§§AM - 0

POTENTIAL ATTACK: AL_307 Detected Action Taken Status
4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM

Re-Take Snapshots

Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o

200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.

0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users

Ewen Hall 5148 Detected Action Taken
Developer . 4 days ago Snapshots Taken
Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur »

MONITOR & OPTIMIZE

/ Nabilah Howell had an abnormal change in activity rate Jul23;2020-Jul 26,2020 . | @)

1:44 AM 1:44 AM

Alert Detail
B nErts
G: AL_306 Detected Action Taken Status
5 E 53 5daysa None New
Q, FORENSICS Nabilah Howell had an abnormal change in activity rate. scaysagy , ons W, &
Jul 25, 2020 1:44 PM
{8  ApmIN
Recommendation: Setup an Automated Respanse Policy How To:
O e An Automated Response Policy will trigzer measures to contain the damaze Take Snapshots Restore Entities

sutomatically when a future attack is detected. Try it now.

Nabilah Howell's Activity Rate Change Activity Rate

Activity per 5 minutes

Typical Alert
500
122.8 210 A 719%
Activitias Activities 400
Per Minute Per Minute
200
4 Minimize : P o, il = l Ll TP L
Nabilah Howell's activity rate grew 71% over their typical o
12:00 24, Jul 1z:00 25. Jul 12:00 26, Jul
average.
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Entities All Activity
Unigue Entities Common Paths
Entities per minute
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development, 20.96%
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Entity Types Accessed
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Preview Top 50 Entities of 12386

Name Dewvice

Tech Towsr.ppix ppkx demoGroupShares2
(evin_Obrienadss xlsx demoGroupShares2
Harrison_Ware.docx dooc demoGroupShares2
Matter Shop Lifters.ppix ppbx demoGroupShares2
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AEE[S] 7HR HOIX|7t 2|1 0|F, 7,

Kevin_0brien.xlsx
Entity Overview

Entity Profile

Most Accessed Location
10.197.144.115

Name
Kevin_Obrienadsx

Type Device Name
wlsx demoGroupShares?
Entity Behaviour

Recent Activity Operations (last 7 days)
Read :22
Read Metadata 122

Other Activities 143

Last accessed @ 12 minutes ago
Aug 24, 2020 2:02 PM

Last accessed by : Tyrique Ray

Last accessed from : 10.197.144.115

sales/

productmanagement,/

Path Actnaties +
ENG_CIFS_volume/Sales/Tech ]
Tower.ppix

ENG_CIFS
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, volume/Sales/Kevin_Obrienad 37

. volume/Sales/Harrison_Ware. 35

_volume/Sales/Matter Shop 35
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Size
91 KB
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Add Attack Policy X

Policy Name*

Unigue New Policy Name

For Attack Type(s) *

| | Ransomware Attack

| | Data Destruction - File Deletion

On Device

All Devices v

<+ Another Device

Actions
Take Snapshot (7]

| | Block User File Access @

Time Period
s [
DR 0|22 HMS X Tsfof LTt

>

IS S A0 AUAF N2 ALBSHR RORIB ST RIS MEl sHRISHT BMES MFstE ELIth

X|FEl CIHIO|A o= 2= C|HIO|A(MEYE Z2)0f| CH3ll 20| EB|AHEH XS SH EMO| H|O|E o] AMMS
AE A

MM CECOR HlRolH S42 MEsI0] IS ST MBS 2MotHL YA FXIE 4 AL,



AAZE KD Apal ALKl Mol nfat SHR0| B HY A RSO ARIBLIC
Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days »

Warning Automated Response

Delete Snapshot after | 7 Days »

User Created

Delete Snapshot after | 30 Days »

Cancel
5|2 E MY Al H A
ot Xl I =hArEof| CHet M9 30| 24X =D Z0 otHo|A HnJt Hdkl= 32
STt AN E dX[6t7] IsH o oY 2AHHS  allowed file types_list Ol =7t
OIAL_||_-_|.
A H .

Workload Security > Policies * 2 0|S%t & Allowed File Type Policies_tabQ £ 0|S&L|C}.

Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €9
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File Types_policy= #&9[0] EFX|of|2F M EL|Ct

OlE £04, 0| 20| _test.txt_QI 2| 0|F0| _test.txt.abc_ = HZAE|11 Workload Security?t _.abc_extension2 2
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ALEXIOH R0 E HBOE AFEXE X AL RO
Hohs R 0510 ONTAPO|A ARP 213 HEE +F .J'—Ilif.
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https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
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security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole

7|Ef Ftdof| CHet Xt HE "ONTAP #ot".

Detected Action Taken Status
& Access Blocksd on 55VMs @ New 2

Ransemware Attack

L oE Snapshots Taken
Lostsnopshots taken by, How To:
Blocked permanantly by auts response policy Restore Entities
outo respanse policy Ott 20, 2022 3-09 4
Change Block Period Re-Take Snapshots
Unbleck User
Total Attack Results Encrypted Files
Activity per minute
83 81
Affect Deleted Files Encrypted Files
o
50 |
81 Files have been copied, deleted, and potentially encrypted by I
user account. 1E
=" was added to eachfile. = )“
© High Confidence Detection 0
02:30 03:00 03:30 04:00 0420 05:00
Ransom or and in-file
E‘ Encryption activity in files
Related Users
Jamelia Graham User/IP Access @ 81 Detected
Business Partner ® Blocked v : ! 5 montfis ago
HR Encrypted Files Oct 20, 2022 3:06 AM
q;ema me Department Top Activity Types View Activity Detail
List4 HR Activity per minute
D z M Last accessed from:; 10.193.113.247
omain anager
cslab.netapp.com hwan Hott
Email Location Create Read Others
Graham@netapp.com Wa
o
Phone 150 T
5251140014 1
100
30
0
02:30 03:00 0330 04:00 04:30 05:00
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Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS

QOct 20, 2022 3:09 AM A Block MNever Expires Automatic
more detail

none

Mar 10, 2022 4:59 AM Unkblock system Blocking Expired 10.197.144,115

Mar 10,2022 3:57 AM A Block ih Automatic 10.197.144,115

more detail
Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

subprod_rtp stargazer

=
=4

QOct 20, 2022 3:09 AM cloudsecure_attack_suto Automatic Take Snapshot
_1666249787062
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S40| ZAX|El = 24A|Zt O|LHof| O|H|Y ZH 117} ONTAPZ} M0 Bt X| O|HIEZ Cloud Insights
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* X|A ONTAP H{Z: 9.13.0.

+ 92 wok BEIRH= 13 74 Offoll A AN|A HE OJHIE TLIE{Y SHolRtS Mefstol M TS
27teRALE 71E 70712 HESHs S0t M2 HE 7|58 BABBH0F BTt

Getting Started ¥ Q & 0 9 Testuser *

] Observability » Cldev1 / Workload Security / Collectors / Add Data Collector

Enter complete Share Names to be excluded, separated by a comma,
€  Kubernetes ¢ Share Names

W Workload Security v Volume Names

Enter complete Volume Names to be excluded, separated by a comma.

Alerts Velume names

Forensics

Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)

Policies Note: Generates many directory access events (noise)

ONTAP Essentials L4 Monitor Access Denied Events
Mote: This feature will be available from ONTAP 9.13 and above

& Cloud Cost
Fpolicy Server Send Buffer Size

@ Admin » B kd

Canopl m

AHEXE Eeto] ERetLtt

S AH 22| X1 Z3EE AHE510] Data CollectorE F715t= 2 M #eto] BR3HX| gLt

ALEXIOAH 2 E #eto| U= ALKt XIF ALZXHOl: CsUsenE AFE3HH =87|E FI6t= <2, of2H EHA|o] w2t
ONTAPO|| M| A HE O[HIES SESH= O 2R AE AIZE 2ol RHRLICE

cluster_credentialsE AI23t= CsUser2| 22 ONTAP HHEE0|AM OIS HHS MHTILICL. csrestrole 2(£)
AFE Xt X1 H HE0|1 csUser = ONTAP AF2XL X|H AFXFILICH

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

csUser with_SVM_credentials2| Z2 ONTAP HEE0f|M OIS HHS MalstL|CT.

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole -vserver <svm name>

7|Et o]l CHet Xt HE "ONTAP #Hot".
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UM AT AR E[RASLICH

ONTAP A|ARIO|M OJHIES 7t RH I ZE Hob THA HO|X|0f UM A HE OIHETE HA[ELICH EAE=
HHE 2/0j|= 7|0{ 00| 20| A E|O| 20l WARGED Activity @2 3715104 57 Zfofl CHsl F2fE ALEXL HSE 2 =
AL,

Tutorial 0% Complete
P NetApp Cloudinsights () GettingStarted = Q & @ O restuser v
a1l Observability » Cldevl |/ Warkload Security / Forensics (D Last 24 Hours - e
@ AccessDenied @ Others
© Kubemetes » 3
2
W workload Security L
1
Alerts s e A = a
18:00 20:00 22:00 8.Aug 02:00 04:00 06:00 03:00 10:00 12:00 14:00 16:00
Forensics Activity Types Activity on Entity Types
Collectors
Policies
= ONTAP Essentials »
@ Cloud Cost
All Activity (2)
@ Admin » Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type e ——
10.192.37.103 Access Denied [ychandra_vol/dir0/fileltxt tt ychandra_svm NFS Delete
10.192.37.103 Access Denied [ychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete
[« 4

AFEX; AM| A KHE

220| K|S/ YAZE otoll M T A A0 T3t ALK HHAS KiThsio] B2
AIERE 4 AUSLICE XS SY YMS ASOIALE 2P T AR Al FE 10| X|ofl4
+EOR UNAS KHEHE £ ULICE

@ 9|32 = HOLS Cloud Insights Federal Edition0ll A AF2Et 4 gi&LICt,

MEXL HMAES XY W= K 7[2HS Foloiof BfLICt. HEfot 7[ZH0] ELHH AEXL M AT S22
SELICE AMA XHEH2 SMB 3 NFS Z2EEE D50 M X JEL|CH

AHEXt7t SMB Sl ZAE A|AHIO| P F=4-0]| CHoH Z1F XHEHE|0f NFSOf CHet S2{0| XHEE LI O[2{eh A|AH 1P
FAE @IAEE 2ot M ZLE{-SH= SVM(Storage Virtual Machine)ofl M| ASEX| RSHES AHEHELICE.

g S0, FI2ZE Eeto] 10712] SVME 2|0t Ats SE FMO| 47129 SVMO| CH3l &= ALE 715
BASLICH 4712 SVM & StLIo M 32{0] ot H2 10702 SVMO|A AFEXIS| AM[ATH KFEHEILICE, H2H
SVMO]| Chsl AR4Ak0| OS] EFE LT,

SMBEOZ 1MEI SVM 47, NFSE2Z 1A=l SVM 17H2F NFS 2! SMBEOZ M El LIHX| 2707t Q= ER
4742 SVM & SILINIM S H0| LMst A 2= SYMO| KHHEILICE,

AFERF HMA KIEHS Q|5 T4 KA

0] 7|15S AM8oteH S2{AH 2i|& X4 S| 2RetLCt
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graLCt.

AMEXof| A R E At
HIZE Hotof AgtS FHELIC.

S8AH XHH 5

o
$0

£ CsUser9| 22 ONTAP HEZ0|A CI2E "

security login role create -role csrole -cmddirname
rule" -access all

security login role create -role csrole -cmddirname
security login role create -role csrole -cmddirname

—access all
security login role create -role csrole -cmddirname

access-check authentication translate" -access all

security login role create -role csrole -cmddirname
-access all

* FFRE Hoto|M * R 2RE

* AFERF DY MMIA XHE S(E) MEIRILICH

N S

* “Block User File Access(AF2Xt IHY HM|A XHEH” ZHOIEL
2t Aot EILICE

* “Time Period(7|7t)"0fl M XtEt Mg 7[7+S MEHSIL|CE,
* XtE AR} KIS HIAESHH 2
A AEIO| KHEREN AR XE7E UEX] O E A &

e AT

41 =55

* Hi{E 22I5tH “Users(AF2 XL’ H|O|X| 2 0|5

= HO[X[Ofl M AFEREZE AHEHE! F2 SbH STl B 7F EAEILICY.

* “Users(At2 Xty H|O|X|0|= “User/IP Access(AFEX}IP HM|A)YEtE EO| UESLICE

HENZH EAIELICH

MER HMAE +=S22 H|eh 8 22| FL(Ct
T I ANE HE T ABX AR HE SR 0|53 CFS siY HHHIM A8XIE +5
LT
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2 of2H EtAoff et AFEAFE KHEFSHE

A2.

"vserver export-policy

set -access all

"vserver cifs session"

"vserver services

"vserver name-mapping"

EXSIHMAIL.

=2 2 4 daL,

Of SOilA AR AFS K} AHEF

|0
H
Ras
rn
bR
rir
J
ro
mot


https://docs.netapp.com/ko-kr/cloudinsights/cloudinsights/task_add_collector_svm.html
https://docs.netapp.com/ko-kr/cloudinsights/cloudinsights/task_add_collector_svm.html
https://docs.netapp.com/ko-kr/cloudinsights/cloudinsights/task_add_collector_svm.html

=

=

AL X YA A H[Et 7|

B ME ZE W AERL A

15 HE HO|X|Q] ALEX} THEOA AHEXI2| HAMIA HISH 7| =Z0f| THEE ZHARAIZE

=~

T (Kt

=

XFEH SR, 712, 483t 2ol NFSOll Chet 25/AHS 9 @iog we 1P
0| 7|52 HIgds5h= Y2 FAULIIN?
QIHIEX| 0] 7152 HIZASE 4 YALITH A HSHE MSATE QL Z BIX M2 S ZeleoF Bt
* YARE Wolo|H * YIRE Hot> A > XHSE CfS WM * OF 0|SHLICE B A * 2 MepiLC
© M FAME FA)  AFSRE DY ANA RiEH

o] 7|52

2= HOX[of| M SAHELICE.

NFSO| CHSt IPE =S E S1EL|Ct

Y2 E Hot WIFHO| BHREIATILE HOIHE/ATTITE BE

502 =BH|Ct

E JdIAIIE X*H

— T1— o

1. svmof| =2

contrail-ga-fas8020:

Policy Rule
Vserver Name Index
svm0 default 1
svml default 4
svm2 test 1
svm3 test 3

4 entries were displayed.

2t
=

ARISLICE 922 E Hot FA2 AuoR 1Lch

contrail-ga-£fas8020:

-policyname * -ruleindex 1
I=E Hot RAo| MAHEA=X] =

RulelndexE K| 3510 "cloudsecure_rule"0| Client match@! SVMe| 2= HX

2l gL Ct (

:> export-policy rule show -vserver <svm name>

Access Client
Protocol Match

nfs3, cloudsecure rule,
nfs4, 10.11.12.13

cifs

cifs, 0.0.0.0/0

nfs

nfs3, cloudsecure rule,
nfs4, 10.11.12.13

cifs

cifs, 0.0.0.0/0

nfs,

flexcache

datof] Z2H |

2
=

2to|

=Tl .

Metx| i

= HHAIE AFE310] ONTAPOIA IPE

never

any

never

any

:*> export-policy rule delete -vserver <svm name>
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contrail-ga-fas8020::*> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svmO default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

SMBE AIEXIE 352 = S{/TL|Ct

T2 Hot HIHEO| BHREIUAL HOIME/ATT| 7 FEE FL ChS TS AFSH0] ONTAPOIM ALSXHE
+502 AL,

A S5 H|O|X|0[M fIZZE HotojM XtEHE ArEAL S22 JHHE & UASLIC.

1. cluster_admin_credentialsE AF23510] ONTAP 22{AE(AFEX} XAHEHS SHAIE X))o 2aQIELICt (Amazon
FSx2| 22 FSx XtA 3E2 = 2QletL|C})
2. I3 BY2 Haiste] 2 E SVYMO|A SMBE I ZE HOtOZ XIChEl BE ALEXHE LIEEILIC

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

Q| £0l|lM F H| AFEXI7F CSLAB 0| Q13 S7H| XHEHE[AELICHUS030, US040).

= - =

1. 21 E20IM (XIS Qs = THZ TS HASI0 ALXL XHEHS SHAM|ELICE

vserver name-mapping delete —direction win-unix -position <position>
CtE TS MG AEX XML M| RS =elgti|ct.

62



vserver name-mapping show -direction win-unix -replacement "

O|T0f| RFEHSE AFEXIOH CHEH M =

NFSOf| tHet AHEXHIP 3=

=22

—

2I5HH "0 AFEXtS[ IP A7}

o s

HIA|X| 7} LIEFEFL|CF.

=Y = glELICH 2l siE HHoi| chsh #sto

2) A2 ASSHR| 2

SMB/CIFSO| CHsH M= "SIDE DomainName2 2

HelolX| RS
EpASLICE”

LICL Ol &

INFAgES

ap: A

Zlo] 2|

= HAEX 2

rofof BHL|C}.

AEsl EHAIR

SVME Data Collector % AgentZt _Running_&E{QIX]|
2toItL|C}. Data Collector®}t Agent7t ZX|=l AL
A2 Hoto| M HHE S &Y £ l&LCh Ol
AHEXI7t ool AL E|X| 242 A IP7} U= A AR A
AEZ|X[Of] HMAMES = U7| H2LICE HeH2
AEXI7E AER|X|0| HM|ASHE O AHSH= TAES[ P
FAE Bl +HELICE MStEl IP FA EES EH
(s A1|'=' ME > 0] AFEXI| HAM|A Hot 7|5 >
IS = IP)E SHQISHY AR, AFEXEZL H|BHE! IP2}
Ef% IPE 7P‘._| SAENAM AEZ|X|0f HM|ASH= B2
AEXHs OS] MITtE|X| 42 IPE Sl AERIXIE
HM[AT = JASLICEH AFXE7} IP7} HISHE 2 AE0M
HNAE NSt B2 AERIXIE HMAT - §ASLICH

Heter IP7t o|o| HE AHEXIZRE M=o ASLIC

CsUser AFE Al, {0l M &S T Z ALEX}0l|AH| O]

HOE[=X] 2ol

sshE &g #sto| CsUser Ol gl= A< 0l 2X7t
uuHol- A olﬁ ||:_|. (EE-IAE-I Eﬂ“"Oﬂki x-l./.\.'é‘l- |:|-°
ArRXM sshE =AY = A=X| =AelgL|Ct)
_CsUser_roIeoil'.: 0|E1°r Hsto| =Bt
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access- blocklng SAH ItH ZHS MR*fO:I
_CsUser_9| Z2 ONTAP EHZE0|A Ct3
SSHBHL|CE HOF 291 Bt create-role csrole-
cmddirname "vserver export-policy rule" -access all
security login role create -role csrole -cmddirname set
-access all security login role create-role -cmdname
"vserver cifs session" -access all security login role
create-role -cmddirname "vserver services access-
check authentication translate" -access all security
loginOi| HM|ASH AL role create-role csrole-
cmddirname "vserver name-mapping" -access all
if_ CsUser_7t AFE[X| @11 S AH 22| admin
AEX7L AFRE|= ZL admin AF2 X7 ONTAPO| CHst
ssh #etS 7HX| 1 QU=X| =elgfL|Ct

[y
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@ 23 ZE HQ2 Cloud Insights Federal EditionOl| A AF2%EH 4= I&LILCE.

-

AlZfot7| ol Z=2l3oF & Al

* HHAO AlZ20| AT E = LinuxOl M2 2SS

Hot 01|0|I.JE MX| o ap SH MSELICH Y FZE Eot ofo|METJ MX|El B E
| A
E

.E

* YIZE Hot O0|ME AIAH XPHOIN ATYES A & AOH CIE Linux AIAHS ZHE T}
QLT J2ILt ATRES CH2 AIARIO)A Mot ATRES SAfsto] 7o) A Hsto|e otel FLict.

0| ASZEE 2dSote Iio| U= EL7t Us SVMOIA A =[0{oF BLICH siY E0 3 okl Z4 LYol 1,0007H
O|&o| m0| U= 20| ZELICH THUO| H|O] JOH QF ElLICEH 22 ALBXIE AFE5HY MY S BHE1 A= 3l5HK|
AR, I3 2E Hot2 0| S X[ 2oz ZtxsinE 743'_2 MASHX| (ELICHE, ST AR Ya
MM IS £HBH.

off chet X|E2 or2HE HZESHY AR "H[0f AUX| gi2 T s =02 YA 0= BhsLCH

AlZ2|0|HE Aot Tof| 2Rt X|H:

1. 2= obEl mUo| H|0f QUX| t2X| =telgfL|Ct.

2. 5071 0| &t2| MU S A BfsH{of LT X2 40f mU0| FAIELICH
3. S ALBXIZ of2] H S22 HASHK| ORYA|2. R X|LHH Q2 2E Eotof| M= 0] ALZXt S&E &&3tn
O|Z0| ALEXte| HoX el S&ol2tn JHPg gLt

4. SUBHALRAPT} U BLE T
xQl0R 7hE|R] SALIC T

2 4 YBLIL

> Tlo
o2
ri tot
ﬁt

SFX| OFHAIR. AFEXPZL &5 BHE TS HE0 =
AMEXIL BHE TS AL DY S TS0 foetol= O R AIZHO|

HX BRI 2ES AL OF2EYLICH NFS OF2E = CIFS LHELVZ|E O2EE £ ASLICH

Linux0| A NFS LHEL{7|E Ot ESH2H

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

NFS HZA 4.12 OFRESHX| ORMA|R. FpolicyOll A I E|X| k&Lt

64


https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically
https://docs.netapp.com/ko-kr/cloudinsights/.html#create-files-programmatically

Linux0llA CIFSE O2EdstH

G

mount -t cifs //10.193.77.91/sharedfolderincluster

/root/destinationfolder/ -o username=raisa
CI2O9=2 pata CollectorE AMETIL|LCE,

U0 Al=220[H 23R ES AeL|Ct

1. Q22 Hot 00| E A|AHI0| 22l(ssh)&LCE

2.
3.

_lopt/NetApp/cloudsecure/agent/install_= O|S2L|Ct
OH7H == Q10| A|Z2[0|E] ATRZEE SESI0 A8 dig s =elgtL|Ch
# pwd

/opt/netapp/cloudsecure/agent/install
# ./ransomware simulator.sh
Error: Invalid directory provided.
Usage: ./ransomware_simulator.sh [-e] [-d] [-1 <input directory>]
-e to encrypt files (default)
-d to restore files
-i <input directory> - Files under the directory to be encrypted

Encrypt command example: ./ransomware simulator.sh -e -i
/mnt/audit/reports/
Decrypt command example: ./ransomware simulator.sh -d -i
/mnt/audit/reports/
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# ./ransomware simulator.sh -e -i /root/for/

Encryption key is saved in /opt/netapp/cloudsecure/cloudsecure-agent-
1.251.0/install/encryption-key,

which can be used for restoring the files.

Encrypted /root/for/File000.txt

Encrypted /root/for/File001l.txt

Encrypted /root/for/File002.txt

oS SEELC
AT E sHSstRH O13 TS MWLt

[root@scspa2527575001 installl# ./ransomware simulator.sh -d -i /root/for/
File /root/for/File000.txt is restored.
File /root/for/File(00l.txt is restored.
File /root/for/File(002.txt is restored.
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HEotn HxE = E YT Ch3 M ELICE O|FA 5HE HO|H 87|17t HAXLZ 2F HEf7t EL(ch &:

SR EIEEPIE Y=Y
() Az 882 YUt +E7|E LA EXELIC TS Bst] Hofl)
g0l Mg sty
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| +S22 FASEALE
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m20HY WAOR IS BISEE MEE 3 T2 S SHBHLICE
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1. Oj0|ME ArXtof| 2aQlstL|Ct.
2. mp2{ol SVMO|A Agent A|AEIOZ NFS LHELH7|E Ot2
3. 0| Z{0| M createfiles.sh 2t= IHUS THSL|CH

4. Ot E2 i ThLof| SARLICH
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gfLICt CDE 3lie E0 0| E&LIC).
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for i in {000..1000}
do
echo hello > "FileS${i}.txt"
done
echo 3 > /proc/sys/vm/drop caches ; sync

chmod 777 ./createfiles.sh
ASZIES AISHSH|C}.

./createfiles.sh
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