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Home v7 Management
Add and manage storage systems and
enable data services.
& Storage

Alerts

View and act on real-time system alerts for

Protection .
hd OMNTAP on-premises systems.

9

Governance Lifecycle planning
Receive recommendations for systems
nearing capacity limits and systems
Health approaching the end of their service life.

Workloads Keystone
Scale storage with flexible subscriptions that

c O

support hybrid multi-cloud environments.

® Mobility

ﬁ' Administration
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Ml NetApp console

Home Licenses and subscriptions
Manage and monitor data service
marketplace subscriptions, direct licenses,
& Storage and billing.

Support

Protection .
. Submit and manage support cases.

> Governance Identity and access
Manage users, roles, permissions and
authentications methods.

M Health
Agents

&) Workloads Provision cloud-scale networking and
compute, with flexibility and ease of
management access.

@® Mobility

Credentials

‘ﬂ’ Administration Add and manage organizational-level and

@ user-level credentials.

Motification settings
Manage how notifications are sent and
when,

Audit
Audit user and APl actions taken in your
MetApp organization.
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= Ml NetApp console
Home Digital Advisor

Identify risks, fix security gaps, plan
upgrades and monitor health

& Storage
Software updates

® Protection E:{c—cd_te and manage software F.zcatc—
workflows for ONTAP on-premises systems.

#) Governance Sustainability
Monitor systems” environmental impact to
achieve sustainability goals.

M Health

€) Workloads
® Mobility

-ﬂ' Administration
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Home

& Storage

W Protection

@& Governance

M  Health
&) Workloads
@® Mobility

ﬂ. Administration

I NetApp console

Data Classification

Scan and classify data to achieve enhanced
governance, efficiency, and privacy.

Automation hub

Use scripted solutions to automate the
deployment and integration of NetApp
products and services.
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latest-8.noarch.rpm

7. podman-compose I{7|X| 1.0.68 HX[SfLICH,

sudo dnf install podman-compose-1.0.6

£ M8t dnf install BEE PATH && H==0| podman-composeE F7I5t= 2+
(D) Mg £k 95 Y2 ojo] ER1E(0] = Jusbindl podman-compose
FIMELICE secure path ZAES[ ZM.

8. Red Hat Enterprise Linux 82 At23%t= A2 Podman 70| CNI CHAl Aardvark DNS2t S|
NetAvarkE At88H=X| &QIstA|R.

a. C}2 HHS MH#BIH networkBackend?t CNIZ MHEE|0] Q=X| EQISIM K.
podman info | grep networkBackend

b. networkBackendZ7} MH™El AL cn1 , YA 3718 HAGOF 2HLICt netavark .

=
C. MX|SICt netavark 18|11 aardvark-dns CHS EHEE AF2EL|CT
dnf install aardvark-dns netavark

d. €7| /etc/containers/containers.conf IS B network_backend &ME "cni" CHAI
"netavark"E ALEStEE S ELICE



DHOF0]| /etc/containers/containers.conf EMSHX| RELICH 14 E HESIM .
/usr/share/containers/containers.conf .

9. Podmang CIA| A|ZISHAIR.
systemctl restart podman
10. Ct2 HHS AR50 networkBackend?} O|A| "netavark"Z HAE| A =X| 2QISHA| Q.

podman info | grep networkBackend
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./NetApp Console Agent Cloud <version> —--proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

o —
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./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ —--cacert
/tmp/cacert/certificate.cer
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1.

./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

PodmangS A%t A< aardvark-dns ZEZS ZH6|{0F SfL|C}
a. 2£ 0f|0|ME 7tAF A0 SSHE AlatghL|Ct.

b. podman /usr/share/containers/containers.conf It 2 €11 Aardvark DNS A{H| A 0| CHslf MEHSE ZES
SH™ELICE O|E 50, 54 HARL|CL.

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.
#
dns _bind port = 54

Esc:wqg
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/operations/read",
"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",

"Microsoft.Compute/availabilitySets/read",
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"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/join/action",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",

"Microsoft.Network/virtualNetworks/checkIpAddressAvailability/read",

"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",

"Microsoft.Network/virtualNetworks/subnets/virtualMachines/read",

"Microsoft.
"Microsoft
"Microsoft
"Microsoft

Network/virtualNetworks/virtualMachines/read",

.Network/publicIPAddresses/write",
.Network/publicIPAddresses/read",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/read",
"Microsoft.Network/networkSecurityGroups/securityRules/write",
"Microsoft.Network/networkSecurityGroups/securityRules/delete",
"Microsoft.Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

d"’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/networkInterfaces/ipConfigurations/read",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/delete",
.Resources/deployments/cancel/action",
.Resources/deployments/validate/action",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",

"Microsoft.

Resources/subscriptions/resourceGroups/write",

"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem
ents/read",



86

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/write",

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.

"Microsoft

1,

"NotActions":

.Network/networkSecurityGroups/delete",

Storage/storageAccounts/delete",
Storage/storageAccounts/write",
Resources/deployments/write",

Resources/deployments/operationStatuses/read",

.Authorization/roleAssignments/read"

(1,

"AssignableScopes": [],

"Description":

"Azure SetupAsService",

"IsCustom": "true"

—
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"AssignableScopes":

[

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
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Requesting a Cloud Shell.gt

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cleud Shell
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Policy for Setup As Service Azure.json
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Add role assignment

l? (ot feedback?

Role  Members” Review + assign
Selected role Cloud Manager Operator 3.0.12_B
Assign access to @ User, group, or service principal

O Managed identity

Members I~ Select members
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Request API permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

* B
Eﬂm
Eﬂuﬂﬂr a &

Eh b
& Azure Batch ‘ Azure Data Explorer

ﬁ Azure Data Catalog

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
dats analytic scenarios

' , Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

4. *Z X ME2XIE Azure Service ManagementOf| 2M|A*E MEHSEH C}

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

a Azure Rights Management
Services

Allow validated users to read and write
protected content

b Customer Insights

Create profile and interaction models for
your products

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export
jabs

,_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

dlo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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"AssignableScopes": [

"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
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Requesting a Cloud Shell.sy
. . . L_cuc ‘Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI

Type "help" to learn about Cleoud Shell
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az role definition create --role-definition Connector Policy.json
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Bash vio ? & GO DR
Requesting a Cloud Shell.gt

. . " . ) iownload files
Connecting terminal...

Welcome to Zezure Cloud Shell

Type "az" to use Arzure CLI
Type "help" to learn about Cloud Shell
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az role definition create --role-definition
Connector Policy.json
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3. *Microsoft API*0l| A *Azure Service Management*S ME{SfL|C}.
Request API permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.
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By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certricates within your
Key Vaults

| _i—i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protected content

b Customer Insights

Create profile and interaction models for

your products

; ,‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of importfexport
jobs

I_i Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
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./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer
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vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge
# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.
#
dns bind port = 54
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Credentialed Accounts

ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com

To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
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$ gcloud components update
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--service-account=<service-account>
—--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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* podman.socket AH|AE 2Hd3tstn A|ZFEL|CE.
* python3 A%|

* podman-compose I{7|X| ™ 1.0.62 4
* PATH 2tZ 0]l podman-composeS

* Red Hat Enterprise Linux 82 Al2%t=
stolstM .

@ DNS ZE =2 TJ5t7| fIoh ofl0|MEE ZX[¢t = aardvark-dns ZE(7|2%k: 53)

ZHSHMR. X Ho| el ZEE FHSHMIR.

CHA|
1. SAEO0| podman-docker 7| X| 7} MX|=[0] QUCHH H|7EL|CE.

dnf remove podman-docker
rm /var/run/docker.sock

2. Podman2 &X|sIM| 2.

i

34! Red Hat Enterprise Linux M&2A0A Podmang2 CHREEE 4~ UELICE

Red Hat Enterprise Linux 92| 22

sudo dnf install podman-2:<version>

H7|M <HT>2 BR|5t2] = Podman?| X[ E|= HEYLIL. X[ 5=

Red Hat Enterprise Linux 82| 2

sudo dnf install podman-3:<version>

7|M <HT>2 ZX[5t2 = Podman?| x| &&= HEYULICH X2 ==

3. podman.socket AH|AE 2436t A|ZHEFL|CE,

sudo systemctl enable --now podman.socket

4. python3E MX|gfL|Ct

Podman H& E7| .

Podman HZ& 27| .
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sudo dnf install python3

. A|ARIO| EPEL XMZ 4 7| X[7} OF2] GlOH EX|SHAIR.

6. Red Hat EnterpriseS Al23t= 22

Red Hat Enterprise Linux 92| Z<:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

Red Hat Enterprise Linux 82| 2%

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. podman-compose I{7|X| 1.0.68 HX[SfLICH,

sudo dnf install podman-compose-1.0.6

£ M8t dnf install BEE PATH && H==0| podman-composeE F7I5t= 2+
(D) Mg £k 95 Y2 ojo] ER1E(0] = Jusbindl podman-compose
FIMELICE secure path ZAES[ ZM.

8. Red Hat Enterprise Linux 82 At23%t= A2 Podman 70| CNI CHAl Aardvark DNS2t S|
NetAvarkE At88H=X| &QIstA|R.

a. C}2 HHS MH#BIH networkBackend?t CNIZ MHEE|0] Q=X| EQISIM K.
podman info | grep networkBackend

b. networkBackendZ7} MH™El AL cn1 , YA 3718 HAGOF 2HLICt netavark .

=
C. MX|SICt netavark 18|11 aardvark-dns CHS EHEE AF2EL|CT
dnf install aardvark-dns netavark

d. €7| /etc/containers/containers.conf IS B network_backend &ME "cni" CHAI
"netavark"E ALEStEE S ELICE
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DHOF0]| /etc/containers/containers.conf EMSHX| RELICH 14 E HESIM .

/usr/share/containers/containers.conf .

9. Podmang CIA| A|ZISHAIR.
systemctl restart podman
10. Ct2 HHS AR50 networkBackend?} O|A| "netavark"Z HAE| A =X| 2QISHA| Q.

podman info | grep networkBackend
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Docker Engine2 AX|5t2{H Docker 8EAME 2N Q.
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1. "Docker0i| A MX| X|& 27|"

X|# &= Docker Engine H{T & HAX|ot2{H L3 HAIE MEMQ. 2201 X JEX| etz 24 HEE
MX|SHX| OFM| 2.

2. DockerZ} 2d3tE|0f M FQIX| =HolstM Q.

sudo systemctl enable docker && sudo systemctl start docker
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\ https://mysupport.netapp.com

\ https://support.netapp.com
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Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

* OHZ2|#[0] M 0| B2 HABIN L.

o€ =9 L3t 25 LI

Select members %

Select (10

| test-service-principal

test-senvice-principal

* OiZ2(A|0|MS MBSt *HEl*S MESINR.

+ (ThS g HesiM R,

fHE + dE3 MElSHAQ.

O MH[A FHE 2& OO|HEES BiZSt= o 2Rt Azure HetS 27| &

£Q

Lt

0421 Azure =0l A Cloud Volumes ONTAP H{ZEst2{™H 2} L=E0f| AH|A FH|E HiQIY
NetApp Console 0| | Cloud Volumes ONTAP H{ZEE i AI2E AES MEHS & QUGL|CE

Windows Azure A{H|A 22| API H3H 37}
1. Microsoft Entra ID AH|AO|A *H SE*2 MEiSI D O S 2|7|0| S MEHBIL|C.

2. *AP| At > At AIPE MEHSHLICE

- 1d

3. *Microsoft API*0| A| *Azure Service Management*S MEHSIL|C},
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *ZZ| MEXIE Azure Service ManagementOf| A A*E MEHSH C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

8t 2715 MefBiLiCy,

—




R

Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

OfZz2|A|0| M2l OZ2|A|0| M ID2} CIHMER| IDE 7t SL|C}.
1. Microsoft Entra ID AMH|AO|A *H SE*2 MEiSI D O E2|7|0| S MEHBIL|C.

2. *0fZ2|AH[0| M(Z2t0[AE) ID*et *L|A=2| (B E) ID*E SAEILICEH
@ Delete @ Endpoints
0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5

Z &0 Azure AYE F715H= B2 OHE2[A0[H(22H0IUE) ID2t OHEE(A|0[F 2| CIHMEZ|(H'HE) IDE
M| ZsloF efL|Ct. 2£2 IDE AFE50] 22 WA o= ZaQIgtL(Ct.

Z210|AHE H|US MMSIMIR
1. Microsoft Entra ID AMH|AE EHL|C}

Y SES MEistD oS E(A|0[E S MESHAIR.

» [6) ] SN w N
=o)
ng
=2
i)
rot
nx
o
i)
N
™
o
é
Ok
_()'l
=
0)
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h

Z& Oo|IHE

M

4>
ofn

o= ZX|gLch

=& 0O|HEE 52 MX[|dt= 32 7 M2 SFSIE AFE 2FHS FH|HOF ZLICE Linux ZFE{7}
ZQRSHH, Linux 24 M[H[of 2t PodmanO|Lt DockerS A X|s{O} ShL|Ct.

Podman = Docker Engine 4%
2 MAoff w2t of| o] MEE M X|5t7| H0f| Podman EE= Docker Engine0| ZQtL|C,
* Red Hat Enterprise Linux 8 % 90{= PodmanO| ZQgfL|Ct.
X ¢ &= Podman HH E7| .
* Ubuntu0il= Docker 2IZI0] ZQtL|CE,

X|2lE|= Docker Engine HH 27| |
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off 4. EHA|

Lot
PodmanS MX|st10 ASH{™ CI2 tHAIE M EM| L.

* podman.socket AH|AE 2Hd3tstn A|ZFEL|CE.
* python3 A%|

* podman-compose I{7|X| ™ 1.0.62 4
* PATH 2tZ 0]l podman-composeS

* Red Hat Enterprise Linux 82 Al2%t=
stolstM .

@ DNS ZE =2 TJ5t7| fIoh ofl0|MEE ZX[¢t = aardvark-dns ZE(7|2%k: 53)

ZHSHMR. X Ho| el ZEE FHSHMIR.

CHA|
1. SAEO0| podman-docker 7| X| 7} MX|=[0] QUCHH H|7EL|CE.

dnf remove podman-docker
rm /var/run/docker.sock

2. Podman2 &X|sIM| 2.

i

34! Red Hat Enterprise Linux M&2A0A Podmang2 CHREEE 4~ UELICE

Red Hat Enterprise Linux 92| 22

sudo dnf install podman-2:<version>

H7|M <HT>2 BR|5t2] = Podman?| X[ E|= HEYLIL. X[ 5=

Red Hat Enterprise Linux 82| 2

sudo dnf install podman-3:<version>

7|M <HT>2 ZX[5t2 = Podman?| x| &&= HEYULICH X2 ==

3. podman.socket AH|AE 2436t A|ZHEFL|CE,

sudo systemctl enable --now podman.socket

4. python3E MX|gfL|Ct

Podman H& E7| .

Podman HZ& 27| .
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sudo dnf install python3

. A|ARIO| EPEL XMZ 4 7| X[7} OF2] GlOH EX|SHAIR.

6. Red Hat EnterpriseS Al23t= 22

Red Hat Enterprise Linux 92| Z<:

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.noarch.rpm

Red Hat Enterprise Linux 82| 2%

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

7. podman-compose I{7|X| 1.0.68 HX[SfLICH,

sudo dnf install podman-compose-1.0.6

£ M8t dnf install BEE PATH && H==0| podman-composeE F7I5t= 2+
(D) Mg £k 95 Y2 ojo] ER1E(0] = Jusbindl podman-compose
FIMELICE secure path ZAES[ ZM.

8. Red Hat Enterprise Linux 82 At23%t= A2 Podman 70| CNI CHAl Aardvark DNS2t S|
NetAvarkE At88H=X| &QIstA|R.

a. C}2 HHS MH#BIH networkBackend?t CNIZ MHEE|0] Q=X| EQISIM K.
podman info | grep networkBackend

b. networkBackendZ7} MH™El AL cn1 , YA 3718 HAGOF 2HLICt netavark .

=
C. MX|SICt netavark 18|11 aardvark-dns CHS EHEE AF2EL|CT
dnf install aardvark-dns netavark

d. €7| /etc/containers/containers.conf IS B network_backend &ME "cni" CHAI
"netavark"E ALEStEE S ELICE
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DHOF0]| /etc/containers/containers.conf EMSHX| RELICH 14 E HESIM .
/usr/share/containers/containers.conf .

9. Podmans CHA| A|&SHA|R.

systemctl restart podman

10. C}2 HHES AR SI0] networkBackend?} O|X| "netavark"2 HZAE

podman info | grep networkBackend

E=7 Al

Docker Engine2 AX|5t2{H Docker 8EAME 2N Q.

cHA|
1. "Docker0i| A MX| X|& 27|"

X2 E| = Docker Engine HM 2 MX|st2{H CH3

MX|SHX| OFM| 2.

2. DockerZ} 2d3tE|0f M FQIX| =HolstM Q.

|O-Ih
M

HHAE MENR. 2&

Ofl A X E|X]

K| 2folstM 2.

orooZ %Al NS

LS —

sudo systemctl enable docker && sudo systemctl start docker

- 24 of0| HEE MK|Sl2{H ZE Hslo| LR
* 2E O0|HEO|M AE{HlIof H&ESH= o ZEA|Y

X = ZEA MHE FEE + AR, 227 5t24H Z2& oo™

s TEA| MH7} HTTPSE AFE38IHLE &

2% 0l0|HES +502 MAete &
() ==l Mu{oll chgt 15 M2 MEefor
FoiAIR oI FIE 23] 27| B

stelof zstol

PR ER

TEQ 0 E CIREESH MX|etL|Ct.

TEA Meof] CHe M2 FEQILICE

EAZEIIZMT| ZEAIQI F2 CA

EE CHAl A[ZFSHOF ghLCt.
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html
reference-agent-maint-console.html

NetApp X[ AFOIEO|M HMSElE X Z2O2 O HTY = JASLILE X 2, M22 HTO| LI”H E2&
OlO[HEL AtS2 2 YHI0|EELLY.

|

1. SAEO http_proxy EE= https_proxy A AR HaIF ™ E[0] JAOH HAHELICE

unset http proxy
unset https proxy
O|2{BF A| AR HE HIAHSHK| Qo™ HX|7t Hojeti|ct.
2. 24 00| ME AT EQUE CIRZCSHMR. "NetApp A& AFO|E" O3 CH2 Linux SAEN| SAFEHL|CE
HEQIILE 22t2E0M ALST 4 U "22fel" ofj0|HE Mx| T2 CH2 2 Seof Fhct

= AlAHS|
3. ﬁﬂE&EEE Al%l;lol-

PP 20| SHPHE B9 U YNE UIHUSANRSS LA Chet 74 TS Bl

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>

- —/ o —/
TENE 7t &= UJELICE --proxy X -cacert Oi7iH 4= ME AJSO|E 2 FT182t= HIAIXIZF A=K
BELICH ZEA MHIL A= B2 BAIE =2 0j7fH<~S Of ghCt.

HEH 0 B HES Qlct TEAIL HRSH 3R TEA| EES FIIH0F LICh £ ZEAIL} A
C

o)
0l

CHE22 CA MY ASME BAH ZEA MHE FG5t= ol LTt

rlo
r

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@l10.0.0.30:8080/ --cacert
/tmp/cacert/certificate.cer

—-proxy CHS H4l & SILIE AF8SI0] HTTP L& HTTPS ZEA| MHE ASSHEE 24 00|MEE
+dgct.

° http://F2:RE

° http://AEXt O| S HIRHZ@F M EE

° http://=HQl 0| E%92AIEX} O| S H|YHZ@FMNEE
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https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
https://mysupport.netapp.com/site/products/all/details/cloud-manager/downloads-tab
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check

° https://ZX:EE
° https://AHEX} O| S HIYHS@F A EE
° https://=H|Q! 0|E%92ALEX} O|E:H|EHS@FAEE
CtS AFEHof| RolstMIL.
* A A= 2 AEALEE Q1AM XY £ QlEL|CH
* QI AFE XL AR 0| EAIE CHE \0f| CHE ASCH 2
* 2L VO|MEE @ 22Xt ZEEl AL X} 0| S0]Lt H]

* H|UH SO 1S3 2 54
0| A7 0| ZefoF BILICE: & &

[n
i

ArZ3HOf BHL Lt

_-IO =
1E
>
&
>
i
HO
=2
I
2
o
o
m
4>
MO
Pl
M

A7 EEE O s B
I

I'Ir Mo

HE =

http://bxpproxyuser:netapp\!@32+:3128

“-cacert 2= O|O|HESt TEA| M ZH HTTPS M| A0 ALEE CA MT S ME X[FRLICE Of Di7HtH=
HTTPS EE)\I MH, QIEJME TEA| MH, £ ZEA| Mo 2Lt

+ B LEA MHE F45t= o= LSt Z2ELILE B8 ZEAS A8 I ZEA| MHE Fojg 2RIt lsLItt.
ZZ 00|HE T AE0 CAME STt —*—7}%“—“1}.

+

./NetApp Console Agent Cloud v4.0.0 --cacert /tmp/cacert/certificate.cer

1. Podmang Al23t 22 aardvark-dns ZTEZ XX&l|of ghL|C}.
a. 24 0f|0|ME 74 40| SSHE &

b. podman /usr/share/containers/containers.conf It& & 1 Aardvark DNS AH|A0]| CHolf MEHS IES
sHYLICL Ol =01, 542 HERLIC

SH
=]

ot
r
il

vi /usr/share/containers/containers.conf

# Port to use for dns forwarding daemon with netavark in rootful
bridge

# mode and dns enabled.

# Using an alternate port might be useful if other DNS services
should

# run on the machine.

#

dns_bind port = 54

Esc:wqg
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C.

Tk
MU

Oo[HE 7he HilE MR ELIC.

ChE2 falolvte?
NetApp Console LHOl|A] 2& O|0|HEE SS3H{0f &L|LCt.

F20| 23015t 22 of0|MEES ZX|ut HASIL|CH 2001 HhHe LS A\2et= Do w2t SatEiL|ct &
DEZ 48 A2SHE ZR SaaS YAI0|EE Edl| ZOQIELICE Mgt ZENAM 242 AIESHE R 24 ofjo|HE
SAENN 2HE 2QI8L|Ct
CHA|

1. ¥ HEIRXME €1 24 0f|0|ME SAE URLS YN Q.

4 SAE URLE TAE A0 EEt FEHASAE I IPFAEESEIPFAILE £ M'al-ltf GlIE &
ZL O0|MEJ 28 IP FA7t Y= 22 22RE0 s R 22 HO|HE SAEN HEE SAEQ| 7H°l
IP F=AE AUolof E.“-IEL
2. JtUStALE 29QI5HM| R
3. 2001 5 242 MHSIMIR
a. 2L oo|MESt HAY & TXIS X[™EtL|Ct
b. A|AHI 0|22 USINR

C. *HotEl SF0IA Bt ASLT?*0M ATt ZEE HIZYoSHAR.

Tk
113
=2
>

m
N
ro

H
o
=]

>
=2

%
>+

= 32 Mgt RE= X[EE[X]| gfELct

—

d. *A|ZfSL7|*E MEISHA Q.

NetApp Console 0| 22tRE 5% X4 3E S

=& O[0|HEE AX|otn S = S2RE Xt SES =716t & O0IHETF AWS = AzureOl| M 2R S
Ht= ol 2Rt Hots AT oLt
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AWS
Al=rst7| Hof

AWS 7t S S U3 UE 32 MET = A El= dl E 20| 2 = ASLICE 2&00 XHE S F=71517|

Mol R 2 T 7|CH2 N2,

CHA|
1. *@2| > XtA ZY*g MEgiL|Ct

2. *XRE XA ZE*S MESNR

3. XA B3Y FIPE MEiStD OPHALS| THAIE MEMR
a. XtA &Y 2|X|: *Amazon Web Services > H[0|HEE MEHSIA|R.
b. XA S Ho|: AWS AN A 7|2t H|L 7|E = BILICE.
c. OIZL0|A 5: X|F FSHLE 7|&E £58 MESHo] D21 E2|0|A =2 o[2{¢et XtH ZH1t

HAZLLICE

d. HE: MZ22 At S0l Tt M2 HEE =eldt *FI+E MEfgL|Ct

O|M| 2O 2 0|5E 4= U&LICE "NetApp Console" 2£ O|0|HES ALE52{H.

=4
AlZtst7| o
Azure AtH SEHE E'JE.‘ UE R ME ZISHHX=H R 2 B 22 + ASLILE 2& Ho|HEN XA F
IS

*
N
St
N
ra
=2
e
HI

z'_
\J

ICH2| M.

0x

o

THA
1. +28| > Xt SE*S MefgtL|ct
2. *XtH B FIPE MEHSI OPHALS] EHAIS WEMK
a. X4 Y 2K *Microsoft Azure > Of|0| HE*E MEHBL|C}
b. Xtz 5 Mo|: Wt YstE F0{5H= Microsoft Entra AH|A ZFA|of CHEt HEES Ql2{ptL|Ct
* OZ2|#|0|H(Z2H0IAE) ID
- ClgE2|(BIHE) ID
* SCI0|UE H|ZHS
C. DIIZY 0| A F5: X|F F=SHLE 7| & 52 MBS Ot E0jA 52 0[2{% XHH SE 1t
HAZSLICH
d. HE: MZ22 1t S0l Tt MR HEE =Heldt *F:I+5 MEfRLIC
Zat
O|H| & 0il0]% Wot= ol 2ot #ots A = ASLICE Ol

ME &= AzureO| A AHEXIHE CHAISH 2HE 5
CIZO = 0|5Y 4= UELICE "NetApp Console" 2& O|0]E

VCenterS AE5t0{ 2Ia|0|A0| 2& of0[HE HX|

VMWare AF2XIQ1 2L OVAE AF23I0 VCenterO| 22 O|0|MEE MX|& 4= JSLIC.
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https://console.netapp.com
https://console.netapp.com

OVA CIR2ZE = URL2 NetApp Console £8f 0|23 4= Q&L

@ VCenter =72} e7Hl 2& O|0|MEE HX[otH VM B 2&2 AE5I0 RX| 22| 2SS 38 &+
AELICE. 00 E2 VIVI Z&0 EHOH KEMIS] ZOtEAMIR."

=& Ol0|HE 2X|E ZH|SHMR

MX[SH7| FOll VM SAET Q7 AFEHS £Z6H=X|, 22 of|0|MET| QIE{ulln} CHA HIEQ T 0| HMAE 4= =X
21018 M|R. NetApp H|O|E{ MH|A EE= Cloud Volumes ONTAP AR3I2{H 224 0f|0| ME T} AFR XIS CHAISHY
AAS e £ QT E 22RE IZA A SHS MMM L.

Z£ 00| HE SAE @F At HE
=& O[O|HEE &X|517| To| = AE M0 HX| 27 Alets SF0=X| =QlotM K.

* CPU: 87 20| &= 87l vCPU

* #:32GB

ClA3 27 165GB(FHR T2H|HY)
* vSphere 7.0 0|4

* ESXi SAE 7.03 0|4

(D) EsxizAE0 3 Mx/ehs Al vCenter $Z0] HlOIHES HAIHHL.

=& O[O|HEO Chet HEHZ HAA~ 2

HERIZ 22|t €t 2£ Of0|ME7 st =X QIEQ| gt OFRHIH2E AM|A Aotat T2t HIERI 0
CHet HES 7HX| 1 AE=X| 2RlSHA K.

CHe HIESRIZ0] chiet AZ

[
Z& O0|HEE ALEsHHEH AAHIS HS 1 22|52 = 2|X[of Ciet HE9{3 HZ0| HRELICE ol S0,
CIoud Volumes ONTAP A|AEIO|L} 20| A 2tF o| AER|X| A|AEIS OLE AlElQl L EQ I QIL|CE,

|E-| [E]| x-I_J_.l\_

=]
Z& 00|MES HiZSt= HIERIR ?IX|0l= EF AEEAE HESHY| 21T OFRHI2E QIE{H HZO| [U0{0}
[<]

2l 7|8t NetApp Console AF2E I AFE0A HAE A=ZOIE
4 HalXNoM 2E0]| HMASHE HEEE 2] A=EQIE| HEE £ QL0{0F EhL|Ch 24 oo|HMEES
MYt ZE2 YMNMOE ALESI2{H 2£2 AHEdloF ZL|Ct.

== =

-

25 oo 22 F2ALC 2 Lo 2 AA0t TRAAS B2[ot7| 9o TS
A= oIS of G017] 9151 0| ZHHEE DIEI ATt HethIch
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task-agent-vm-config.html
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task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html

@ AtLHOl] x|l 24 of|0| MEZ £ Google Cloud?| 2|AAE Zt2|& £ i&LICt Google Cloud
2| AA S 22[5t2{H Google Clouddf| Of|0]MEE MX|SHM|R.
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AWS

=& 00| ET}L 2xe||o| Ao HX[E 22 AWSO]| B E NetApp A|AE!(0]: Cloud Volumes ONTAP)Z
2 |ar7| 2I8 Ct2 AWS A EZQIE0]| CHSE W EQIS MM AT HetL|Ct
ZZ 0o|ME0f| M HEISH AIEIQIE
Z& 0o|HMEE= %“g UFE 2o HE2] 22RE 2F Q| 2|aAt TENAE 22|517| 2/ TS
°1I'=£°IE(>1I HZSH| 23l OFRHIR = QIE{Ll HM|ATH EHQBIL|CH
Of2f LIZEl AIEZQIE= D= CNAME SH= QL Ct
AN=EHQIE =5
AWS MH|A(amazonaws.com): AWS Z|AAE Zt2|SL(C}

* S2REXEHOM
- A ZRE SERE(EC2)
* ID 3! UM Z2[(IAM)

* 7| #2| MH|A(KMS)

© Hot EZ MH|A(STS)

* ZHH H3H MqH|A(S3)

\ https://mysupport.netapp.com

\ https://support.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

A= ZolE = AWS X|ofoj izt
SRRRLICE KPS LB 2 AWS
EENEREER

2to|MA HEHE A1 NetApp
X| &I Elofl AutoSupport HIAIXIE
H#LCt,

2o[MA HEE ¥4 NetApp
X[ HElof| AutoSupport HIA|X|E
HL|CH

NetApp X|& ALO|E(NSS) At
SE 2 YO[O|ESIAHLE NetApp
Console 0f| {22 NSS Xt+4
SHS FIrect

oco= T

ZO|MA HEE A 11 NetApp

K| el AutoSupport HIA|X|E
HLH31 Cloud Volumes ONTAP 0
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data
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ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
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E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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. . . Download files
Connecting terminal...
Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members
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Select members %

Select (10

| test-service-principal
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *ZZ| MEXIE Azure Service ManagementOf| A A*E MEHSH C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

8t 2715 MefBiLiCy,
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIPTION EXPIRES VALUE

Copy to dipboard
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Comunl st Bck

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs
BlueXP - Manual Installation without access keys
AWS Marketplace I NetApp
# & % & % (6)| 3.9:231 By NetApp, inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722

Read below for instructions on how to deploy Cloud Volumes ONTAP
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Number of instances (i) [1 | Launch into Auto Scaling Group (7)
Purchasing option (i) [JRequest Spot instances
Network (i) [vpc-aT6d91c2 | VPCAQA (default) 4] C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
- - ™ -
Capacity Reservation (i) [ Open *| C create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring
Additional charges apply.
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# mode and dns enabled.
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#

dns bind port = 54
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Available resources (45) | Selected (3)
Actions: | Disassociate from the project
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Requesting a Cloud Shell.gt
Connecting terminal...
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ome to Arure Cloud Shell

Type "az" to use Azure CLI

Type "help" to learn about Cleoud

boammettfAzure:-~5 D

Shell

* Azure CLIE AFE3I0 AEX} X|E AeE ThELICH
az role definition create --role-definition Connector Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

* OHZ2|#[0] M 0| B2 HABIN L.

o€ =9 L3t 25 LI

Select members %

Select (10

| test-service-principal

test-senvice-principal

+ (ThS g HesiM R,

fZE + 2Eg MEshL.
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1. Microsoft Entra ID AH|AO|A *H SE*2 MEiSI D O E2|7|0| S MEHBIL|C.
2. *AP| Hst > Ht FIPE MEHSEIL|CE

—

3. *Microsoft API*0ll | *Azure Service Management*S MEHS}L|CY,
Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph
Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Eﬂ
Security, and Windows 10. Access Azure AD, Excel, Intune, Outlook/Exchange, Onelnve,

OneMNote, SharePoint, Planner, and more through a single endpoint.

Eh
& Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenanos

‘ ' Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

I _Ei Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *Z X ME2XIE Azure Service ManagementOf| M| A*E MEHSE C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

O Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

Azure Rights Management
Services

&

Allow validated users to read and write
protected content

D Customer Insights

Create profile and interaction models for
your products

glo

2

a o BB
Eﬂmﬂp z O

;‘ Azure Data Explorer

Perform ad-hoc quertes on terabytes of
data to build n=ar real-time and complex
analytics solutions

‘P Azure Import/Export

Pregrammatic control of importfexport
jobs

I_s Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

-
ot

Data Export Service for
Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

FIE MEgL|Ct.
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Request APl permissions

€ All APIs

Azure Service Management
/_S https://management.azure.com/ Dacs [

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

rNmiss1ons

5 45 @ Dack

uwa

expand all

| Type to search

PERMISSION

user_impersonation
Access Azure Service

Management as organization users (preview) @
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@ Delete @ endpoints

o Welcome to the new and improved App registrations. Looking to learn

Display name

: test-service-principal

Directory (tenant) 1D

Application (client) ID : 73de25f9-99be-4ae0-8b24-538ca787ack3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

=

HMSotof LIt 2&2 |
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: b37482a9-375F-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

| =+ Mew client secret

DESCRIPTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1jSe2By:D*-ZRoVANLFdACY7:+OVA [[}
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Edit Account & Add Subscription

Credentials
| I

cloud-manager-app | Application ID: 57c42424-88a0-480a.

Managed Service Identity

OCCM QA1 (Default) hd

Y e

7|

T

e
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Marketplace =& €&t 1, XtH SHS HMASHL, AHIStH 2&0] 00| F=7tet Azure AtH SHE 22 LT
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Azure Marketplace 7152 At ZHO| A&
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Google Cloud Project

QCCM-Dev -

Subscription

® GCP subscription for staging -

e Add Subscription

5. OF2 F=0| QICHH *A = 27t > A|&*2 MEHSE D Google Cloud Marketplace2| TS 2N L.

(D CtS THAIE 2t=517| Foll Google Cloud A™ [ A A+ 22X} Motk NetApp Console 2191
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= Google Cloud | B netepp.com ¥ ‘

&  Product details

NetApp BlueXP
M NetApp NetApp, Inc.

BlueXP lets you build, protect, and govern your hybrid multicloud data estate,

=

OVERVIEW PRICING DOCUMENTATION SUPPORT
Overview
BlueXP is NetApp's hybrid multicloud storage and data services experience Additional details

that helps organizations build and operate a centrally controlled data

A : ! Type: Saas & APls
foundation across on-premises, edge, and cloud environments. =———

Last updated: 12/19/22
BlueXP abstracts the complexity of architecting the underlying Google Cloud
infrastructure resources making it easier to deploy and operate NetApp's
storage, mobility, protection, and analysis services within your Google Cloud
environment.

Category: Analytics, Developer tools, Storage
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S #

"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

10-17",

[
DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",
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"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

mwa

iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms
"kms :
"kms :
"fsx:
"fsx:
"kms :
1,
"Resource
"Effect":
VSielVg We

"Action":
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"clou
"clou
"clou
"kms :
"kms
"ec2:
"kms :
"athe
"athe
"athe

"glue:
"glue:
"glue:
"glue:
"glue:

"glue

List*",

:ReEncrypt*",

Describe*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

L1 mwxn
o ’

"Allow",

voServicePolicy"

[
StartInstances",
StopInstances",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",

:CreateTags",

CreateVolume",
CreateSecurityGroup",
DescribeSubnets",
DescribeVpcs",
DescribeRegions",
dformation:CreateStack",
dformation:DeleteStack",
dformation:DescribeStacks",

List*",

:Describe*",

DescribeVpcEndpoints",
ListAliases",
na:StartQueryExecution",
na:GetQueryResults",
na:GetQueryExecution",
GetDatabase",
GetTable",
CreateTable",
CreateDatabase",
GetPartitions",
:BatchCreatePartition",
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"glue:BatchDeletePartition"
I
"Resource": "*",
"Effect": "Allow",
"Sid": "backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketAcl",
"s3:PutBucketPublicAccessBlock",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutBucketAcl",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts",
"s3:DeleteBucket",
"s3:GetObjectVersionTagging",
"s3:GetObjectVersionAcl",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObjectVersionTagging",
"s3:PutObjectRetention",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"

1,

"Resource": [
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"arn:aws:s3:::netapp-backup-*"
I
"Effect": "Allow",
"Sid": "backupS3Policy"

"Action": [
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1,

"Resource": |
"arn:aws:s3:::fabric-pool*"

1,

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

I

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec?2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

I

"Resource": |

"arn:aws:ec2:*:*:instance/*"

L]
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1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec?2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1y

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1y

"Effect": "Allow"

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,
"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": |
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"ok

"ok



M #2

"Version": "2012-

"Statement": [

{

"Action":
"ec2:
"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

10-17",

[

CreateTags",
DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",

"Effect":

"Sid": "tagServicePolicy"

"Allow",
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"Version":
"Statement": [

{

"Effect":
"Action":

"iam:

"iam:

L)

"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

ec?2

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

398
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lam:

lam:

lam:

lam:

lam:

lam:

10-17",

"Allow",

[
ListInstanceProfiles",
CreateRole",
DeleteRole",
PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

DeleteSnapshot",
DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
:DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms

"kms:

"kms:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

GetBucketPolicy",

Lige®",

:ReEncrypt*",

Describe*",

CreateGrant",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup"

"Resource": "x"

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

fabricPoolPolicy",

: "Allow",

|

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
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"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

I

"Resource": |
"arn:aws-us-gov:s3:::fabric-pool*"

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Wk n



"Resource": [

"arn:aws-us-gov:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-us-gov:ec2:*:*:volume/*"
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso-b:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1,
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

by

"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

"Wk n
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"iam:

1,

"Resourc

"Sid": "
"Effect"
"Action"
"s3:
"s3:
"s3:
"s3
"s3:
1,
"Resourc

"arn

"Effect":
"Action":

"ec2
"ec?2
"ec?2

lam:

iam:

iam:

iam:

iam:

iam:

PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

Lige=",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",
DeletePlacementGroup",
ListinstanceProfiles"

e". mwsn

fabricPoolPolicy",

: "Allow",

: [

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",

:PutBucketTagging",

ListBucketVersions"

e": [

raws-iso:s3:::fabric-pool*"

"Allow",

[
:StartInstances",
:StopInstances",

:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect":
"Action":

"ec?

"Allow",
[

:AttachVolume",
"ec2:

DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "K8sServicePolicy"
o
{
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"

o
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"Name": "Console Operator",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write"
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/locations/vmSizes/read",
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"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.

.Resources/subscriptions/locations/read",

Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",

.Compute/virtualMachines/deallocate/action",

Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",

.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",

.Network/virtualNetworks/checkIpAddressAvailability/read",
"Microsoft.

Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/write",

.Network/virtualNetworks/subnets/virtualMachines/read",

.Network/virtualNetworks/virtualMachines/read",

.Network/virtualNetworks/subnets/join/action",

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/resources/read",

.Resources/subscriptions/operationresults/read",

.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",

.Resources/subscriptions/resourcegroups/resources/read",

.Resources/subscriptions/resourceGroups/write",

"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
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.Storage/storageAccounts/listkeys/action",
.Storage/storageAccounts/read",
.Storage/storageAccounts/delete",
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Storage/usages/read",
Compute/snapshots/write",
Compute/snapshots/read",
Compute/availabilitySets/write",

"Microsoft.Compute/availabilitySets/read",
"Microsoft.Compute/disks/beginGetAccess/action",

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",

.Network/loadBalancers/backendAddressPools/read",

.Network/loadBalancers/backendAddressPools/join/action",

.Network/loadBalancers/loadBalancingRules/read",

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/read",

.NetApp/netAppAccounts/capacityPools/volumes/write",

.NetApp/netAppAccounts/capacityPools/volumes/read",

.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.Network/privateEndpoints/write",

Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti
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Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",

Storage/storageAccounts/managementPolicies/write",

"Microsoft.
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"Microsoft.
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Network/privateEndpoints/read",
Network/privateDnsZones/write",

Network/privateDnsZones/virtualNetworkLinks/write",

Network/virtualNetworks/join/action",
Network/privateDnsZones/A/write",
Network/privateDnsZones/read",

.Network/privateDnsZones/virtualNetworkLinks/read",

.Resources/deployments/operationStatuses/read",

Insights/Metrics/Read",
Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",

.Compute/virtualMachines/extensions/read",

Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",
Compute/snapshots/delete",

.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",
.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",

"Microsoft.Network/networkSecurityGroups/securityRules/write",

"Microsoft.

Network/applicationSecurityGroups/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.

Synapse/workspaces/write",
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"Microsoft.Synapse/workspaces/read",
"Microsoft.Synapse/workspaces/delete",
"Microsoft.Synapse/register/action",
"Microsoft.Synapse/checkNameAvailability/action",
"Microsoft.Synapse/workspaces/operationStatuses/read",
"Microsoft.Synapse/workspaces/firewallRules/read",

"Microsoft.Synapse/workspaces/replaceAllIpFirewallRules/action",
"Microsoft.Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action",
"Microsoft.Compute/images/write",

"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",
"Microsoft.Compute/virtualMachineScaleSets/write",
"Microsoft.Compute/virtualMachineScaleSets/read",
"Microsoft.Compute/virtualMachineScaleSets/delete"

1,

"NotActions": [],

"AssignableScopes": [],
"Description": "Console Permissions",
"IsCustom": "true"
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Microsoft.Storage/storageAccounts/read
Microsoft.Storage/storageAccounts/write
Microsoft.Storage/storageAccounts/blobServices/containers/read
Microsoft.Storage/storageAccounts/listAccountSas/action
Microsoft.KeyVault/vaults/read
Microsoft.KeyVault/vaults/accessPolicies/write
Microsoft.Network/networkinterfaces/read
Microsoft.Resources/subscriptions/locations/read
Microsoft.Network/virtualNetworks/read
Microsoft.Network/virtualNetworks/subnets/read
Microsoft.Resources/subscriptions/resourceGroups/read
Microsoft.Resources/7=/2| 2 A F/2| A2/ 7|
Microsoft.Resources/subscriptions/resourceGroups/write
Microsoft.Authorization/locks/*
Microsoft.Network/privateEndpoints/A 7|
Microsoft.Network/privateEndpoints/24 7|
Microsoft.Network/privateDnsZones/virtualNetworkLinks/write
Microsoft.Network/virtualNetworks/join/action
Microsoft.Network/privateDnsZones/A/write
Microsoft.Network/privateDnsZones/24 7|
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Microsoft.Network/networkInterfaces/A! |
Microsoft.Network/networkSecurityGroups/AHA|
Microsoft.Resources/deployments/delete

Microsoft.ManagedIdentity/userAssignedidentities/& &t /Xt
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Microsoft.Synapse/checkNameAvailability/action
Microsoft.Synapse/workspaces/operationStatuses/read
Microsoft.Synapse/workspaces/firewallRules/read
Microsoft.Synapse/workspaces/replaceAlllpFirewallRules/action
Microsoft.Synapse/workspaces/operationResults/read

Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action
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title: NetApp Console agent
description: Permissions for the service account associated with the
Console agent instance.

stage: GA

includedPermissions:

- lam.serviceAccounts.actAs

- compute.regionBackendServices.create
- compute.regionBackendServices.get
- compute.regionBackendServices.list
- compute.networks.updatePolicy

- compute.backendServices.create

- compute.addresses.list

- compute.disks.create
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- compute.images.list

- compute.images.useReadOnly

- compute.instances.addAccessConfig
- compute.instances.attachDisk

- compute.instances.create

- compute.instances.delete
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