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3. podman.socket AH|AE 2836t A|ZFEL|CE.

sudo systemctl enable --now podman.socket
4. python3E MX|gtL|Ct,

sudo dnf install python3

S. A A0 EPEL XMEA TH7|X| 7t OFE] O™ HX|SHA| Q.

0| EtAl= podman-compose?t EPEL(Enterprise Linux& 37t T{7|X|) MZE A0 M A2 74s5H7| 20|
HgL(C)

6. Red Hat Enterprise 92 A25t= E2:

a. EPEL XZ&4 I{7|X|E HX[SHN K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. podman-compose I{7|X| 1.5.08 M X|fLICt.
sudo dnf install podman-compose-1.5.0

7. Red Hat Enterprise Linux 82 Al2%t= AL

a. EPEL MZ 2 I{7|X|E EX[SHMI K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. podman-compose I{7|X| 1.0.6= AX|EtL|C}.

sudo dnf install podman-compose-1.0.6

E M3t dnf install ™ PATH &Z H40| podman-composeZS F7st=
() 27 Awe STELC X BL 00| EHE|0| Y Jusrbindl podman-
composeE F7IZLICL secure path SAES| FM.

C. Red Hat Enterprise Linux 82 At23t= 22 Podman HZ 0| CNI LAl Aardvark DNS2t &HA|
NetAvarkE AFE5H=X| 2elstM|g.



i. CH2 HAE S MBS0 networkBackendZt CNIZ MEE|0 Q=X| EHQI8HM L.
podman info | grep networkBackend

i. networkBackend7t MM El AL cn1 , M2 OS2 HAGOfF ELICH netavark .

=
ii. MX|SICt netavark 12|10 aardvark-dns CHS HEHE AF2EIL|CE
dnf install aardvark-dns netavark

iv. @7| /etc/containers/containers.conf IFYS B network_backend &M & "cni" CHAI
"netavark"E ALt E FELICH

TtOFOf| /etc/containers/containers.conf ZMSHX| UEL|ICH A2 HASHMR.
/usr/share/containers/containers.conf .

V. Podmang CtA| A|ZISHM[R.
systemctl restart podman
vi. Ct2 HHE AL2610] networkBackend?t O|A| "netavark"2 HAL| Y =X| EQIsHM 2.

podman info | grep networkBackend

=7 Al
Docker Engine2 M X[52{™ Docker MEAE [LIEN Q.

£
1. "Docker0l| A MX| X|& £27|"

X|#E|:= Docker Engine H{T 2 HX[ot2{H L2 HAIE MEAMR. 2E0IM XA X| 8= 2|4 HES
HX|SHA| OhA| K.

2. Docker’t 2-g3t=|0f A3 FQIX| 2ldtA Q.

sudo systemctl enable docker && sudo systemctl start docker

5CHA|: HEQ A M A ZH|

ZE OO|IMETt HS2] 22tREQ| 2|AAS 22T = UEE HERD UMAS LHYYLICH 2& 00| E0]| Chet

o
T =
7}” HEHILL MEUHS 2= A 20k LS 27 Ar0| EFE|=X| =eldof gLk,
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account.us.authO.com \ https://console.netapp.com \

https://components.console.bluexp.netapp.com \

https://cdn.auth0.com

\ https://cdn.authO.com \

H2t2 X = NetApp Console E8f ZASHEl AL XL
https://services.cloud.netapp.com
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AWS =t AWS AH|A(amazonaws.com):

© SEHREEMOIN
ErEX HFE 22 E(EC2)

* ID % AHAMA 22|(1AM)
* 7| 22| MH|A(KMS)
© Hot EZ MH|A(STS)
* ZHH Bt MH|A(S3)

AWS Z|AAE 2E|ELICEH AEZQIE = AWS X|Ho| 2f & 2FEIL|CT Amazon FsX for NetApp ONTAP:

x

"KtMlet LIE2 AWS BB ME EHESHMR."
* api.workloads.netapp.com

7|8t 2&2 o] A=ZoIEof| HASI Workload Factory API?t 4% Azure 2t
2O ZM ONTAP 7|8t YIIZE8 FSxE 2a|stn 2FetLct.

70


reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://cdn.auth0.com
https://services.cloud.netapp.com
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

A=HTOIE

\ https://management.azure.com \ https://login.microsoftonline.com \
https://blob.core.windows.net \ https://core.windows.net

\ https://management.usgovcloudapi.net \
https://login.microsoftonline.us \ https://blob.core.usgovcloudapi.net \

https://core.usgovcloudapi.net

\ https://management.chinacloudapi.cn \ https://login.chinacloudapi.cn
\ https://blob.core.chinacloudapi.cn \ https://core.chinacloudapi.cn

Google Cloud &Z

Google CloudOf|A| 2[A~AE 2t2[EfL|C}.

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

=2
==

Azure 3 & X|go| Z|AAE
2t2|gtL|ct.

Azure Government X|<9|
2| AAE te|gh|Ct,

Azure China X|&9| 2|AA S
2ta|gh|ct,

https://www.googleapis.com/
compute/v1/
https://compute.googleapis.com/
compute/v1
https://cloudresourcemanager.goo
gleapis.com/v1/projects
https://www.googleapis.com/
compute/beta
https://storage.googleapis.com/
storage/v1
https://www.googleapis.com/
storage/v1
https://iam.googleapis.com/v1
https://cloudkms.googleapis.com/
v1 https://config.googleapis.com/
v1/projects

* NetApp Console HIEXOIE*

2to|MA HHE 11 NetApp
X| 2 El0j| AutoSupport HIA| XIS
HL|CH

NetApp X2 AtO|E(NSS) AtH
ZHE AUO|0|ESIAHLE NetApp
Console 0| 22 NSS XxtA

SES FItEdL.

2to| A HEHE 210 NetApp

X| 2 El0j| AutoSupport HIA| XIS
HLH1 Cloud Volumes ONTAP 0Of|
oist AT EQ 0] HO0|EE
E=

71


https://management.azure.com
https://login.microsoftonline.com
https://blob.core.windows.net
https://core.windows.net
https://management.usgovcloudapi.net
https://login.microsoftonline.us
https://blob.core.usgovcloudapi.net
https://core.usgovcloudapi.net
https://management.chinacloudapi.cn
https://login.chinacloudapi.cn
https://blob.core.chinacloudapi.cn
https://core.chinacloudapi.cn
https://www.googleapis.com/compute/v1/
https://www.googleapis.com/compute/v1/
https://compute.googleapis.com/compute/v1
https://compute.googleapis.com/compute/v1
https://cloudresourcemanager.googleapis.com/v1/projects
https://cloudresourcemanager.googleapis.com/v1/projects
https://www.googleapis.com/compute/beta
https://www.googleapis.com/compute/beta
https://storage.googleapis.com/storage/v1
https://storage.googleapis.com/storage/v1
https://www.googleapis.com/storage/v1
https://www.googleapis.com/storage/v1
https://iam.googleapis.com/v1
https://cloudkms.googleapis.com/v1
https://cloudkms.googleapis.com/v1
https://config.googleapis.com/v1/projects
https://config.googleapis.com/v1/projects
https://mysupport.netapp.com
https://signin.b2c.netapp.com
https://support.netapp.com

ANETOIE

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \
https://bluexpinfraprod.azurecr.io

Azurel S2IP T4

Azure®| 2& O|O|HE VMO S & IP FAE AESIE 2E0|M 0| SE IP FAE AMEIEE IP F20 7=

72

SKUE At&3dtiof gLt

Create public IP address x

Mame *

| newlP v’

SKEU=

@ Basic O Standard

Assignment

O Cynamic @ Static

ChA EE SKU IP FAEZ NS 22 2 IP (Al 22 0f0|HEQ| JHo
UM ASHE Bl AHBBHE HEE(TF T JHel 1P A0l AHAL 4 gl ZL

=2
==

NetApp Console LHO|A| 7| st
MH|AE H|ZgtL|Ct.

Z& Of0|HE Y 0|=E ATt
O[0|X|E HL={H.

* M2S HoIHES BiE2 of
Qu4 HALE Sof #xf
ASEQIE Lt HEHS
Efl A EBILICE BHMO| ALgSH=
AQold Z2E", 92N
A AlTfsiLIC, |2t
A YR[slH RE Y
AME AL,

O|F AEZQIELE A&

X | X2t NetApp 7Hs8t 8t
wha| X ASIQAE O SHA|
2ot 7|2 Ao EY A
HESLCH AEXQIE ZES
IO[O|ESt= WHE

AOLEMR" .

(=3
=

- Wt ol $ixf AEZQIER
YC|0|EBHH 7| Z 0| HE:


https://api.bluexp.netapp.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.auth0.com
https://netapp-cloud-account.us.auth0.com
https://console.netapp.com
https://components.console.bluexp.netapp.com
https://cdn.auth0.com
https://bluexpinfraprod.eastus2.data.azurecr.io
https://bluexpinfraprod.azurecr.io
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html
reference-networking-saas-console-previous.html

"Azure AHA: 2 IP SKU"

T2 MH

NetApp A ZRA| LYt £F TEA| TS 2F XL £ TEAE AHE3H= FR TRA| Ao
CHSH Q1B MR RISSHH ELITH BAH ZEASE AH83= ER IP F20 At ST HRELIC.
* P32
o A|OIX}
L Oo
* HTTPS 2IEA

ITE
Cloud Volumes ONTAP Of|Af NetApp X[ EIQZ AutoSupport HIA|X|E ELY7| QIst TEAZ ARE|AHLL
AHEXE7L A EFSHR| @b Bt 24 O[0|MER S0{2= E2fmo| gi&LIC.

* HTTP(80) & HTTPS(443)= 2 UI0f| T3 WM A S HZtH 0|= =2 Atstol| A AFREIL|CEH

oo

* SSH(22)= =Ml SHES fIo = AE0| HENOF ot= ZR0ITHER

ok

HL|C

—_

* OFRHF2C QIE{L S1ZS AT 4 8= MEU0] Cloud Volumes ONTAP AIAES BT ol A9 ZE
31282 S3t QIR A1Z0| WRBLICE

Cloud Volumes ONTAP A|AEIN| AutoSupport HIA|X|S E'H Of2HIRE QIE{L
ZZ O0|HE0 EEE TEA MHE ALESIEE ST A|AHIS XAISCE AHYLICE |

=ZZ Of[o|MEQ| HOot IF0| ILE 31282 S0t QIHIRE HZAZ 5185t= AYLICH 2 O0|HEE HZSH =
0| ZEE HO{OF L|LCt.

NTP ZAs}

NetApp Data Classification AF&3t0{ 2| A CI|O|Ef AAE AZNSIE = 22 24 00| E2} NetApp Data
Classification A| A& ZFO0A NTP(UIERZ A2t TZEZ) MH|AS SM3I6I0] A|AH] 7t A|ZHS S 7|%}sH0F
rLICH "NetApp Hi|0|E 2301 CHalf kM| LOotEMIR"

SCHRE SSYM Q| OIE[0| 20 2£ o0|HES S A2l0[2tH 2& of0|MEES thE = o HIE/Z
(=1
=

T AMYE TS R.

£ Of|0|ME = 7H4 HIER 30| Cloud Volumes ONTAP HZZSt] NetApp CilO|E AMH|AE A23t2{H 22t E=
SXte| Hoto| LRBtL|Ct E2tRE SZA0AM HotS MY O siE #otE 2£ of[o|HEQf HZsHof gfL|Ct.

O =2 —

st HAE E5{H 22RE S0 A8 E 21 S8S MESIHIR.

73


https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#sku
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#sku
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#sku
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#sku
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#sku
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

74

AWS |IAM S&t
IAM Set2 ARSI 24 of|0|MEo]| Hot2 MSeL|Ct,

AWS MarketplaceO| Al 2& O|O|MEE MMHSt= 2R EC2 QAIAEHAE AJZME mff ofje IAM HE 2 MEHsI2t=
HAIX| 7} FEA|EILICE

Linux ZAE0] 2& O0|HEE =522 ZX|ot= F2? 8T IS EC2 AAE A0 HZEBLC}

o™ o = =] .
b. *JSON*Z ME#StT L§BS At} ZO{E&LICE"2S 0f 0| E0f hat [AM FAH"
o. LIKX| ChA|S et23t0] Mag arsL|ct
3. IAM €gS PrsLct

21
O 2& Of|0|E EC2 AR A0 CHet IAM HE0| HZASLICT.

AWS AN A 7|

IAM AFEXtof| CHet 2ot HAA 7|5 AHESLICH 2& O0|HMES X5t 243 ¥t 20l= 2£0| AWS
HMA F|1E HSsHOF LTt

b. *JSON*Z MEHS}T LIRS BASI0] 20| SLICH 22 0fo|HE0] TSt IAM HAY"

o

A3t = NetApp Ci|O|E MH| A0 2} & Hi S HS0{oF S = ASLICE
7EX] EHof| 2K 2LHEILICH AWSS| 22| EMOf= Z|CH Xt 27| HEHo|
LQPrL|Ct "2Z olo|ME| CHEt IAM H20)| CHalf XtM|S| 2otENMIR.".

HEE X0 A9 AL £
74 I

JQeo=Z & 79| HAHo
3. 1AM AFEXI0l|H| Hx g AFRLICH

° “AWSAE_“::'A-I IAM 'cg-AHgn

° "AWS MEHA: JAM H*H X7} 9l HH"


reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
reference-permissions-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

4. 24 0f|0|MEE X[ = NetApp Console O] =7 4= Q= HAM|A 7|7} AL XA JL=X| 2HRISHA| Q.

2 st S| A= Azure ALEAL X|E HE S TELICE O] HE2 2£ 00| E VMO gL Ct.

Azure Portal, Azure PowerShell, Azure CLI EE= REST
QUELICH ChS B0 A Azure CLIS AFS310 TS o
CI28 &XSHM|R. "Azure AEHA"

APIE PROM Azure AFEX} K| HES s
C= 43S ENELICL LHE YHE M85t

e

1. Xl 2 AE0 AT EQNE 522 HX|5t2= 22 VMOIIAM A|ARI0| Sttt 22| IDE 242150
MEXL XH A S Solf 2Rt Azure HPHS Xﬂ-g-%* ALt

"Microsoft Azure MHA: Azure Portal2 AFE35I0] VM| Azure 2|2 A0 CiSH 22| ID 74"

2. LIS ZAISIH Q" EIE{0f CHE AF2 A} & o| gt Mot JSON IHAof| KMEEHL|Ct.
3. &tk JHs3t HR|ol| Azure 5 IDE F71610{ JSON IS ALt

NetApp Console I} &7H AF25t2{ = 2t Azure 50| Cist IDE =7talOF hL|Ct.

of

"AssignableScopes": [
"/subscriptions/d333af45-0d4d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

a. Alxl‘ "Azure EEI' E 4" Bash g‘%‘% A|_Ii.|l-6|'k"9

b. JSON Mg HZEBtL|Ct,

75


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

Bash v O 7 @ [ M O{Y Do

Bequesting a Cloud Shell.sY
Connecting terminal...

iownload files

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 |:|

C. Azure CLIE AtESI0] ALEXL X E HE S THELIL.

az role definition create --role-definition agent Policy.json
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D Microsoft Entra ID @ Microsoft Entra
I Central sendret instances for SAP solutions 'v;' Microsoft Entra
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cAE S AN fHE MESINR(EE A™ RE0| NetApp Console 0| ZHSErL|CH.
o 2|C[dlM URL: O] 2E= H|YFO{ = ELIC
6. *S=2*3 MEISINI Q.
AD OfZZ|A[0| Mt MH|A FH|IE MHMUESLICE.
ggtof| ofE2|AH| 0| et
1. AF2XL "ol gt otE7|:
Azure Portal, Azure PowerShell, Azure CLI EE= REST APIE A%
H

t
2= JQELICE CHS SHAIOM = Azure CLIE AFE5t0] IES Tt = Hi
ArEoIH ™ LIS 2 B XSHMIR. "Azure EE A"

O Azure AFEXL X[H Hgs S
S E0ELICH CHE YEE

a. i8S SASHMIR"ZE 0| o[ E0] Chiet AFEA F o et 2ol JSON IHUof MERfLICt.
b. =t Jtsot Helol Azure 715 IDE F71510] JSON IS +HfLICH

A7t Cloud Volumes ONTAP A|ABRIS MM ZF Azure +50]| CHSE IDE F7t6HOF BFLICEH
o
"AssignableScopes": [
"/subscriptions/d333af45-0d407-4154-943d-c25fbzzzzzzz",

"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"

]
C. JSON IS ArE3I0] AzureOfl M AFEXt X At S BhELICE
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o

Bash v i o o ? @ oDk
Bequesting a Cloud Shell.
. . . Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

boammettfAzure:~5 D

* Azure CLIE AFE3H0 ALEX} X|F s BhELCEH

az role definition create --role-definition agent Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

* OHZ2|#[0] M 0| B2 HABINR.

o€ =9 LSt 25 LI

Select members %

Select (10

| test-service-principal

test-senvice-principal

* OiZ2(A|0|MS MBSt *HEl*S MESINR.

+ (ThS g HesiM R,

f+HE + dE32 MEiSHAQ.

O MH[A FHE 2& OO|HES BiZSt= o Rt Azure HetS 27| &

£Q

LIt

0421 Azure =0l A Cloud Volumes ONTAP H{ZEst2{™H 2} L=E0f| AH|A FHE HiQIY
NetApp Console Ol A| Cloud Volumes ONTAP H{ZEE i AI2E A5 S MEHS & QUGL|CE

Windows Azure A{H|A 22| API #3037}
1. Microsoft Entra ID AH|AO|A *H SE*2 MEiSI D O E2|7||0| S MEHBIL|C.

2. *AP| ATt > At AIPE MEHSHLICE

- 1d

3. *Microsoft API*0| A| *Azure Service Management*S MEHSIL|C},
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *ZZ| MEXIE Azure Service ManagementOl| @A A*E MEHSE C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

8t 2715 MefBiLiCy,

—




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

R

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

OfZz2|#|0| M2l OZ2|A|0|M ID2} CIHMER| IDE 7t SL|C}.
1. Microsoft Entra ID AMH|AO|A *H SE*2 MEiSI D O E2|7|0| S MEHBIL|CY.

2. *0fZ2|AH|0| M(Z2t0[AE) ID*et *L|A=2| (B E) ID*E SAEILICEH
@ Delete @ Endpoints
0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also

| + Mew client secret

DESCRIPTION EXPIRES VALUE

test secret 8/16/2020

At
O|M| MH[A FH|7F HE =0 OHE2|AH|0|MH(Z2H0|HE) ID, CIHEE[(HHE) ID 3! S2t0|HE H|YHS Zf
SAIHO{0F SHLICH Azure 74|’§§ Fotg mjf 240 o] MEE U=dslof ghL|ct.
Google Cloud A{H|A #HH
oetg GHE1 24 o0|ME VM QUAE A AFRE AH|A A EHo| HEetL|Ct.
CHA|
1. Google Cloudd|A| AFEXt XN Hetg ohsL|Ct
a. HolEl HotE Zedh= YAML 2 PHEL|CEH " Google Cloud& Z& 00| M E FA"
b. Google Cloudd|A Cloud ShellS &-AMstgtL|C}.
c. 2& of[o|HE Eest Hoto| ZohEl YAML It S H= =gt Cf
d. Ct2 2 ArE25t0] AFE XL Mol &2 THELICE gecloud iam roles create EH.

A X
HE £

CHE oldl= ==

[ezk-13

AA
=

o o

oA "agent"2t= O|E2| g

=2
=

gcloud iam roles create agent --project=mypr

+
"Google Cloud 2A{: AL2X} X|H g oH=7| & 22"
2. Google CloudOoflA| MH|A AHE gHSLICE

can be referred to as application password.

Copy to dipboard

*sZ1)5e28y:D*-ZRoVANLIdACY T+ 0vA [[}

2fL|C}.

oject --file=agent.yaml

a. |IAM 3! 22| MH[ANM *MH|A AF > MH[A AIH ST MEHStL|CE,
b. MH|A AH M& HEE st *0HE7| U Al&+g MEistAR
c. Wg BE IS MESHMR
d. LIMX| CHAE et2ste] 9 otELICt
"Google Cloud &A]: AH|A A 2HE7|"
7%t7: Google Cloud API &3t
Google Cloud®| Cloud Volumes ONTAP HHZ52{H Of2{ API7} 2 QEL|C}.

A
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C. NetApp Console ZM35t11 MES MEHSIM L.
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1. Choose AMI 2. Choose Instance Type

¥ Categories

3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Cancel and Exit

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs
BlueXP - Manual Installation without access keys
AWS Marketplace I NetApp
# & % & % (6)| 3.9:231 By NetApp, inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722

Read below for instructions on how to deploy Cloud Volumes ONTAP

Moare info

d. A4+ HesHHL.

2. ohfjol| w2} QIARAS MFE T

© QIABIA Q¥ Mel: x|of 7}
A%

>~

40 w2t XY= QARA Y

|5 AI2.

o o

=
S

SHLEE MENSIL|CH(t3.2xlarge

© QIAEIA NS B 7 VPCOL MEUIS MeEstD, 1EHolM NS IAM SiEte Metstn, B2
—_ e . - =lO = - o S
B2 gdo(@E)5tL, 27 AdE £F5h= CHE 74 M43 MEigL
Number of instances () |1 | Launch into Auto Scaling Group ()
Purchasing option (i) [JRequest Spot instances
Network (i)  (ypc-a76d91c2 | VPC4QA (default) 4| C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (i) [ Open *| C create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring
Additional charges apply.
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"iam:
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"ec?2
"ec2:
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"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec?2:

"ec2:

:RemoveRoleFromInstanceProfile",

DeleteInstanceProfile",
PassRole",

ListRoles",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",

CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
DescribeKeyPairs",
DescribeRegions",
DescribeInstances",

:CreateTags",

DescribeImages",
DescribeAvailabilityZones",
DescribelLaunchTemplates",

CreatelLaunchTemplate",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"ec2
"ec2:
"ec2:

lam:
"

lam:

"kms:

:AssociatelamInstanceProfile",
DescribeIlamInstanceProfileAssociations",

DisassociateIlamInstanceProfile",
GetRole",

TagRole",

ListAliases",

"cloudformation:ListStacks"

1,

"Resource": "x"

"Effect": "Allow",
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.

Using an alternate port might be useful if other DNS services should
run on the machine.
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Azure Portal, Azure PowerShell, Azure CLI EE= REST APIE A28 Azure AF2XF XA &g Ots &
UELICE CHS THAIA = Azure CLIE AMESH &2 TtE = BMH S HO{FL|CH CHE BHE A5t LS 2
KZSIMR. "Azure HEHA"

e
1. AzureOll A MZ2 AFBXF XIH S0 LS HBHS ZAISH0] JSON THUof KFBLICH

Of AFEXL X Hedoll= &0 M Azure| 2& Of0|HE VME AIZSH= O 2R3 #otat
@ EE|0] ASLICE THE JE0M = O] HMS AESHX| OHMIR. 280 2& H0[HEES
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"Name": "Azure SetupAsService",

"Actions": [
"Microsoft.Compute/disks/delete",
"Microsoft.Compute/disks/read",
"Microsoft.Compute/disks/write",
"Microsoft.Compute/locations/operations/read",
"Microsoft.Compute/operations/read",
"Microsoft.Compute/virtualMachines/instanceView/read",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/extensions/read",

"Microsoft.Compute/availabilitySets/read",
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"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/locations/operationResults/read",
Network/locations/operations/read",
Network/networkInterfaces/join/action",
Network/networkInterfaces/read",
Network/networkInterfaces/write",
Network/networkInterfaces/delete",
Network/networkSecurityGroups/join/action",
Network/networkSecurityGroups/read",
Network/networkSecurityGroups/write",
Network/virtualNetworks/checkIpAddressAvailability/read",
Network/virtualNetworks/read",
Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",
Network/virtualNetworks/subnets/virtualMachines/read",
Network/virtualNetworks/virtualMachines/read",
Network/publicIPAddresses/write",
Network/publicIPAddresses/read",
Network/publicIPAddresses/delete",
Network/networkSecurityGroups/securityRules/read",
Network/networkSecurityGroups/securityRules/write",
Network/networkSecurityGroups/securityRules/delete",
Network/publicIPAddresses/join/action",

"Microsoft.Network/locations/virtualNetworkAvailableEndpointServices/rea

da",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/networkInterfaces/ipConfigurations/read",
Resources/deployments/operations/read",
Resources/deployments/read",
Resources/deployments/delete",
Resources/deployments/cancel/action",
Resources/deployments/validate/action",
Resources/resources/read",
Resources/subscriptions/operationresults/read",
Resources/subscriptions/resourceGroups/delete",
Resources/subscriptions/resourceGroups/read",
Resources/subscriptions/resourcegroups/resources/read",
Resources/subscriptions/resourceGroups/write",
Authorization/roleDefinitions/write",
Authorization/roleAssignments/write",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreem

ents/write",
"Microsoft.

Network/networkSecurityGroups/delete",
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"Microsoft.Storage/storageAccounts/delete",
"Microsoft.Storage/storageAccounts/write",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Authorization/roleAssignments/read"

1,

"NotActions": [],

"AssignableScopes": [],

"Description": "Azure SetupAsService",
"IsCustom": "true"

—

2. stet 7153t Hof| Azure 5 IDE £71610{ JSONS M etL|Ct.

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
]
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Bash vio ? @ MDD

' ' lownload files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cleoud Shell

beammettfAzure: ~5 D

C. Ct2 Azure CLI HHE HSHAM Q.
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az role definition create --role-definition
Policy for Setup As Service Azure.json
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Add role assignment

l? (ot feedback?

Role  Members” Review + assign
Selected role Cloud Manager Operator 3.0.12_B
Assign access to @ User, group, or service principal
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Select (10
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Request API permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Cffice 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrnive,
OneMote, SharePoint, Planner, and more through a single endpoint.

* B
Eﬂm
Eﬂuﬂﬂr a &

Eh b
& Azure Batch ‘ Azure Data Explorer

ﬁ Azure Data Catalog

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

G Azure DevOps

Integrate with Azure DevOps and Azure

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘? Azure Import/Export

Programmatic control of import/export

dats analytic scenarios DevOps server jabs

a Azure Rights Management

glia ,_s Azure Service Management

' , Azure Key Vault

Manage your key vaults as well as the Allow validated users to read and write Programmatic access to much of the
keys, secrets, and certificates within your protected content functionality available through the Azure
Key Vaults portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
zemi-structured data

b Customer Insights

Create profile and interaction models for
your products

dlo

"t FIHE MeFLIC,

— - =

4. *Z X ME2XIE Azure Service ManagementOf| M| A*E MEHSEH C}
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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1. Microsoft Entra ID MH|AO|A *H SE*5 MEHSI D OHEZ|F|0| NS

2.

*OiZS2|2|0| M (22t0|UE) ID*et *C|A EE|(HHE) ID*E SAFLICE.

F
]
]
|
|
|
|
|
|
i

@ Delete @ Endpoints
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0 Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Directory (tenant) ID

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret
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Request API permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.
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By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certricates within your
Key Vaults

| _i—i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protected content

b Customer Insights

Create profile and interaction models for

your products

; ,‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of importfexport
jobs

I_i Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

Ly

4. *ZX| AH2XIE Azure Service ManagementOfl HM[A*E MEdst CHS *Aot =TS MEHSFL|CE

173



Request APl permissions

< All APIs

Azure Service Management
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What type of permissions does your application require?

Delegated permissions
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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0| EtAl= podman-compose?t EPEL(Enterprise Linux& 37t T{7|X|) MZE A0 M A2 74s5H7| 20|
HgL(C)

6. Red Hat Enterprise 92 A25t= E2:

a. EPEL XZ&4 I{7|X|E HX[SHN K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. podman-compose I{7|X| 1.5.08 M X|fLICt.
sudo dnf install podman-compose-1.5.0

7. Red Hat Enterprise Linux 82 Al2%t= AL

a. EPEL MZ 2 I{7|X|E EX[SHMI K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. podman-compose I{7|X| 1.0.6= AX|EtL|C}.

sudo dnf install podman-compose-1.0.6

E M3t dnf install ™ PATH &Z H40| podman-composeZS F7st=
() 27 Awe STELC X BL 00| EHE|0| Y Jusrbindl podman-
composeE F7IZLICL secure path SAES| FM.

C. Red Hat Enterprise Linux 82 At23t= 22 Podman HZ 0| CNI LAl Aardvark DNS2t &HA|
NetAvarkE AFE5H=X| 2elstM|g.



i. CH2 HAE S MBS0 networkBackendZt CNIZ MEE|0 Q=X| EHQI8HM L.
podman info | grep networkBackend

i. networkBackend7t ™ El AL N1, &AM 1712 HAGOF BLICH netavark .

=
ii. MX|SICt netavark 12|10 aardvark-dns CHS HEHE AF2EIL|CE
dnf install aardvark-dns netavark

iv. @7| /etc/containers/containers.conf IFYS B network_backend &M & "cni" CHAI
"netavark"E ALt E FELICH

TtOFOf| /etc/containers/containers.conf ZMSHX| UEL|ICH A2 HASHMR.
/usr/share/containers/containers.conf .

V. Podmang CHA| A|ZISHA|R.
systemctl restart podman
vi. Ct2 HHE AL2610] networkBackend?t O|A| "netavark"2 HAL| Y =X| EQIsHM 2.

podman info | grep networkBackend

=7 Al
Docker Engine2 M X[52{™ Docker MEAE [LIEN Q.

£
1. "Docker0l| A MX| X|& £27|"

X|#E|:= Docker Engine H{T 2 HX[ot2{H L2 HAIE MEAMR. 2E0IM XA X| 8= 2|4 HES
HX|SHA| OhA| K.

2. Docker’t 2-g3t=|0f A3 FQIX| 2ldtA Q.

sudo systemctl enable docker && sudo systemctl start docker

3T HIERIE 2

o

=
—_
=
—

£ OO|HMEE 2X|5t2 = HWENZ 9IX|7t Ch2 27 MEE XIASH=X| &QlstM|R. o2{et 27 AeE SF5tH
£ O[0|HMET} St0|E2|= 2R E 2HE L] 2[AA0r T2 HAS 2E[e = ASLIC
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NTP &A3}

NetApp Data Classification AF&3t0{ 2| At Cl|O|Ef AAE AZHSIEH = 22 24 00| E2} NetApp Data
Classification A|AH DEO0|A NTP(LIERZ A2t TZEZ) MH|AS SM3I6I0] A|AHR] 7t A|ZHS S 7|%}sH0F

L= O

ChE S48 B SILIE ALE5I0 2& 00| E0] Azure eHS M| S3HOF RILIC.

—

M 1 A ARIOA St 22| IDE AFBSH0] Azure VMO ALS AL XY Sets SebefL|Ct.
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MEO| Cigh dots FH|5HEH LS THAIE TEM K.

186


https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/concept-cloud-compliance.html

ZZ 00| E HIZE QIS AR X|H et ST

Azure Portal, Azure PowerShell, Azure CLI EE= REST APIE A2 or04 Azure AFEX} XI HoAag2 ots £
UELICE CHS THAOA = Azure CLIE AFESHY A2 DtE = B3 HO{EL|Ct CHE YHE ALEst2{H

CHSE XM R. "Azure EE A"

"Microsoft Azure MEHA: Azure Portal2 AFE35I0] VM| Azure 2|2 A0 CHSH 22| ID 724"

)

- S SAISHMIR"7HE 0ff Chet AFEXF Fof 2 #et JSON IFUof| MFefL(ct.
7

tsot HR|of| Azure = IDE 2716

NetApp Console I} 271 AF25t2{= 2t Azure 50 Cist IDE Z=7}aljOF L Ct.

of

"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz",
"/subscriptions/54b91999-b3e6-4599-908e-416e0zzzzzzz",
"/subscriptions/398e471c-3b42-4ae7-9059-cebbbzzzzzzz"
]

4. JSON LS AFESH0] AzureOilM AHEXL X|H A S BHELICE

CHS A0l M= Azure Cloud Shellofl A BashE AH85to] HEtg CtE = whH S METIL|CE
a. A& "Azure 22t2E 4" Bash 242 MEiSHAR
b. JSON It F2E=FfL|CH

Bash v ?2 & G D

BEequesting a Cloud Shell.gt
. . Upload/Downlead files
Connecting terminal...

Welcome to Azure Cloud Shell

"ag" to use Azure CLI
"help"

Type

Type to learn about Cloud Shell

boammettfAzure:~5 D
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az role definition create --role-definition agent Policy.json
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"AssignableScopes": [
"/subscriptions/d333af45-0d07-4154-943d-c25fbzzzzzzz"
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= AE "Azure 2212 E A" Bash $H2 2 MEHSINQ.

* JSON It S HZ =Lt

Bash vio ? @ Go D
Requesting a Cloud Shell.sy
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az"™ to use Lzure CLIT
Type "help" to learn about Cloud 8

beammettfAzure: ~5 D

* Azure CLIE AFE3I0 ALEXt X|E A2 THSLICH
az role definition create --role-definition agent Policy.json
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0d2{ Azure =0f|A Cloud Volumes ONTAP HHIELSt2{H Zt 1=0| AH|A FA|E HEQIESHOF L Ct,
NetApp Console Ol Cloud Volumes ONTAP HiZ % [ A% =S MEHE 4 QI&L|CE

Windows Azure AH|A 22| APl H$H =7}
1. Microsoft Entra ID AH|AO||A *H SE*2 MENSI D O S 2|70 S MEHBIL|CY.
2. *AP| Hst > At FIpE MEHSIL|CE

= T

3. *Microsoft API*0l| A *Azure Service Management*S ME{BfL|C}.
Request API permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,
OneMote, SharePoint, Planner, and more through a single endpoint.
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Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

i Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' ’ Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certricates within your
Key Vaults

| _i—i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

E Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
Devlps server

a Azure Rights Management
Services

Allow validated users to read and wrnite
protected content

b Customer Insights

Create profile and interaction models for

your products

; ,‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘} Azure Import/Export

Programmatic control of importfexport
jobs

I_i Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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4. *ZX| AH2XIE Azure Service ManagementOfl HM[A*E MEdst CHS *Aot =TS MEHSFL|CE
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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@ Delete @ Endpoints
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0 Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Directory (tenant) ID

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesti

+ Mew client secret

DESCRIPTION EXPIRES

test secret 8/16/2020

ing a token. Also can be referred to as application password.

VALUE

Copy to dipboard
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./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> --cacert <path and file name of a CA-signed certificate>
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./NetApp Console Agent Cloud v4.0.0--proxy
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# Port to use for dns forwarding daemon with netavark in rootful bridge
# mode and dns enabled.
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HotE2 Eotsh= YAML IHY S BHEL|CEH

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
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compute.
compute.
compute.
compute.
compute.
compute.

config.

instances.setLabels

instances.setMetadata
instances.setTags
instances.start

.instances.updateDisplayDevice

.machineTypes.get
.networks.get
.networks.list
.networks.updatePolicy
.projects.get
regions.get
regions.list
subnetworks.get
subnetworks.list
zoneOperations.get
zones.get
zones.list

deployments.create

instances.setMachineType

config.operations.

get

config.deployments.delete

config.deployments.deleteState

config.deployments.get

config.deployments.getState

config.deployments.list

config.deployments.update

config.deployments.updateState

config.previews.get

config.previews.list

config.revisions.get

config.resources.list

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get



- deploymentmanager.types.list
- resourcemanager.projects.get
- compute.instances.setServiceAccount
- iam.serviceAccounts.actAs

- lam.serviceAccounts.create

- iam.serviceAccounts.list

- lam.serviceAccountKeys.create
- storage.buckets.create

- storage.buckets.get

- storage.objects.create

- storage.folders.create

- storage.objects.list
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-

LIS oflMl= =2 XM E £Z0{|M "agentDeployment"2t= 0| 29| Hats MMetL|Ct,
gcloud iam roles create connectorDeployment --project=myproject --file=agent-deployment.yaml
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gcloud iam roles create connector --project=myproject --file=agent.yaml
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title: Console agent deployment policy

description: Permissions for the user who deploys the Console
agent

stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setlLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setlLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

— compute.zones.get

- compute.zones.list

- config.deployments.create
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- config.operations.
- config.
- config.
- config.
- config.
- config.deployments
- config.
- config.deployments
- config.previews.ge
- config.previews.1li
- config.
- config.resources.1l
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager
- deploymentmanager
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

- deploymentmanager.

deployments.
deployments.
deployments.
deployments.

deployments.

get

delete
deleteState
get
getState
.list

update
.updateState
t

st

revisions.get

ist
compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

- resourcemanager.projects.get

- compute.instances.

setServiceAccount

- lam.serviceAccounts.actAs

- lam.serviceAccounts.create

- iam.serviceAccounts.list

- lam.serviceAccountKeys.create
.buckets.
.buckets.
- storage.

- storage create

- storage get
objects.create
folders.

objects.list

- storage. create

- storage.
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Credentialed Accounts

ACTIVE ACCOUNT
some user account@domain.com

* desired user account@domain.com

To set the active account, run:

$ gcloud config set account “ACCOUNT®
Updates are available for some Cloud SDK components. To install them,
please run:

$ gcloud components update

3. MAMSICH gcloud compute instances create HH:

gcloud compute instances create <instance-name>
--machine-type=n2-standard-8
--image-project=netapp-cloudmanager
--image-family=cloudmanager
--scopes=cloud-platform
--project=<project>
--service-account=<service-account>
—--zone=<zone>
--no-address
--tags <network-tag>
--network <network-path>
--subnet <subnet-path>
--boot-disk-kms-key <kms-key-path>
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1. SAEO0| podman-docker 7| X| 7} MX|=[0] QUCHH H|7EL|CE.

dnf remove podman-docker
rm /var/run/docker.sock

2. Podman2 &X|sIM| 2.

34! Red Hat Enterprise Linux {&2A0A Podmang2 CHREEE 4~ USLICE

a. Red Hat Enterprise Linux 9.62| 22

sudo dnf install podman-5:<version>

07| M <tHFE>2 EX|St = Podman?| X|# &= HTYLILE X[EE[= Podman HTE 27] .

b. Red Hat Enterprise Linux 9.1~9.4 H{ZF 9| AL

sudo dnf install podman-4:<version>

H7|M <HT>2 BX|5t2 = Podman?| X[ &= HEYLIL. X2 5= Podman BT 7] .

C. Red Hat Enterprise Linux 82| Z<:

sudo dnf install podman-4:<version>
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3. podman.socket AH|AE 2836t A|ZFEL|CE.

sudo systemctl enable --now podman.socket
4. python3E MX|gtL|Ct,

sudo dnf install python3
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6. Red Hat Enterprise 92 A25t= E2:

a. EPEL XZ&4 I{7|X|E HX[SHN K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm
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a. podman-compose I{7|X| 1.5.08 M X|fLICt.
sudo dnf install podman-compose-1.5.0

7. Red Hat Enterprise Linux 82 Al2%t= AL

a. EPEL MZ 2 I{7|X|E EX[SHMI K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. podman-compose I{7|X| 1.0.6= AX|EtL|C}.

sudo dnf install podman-compose-1.0.6
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() 27 Awe STELC X BL 00| EHE|0| Y Jusrbindl podman-
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i. CH2 HAE S MBS0 networkBackendZt CNIZ MEE|0 Q=X| EHQI8HM L.
podman info | grep networkBackend

i. networkBackend7t ™ El AL N1, &AM 1712 HAGOF BLICH netavark .

=
ii. MX|SICt netavark 12|10 aardvark-dns CHS HEHE AF2EIL|CE
dnf install aardvark-dns netavark

iv. @7| /etc/containers/containers.conf IFYS B network_backend &M & "cni" CHAI
"netavark"E ALt E FELICH

TtOFOf| /etc/containers/containers.conf ZMSHX| UEL|ICH A2 HASHMR.
/usr/share/containers/containers.conf .

V. Podmang CHA| A|ZISHA|R.
systemctl restart podman
vi. Ct2 HHE AL2610] networkBackend?t O|A| "netavark"2 HAL| Y =X| EQIsHM 2.

podman info | grep networkBackend
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X|#E|:= Docker Engine H{T 2 HX[ot2{H L2 HAIE MEAMR. 2E0IM XA X| 8= 2|4 HES
HX|SHA| OhA| K.

2. Docker’t 2-g3t=|0f A3 FQIX| 2ldtA Q.

sudo systemctl enable docker && sudo systemctl start docker
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *ZZ| MEXIE Azure Service ManagementOl| @A A*E MEHSE C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

expand all

| Type to search

PERMISSION

user_impersonation

Access Azure Service Management as organization users (preview) @
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0 Welcome to the new and improved App registrations. Looking to |earn

Display name

» test-service-principal

Directory (tenant) ID

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

: 4b0911a0-929b-4715-944b-c03745165b3a

Object ID

: b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.

| + Mew client secret

DESCRIFTION EXPIRES VALUE Copy to dipboard

test secret 8/16/2020 *sZ1)Se2By:D*-ZRoVANLIdACYT: +OvA ['-h
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* podman.socket MH|AE &Hd3tetn A|ZFetL|Ct,

* python3 A%

* podman-compose I7|X| T 1.0.62 XI5t 2
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1. SAEO0| podman-docker 7| X| 7} MX|=[0] QUCHH H|7EL|CE.

dnf remove podman-docker
rm /var/run/docker.sock

2. Podman2 &X|sIM| 2.

34! Red Hat Enterprise Linux {&2A0A Podmang2 CHREEE 4~ USLICE

a. Red Hat Enterprise Linux 9.62| 22

sudo dnf install podman-5:<version>

07| M <tHFE>2 EX|St = Podman?| X|# &= HTYLILE X[EE[= Podman HTE 27] .

b. Red Hat Enterprise Linux 9.1~9.4 H{ZF 9| AL

sudo dnf install podman-4:<version>

H7|M <HT>2 BX|5t2 = Podman?| X[ &= HEYLIL. X2 5= Podman BT 7] .

C. Red Hat Enterprise Linux 82| Z<:

sudo dnf install podman-4:<version>

07| A <t{FH>2 MX|8}24= Podman| K|l HEYILICE X|€%|= Podman HE E7] .



3. podman.socket AH|AE 2836t A|ZFEL|CE.

sudo systemctl enable --now podman.socket
4. python3E MX|gtL|Ct,

sudo dnf install python3

S. A A0 EPEL XMEA TH7|X| 7t OFE] O™ HX|SHA| Q.

0| EtAl= podman-compose?t EPEL(Enterprise Linux& 37t T{7|X|) MZE A0 M A2 74s5H7| 20|
HgL(C)

6. Red Hat Enterprise 92 A25t= E2:

a. EPEL XZ&4 I{7|X|E HX[SHN K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-9.nocarch.rpm

-+

a. podman-compose I{7|X| 1.5.08 M X|fLICt.
sudo dnf install podman-compose-1.5.0

7. Red Hat Enterprise Linux 82 Al2%t= AL

a. EPEL MZ 2 I{7|X|E EX[SHMI K.

sudo dnf install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

b. podman-compose I{7|X| 1.0.6= AX|EtL|C}.

sudo dnf install podman-compose-1.0.6

E M3t dnf install ™ PATH &Z H40| podman-composeZS F7st=
() 27 Awe STELC X BL 00| EHE|0| Y Jusrbindl podman-
composeE F7IZLICL secure path SAES| FM.

C. Red Hat Enterprise Linux 82 At23t= 22 Podman HZ 0| CNI LAl Aardvark DNS2t &HA|
NetAvarkE AFE5H=X| 2elstM|g.
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i. C}

djo

3

Nw

podman info | grep networkBackend

A0 networkBackendZt CNIZ MHE|0f J=X| &0

215N 2.

i. networkBackend7t ™= AL cn1 , A2 IS HAGHOF BLICt netavark .

=
iii. MX|SICH netavark 12|10 aardvark-dns CHS @™EHS AMEELILCE.

dnf install aardvark-dns netavark

V. @7| /etc/containers/containers.conf IS &
"netavark"E Aot S - EL|CE

OtkY| /etc/containers/containers.conf EX{5HX|
/usr/share/containers/containers.conf .

V. Podman2 CHA| A|ZFSHA|R.

systemctl restart podman

vi. [} HAHE AM2510] networkBackend?} O|A| "netavark"2

podman info | grep networkBackend

=7 Al
Docker Engine2 M X[52{™ Docker MEAE [LIEN Q.

£
1. "Docker0l| A MX| X|& £27|"

X| %= Docker Engine HHA g MX|5l2{H CI2 tHAIE M2MQ. 24

EX[SHX| OM| 2.

2. Docker’t 2-g3t=|0f A3 FQIX| 2ldtA Q.

pELch 1ds HE

HIE| A=K =l

Ofl A X[ & &[X]

11 network _backend =

oto O

Ls——

sudo systemctl enable docker && sudo systemctl start docker

22 of0|HES £502 MA/FLICH
J|E 2EA|0|A Linux SAE0| 22 00| HE ALEY S TR RS0 MA|ELITH

AlZFsE7| o
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/

* ZE O0|HEE ZX[st2{H R E 0| ERELCE
* T OO|HEOM QAELlo| HESHs Ol ZEAI7F 2Rt Z2 TEA MHof| Tieh M2 2 QLT

X 2 ZEA MHE Y = AXT, 2HA| St2AH 2 £ 0[0|HEES CHAl AIZISHOF SHL|Ct.

* ZEA MHILHTTPSE ALE0HLE ZEA|IZL 7t21H7| ZEAQI B2 CAMTE S A7t ERBLIC

=2 0|0|HES £502 MAISHE P £ Z2A| AH| Ch3t IFHE M & giBLIC £
(D) == Mujol st IS HE EsHo s 22 MK F 9X| 22| 25 ALEsho} BILICE AM3

()Erol_EkIlﬂuo_HolxdE oxl J—I‘E.l =IA||

X =, ME2 HFO| LIH Z&£ 00|HEI (S22 HU|0|EE LT

1. SAEO| http_proxy SE= https_proxy MAR Ha7F MHE[0 JOH HAHEL|CE

unset http proxy
unset https proxy
O|2{BF A| AR HE HIAHSHK| Qo™ HX|7t Mojeti|ct.

2. 24 00O|ME AT EQUE CIRZE3H CH2 Linux TAEN| 2 ASHYA|2. NetApp Console EE= NetApp X
AIO|EON CHREEY = JSL|CH

° NetApp Console: *0f|0|ME > Zt2| > Of|0|ME H{E > 2I|0|A > 5 HX[*E O|SELILCE.

O0|ME &X| mojY CHR2ZE = MY URL HH2E2ES MEHSHYAIR.

4. Y2 Z2RC HHO| MAISHE B 7Y HAS BN S S MR et 74 HALS vl
I EE -
5. 4% ASREES MW

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>
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reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
reference-agent-maint-console-proxy.html
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
https://mysupport.netapp.com/site/products/all/details/netapp-console/downloads-tab
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check
task-troubleshoot-agent.html#disable-config-check

2200 QIEf TS Sio) TRAJF Bad 2 DR S 271000 BLICh | Fof 2
SIS £7t8 & ABLICE ——proxy U ——cacert DS Me Arg0|0 7Fet2ts HIAIXIZ} EAIEIX]

‘EJQLIEf. TAH ZEA ML U= B2 EME' CHZ OH7HEH 5 =sH0F LTt

rHI

() =9 z=suz ayeteie 82 S0 286t ELICH 0o|HE 91| Ba| 220] thef Lopuy e

22 CA MY

rO

ISME AN ZEA| MHE F&5t= o YLICt

./NetApp Console Agent Cloud v4.0.0--proxy
https://user:password@10.0.0.30:8080/ --cacert /tmp/cacert/certificate.cer

+
--proxy LHg &4 & SILIE AFE310] Console H|[O|HETZL HTTP 2= HTTPS ZEA| MH{E A3 S
T

+ * http://address:port * http://user-name:password@address:port * http://domain-name%92user-
name:password@address:port * https://address:port * https://user-name:password@address:port *
https://domain-name%92user-name:password@address:port

+ CI2 Aletol| RelSHA2:

+ MEXtz 2 AFEAL = TH|Q ARBXIY = JELICEH ZHQ AME XIS %'$ 2I2t Z0[\e] ASCII ZEE
ALE3HOF &ZL|Ct. Console OO|MEE= @ X7t ZEE AHEX} 0| S0|Lt A= E X|JSHK| f&LICH 2=0i T2
S A& Es )7t ZetEl 2 #S2fAE ool 20 siY S+ 2XHE 0|AH|0|Zalof gfL|Ct.

+ 0:” = E L

+ http://bxpproxyuser:netapp1\!@address:3128

1. Podman2 At23t 22 aardvark-dns ZTEES XHol|of ShL|C}.

a. 22 of|0|ME 7}A A0 SSHE ASHBHL|CY,

b. podman /usr/share/containers/containers.conf It 2 €11 Aardvark DNS A{H|A 0| CHslf MEHSE ZES
SH™ELICE O|E 50, 54 HARL|CL.

vi /usr/share/containers/containers.conf

=2
i
mujn

o:
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Port to use for dns forwarding daemon with netavark in rootful bridge
mode and dns enabled.
Using an alternate port might be useful if other DNS services should

run on the machine.

+H H= H= H H*

dns bind port = 54

NetApp Console 0| Z& 0f|0|HE S&

&

=50 =22

Olst 2& of0|MEES =Xt HATILICLH 20 gHHe L9 AIRSt= Do w2t ShatEL|cH BE
DCE Z&8 M8%t= AR SaaS HAIO|EE Edff ZOQITILICE H$ RENAN 2E2 AtEst= 22 24 00|HE
SAEOM 2ZZHZ 2QITL|CH
CHA|
1. Y HEIRXE €1 24 0f|0|ME SAE URLS YHHSINR
E4 SAE URLR SAE M0 et 2HSAE IOl IP FA E= 28 IP FAJLE £ UASLICEL O E E0,
2L 00|MEJ 28 IP A Qe IEE! 22IRC0 s AR 22 H0|HME SAEN HEE SAEQ| 2l
IP =AE Q2sl{of BtL|Ct.

2. JIUStALE 2O0l5HMR

3. 200l 2 2E2 HFSHAR
a. Z2 Oo0|HEQ HEY £ ZXIS X|FRILICt
b. A|AH! 0|52 YAsHAIR

C. *HOtEl SHAO M MBI ASLIN2*0IM Hiet ZEE HIZHSISHA|R.

g

=& O[0|HETt 2uao|Ao EXE 32 Mot RE= X[HE[X] gfaLct.

d. *A|ZfSL7|*E MEISHA Q.

4
o
>
©
©
e
o]
=
(/2]
=]
(1)
=2
i
I
40
n
Okl
il
A
Ral
N
oM
08
=
Ok

P

7t5td 2£ O|0|METL AWS E= Azure®i|M 2t S

Z& O0|HEE 2X|5t @Yt = S2ARE XHH FES
o 2 S |-

=
Fdste ol 2Rt Hets
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AWS
Al=rst7| Hof

AWS 7t S S U3 UE 32 MET = A El= dl E 20| 2 = ASLICE 2&00 XHE S F=71517|

Mol R 2 T 7|CH2 N2,

chA
1. *ge| > XtA Y2 MERL|Ct

2. *XX| XA ZH*S MESIN R

3. *XH4 B FIPE MEHS D DHHALS THAIS 2N R
a. XtA &Y 2|X|: *Amazon Web Services > H|0|HEE MEHSIA|R.
b. Xt S HO|: AWS WM A 7|2t H|Y 7|E Y=EL|CE.
c. OPUE0|A = X|F F=oH7Lt 7| & #=2 MENSHY] OpZUE2|0|A =& ol2{et XtH ZFut

HZELICE

d. HE: M2 At Zof| Tt MF HEE =eldtu *FI+E MEfRL|C

O|M| 2O 2 0|5E 4= UELICE "NetApp Console” 2£ O|0|HES ALE352{H.

su

Al 7] Zof

Aaure 713 SHE U3 UE B2 NS JhsoiH o 2 2 UE T8 + AELICL 28 of0IHE0 A 52
IS

*
N
St
N
ra
=2
e
HI

z'_
\J

ICH2 M.

CHA
1. x4z > XtA ZY*g MEgiL|ct
2. *XH 3 FIPE MEistD OPHALS| CHAIE MENM R
a. XA =9 2|X|: *Microsoft Azure > O|O| M E*E MEHSHL|C}
b. XA = Ho|: Qs HetE H0{SH= Microsoft Entra AH|A ZA|of| CHst HE S 2dstL|Ct
* OHZ2|#H|0|M(Z2I0|HE) ID
* CIEEZ[HHE) ID
* 220|¢E H|ZHS
c. DI E0|A = X2 5Lt 7| & =55 MEHSto] DF2E2)|0|A =& o|2{st XtH ZFut
AZEL|Ct
d. Z4E: ME22 XtH ZHol| st M2 HEE =telstn *FIpE MERiL|CE
Z21t
O|X| 2& of|0|% ot= o Hast Mots 2| EA}SLICH OfH|

ME &= AzureO| A AHEXIHE CHASH 2HE o
CIZO = 0|5E 4= USLICE "NetApp Console" 2& H|0]E

VCenterS AE5t0{ 2Ia|0| A0 2& of0[HE HX|

VMWare AF2XIQI 2L OVAE AF25I VCenterOl]| 22 O|0|MEE MX|g 4= JSLIC.
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https://console.netapp.com
https://console.netapp.com

OVA CIR2ZE = URL2 NetApp Console E8f 0|23 4= QI&LICH

@ VCenter =72} e7Hl 2% O|0|MEE HX[otH VM B 2&2 AE5I0 RX| 22| 2SS 38 &+
AELICE. 00 E2 VIVI Z&0 EHOH KEMIS] ZOtEAMIR."

=& Ol0|HE 2X|E ZH|SHMR

MX[SH7| FOll VM SAETI Q7 AFEHS £Z6H=X|, 22 of|0|MET| QIE{ulln} CHAN HIEQ T 0| HMAE 4= =X|
2loI5IM|R. NetApp H|O|E{ MH|A EE= Cloud Volumes ONTAP AR3I2{H 224 0f|0| HE T} AFR XIS CHAISHY
AAS e & QT E 22RE 3ZA A SHS MMM L.

Z£ 00| HE SAE @F At HE
=& O[O|HEE &X|517| To| = AE M0 HX| 27 Alets SF0=X| 2QlotM K.

* CPU: 87 20| &= 87l vCPU

+ #:32GB

ClA3 Z27H 165GB(FHR T2H|NY)
* vSphere 7.0 0|4

* ESXi SAE 7.03 0|4

(D) EsxizAE0 57 Mx/ehs Al vCenter HZ0] HlOIHES HAIHHL.

=& O[O|HEO CHet HEHZ MM~ 2

HESRIZ 22|t €t 2£ Of0|ME7 st =X QIEQ| gt OFRHIH2E AM|A Aotat T2t HIERIZ0
CHet HES 7HX| 1 A=X| 2RlSHA K.

CHe HIESRIZ0] chiet AZ

[
Z& OO|HEE ALEsHHH AAHIS DHS 1 22|52 = 2|X[of Ciet HE9{3 HZ0| HRELICE o S0,
CIoud Volumes ONTAP A|AEIO|L} 20| A 2tF o| AER|X| A|AEIS OLE AEl0l L EQ I QIL|CE,

|E-| [E]| x-I_J_.l\_

=]
=& 00|MES HiZSt= HIERIR ?IX|0= EF AEEAE HESLY| 21T OFRHI2E QIE{H HZO| [U0{0}
[<]

2l 7|8t NetApp Console AF2E I ARE A HAE A=ZOIE
4 HalRXo M 2E0]| HMASHE HEEE 2] A=EQIE HEE £ QLo{0F EhLICh 24 oo|HMEES
MYt ZE2 YMNMOE ALESI2{H 2£2 AHEdloF ZL|Ct.

== =

-

25 ols) 22 Z2ALC 2 Lo 2 AAet IRAAS B2[ot7| 9o TS
A= oIS of G2017] 9151 0| ZHHEE DIEI ATt HethIch
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task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html
task-agent-vm-config.html

@ AtLHOl] x|l 24 of|0o| MEZ £ Google Cloud?| 2|AAE 2t2|& £ i&LICt Google Cloud
2| AA S 22[5t2{H Google Clouddf| Of|0]MEE MX|SHM|R.
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AWS

2
=
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r

rHI

£ 00| EOf| M =kt ol

=& O0|HE

=
ASTOIEOf S1Z5t7| 9I6h OLRBIRE QIE{E AN AT BRBHLICE

Ozl LIZ =l AIETQIE = BE CNAME

AETOIE

AWS A{H|A(amazonaws.com):

- 2C oM

* Et3{X {8 S2RE(EC2)
* ID % HAA ZE|(1AM)

* 7| #2| MH|A(KMS)

* HOFEZ MH|A(STS)

* ZHH =3 MH|A(S3)

Amazon FsX for NetApp ONTAP:

* api.workloads.netapp.com

\ https://mysupport.netapp.com

\ https://signin.b2c.netapp.com

\ https://support.netapp.com

OIO|MEZt 2T g|o| AN MX|El AL AWSH HHEEl NetApp AIAE!(C]: Cloud Volumes ONTAP)2
t2|st7| lsi CHs AWS AEZQIE| CHot HER|T M AT EHQBIL|CE,

it
i
u
40
n
riot
ox
-
10
o
B>
|>
1o
|H
Hu
>
|>
uin

{d]

t2|5t7| 28l THS

r

22X
==

AWS Z2|AAE a|gtL|C.
AEZQIEE= AWS X|Hof 2t
SEFELICE "XHAISE LHE 2 AWS
HEME XML

2 Jld 2E&2 0| A=EXIE0
HZ3H0] Workload Factory API2t
Mo X230 Z M ONTAP 7|t
YIAZEE FSxE 2t2|stn
2L,

2to|MA HEHE A1 NetApp
X El0]| AutoSupport HIA| XIS
HML|CH

NetApp X2l ALO|E(NSS) At
ZHE AH|0| ESILE NetApp
Console 0| {22 NSS AtH

SES FHELCh

2to|MA HEE 11 NetApp

K| Elof| AutoSupport HIA|X|2
HLH Cloud Volumes ONTAP 0|
CHSH 2T ER0] HH|0|ES
gr&L|CH
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://mysupport.netapp.com
https://signin.b2c.netapp.com
https://support.netapp.com

A=ETOIE

\ https://api.bluexp.netapp.com \ https://netapp-cloud-
account.authO.com \ https://netapp-cloud-account.us.authO.com \
https://console.netapp.com \
https://components.console.bluexp.netapp.com \
https://cdn.auth0.com

\ https://bluexpinfraprod.eastus2.data.azurecr.io \
https://bluexpinfraprod.azurecr.io

22X
==

NetApp Console L{0i|A 7|53}
MH|AE H|ZgtL|Ct.

=& O0|HE Y20|=S 2Tt
O[0[X|E HL={H.

* ME2 Oflo|HEE HHZ g f
Fad AAE Sl oAx|
AIEZQIEQ CHot HEM S
EHIAESILICEH Sd0| A 83t=
40| ZEE", a2
AAtof| AojetL(ct, of={at
AIHHE HPX|0|-E1'1| _Q_A-I
AAE dUHF N K.

O|M AEZOIEL A&

X| = X|2F NetApp 7t ¢t ot
HWE| ST A=ZAEQ| SHA|
HistH HXI2 AH0|EE S
HEBtL|CH QEX0E ZEES
YO|O|ESt= HWHES

AOIEMI " .

« WSt ol $ixf AEZQIER
L0 ESHH 7| Z O|O|HMEL:
A& HSELL.

o=

Z& oflo|METJH 20| A0 HX[E B2 Azuredl| BIEE NetApp A|AEI(0f|: Cloud Volumes ONTAP)S
#2|5t7| 2IsH TS Azure AEEQIEO| Lot HIEQI T BNATH HQBL|CE,

A=molE =

\ https://management.azure.com \ https://login.microsoftonline.com\ Azure 28 X|99| 2|AAE
https://blob.core.windows.net \ https://core.windows.net 22|t

\ https://management.chinacloudapi.cn \ Azure China X|<9| 2|AAE

https://login.chinacloudapi.cn \ https://blob.core.chinacloudapi.cn \
https://core.chinacloudapi.cn

\ https://mysupport.netapp.com
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\ https://support.netapp.com
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https://bluexpinfraprod.azurecr.io
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Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data
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Integrate with Azure DevOps and Azure
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Services
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@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal
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Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application passward.
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.
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<  Product details

NetApp Intelligent Services

NetApp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAP® storage.

Overview Pricing Documentation Support Related Products
Overview
NetApp offers a comprehensive suite of intelligent services for your A
ONTAP systems. They proactively protect critical workloads against Ty
evolving cyberthreats, detect and respond to ransomware attacks in real La
time, eliminate backup windows, and orchestrate a quick recovery in Ca

minutes when disaster strikes. NetApp intelligent services and Cloud
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OIO|ME |X| 22| 2E01| HM|ASIMR

Z£ 00|HE S AE0M |X| 22| 2£0f| HMA Y  UAELICH CHS CIAMEE| 2 0|SotM|R:

/opt/application/netapp/service-manager-2/agent-maint-console

TP

. . . . A
—--services <comma-separated list of services to validate>--Z$0|.-

--validationTypes <comma-separated list validation types to run>--Ef-- At Q5N
AL RS StLf 0|4 MEHSHM|R. R20H fEd A RY2 L3t Z&LCH * NETWORK s 25 AEZEIE0
CHot HESY 3 HE MElE HBSLICE

-—proxy <url>--MEH =

Frd A A EE ZEA| MH URLE X|IHELICH Of0[MEZI ZEA| MHE AHESHE

Jhu
4
0x
rn
oX
40
112}
4>
1S
i
ul

--certs <paths>--MEf 5.

Fad QA ALSE StLt 0| 4ol IS M el =S X[FelLILt. Q15 M IU2 PE
Z2E 2 HE FESHMR. HOIHENM AL} KT ASME AHE8t= B2 Of DHi7itH7F T+ LTt

rlo
-
=
ot
>
=)
=)
=)
ot
-
o
2
]

./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK
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OO|HEN ZEA MH7L ALEElE BR2 fad Al

./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK —--proxy http://proxy.company.com:8080

Olo[HE0 ASM7 AEE= F2d AAb

./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK --certs /path/to/certl.pem,/path/to/cert2.pem

Fofl chet E2US HHH CHEE FIIGHMR. —-help BHO. OE S0, =22 S E2{H proxy add
AtESHH CHE P S AEHMIR.

./agent-maint-console proxy add --help

£ D24 BY
22 0f0|ME RX| T2| 243 AISSI0 22 00|HET EF T2 A| AHE AISIES
AT & UBLICE

OlO]HE RX| 2e| 2E01| M AR

ZZ 00|ME SAENAM fX| 2| 2500 AMAL > JAELICE LS CIHMER|E 0| SSHMIR:
/opt/application/netapp/service-manager-2/agent-maint-console

HYFof et TS E2{H S S FIISHMR. --help BHO. € 50, =222 22{H proxy add

2 A3 CHS HE S ALE5HAM|R.

./agent-maint-console proxy add --help

TEA| 727

J9HE proxy get O HHS $H) £ TEA| Mt TA0f Chet HES EAIFLIC S0 £ T2A| A8 242
2210 CH B2 ABSHIAIR.

TZEA 7HML7] oA

S B ZEA MH 142 22H U3 S AR,

389



./agent-maint-console proxy get

02 proxy add Ol BH2 OO|MEI £EF TEA MHE AESIE=E FdeL|Ct.
R EES
-c <certificate file>

TEA MO QIS M llf°' BEE XZYLICL ASA IHE 2 PEM @4{0[0{0F ghL|Ct. 215 M mpo| BF 2 22
ClME2[0f] A=K 2AQUSHAHLE ASM THLL| HA| ZZE XYM K.

TZEA =7t 0fAl

£ L= MHE F715t2{H L2 S AEBHIAIL. /home/ubuntu/myCAL . pem ZEA| MH 2| QIS A It
ZZYLICE QIEM T2 PEM & 4]0[0{0f BL|Ct.

./agent-maint-console proxy add -c /home/ubuntu/myCAl.pem

T2 A Hlo|E

J8h2 proxy update O] BHOE ArE%tH £F ZEAQ| 2AZME HHO|EY += ASLICL.

OH7H A 2

‘¢ <certificate file>" TEA| AH2| QIS M O} HZE X|™SIL|C} QIS A DU S PEM & A10|0{0F EHL|LCE,
S M mUo| FFu Z2 CIAEZ|0f A=X| 2USHAHLE 1B M Tt TA| ZZE X[FHoHM K.

IS A| 0| E oAl

Ed D2 A| MO QIS A 1% HOO|Esta{H CHS HHS ALY AIR. /home/ubuntu/myCAl .pem ZEA|
ME2 A 1B M It ZZL|CE QIE A MHA2 PEM & 4/0]0{0F SfL|LC},
./agent-maint-console proxy update -c /home/ubuntu/myCAl.pem

TEA HMA

J2E proxy remove O HH2 OO|HENM £FE ZEA| MtH E S HMAGLICE

TEA HAH oAl

FE ZEA| MHE H|7Hot={H Ch3 B S AEsHHIR.
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./agent-maint-console proxy remove
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NetApp Backup and Recovery
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S #

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",
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"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",
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402

M #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",



"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
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by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

409



"ec2:DetachVolume"
I
"Condition": {
"StringLike": {
"ec2:ResourceTag/WorkingEnvironment": "*"

b
"Resource": [
"arn:aws—-iso-b:ec2:*:*:instance/*"
]
b
{
"Effect": "Allow",
"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"
1y
"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"

15
"Condition":

{

"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Resource":

[

"arn:aws-iso:ec2:*:*:instance/*"

by

{
"Effect":
"Action":

"Allow",

[
"ec2:AttachVolume",
"ec?2:DetachVolume"

I

"Resource":

[

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "K8sServicePolicy"
o
{
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"
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"Name": "Con

"Actions": [

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

° "Azure Marketplace H{ ZZOf| CHSF Mot MA"

° "2I|0|A BiEOf CiSh et 2"

| S

of st M

[l i

{n
o

sole Operator",

.Compute/disks/delete",

Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",
.Resources/subscriptions/locations/read",
Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
.Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",



"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

.Resources/subscriptions/resourcegroups/resources/read",
.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",
Storage/operations/read",
Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",

.Storage/storageAccounts/delete",

Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",

.Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

.Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",
Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
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"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.
"Microsoft.

.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Resources/deployments/operationStatuses/read",
.Insights/Metrics/Read",

"Microsoft.

Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",

.Compute/snapshots/delete",
.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",

.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",
.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",
.Network/networkSecurityGroups/securityRules/delete",

.Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
Synapse/workspaces/replaceAllIpFirewallRules/action",
Synapse/workspaces/operationResults/read",

"Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action",

ManagedIdentity/userAssignedIdentities/assign/action",
Compute/images/write",



"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",

"Microsoft.Compute/virtualMachineScaleSets/write",
"Microsoft.Compute/virtualMachineScaleSets/read",
"Microsoft.Compute/virtualMachineScaleSets/delete"

1,

"NotActions": [],

"AssignableScopes": [],
"Description": "Console Permissions",
"IsCustom": "true"

Azure HSH0| AFEE|= A

CHZ MM M= 2 NetApp 2E2|X| A| AR G|O]E| AMH| 201 CHet 2oto] {EA| AL EE=X 2EH

o] wat WRst A20|0t Asto| HofE|= 2L 0| HEIt S8 4 YALICH

Azure NetApp Files

NetApp Data Classification AF25}+04 Azure NetApp Files Cl|O|E{E AZHE ol 00| ME = CHS1t 2

gfLCt,

* NetApp/netAppAccounts/read

* Microsoft. NetApp/netAppAccounts/capacityPools/read

* Microsoft. NetApp/netAppAccounts/capacityPools/volumes/write
* Microsoft. NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft. NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

CHS MMOf| M= NetApp Backup and Recovery HA| #$H0| AF2E|= HHAIS METBHLCY,

%|2 NetApp Backup and Recovery 3t

24 o|0]ME = 7|2 NetApp Backup and Recovery 7|50 CHoll Ct2 2t 22 API QS BHL|Ct.

* Microsoft.Storage/storageAccounts/listkeys/action

» Microsoft.Storage/storageAccounts/read

» Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
* Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/subscriptions/locations/read

* Microsoft.Resources/subscriptions/resourceGroups/read

* Microsoft.Resources/=/2| 2 AT E/E2[AA/H T

* Microsoft.Resources/subscriptions/resource Groups/write

* Microsoft.Storage/storageAccounts/managementPolicies/read
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* Microsoft.Storage/storageAccounts/managementPolicies/write
» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read

Cts

rlo

Jtset 7tE A

ro

At 7 FS YIS AFSOHE Y U B 7 AR K HALC,

—_

430



" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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» Microsoft.Synapse/workspaces/write

» Microsoft.Synapse/workspaces/read

* Microsoft.Synapse/workspaces/AHH|

* Microsoft.Synapse/S /Xt

* Microsoft.Synapse/checkNameAvailability/action

» Microsoft.Synapse/workspaces/operationStatuses/read

* Microsoft.Synapse/workspaces/firewallRules/read

» Microsoft.Synapse/workspaces/replaceAlllpFirewallRules/action
* Microsoft.Synapse/workspaces/operationResults/read

* Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action
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Google Cloud AFEXtH A #ot H|

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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config.deployments

config.operations.
config.deployments
config.
config.
config.
config.
config.deployments
config.deployments
config.previews.ge
config.previews.li
config.
config.resources.l
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager
deploymentmanager
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
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deploymentmanager.

deployments.
deployments.
deployments.
deployments.

.Create

get

.delete
deleteState
get
getState
list
.update
.updateState
t

st

revisions.get

ist
compositeTypes.get
compositeTypes.list
create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

- resourcemanager.projects.get

- compute.instances.setServiceAccount
- iam.serviceAccounts.actAs

- ilam.serviceAccounts.create

- lam.serviceAccounts.list

- iam.serviceAccountKeys.create

- storage.buckets.create
- storage.buckets.get
- storage.objects.create
- storage.folders.create

- storage.objects.list
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title:
description:

Ne

tApp Console agent

Console agent.

stage:

GA

includedPermissions:

cloudbu
cloudbu
cloudbu
cloudbu
cloudqu

cloudkms
cloudkms.
cloudkms.
cloudkms
cloudkms.

config.
config.
config.
config.
config.
config.
config.
config.
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config.
config.
config.
config.
config.
config.

compute.
compute.
compute.
compute.

compute

compute.

ild.
ild.
ild.
ild.
otas.quotas.get

builds.get

connections.list

repositories.list

.cryptoKeys.getIamPolicy
cryptoKeys.setIamPolicy
keyRings.get
.keyRings.getIamPolicy
keyRings.setIamPolicy
artifacts.import

create

delete
deleteState
get

deployments.
deployments.
deployments.
deployments.
deployments.getLock
getState
.update
.updateState

previews.upload

deployments.
deployments
deployments

revisions.get
revisions.getState
deployments.getLock
deployments.list
deployments.lock
operations.get

previews.get

previews.list

resources.list
regionBackendServices.create
regionBackendServices.get
regionBackendServices.list
regionBackendServices.update
.networks.updatePolicy
addresses.createlnternal
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repositories.accessReadToken
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Permissions for the service account associated with the
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compute.

compute
compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
.healthChecks.create
.healthChecks.delete
.healthChecks.get
.healthChecks.useReadOnly
compute.

compute
compute
compute

compute

compute

compute.
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compute.
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compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

addresses.
addresses.
addresses.

addresses

deletelInternal
list
setLabels

.uselnternal
.backendServices.create
.disks.create

disks.createSnapshot
disks.delete

disks.get

disks.list

disks.setLabels

disks.use

firewalls.
firewalls.
firewalls.
firewalls.

Create
delete
get
list

forwardingRules.
forwardingRules.
forwardingRules.
forwardingRules.
.forwardingRules

create
delete
get
setLabels

.update

globalOperations.get

images.get

.images.getFromFamily

images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
.instances.
instances.

instances.

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setDeletionProtection

setLabels
setMachineType
setMetadata
setTags

start

stop

.updateDisplayDevice
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compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.
compute.
compute
compute
compute
compute
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute
compute.
compute.snapshots
compute.
compute.
compute.
compute.
compute
compute.
compute.
compute.zones.get
compute.
compute.

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

instances.
instanceGroups.
instanceGroups.
instanceGroups.
instanceGroups
.instanceGroups
addresses.
instances.

instances.

.snapshots.
snapshots.

snapshots.

snapshots.

zones.list

instances.

use
create
delete
get
.update
.use
get

updateNetworkInterface

setMinCpuPlatform

.machineTypes.get
.networks.get
.networks.list
.projects.get

regions.get

regions.list
regionBackendServices.delete
regionBackendServices.use
resourcePolicies.create
resourcePolicies.delete
resourcePolicies.get

create
delete

.get

list
setLabels

subnetworks.get
subnetworks.list
.subnetworks.use
subnetworks.useExternallp
zoneOperations.get

setServiceAccount
compositeTypes.get
compositeTypes.list
Create
delete
get
list

deployments.
deployments.
deployments.
deployments.

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
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- deploymentmanager.typeProviders.list
- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privatelogEntries.list

- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.list

- storage.objects.update

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- ilam.serviceAccounts.actAs
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