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]

a. Alxl‘ "Azure EEI' E 4" Bash g‘%‘% A|_Ii.|l-6|'k"9

b. JSON Mg HZEBtL|Ct,

13


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles#steps-to-create-a-custom-role
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/qs-configure-portal-windows-vm
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
reference-permissions-azure.html
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview
https://docs.microsoft.com/en-us/azure/cloud-shell/overview

Bash v O 7 @ [ M O{Y Do

Bequesting a Cloud Shell.sY
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Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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Bequesting a Cloud Shell.
. . . Download files
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell
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az role definition create --role-definition agent Policy.json
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Add role assignment

l? Got feedback?

L ] - -
Role  Members Review + assign
Selected role Cloud Manager Operator 3.9.12_B
Assign access to 'Z:E:Z' User, group, or service principal

O Managed identity

Members  Select members

* OHZ2|#[0] M 0| ES HASBIN L.

o€ =9 LSt 25U

Select members %

Select (10

| test-service-principal

test-senvice-principal

* OiZ2|A|0|MS MBSt *HEl*S MESINR.

+ (ThS g HefsiM 2.

fHE + dE2 MEiSHAR.

O MH[A FHE 2& OO|HEES BiZSt= o Rt Azure HetS 27| &

£Q

LIt

0421 Azure =0l A Cloud Volumes ONTAP HiZEst2{™H 2} L=E0f| AH|A FH|E HiQIY
NetApp Console Ol A| Cloud Volumes ONTAP H{ZEE i AI2E AES MEHS & QGL|CE

Windows Azure A{H|A 22| API #3H =7}
1. Microsoft Entra ID AH|AO|A *H SE*2 MEiSI D O E2|7|0| S MEHTIL|C.

2. *AP| At > ATt AIPE MEHSHLICE

[ =

3. *Microsoft API*0f| A| *Azure Service Management*S MEHSIL|C},

17



Request APl permissions

Select an API

Microsoft APls  APls my orgamization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mability +
Security, and Windows 10, Access Azure AD, Excel, Intune, OQutlock/Exchange, OneDrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

Eh
By Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

. Azure Data Lake

Access to storage and compute for big
data analytic scenarios

' l Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certriicates within your
Key Vaults

_!:i Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

4. *ZZ| MEXIE Azure Service ManagementOl| @A A*E MEHSE C}

ﬁ Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

g Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

ﬁ Azure Rights Management
Services

Allow validated users to read and wrnite
protecied content

D Customer Insights

Create profile and interaction models for
your products

@ . B
Eﬂm
@uﬂm il

E‘ Azure Data Explorer

Perform ad-hoc queries on terabytes of
data to build near real-time and complex
analytics solutions

‘P Azure Import/Export

Programmatic control of importfexport
jobs

I_& Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

gjo

Data Export Service for
Microsoft Dynamics 363

Export data from Microsoft Dynarnics
CRM organization to an external
destination

8t 2715 MefBiLiCy,

—




Request APl permissions

< All APIs

Azure Service Management
I‘_i https://management.azure.com; Dacs [F

What type of permissions does your application require?

R

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. as a background service ar daemon without a
Select permissions expand all
| Type to search
PERMISSION ADMIN CONSENT REQUIRED

user_impersonation
Access Azure Service Management as organization users (preview) @

OfZz2|#|0| M2l OZ2|A|0| M ID2} CIHMER| IDE 7t SL|C}.
1. Microsoft Entra ID AMH|AO|A *H SE*2 MEiSI D O E2|7|0| S MEHBHL|CY.
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@ Delete @ Endpoints
0 Welcome to the new and improved App registrations. Looking to |earn

Display name » test-service-principal

F
]
]
|
|
|
|
|
|
i

Application (client) ID @ 73de25f9-99be-43e0-8b24-538ca787a6h3

Directory (tenant) ID  : 4b0911a80-929b-4715-944b-¢c037451565b3a

Object iD : b37482a9-375f-49c2-b27c-e630514106a5
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Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also

| + Mew client secret

DESCRIPTION EXPIRES VALUE

test secret 8/16/2020
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1. Choose AMI 2. Choose Instance Type

¥ Categories

3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis:

Cancel and Exit

Search by Systems Manager parameter

Quick Start 1to 1 of 1 Products
Q, bluexp x
My AMIs
BlueXP - Manual Installation without access keys
AWS Marketplace I NetApp
# & % & % (6)| 3.9:231 By NetApp, inc.
Community AMIs Linux/Unix, Red Hat Enterprise Linux Red Hat Linux | 64-bit (x88) Amazon Machine Image (AMI) | Updated: 11/17722

Read below for instructions on how to deploy Cloud Volumes ONTAP

Moare info
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- e . - =lO = - o S
B2 gdo(@E)5L, 27 AdE £F5h= CHE 74 M43 MEigL
Number of instances () |1 | Launch into Auto Scaling Group ()
Purchasing option (i) [JRequest Spot instances
Network (i)  (ypc-a76d91c2 | VPC4QA (default) 4| C Create new vPC
subnet (i) | subnet-39536¢13 | QASubnet1 | us-east-1b 3 Create new subnet
155 |P Addresses available
Auto-assign Public IP (i) | Enable <2
Placement group (i) [J Add instance to placement group
Capacity Reservation (i) [ Open *| C create new Capacity Reservation
IAM role (i) | Cloud_manager $)|C create new 1aM role
CPU options (i) [ specify CPU options
Shutdown behavior (i)  [Stop 2
Enable termination protection (i) Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring
Additional charges apply.
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chmod +x NetApp Console Agent Cloud <version>

7| M <HFE>2 L22Est 2& O[0|HES| HE LI

4. Z5 2ERE &HF0| X5tz 2R 7 AAME YA R."+5 ZX[0]| Chet 714 HAS
=

./NetApp Console Agent Cloud <version> --proxy <HTTP or HTTPS proxy
server> —--cacert <path and file name of a CA-signed certificate>
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