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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK —--proxy http://proxy.company.com:8080
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./agent-maint-console config-checker validate --services PLATFORM
--validationTypes NETWORK --certs /path/to/certl.pem,/path/to/cert2.pem
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./agent-maint-console proxy get
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./agent-maint-console proxy remove

=aLo o
222E &

il
Pal
2
o
r>|
Im
M
rot
s
s
|m
e
|
=0
-
>
00k

NetApp Console 0f CHoE Aot 2F

ZZE 0O|MET 22tRE SHE0M ZHP S oY = JEE HE HotS 20o{6l|of LIt o]
H|O|X[2] A3 E ALESI0] ZHO| 2} ot Hotof| HEAH| F2sHM| 2.

AWS #H3t

NetApp Console 22 Of|0|MEQ} 7HE AMH| A0 CHEE AWS #$HO| HegtL|Ct.

Z& ofo|HE

= AH g3

Z&0M 2 "AWS Hot M =% o[o|HEo0] Czt
O[o|MEE Het JS

B Z St H AWSO|

22 o[o|HEE

HHZSHZ| 2/6H

ALEXt[AH EF

Hoto| HegtL|Ct.

NetApp Backup and Recovery

=E AH g3

NetApp Backup and ONTAP 2&0{|A HHS 2M3}et i NetApp Backup and "HHA S (ot S3 Hot

Recovery AFE3I0]  Recovery EX #3t0| Q= IAM AFRXIO| WM|A 7|9t HUHSE  AE-"
2O 0|A ONTAP  oladstat= m|A|X|7} BA|EIL|C}
S2{AEE Amazon

S30f| 4

Cloud Volumes ONTAP

=H AH 23

Cloud Volumes AWS2| Zt Cloud Volumes ONTAP L E0i| IAM &g H Ao "AM e =H
ONTAP ==0f CHEE  ShL|Ch HA ZRHAIe| ZR L OFZIX|QILICE 7|2 M2 240l MEsH= HHe
Het M3 IAM SgtS XSO 2 MMSIEE ot= Z0|X|2t, 2E0[A AARIS LOLEN "

A o AL EY IAM HE S HdY = ASLICL

NetApp Copy and Sync


https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-console.html#aws-permissions-agent
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-console.html#aws-permissions-agent
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-console.html#aws-permissions-agent
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-console.html#aws-permissions-agent
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-console.html#aws-permissions-agent
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html

=5

AWSO] HIO[Ef EEH
I:IHE

ClolE E2710] CHet
et HIS

502 ME
Hlo|Ef 2270l st
AWS 4| A st

ONTAP & FSx

=g

ONTAP £ FSx A

o 22|

NetApp Cloud Tiering

=g

£2I2|0]A ONTAP
ZHAEE Amazon
S3Z AlZ3}

EE

HO|E EZ7E HiZot= Ol ALEdts AWS AHEA Al Eoll= 2Ret
o] AO0{OF BT,

NetApp Copy and Sync H|0|Ef EEHE H{ZZSIH 0| EZ2H
QAUAEAO CHet IAM Hedo| MM ELICH /ot 22 AFEXT 1RY

cod™ - oT
IAM S-S A0 H[O|E EEHE XS 4= QUELICE

S3 HZlE Eodh= S7(=t 2|2 HIO[Ef E2HE MESH= ER
AWS HHAE 2I8H Linux SAEE FH[SHOF ZrL|Ct. H|o|E
H23E X o Z220Y LA HhAe £F 20| /U= 1AM
AFE X0l et AWS 7S H|S3HOF BfL|Ct.

29

Amazon FSx for NetApp ONTAP A|AEIS MMSHFHL} 22|t ™H
=0 AWS Xt ZEE FItslof L|Ct 0| E flsh 2&0 Hast

ABtS Hojsts IAM SI2t0] ARNE HIZ4Hof Biic
y3

NetApp Cloud Tiering AWSO]| g-datet mf HMA F|o HIH F|1E
UsHof SrL|CH O[2{3t XtH ZHE ONTAP S AEE MY E[0f
T+ UEE L

ONTAP LI|O|E{E S3 H{ZIO 2 AH|Z3let

T X
my o

olM 2& O[0|HEES BiZSt= F2 AzureO| M & O|O|HE
VMS BiEE 5= A= Hoto| U= Azure AIFOILE MH|A FHIE
AtEdtiof gLt

220| Azuredf| 2& HO|ME VME Ui SHH SHE Azure 715
LHOIA| 2| &AL TENAE 22|ot= O 2HRPH MBS M3 st=
AFEXE XA Ao MM EL|CE

OUZ[0| A0 M 2& 0|HEES AZISHLE 2& O0|HES
TS E AXStALE AFSAL K| F Hets 2E dF0of YLt "2E

ﬂE% |
OlO| M E0f| Azure Xt4 S 71" .

>

~
o

2E|20M 2R
FAISHYAIL.

oo =7t 3 S 2 gEf2

40

JE

"AWSO| H|O0|E]
HEFHE fZxst= o
ot Hol

"AWS H| 0| E
HE=7HO0[AM XpA[ IAM

o2t AFZ37| 93t
Q7 AL

"AWSO]| CHSH M M| A

gyl

23

"FSxOf| CHst AWS
A 58S dHSH=
HHEHE AOotEN 2"
23

"AS3E 28 S3
ot dH"

23

"Azure Hot AX"

"2Z 0f|0| M E0 CHSt
Azure Hst"


https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#permissions-required-to-deploy-the-data-broker-in-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-aws.html#requirements-to-use-your-own-iam-role-with-the-aws-data-broker
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-aws
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/storage-management-fsx-ontap/requirements/task-setting-up-permissions-fsx.html
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/us-en/bluexp-tiering/task-tiering-onprem-aws.html#set-up-s3-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-azure-console.html#agent-custom-role
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-azure-console.html#agent-custom-role
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-azure-console.html#agent-custom-role
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-azure-console.html#agent-custom-role
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-azure-console.html#agent-custom-role
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure
task-adding-azure-accounts.html#add-credentials-azure

NetApp Backup and Recovery

=g

Cloud Volumes
ONTAP Azure Blob
AE2[X[0f 2 A

2Io20jA ONTAP
Z2AEE Azure
Blob Storagei| 8¢}

NetApp SAF 3! S7|3}

=B

Azure0]| H|O|E
HZ7{ H|&Z

Google Cloud #H%t

mE

NetApp Backup and Recovery AF&310 Cloud Volumes ONTAP

HLSH= FR ThS ALIE|0M 2 £ o[0T E| ABHS F=713loF

L.

NetApp Backup and Recovery AH&36t0] 2I2{|0|A ONTAP

22 AH

Sz

23

= dioish
= H=2

M 2 Ol0|HET"H

otS Z7holof LTt

AH

—

U SH" IIsE ME

Z&0= 25 00| ELQt 7HE MH| A0 CHSE Google Cloud #$H0| ZHRBFL|CE,

=& 0o|HE

=25

Z2E0M 2&
OO|ME H{ L

Z£ of|lo|M Eof CHEt
Aot M2

gfLct,
HEZ RAISHEAIL.

mE

o —=
FOHOF SfLICE HIE S0l MH|A AEE 2£ olo|HEL HZHO}
2[20M MZ2 2oto] =7HE F2 YHS 2[4

NetApp Backup and Recovery

Sies o)
o=

Z& Of0[HES| MH|A A FH2 &l

o

Google Cloud 2&0]|A4 2% 00| EE HiESH= Google Cloud
AFE A= Google Cloudd|A 2& O[0|MEE BES}HY| ?let EF
Hoto| HegtL(Ct.

- o

[=13
=

HIO|E] E27{E i ESt= Ol AF8SHE Azure AFEXL A Fol= 2 Ret
o[ AO{OF L

JE|

s el gl s
A3} Cloud
Volumes ONTAP
HIO|E{E Azure
Blob AE2|X|0]|
sHAgfLICE"

"Hil ol S8
AFESH 2-Tgj|0jA
ONTAP HIO|EHE
Azure Blob X{Zf A0
sHASEL|CF "

JE]

"AzureOf|A| Gi|O|E]
HEHE i ZEst= O

T

o
|U

rH
lfy

Nz 0=
04 0%
I.

N
o

rot

rH
1y

Ooflo| M E0f| CHot

r
rot


https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-azure.html
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-azure.html#permissions-required-to-deploy-the-data-broker-in-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-google-console-gcloud.html#console-permissions-google

=5

Google CloudO|
Cloud Volumes
ONTAP i

2Io2|0jA ONTAP
22 AHE Google
Cloudd]| 8

NetApp Copy and Sync

=g

Google CloudO]|
IO|E EE7 Ui

$ZSO0Z MX|El
clolg E27{0f it
Google Cloud 2{M|A
2ot

StorageGRID #3%t

29

NetApp Backup and Recovery AF2510{ Cloud Volumes ONTAP
Heist= 22 Cha AlLI2| 20| & o[o|MEo|| Asts FTI8H o}
==

c g Bl ST IS E AHEstE{ 1 gLt
7

« 17 22| @3} 7|(CMEK)S A3t T $LICt

NetApp Backup and Recovery AH&36t0] 2I2{|0|A ONTAP

S2|AES WIS o 24 Of0[HET} "2 U Bel' 7|58 A8

+ AEF Hets F71slof LCt.

—_

29

CIO|Ef EZHE HiZESH= Google Cloud AFEXI0f|AH| ot #eto|
A=K 2el5HHIR.

Google Cloud Storage HZlE Xatst= 7|2t 2HA 2 H|0|
HEZHE A8t = AL Google Cloud HAMAE I8l Linux
SAEE FH|dljof gL|CL C|O|Ef EEHE MA|Y mfj EF A0
A MH|A AH™ol| cigt 7| E IS sHoF gfL|C,

ZE0l= 5 7HK| MH|A0] L StorageGRID #¢H0| HRefL|Ct.

NetApp Backup and Recovery

=g
2maj|0jA ONTAP
2HAHE

StorageGRID 0f| &

NetApp Cloud Tiering

=5

2I2|0|A ONTAP
SC{AES
StorageGRID =
A&zt

mE

ONTAP 22{AE{9| 8] [§AO Z StorageGRID ZH|SHH NetApp
Backup and Recovery £78 #¢H0| Q= IAM AFEXI| AM|A F[2F

HIZEHS S =5t2t= HAIX|7F EA|ELICE

249

StorageGRID 0l NetApp Cloud Tiering 2 &3st= A< Cloud
Tiering0ll S3 AAM|A 7|2t H|Y 7|E MSsHoF SLICt E2RE
EI0{A2 7|E AHE3t0] H{ZI0f| AN ATILICE

2|
=4

o e S EHE
A& Cloud
Volumes ONTAP
CilO|E{E Google
Cloud Storagedi|
S it Ct.

+ "CMEKO| cht
et

ArESHo] 2Ie|0jA
ONTAP H|O|HE
Google Cloud

Storaged||
HHASHAM| 2.

JE]

"Google Clouddj|
IO|E HEHE
HiZZSt= o] 2ast
ot

"Google Clouddj|

CHot QM| A 2ot

JE|

"StorageGRID ¢
CHAC 2 Z=H|SHM|R"

Z|
=1

"StorageGRID Of|
CHet AlSet =]


https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-cvo-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-gcp.html
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-gcp.html#permissions-required-to-deploy-the-data-broker-in-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-copy-sync/task-installing-linux.html#enabling-access-to-google-cloud
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html
https://docs.netapp.com/us-en/data-services-backup-recovery/prev-ontap-backup-onprem-storagegrid.html

AWS Of|0|HE 23t 5l 2ot 74|
22 00| M0 chzt AWS H3t

NetApp Console AWSOH|A 2& Of|0|MEE A|ZISHH Of|0|MEo| ST AWS AHHE L9
2| AAQL TENAE 2| 4 S?it o2 H|Sst= HAMo| of|o|MEo| HZElL|CY.

0l 0] M E= EC2, S3, CloudFormation, IAM, 7| 22| MH|A(KMS) S 0{2{ AWS AH|A0]
CHSE API 3 &2 57| I8 #otS AFEtL|C.

IAM & #4

Ofzioll M RIS El= IAM X2 2& O] EIF AWS XFof| 2t T 22| 22t E 2Hd WOf 2|AAt T2 MAS

~
o
#e|5h= o 2Rt #stE Mgy

Do

CHS Aroll R2lstMIR.

c ZEUM 2™ EEAWS X[Hof| 2 of[0|HEE MMoIH 250| XIS 2 Of|o|ME0f| HMZ MEetL|Ct

* AWS Marketplacet| A HIO|MEE H{ESt= AL, Linux TAEQ| Of|0|MEE 592 MX|st= A =
=50 =7HAWS XtH SHE FI15tH = 0= B S =N d™-dlof gL Ct.

L ZHRE =4 22 AN A MERS HTH0| It D2 HAo| X4 AEfQIX| 2tolsHof BILICE MZES #H$Ho|
st EL 2e(A LEof LtEELICE

c Lot AR IAMS A6 IAM HM S K|ote £ QELICH condition 24, "AWS AEHA: =4 Q4"

* Ol2{st MMZ ALESHY| fITh HAIE K& S E2{H CFS H|0|X[E & ESHM|R

° "AWS Marketplace H{ZOf| CHSF M5H AH"
o "2Iz||0|A HiITOf CHEt M M

° "Hiet ZE0of CHet et AF"

Lo YMS 2{H g X[HS HESHAR.


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/ko-kr/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions

==

=0 JN

FAl EMofl 2X 2AHELICH AWS2| 22
SfLCt,

S{ A xH
S o=

ol 2ldi 2XF 27| ®etol



10

S #

"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec2:
"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?

"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeInstanceAttribute",
DescribeRouteTables",
DescribeImages",
CreateTags",

CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

CreateSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DescribeSubnets",
DescribeVpcs",

:DescribeDhcpOptions",

CreateSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",

DescribeTags",

:AssociatelamInstanceProfile",

DescribeIlamInstanceProfileAssociations",
DisassociateIlamInstanceProfile",
CreatePlacementGroup",
DescribeReservedInstancesOfferings",

:AssignPrivateIpAddresses",

CreateRoute",
DescribeVpcs",



"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",
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"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",



"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",

13
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"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

"Wk n

"ok



M #2

"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"k

15
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"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:

"ec?
"ec2
"ec?

"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreateInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",

:CreateSecurityGroup",

DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",

17
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"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:StopInstances",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",
"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:CreateBucket",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"kms:ReEncrypt*",
"kms:CreateGrant",

"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",



by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok
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"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"



"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

21
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"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]

23
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?2
"ec2

"ec2:
"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",

"ec2:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",
DescribeImages",
CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",

:DescribeSecurityGroups",
:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

25



"ec2:DetachVolume"
I
"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment":

by

"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

b
{
"Effect": "Allow",
"Action": [
"ec2:AttachVolume",
"ec?2:DetachVolume"
1y
"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"
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"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "K8sServicePolicy"
o
{
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/GFCInstance":

by

"Action": [
"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

20244 58 9
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"Name" :

"Actions":

[

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
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"Console Operator",

.Compute/disks/delete",

Compute/disks/read",

Compute/disks/write",
Compute/locations/operations/read",
Compute/locations/vmSizes/read",
.Resources/subscriptions/locations/read",
Compute/operations/read",
Compute/virtualMachines/instanceView/read",
Compute/virtualMachines/powerOff/action",
Compute/virtualMachines/read",
Compute/virtualMachines/restart/action",
Compute/virtualMachines/deallocate/action",
.Compute/virtualMachines/start/action",
Compute/virtualMachines/vmSizes/read",
Compute/virtualMachines/write",
Compute/images/read",
.Network/locations/operationResults/read",
.Network/locations/operations/read",
.Network/networkInterfaces/read",
.Network/networkInterfaces/write",
.Network/networkInterfaces/join/action",
.Network/networkSecurityGroups/read",
.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",
.Network/virtualNetworks/read",
.Network/virtualNetworks/checkIpAddressAvailability/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/subnets/write",
.Network/virtualNetworks/subnets/virtualMachines/read",
.Network/virtualNetworks/virtualMachines/read",
.Network/virtualNetworks/subnets/join/action",
.Resources/deployments/operations/read",
.Resources/deployments/read",
.Resources/deployments/write",
.Resources/resources/read",
.Resources/subscriptions/operationresults/read",
.Resources/subscriptions/resourceGroups/delete",

.Resources/subscriptions/resourceGroups/read",
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"Microsoft.
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"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

.Resources/subscriptions/resourcegroups/resources/read",
.Resources/subscriptions/resourceGroups/write",

Storage/checknameavailability/read",
Storage/operations/read",
Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",

.Storage/storageAccounts/delete",

Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
Storage/usages/read",

Compute/snapshots/write",

Compute/snapshots/read",
Compute/availabilitySets/write",
Compute/availabilitySets/read",

.Compute/disks/beginGetAccess/action",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/write",

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.Network/loadBalancers/read",
.Network/loadBalancers/write",
.Network/loadBalancers/delete",
.Network/loadBalancers/backendAddressPools/read",
.Network/loadBalancers/backendAddressPools/join/action",
.Network/loadBalancers/loadBalancingRules/read",
.Network/loadBalancers/probes/read",
.Network/loadBalancers/probes/join/action",
.Authorization/locks/*",
.Network/routeTables/join/action",
.NetApp/netAppAccounts/read",
.NetApp/netAppAccounts/capacityPools/read",
.NetApp/netAppAccounts/capacityPools/volumes/write",
.NetApp/netAppAccounts/capacityPools/volumes/read",
.NetApp/netAppAccounts/capacityPools/volumes/delete",
.Network/privateEndpoints/write",

"Microsoft.Storage/storageAccounts/PrivateEndpointConnectionsApproval/acti

on",

"Microsoft

"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

.Storage/storageAccounts/privateEndpointConnections/read",

Storage/storageAccounts/managementPolicies/read",
Storage/storageAccounts/managementPolicies/write",

.Network/privateEndpoints/read",
.Network/privateDnsZones/write",
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"Microsoft.

"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft
"Microsoft
"Microsoft

"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft.
"Microsoft.

.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Resources/deployments/operationStatuses/read",
.Insights/Metrics/Read",

"Microsoft.

Compute/virtualMachines/extensions/write",
Compute/virtualMachines/extensions/delete",
Compute/virtualMachines/extensions/read",
Compute/virtualMachines/delete",

.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",

Compute/diskEncryptionSets/read",

.Compute/snapshots/delete",
.Network/privateEndpoints/delete",

Compute/availabilitySets/delete",

.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",

Compute/diskEncryptionSets/write",

.KeyVault/vaults/deploy/action",

Compute/diskEncryptionSets/delete",

.Resources/tags/read",
.Resources/tags/write",
.Resources/tags/delete",
.Network/applicationSecurityGroups/write",

.Network/applicationSecurityGroups/read",

"Microsoft.Network/applicationSecurityGroups/joinIpConfiguration/action",
.Network/networkSecurityGroups/securityRules/write",
.Network/applicationSecurityGroups/delete",
.Network/networkSecurityGroups/securityRules/delete",

.Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
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Synapse/workspaces/operationResults/read",
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"Microsoft.Network/loadBalancers/frontendIPConfigurations/read",
"Microsoft.Compute/virtualMachineScaleSets/write",
"Microsoft.Compute/virtualMachineScaleSets/read",
"Microsoft.Compute/virtualMachineScaleSets/delete"

1,

"NotActions": [],

"AssignableScopes": [],
"Description": "Console Permissions",
"IsCustom": "true"
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* NetApp/netAppAccounts/read

* Microsoft. NetApp/netAppAccounts/capacityPools/read

* Microsoft. NetApp/netAppAccounts/capacityPools/volumes/write

* Microsoft. NetApp/netAppAccounts/capacityPools/volumes/read

» Microsoft. NetApp/netAppAccounts/capacityPools/volumes/delete

NetApp Backup and Recovery

CHS MMOf|M= NetApp Backup and Recovery HA| 30| A2 E|= HHAlS METBHLCY,

%|2 NetApp Backup and Recovery #H3t
224 of|0|E= 7|2 NetApp Backup and Recovery 7|'50f| Cial Ct2 1 22 API RS gLt

* Microsoft.Storage/storageAccounts/listkeys/action

» Microsoft.Storage/storageAccounts/read

» Microsoft.Storage/storageAccounts/write

» Microsoft.Storage/storageAccounts/blobServices/containers/read
* Microsoft.Storage/storageAccounts/listAccountSas/action

* Microsoft.Resources/subscriptions/locations/read

* Microsoft.Resources/subscriptions/resourceGroups/read

* Microsoft.Resources/ T =/2| 2 AT E/2[AA/H T

* Microsoft.Resources/subscriptions/resource Groups/write

* Microsoft.Storage/storageAccounts/managementPolicies/read
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* Microsoft.Storage/storageAccounts/managementPolicies/write
» Microsoft.Authorization/locks/write

» Microsoft.Authorization/locks/read
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" id" :
"/subscriptions/{subscriptionId}/providers/Microsoft.Authorization/roleDef

initions/{roleDefinitionGuid}",

"properties": ({
"roleName": "Custom Role",
"description": "Minimal permissions required for Backup and

Recovery.",
"assignableScopes": [
"/subscriptions/{subscriptionId}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}",

"/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupNameContaini
ngConnectorAndStorageAccount}/providers/Microsoft.Storage/storageAccounts/
{storageAccountNameWithObjectLockPreprovisioned}"
1y
"permissions": [
{
"actions": [
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write",

"Microsoft.Storage/storageAccounts/blobServices/containers/read",
"Microsoft.Storage/storageAccounts/listAccountSas/action",
"Microsoft.Resources/subscriptions/locations/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/read",
"Microsoft.Storage/storageAccounts/managementPolicies/read",
"Microsoft.Storage/storageAccounts/managementPolicies/write",
"Microsoft.Authorization/locks/write",
"Microsoft.Authorization/locks/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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» Microsoft.KeyVault/vaults/accessPolicies/write
* Microsoft.KeyVault/vaults/read

* Microsoft.Managedldentity/userAssignedldentities/ /2
* Microsoft.Network/networkInterfaces/A K|

» Microsoft.Network/networkInterfaces/read

* Microsoft.Network/networkSecurityGroups/AHA|
* Microsoft.Network/privateDnsZones/2 7|

* Microsoft.Network/privateDnsZones/write

* Microsoft.Network/privateEndpoints/&4 7|

* Microsoft.Network/privateEndpoints/A 7|

» Microsoft.Network/virtualNetworks/join/action

* Microsoft.Resources/deployments/delete
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* Microsoft.Synapse/workspaces/write

» Microsoft.Synapse/workspaces/read

* Microsoft.Synapse/workspaces/AHH|

* Microsoft.Synapse/S /Xt

* Microsoft.Synapse/checkNameAvailability/action

» Microsoft.Synapse/workspaces/operationStatuses/read

* Microsoft.Synapse/workspaces/firewallRules/read

» Microsoft.Synapse/workspaces/replaceAlllpFirewallRules/action
* Microsoft.Synapse/workspaces/operationResults/read

* Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action
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s/read
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Microsoft.Network/networkinterface 0|
s/join/action
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Microsoft.Network/networkSecurity o
Groups/write

46

S HFEo| A-8?

2 R0 ABEILIR?
of
o

OofL| R

of

orL|Q

ofL|&

o

ofL|R

of
o
o
OofL|
of

o
OfL|R

o

ofL|R

o

o

o

OofL| 2

o

OofL| 2



o

S HFEo| A-8?

Microsoft.Resources/subscriptions/l 0|
ocations/read

Microsoft.Network/locations/operati 0|
onResults/read

Microsoft.Network/locations/operati 0|
ons/read

Microsoft.Network/virtualNetworks/r 0|
ead

Microsoft.Network/virtualNetworks/c o
hecklpAddressAvailability/2! 7|

Microsoft.Network/virtualNetworks/s o
ubnets/read

Microsoft.Network/virtualNetworks/ o]
M EtlvirtualMachines/read

Microsoft.Network/virtualNetworks/v 0|
irtualMachines/read

Microsoft.Network/virtualNetworks/s 0|
ubnets/join/action

Microsoft.Network/virtualNetworks/s o
ubnets/write

Microsoft.Network/routeTables/join/ 0|
action

Microsoft.Resources/deployments/o |
perations/read

Microsoft.Resources/deployments/r 0|
ead

Microsoft.Resources/deployments/ |
write

Microsoft.Resources/resources/rea 0|
d

Microsoft.Resources/subscriptions/ |
operationresults/read

Microsoft.Resources/TtS/resource O
Groups/AH|

Microsoft.Resources/subscriptions/r o
esourceGroups/read

Microsoft.Resources/tS/2|A2A T O
S| AA817|

Microsoft.Resources/subscriptions/r 0|
esourceGroups/write

2 R0 ABEILIR?

o

o

o

o

of

o

o

of

ofL| e

oLl

ofL|e

o

o

orL|e

o

o

ofL|R

o

o

OofL| R

47



Cloud Volumes ONTAP

00| E= Azure0l A Cloud Volumes ONTAP B8t 2t2[817| QI8 Ct2at 22 API 28 S gLt

=5 HS BHEO| AFZELIR? 24 LR AH|Ol| AF2E[LER?
AFEE|LIR?

VM AA gl 3tz Microsoft.Compute/  0f o otL| 2
IXI/ZH R /47|
Microsoft. Compute/ 0| o ofL| R
I X|/vmSizes/2A 7|
Microsoft.Resources 0f oLl otL| 2
/subscriptions/locatio
ns/read
Microsoft.Compute/  ¢f o ofL| 2
2318471
Microsoft. Compute/v 0| of ofL|2
irtualMachines/insta
nceView/read
Microsoft. Compute/v 0| of| ofL|2
irtualMachines/powe
rOff/action
Microsoft. Compute/v 0| of otL| R
irtualMachines/2! 7|
Microsoft. Compute/v 0| o OfL| R
irtualMachines/CHA|
AZH/EY
Microsoft.Compute/v 0j| o ofL| 2
irtualMachines/A| %}/
Xtod
=4
Microsoft. Compute/v OjL|2 o off
irtualMachines/& 2
S A/ ZHY
Microsoft.Compute/v 0O}L|2 o otL| 2
irtualMachines/vmSi
zes/S7|
Microsoft. Compute/v 0| of otL|R
irtualMachines/A 7|
Microsoft.Compute/v 0j| o o
irtualMachines/AHH|
Microsoft.Resources 0f otL| 2 oLl
/deployments/delete

VHDO| A HZ &3t Microsoft.Compute/ o ofL| R ofL|2
O|O|X|/&17]
Microsoft.Compute/  ¢f oL ofL| 2
O[O X|/AA7]

48



=2
=

~
A

CH& ME UM
HERA
lE|H|0|AS

Aot 22| Ct,

0%

Microsoft.Network/n 0|
etworkInterfaces/rea
d

Microsoft.Network/n 0|
etworkInterfaces/writ
e

Microsoft.Network/n 0|
etworklInterfaces/join
/action

Microsoft.Network/n 0|

etworklInterfaces/A}
S|

Microsoft.Network/n  0f|
etworkSecurityGroup
s/read

Microsoft.Network/n  0f|
etworkSecurityGroup
s/write

Microsoft.Network/n  0f|
etworkSecurityGroup
s/join/action

Microsoft.Network/n  O}L| R

etworkSecurityGroup
s/AHH|

5 HHZOll AL EILIR?

U4t =0

AMEEILIR?

o

o

o

o

o

o

o

o

AEIOf| A BEILIR7?

ofL| 2

OfL|R

OfL|R

OfL|R

OfL|R

OfL|R

ot

of

49



2
==

XY, CHAF VNet B
MEdlof cHst
HES3 EHE
7M1 VNetol|
VME F7hetL|Ct,

50

0%

Microsoft.Network/lo ¢f|
cations/operationRe
sults/read

Microsoft.Network/lo 0f|
cations/operations/re
ad

Microsoft.Network/vir of|
tualNetworks/read

Microsoft.Network/vir of|
tualNetworks/checkl
pAddressAvailability/
871
Microsoft.Network/vir of|
tualNetworks/subnet
s/read

Microsoft.Network/vir 0j|
tualNetworks/A{ E 4ll/
virtualMachines/read

Microsoft.Network/vir of|
tualNetworks/virtual
Machines/read

Microsoft.Network/vir of|
tualNetworks/subnet
s/join/action

5 HHZOll AL EILIR?

U4t =0

AMEEILIR?

o

o

OofL|

ofL| 2

o

o

o

o

AEIOf| A BEILIR7?

ofL| 2

OfL|R

OfL|R

ofL| 2

OfL|R

OfL|R

ot

oL



i
A

>
iz

e

AHS HHZOI AP EILIR? L& AR0 AH|Ol| AF2E[LIR?
AFEE|LIR?

Microsoft.Resources 0f o otL| &

/deployments/operati

ons/read

Microsoft.Resources 0f o otL| &

/deployments/read

Microsoft.Resources 0f o otL| &

/deployments/write

Microsoft.Resources 0f o oL

/resources/read

Microsoft.Resources o o ofL|2

/subscriptions/operat

ionresults/read

Microsoft.Resources o of of

/7= /resourceGroup

s/AFH|

Microsoft.Resources OfL|2 o OfL| R

/subscriptions/resour

ceGroups/read

Microsoft.Resources o of| OfL| R

|RERIAADEE|A

27947

Microsoft.Resources o off otL| 2

/subscriptions/resour
ceGroups/write



2
==

Azure Storage Al
gl C|A3 2|

Blob AE2|X|0f CHst
HHQY Ol AE2|X| AA
o} 25}

ClolE A Z=tE 2l
VNet AH|A
A=ZRIE st

52

0%

=
S

Microsoft.Compute/
ClA=/217|

Microsoft.Compute/
ClAZ/MT|

Microsoft.Compute/
Cl|A /AR

Microsoft.Storage/ch
ecknameavailability/r
ead

Microsoft.Storage/op
erations/read

Microsoft.Storage/st
orageAccounts/listke
ys/action

Microsoft.Storage/st
orageAccounts/read

Microsoft.Storage/st
orageAccounts/AHH|

Microsoft.Storage/st
orageAccounts/write

Microsoft.Storage/At
2H/217|

Microsoft.Storage/st
orageAccounts/blob
Services/containers/r
ead

Microsoft.KeyVault/v
aults/read

Microsoft.KeyVault/v
aults/accessPolicies/
write

Microsoft.Network/vir
tualNetworks/subnet
s/write

Microsoft.Network/ro
uteTables/join/action

HiZOf| AFEE[LIR7?

o

of

of

of

of

of

of

ofLIR

o

ofL|R

of

o

o

o

o

U4t =0
ArgEILIR?
of
of
of

o

o

o

o

o

o

o

o

o

o

o

o

AEIOf| A BEILIR7?

of

orL|Q

of

oL

OfL|R

OfL|R

OfL|R

of

ofL| 2

ofL| 2

OfL|R

otL|2

otL|2

otL|2

ofL| 2



2
==

Azure 22| ALHAF

=7 A 2e

OpUZ2|0] A0f| A

2 a2l A BT
gyef

0%

5 HHZOll AL EILIR?

Microsoft.Compute/  0f
AHAEMT|

Microsoft.Compute/  0f|
AHAH217]

Microsoft.Compute/ 0O}L|2
AHAEAH|

Microsoft. Compute/ OjL|2
C|A3/beginGetAcce
ss/&t
Microsoft.Compute/  ¢f
7t8E ME/MT|

Microsoft.Compute/  0f
718E ME/RI7I

Microsoft.Marketplac 0of
eTE/M2t R

AN XHE[ A = /A
of/217|
Microsoft.Marketplac 0oj
eTE/M2t Y

AN XHE A = /A

o M7|

U4t =0
ArgEILIR?
of
of
of

o

ofL| 2

oL

oL|Q

o

AEIOf| A BEILIR7?

ofL| 2

orL|Q

of

oL

OfL|R

ofL| 2

orL|Q

OtL{

53



2
==

HA &0 CHet 2=
R 22

Azure C|A = Q| &2
el =Mt

54

0%

=
S

Microsoft.Network/lo
adBalancers/247|

Microsoft.Network/lo
adBalancers/A 7|

Microsoft.Network/lo
adBalancers/AHH|

Microsoft.Network/lo
adBalancers/backen
dAddressPools/read

Microsoft.Network/lo
adBalancers/backen
dAddressPools/join/
action

Microsoft.Network/lo
adBalancers/fronten
dIPConfigurations/re
ad

Microsoft.Network/lo
adBalancers/loadBal
ancingRules/read

Microsoft.Network/lo

adBalancers/ 24/
o7

Microsoft.Network/lo
adBalancers/probes/
join/action

Microsoft.Authorizati
on/locks/*

HiZOf| AFEE[LIR7?

o

of

ofL| e

of

of

o

of

of

of

of

U4t =0

AMEEILIR?

o

oL|Q

o

o

OofL| 2

o

ofL| e

ofL| 2

oL|Q

o

AEIOf| A BEILIR7?

ofL| 2

orL|Q

of

oL

OfL|R

otL|2

orL|Q

OfL|R

orL|Q

OfL|R



2
==

MEU e[20o AZ0|
2l= 2 HA o
Chet 22l
A=HQIES
EdetgfLint.

7|2 22|y
stEglofol wat ye
VM H{Zof| Z et

HHI Alm{ CE= ALK
Al BlAA J20|M
2| AA KA

0%

=
S

Microsoft.Network/pr
ivateEndpoints/A 7|

Microsoft.Storage/st
orageAccounts/Priva
teEndpointConnectio
nsApproval/action

Microsoft.Storage/st

orageAccounts/priva
teEndpointConnectio
ns/247|

Microsoft.Network/pr
ivateEndpoints/2i7|

Microsoft.Network/pr
ivateDnsZones/write

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/write

Microsoft.Network/vir
tualNetworks/join/act
ion

Microsoft.Network/pr
ivateDnsZones/A/wri
te

Microsoft.Network/pr
ivateDnsZones/2! 7|

Microsoft.Network/pr
ivateDnsZones/virtu
alNetworkLinks/read

Microsoft.Resources
/deployments/operati
onStatuses/read

Microsoft.Network/pr
ivateEndpoints/AH K|

Microsoft.Compute/a
vailabilitySets/AHA|

HiZOf| AFEE[LIR7?

o

of

o

of

of

of

of

of

of

o

o

o

of

U4t =0

AMEEILIR?

o

oL|Q

o

o

o

o

o

o

o

o

o

o

o

AEIOf| A BEILIR7?

ofL| 2

orL|g

o

of

ot

ofL|R

ot

OfL|R

OfL|R

ofL| 2

ofL| 2

ofL| 2

ot

55



2
==

APIE ArEe I 1124
e oot I| MBS
ggstetLct,

HA 40]| CHet
OHE2[AH|0| M Eot
O5E 74510 HA
Mz dE 9 22AH
HE<S3 NICE
ZHe|grL|Ct.

Cloud Volumes
ONTAP 2|2 A2}
ZHAE 2 E 1,
M ARE|BLICE.

56

0%

=
S

Microsoft.Compute/d

iskEncryptionSets/
7|

Microsoft.Compute/d

iskEncryptionSets/*
7|

Microsoft.KeyVault/v
aults/deploy/action

Microsoft.Compute/d

iskEncryptionSets/At
A

Microsoft.Network/a
pplicationSecurityGr
oups/write

Microsoft.Network/a
pplicationSecurityGr
oups/read

Microsoft.Network/a
pplicationSecurityGr
oups/joinlpConfigura
tion/action

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/write

Microsoft.Network/a
pplicationSecurityGr
oups/AHH|

Microsoft.Network/n
etworkSecurityGroup
s/securityRules/A!H|

Microsoft.Resources
[Ef /17|

Microsoft.Resources
[E§ /M 7|

Microsoft.Resources
JE} /AR

Microsoft.ManagedId
entity/userAssigned|
dentities/Z 2/

HiZOf| AFEE[LIR7?

o

of

of

of

ofL|e

ofL| e

ofL| e

of

OofL| R

OofL|R

ol

of

o

of

U4t =0

AMEEILIR?

o

o

OfL| 2

o

o

o

o

o

o

o

o

o

ofL| 2

o

AEIOf| A BEILIR7?

of

OfL|R

OfL|R

of

otL|Q

otL|Q

ofL|Q

OfL|R

of

of

oL|R

OfL|R

ofL| 2

OfL|R



=5 S HHZZO| AFEEILIR? LA H20
A EE[LIR?
Cloud Volumes Microsoft. Compute/v o ofL| R
ONTAP O i3t EX  irtualMachineScaleS
g X|™oHH ets/A 7|
sHt .
QAAEH|O|M !\/Ilcrosoft.C_)ompute/v o ofL| 2
SEol|A] F}AF B{Al wtua;ll\/lachmeScaIeS
gwg_ A_”EE ets/ a‘|7|
AIE25HM| 2. Microsoft.Compute/v 0O}L|R oL
irtualMachineScaleS
ets/AHA|

E[o{E
NetApp Cloud Tiering A&3}H Of|0|ME= CtZ APl 28 S &LICL.
» Microsoft.Storage/storageAccounts/listkeys/action

* Microsoft.Resources/subscriptions/resourceGroups/read

» Microsoft.Resources/subscriptions/locations/read

22 oflo|HELS YAIHQl Fte]

fujo

L8 Chsat 22 API 28 E ZLCHL
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* Microsoft.Synapse/workspaces/write
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* Microsoft.Synapse/workspaces/operationStatuses/read

* Microsoft.Synapse/workspaces/firewallRules/read

» Microsoft.Synapse/workspaces/replaceAlllpFirewallRules/action
» Microsoft.Synapse/workspaces/operationResults/read

* Microsoft.Synapse/workspaces/privateEndpointConnectionsApproval/action

Microsoft.Storage/storageAccounts/listkeys/action

Microsoft.Storage/storageAccounts/read
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Google Cloud AFEXtH A #ot H|

title: Console agent deployment policy
description: Permissions for the user who deploys the Console agent
stage: GA

includedPermissions:

- cloudbuild.builds.get

- compute.disks.create

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

- compute.firewalls.create

- compute.firewalls.delete

- compute.firewalls.get

- compute.firewalls.list

- compute.globalOperations.get
- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.create

- compute.instances.get

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType
- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start

- compute.instances.updateDisplayDevice
- compute.machineTypes.get

- compute.networks.get

- compute.networks.list

- compute.networks.updatePolicy
- compute.projects.get

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get

- compute.zones.get

- compute.zones.list
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- config.deployments
- config.operations.
- config.deployments

- config.deployments.
- config.deployments.
- config.deployments.
- config.deployments.

- config.deployments
- config.deployments
- config.previews.ge

- config.previews.1li

.Create

get

.delete
deleteState
get
getState
list
.update
.updateState
t

st

- config.revisions.get

- config.resources.1l
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager
- deploymentmanager
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.
- deploymentmanager.

- deploymentmanager.

ist
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
types.get
types.list

- resourcemanager.projects.get
- compute.instances.setServiceAccount
- iam.serviceAccounts.actAs

- ilam.serviceAccounts.create

- lam.serviceAccounts.list

- iam.serviceAccountKeys.create
- storage.buckets.create

- storage.buckets.get

- storage.objects.create

- storage.folders.create

- storage.objects.list
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title:
description:

NetApp Console agent

Console agent.

stage:

GA

includedPermissions:

cloudbuild.
cloudbuild.
cloudbuild.
cloudbuild.

builds.get

connections.list
repositories.accessReadToken
repositories.list

cloudquotas.quotas.get

cloudkms

cloudkms.
cloudkms.

cloudkms

cloudkms.

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
compute.
compute.
compute.
compute.
compute
compute.

deployments.
deployments.
deployments.
deployments.
deployments.
deployments.
deployments
deployments

cryptoKeys.getIamPolicy
cryptoKeys.setIamPolicy
keyRings.get

.keyRings.getIamPolicy

keyRings.setIamPolicy

artifacts.import

create
delete
deleteState
get

getLock
getState
.update
.updateState

previews.upload

revisions.get
revisions.getState
deployments.getLock
deployments.list
deployments.lock
operations.get

previews.get

previews.list

resources.list
regionBackendServices.create
regionBackendServices.get
regionBackendServices.list
regionBackendServices.update
.networks.updatePolicy
addresses.createlnternal

I
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Permissions for the service account associated with the
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compute.
compute.
compute.
compute.

compute
compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute
compute
compute
compute

compute.
compute.
compute.

compute

compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.
compute.

compute

compute.
compute.
compute.

addresses.
addresses.
addresses.

addresses

deletelInternal
list
setLabels

.uselnternal
.backendServices.create

.disks.create
disks.createSnapshot
disks.delete
disks.get
disks.list
disks.setLabels
disks.use
firewalls.create
firewalls.delete
firewalls.get
firewalls.list
forwardingRules.create
forwardingRules.delete
forwardingRules.get
forwardingRules.setLabels

.globalOperations.get

.healthChecks.create

.healthChecks.delete

.healthChecks.get
healthChecks.useReadOnly
images.get
images.getFromFamily

.images.list

images.useReadOnly

instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.
instances.

instances.

instances

.instances.

instances.

instances

instances

addAccessConfig
attachDisk

create

delete

detachDisk

get
getSerialPortOutput
list

setDeletionProtection

setLabels
setMachineType
setMetadata

.setTags

start
stop

.updateDisplayDevice
.use



compute.instanceGroups.create

compute.instanceGroups.delete

compute.instanceGroups.get

compute.instanceGroups.update

compute.instanceGroups.use

compute.addresses.
compute.instances.updateNetworkInterface

compute.instances.

get

setMinCpuPlatform

compute.machineTypes.get

compute.networks.get

compute.networks.list

compute.projects.get

compute.regions.get

compute.regions.list

compute.regionBackendServices.delete

compute.regionBackendServices.use

compute.resourcePolicies.create

compute.resourcePolicies.delete

compute.resourcePolicies.get

compute.snapshots.
compute.snapshots.
compute.snapshots.
compute.snapshots.
compute.snapshots.

create
delete
get

list
setLabels

compute.subnetworks.get

compute.subnetworks.list

compute.subnetworks.use

compute.subnetworks.useExternallp

compute.zoneOperations.get

compute.zones.get

compute.zones.list
compute.instances.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

deploymentmanager
deploymentmanager

deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.
deploymentmanager.

setServiceAccount
compositeTypes.get
compositeTypes.list
deployments.create
deployments.delete
deployments.get
deployments.list

.manifests.get
.manifests.list

operations.get
operations.list
resources.get
resources.list
typeProviders.get
typeProviders.list
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- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list

- logging.privateLogEntries.list
- logging.logEntries.create

- logging.logEntries.route

- monitoring.timeSeries.list

- resourcemanager.projects.get

- storage.buckets.create

- storage.buckets.delete

- storage.buckets.get

- storage.buckets.list

- storage.objects.create

- storage.objects.delete

- storage.objects.list

- storage.objects.update

- cloudkms.cryptoKeyVersions.useToEncrypt
- cloudkms.cryptoKeys.get

- cloudkms.cryptoKeys.list

- cloudkms.keyRings.list

- storage.buckets.update

- lam.serviceAccounts.actAs

- ilam.serviceAccounts.create

- ilam.serviceAccounts.get

- lam.serviceAccounts.getIamPolicy
- iam.serviceAccounts.list

- iam.serviceAccountKeys.create
- storage.objects.get

- storage.objects.list

- storage.buckets.getIamPolicy
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0%

9
config.deployments

.create

config.deployments
.delete

config.deployments
.deleteState

config.deployments
.get

config.deployments
.getLock

config.deployments
.getState

config.deployments
Jist

config.deployments
lock

config.deployments
.update

config.deployments
.updateState

T4 A get
config.previews.get
AF 02|87 28
74 2ar 28

config.revisions.get
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