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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Diefault (405fb5ec-ddeb-4404-977b-71fa931elad) - + Agent Access Key

*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

006 00 O

Fastart the Telzaraf service
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fﬁ-\F‘F\CI-I = Apache Configuration

athers &pache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service
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LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf
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# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.
#

ExtendedStatus On
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

Restart the Telegraf service
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@ Coucnop | SauchDE Configuraion
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs )

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice
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'#UDCer Docker Configuration

Gathers Docker metrics.

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key

*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Meed Help?

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

4%

Docker2 Telegraf 212 2211012 X|HEl UNIX 221 £= TCP XS E8l HEZIS £&gtL|Ct.

UNIX 2712 S35l Docker 2 A|A

Telegraf 00| M E 7| H|G{H|EHO| A Ml S 2R LSS A& Telegraf Unix AF2XHE Docker Unix &0
ZItgtLct.
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sudo usermod -aG docker telegraf

Telegraf OO|MEJ} Kubernetes Pod W{OAM A Fol A AZE popdl EECE Dft
CHE oY 282 /var/run/docker.sockO| OF2ESIH Docker Unix 23

OlE =0 podspecHl CtS2 FItetLICt.

fujo
H
=
et
-
n

volumes:

- name: docker-sock
hostPath:

path: /var/run/docker.sock
type: File

a3 o

—

Eo[0ll CtES F=ItetLict.

volumeMounts:

- name: docker-sock
mountPath: /var/run/docker.sock

Kubernetes Z21Z0]| X|2E|= Data Infrastructure Insights x| ZZ 1240 A 0| D2 X5 O Z 22| ELILCE.

TCP A E=ZEQIEE E5l Docker0f AMATHL|CH

712X 2 E Docker= L2 2tE|X| 42 BMAO| ZE 23755 A5 L otEl WM A ZE 23762 AHEELICE.

WA 5L 7H2E
CHS JHAIet s FHRE{7H ST ELICE

QHHE; AR} £4: ClOJE] 24

Docker Q= HAAHO|A Docker Tl L=EOIELEIPLE HIZ22| ZAH|0|L] LAl X
UUID E OS Kubernetes 71E{[0|L] A3H Z4E|0|L
Z2{AE Docker HH {4 FX| CPU 0|5 FEl 0|0|X|
2A7| O|HIE AL I
AHXI HO|E At THsBt
HIO|E| = HIO|E| ALEE
HIEIH|O|E| At 71Tt
HIEIH|O|E| = HIEIH|O|E

AMEE 2 =28 37
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QUHE:

Docker Z1E|0]|L
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HAAHO|A AE[O[H 0|
Docker 2%l

m

M-
(=B

Kubernetes Z1H|0|L] SHA|
Kubernetes Z1E{|0|L] ZE
Kubernetes ZiE|0|L
XHAIZF Kubernetes
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Kubernetes Z1E{|0|LH] 0|&
Kubernetes Z1E|0|L4 0| &
Kubernetes Docker R4
Kubernetes Pod 0|2
Kubernetes Pod

4| AH 0| A Kubernetes
|2 AH|O|A Kubernetes
POD UID Kubernetes
Sandbox ID =E IP ==
UUID Docker HZ
Kubernetes IO Config
Cubernetes Source
OpenShift IO SCC
Kubernetes &9
Kubernetes Display Name
OpenShift Tags Kompose
Service Pod Template
Hash Controller Revision
Hash Pod Template
Generation License
Schema Build Date
Schema Name Schema
URL A7|0} VCS URL
A7|0F SSRH A7|OF
K™ A7[0FHA |X| 22|
X 1724 Pod Kubernetes
StatefulSet Pod 0|2
'Yl E WebConsole
Or7|Ellx| et &4 URL
2 UM RH EE SAE
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Mx| 2al~ 29 M7 VCS
Hx VCS 7Y S=UA
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QUHE:

Docker ZiH|O|L{ EE 10

Docker ZiH|O|{ HER 3
E TSR

A
Al

g

Ly

I .
H| &I AH| O] A ZE|O|L] O|F

IS
K| Docker 2ZI

L[ AD|O|A Z1E|O|L] O|E
HE <3 Docker YZI

WebConsole

m

M-
(=N

Kubernetes Z1H|0|L] SHA|
Kubernetes 71H|O|H ZE
Kubernetes Z1E|0| L4
XHAIZF Kubernetes
ZiH|0|H S HIA|IX] B2
Kubernetes ZE||0|] =
HIA|X| HX Kubernetes
Pod 3= |0 7|2t
Z1E{|O| LA AFEH Z4E{|O[L]
H™ & 0|E Kubernetes
ZiHo|H 23 3=
Kubernetes Z1E|0|L{ O|&
Kubernetes Z1E{|0|LH] O|&
Kubernetes Docker R4
Kubernetes Pod 0|&
Kubernetes Pod

4| AH 0| A Kubernetes
L AL 0|A Kubernetes
POD UID Kubernetes
Sandbox ID =E IP LE
UUID Docker HH™
Kubernetes Config
Cubernetes &4
OpenShift SCC
Kubernetes &A™
Kubernetes HA| 0| &

OpenShift E{ A7|0F HH

Pod BZ3! jA| HE 22
273 Al HZa Y
Kompose A{H|A AZ|0O}
4 Yu A7|0F OIS
A7|0F SEYEA 12 Pod
Kubernetes StatefulSet
Pod O|E HIHE
=Y
2ol dA S| o7 &N
et AA URLRH 2 E
SAERH 7Y 24 HiE
He| MX| fX| 24 22|Xt
22| A AlsH 99oF x| VCS
X VCS fd HH™ A7|0f
URL A7|0F VCS URL
A7(0r HH™ ZH|0[H ID

Z1E{|o|L4 o] 0| X[ ZHE| 0L
AME ZAE|O| HHAE =&
0|2 LE IP E UUID
== OS K8s 22 AF
Docker H™ Z4H|0|L ID

H|O|E R4:

YEE AH[A HIO|E X
HIS7| Y& M2~
HIO|E X7 47| =™
MH|A HEO|E M7 S7|t
2AZ3 AH|A HIO|E 7
L Y= MH|A HIO|E
M7 YEZ MH|A T
UEZ MH[A M7 L=
ME|A T U= THHA
UEH MH|A T
AZH M| A T
LEH A LEH
M~ 2= THHH
UEH M2 A=A
A AT

RX DropEl RX Bytes RX
Errors RX Packets TX
Drop TX Bytes TX Errors
TX Packet

17



QUHE:

Docker Z1H|0|L{ CPU

=M &

18

AlHZ:

HLADO|A ZiE|O[L O| &
CPU Docker EngineILICt

m

M-
(=B

Kubernetes Z1E{|O|L] SHA|
Kubernetes 71E[0|L{ ZE

H|O|E R4:

Mgk 7|2t et ®gt M|gtE
7|12 Mgt AFEXE ZE AL

Kubernetes ZiE|0|L
XHAIZF Kubernetes
ZiE|0|H & HAIX| H2
Kubernetes ZIH|O|{ &
HIA|X| HX Kubernetes
Pod 3= |0 7|2t
Kubernetes 7+ E7|
Kubernetes 7+ &4 SCC
OpenShift Z4E{|[0[L O|O| X
Z1E{|O| LA AFEH Z4E{|O[L]
HH L= 0|E Kubernetes
ZiEo|H 23 E=2
Kubernetes Z1H|0|L4 0| &
Kubernetes Docker 8
Kubernetes Pod 0|2
Kubernetes Pod

L AL 0|A Kubernetes
Pod UID Kubernetes
Sandbox ID =E IP £E
UUID =& OS Kubernetes
Z2{AE Docker HH
Kubernetes A
Kubernetes EA| 0|2
OpenShift E§1 A7|0F HA
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=H: LSS Aol EMAIL.

- H|o|X|e] X|H & [UE = Data Infrastructure Telegraf GIO|FME 212 201810 LIS 2FE
InsightsOil Docker HIE2|0| EA|Z|X| ¢&L|Ct. HISH=X| &QlgfL|Ct El 22100 2F

[inputs.docker]: Docker Cl|2 £ 70| HZAS2{ 1

AN ESH= St Hoto| ARE|JELICH 2ast 22 20N
X| ™t 2 Telegraf 01|0|7EE oH | AZ Docker Unix
220 HSoh= Ol st A E $ASHAIL.

27h R HOIXOIAM B 4 "X ABLIT

Elasticsearch Data Collector(Elasticsearch Data Collector)

Data Infrastructure Insights= O| HIO|E =&7|E A3} ElasticsearchOl| M HIEEIS
AZXISH|C}.
T HHd

1. XM > £E7| * | A * + Data Collector * & Z2I#}L|C}. ElasticsearchS AMEHSHL|C}.
Telegraf OflO|HEJt HX|E 2F MM = SHES ME{SL|CH

2. £Z 8 AgentE OFE| MX[SHX| UALE CHE 2F M|K| EE= SHEO0]| CHSt AgentE HX[st2{H X|& HEA| £
225t0] XA S EL|CH0|[HE A",
2|5t0] A Agent A

= 28
B0 2t CHE Of|O|HE M| A

3. 0| Hlo|E =& 7|of A+EE Agent Access 9|§ MEHBHL|CE, Agent MM A F| * HE
7|12 Z71et & UELICEH 2H Af|: OS/ZAHEHZ H|0|E £E7|E 2SSt =
7|1E AIESHUAIL.

4. 7 tHAjol| w2t HojE +F7IE TEYLICH XIF2 ol =Tl A8sts 2% MA = S2E2 ||
2t CHELIC.
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= elasticsearch Elasticsearch Configuration
-_—

(Gathers Elasticsearch meirics

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian v
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the fetc/telegraftelegraf df directory. For example, copy the
contents to the /fetc/telegrafitelegrafd/cloudinsights-elasticsearch.conf file

ﬁ Peplace <INSEQT_ELASTICSEARCH _ADDRESS= with the applicable Elasticsearch address. Please specify a real
machine address. and refrain fromn using a loopback address

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice

4%

MHEE= 0| A &S "Elasticsearch 2A{"4 Y& L|C}

IHH| S 7H2E

CHS 7HAI=E oiE 7H2E 7t =& E LT

QEHE: ARk E4d:
Elasticsearch Cluster(Elasticsearch |2l A 0|A S2{AE LE|PLE 0|2 22{AE AMEj
S AH)
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QHHNE; AlEHKL}

Elasticsearch Node(Elasticsearch  H{|QIAHO|A 22{AE ES =E ID

Jm
8 o

o8

L) ESLEIPESLE

=M &

=7t 2= HOIX|oM &S 5 "X "UAFLICE

Flink Data Collector

Data Infrastructure Insights= 0| HIO|E| =&7|E A3t FlinkOl|A HIEZS T gtL|CE.

=

1.

. 0| H|o|E| £=&7|0l|l AtEE Agent Access 9|§ MEHSHLICEH Agent HM|A 7| * HE
{=

2EMN > 27| * oM * + Data Collector * £ 22!BtL|C}. Flink & ME{BIL|CE.
Telegraf 0| ET} AX|El 2F A EE= SSUFS MEISL|CH

=T & AgentE 0% BX|SHX| UL CHE 2F HIH| E= ZHZF0H Chet AgentS 2X|5I2{H X HA| £
S25to X ES ELITofo[HE 2K,

= % = |_6|-O:| AH Agent OHk"A
7|18 F7te &= USLICEH 2 A: OS/ZHELEE H|0|H 7| 218352 = 20T CHE of|0|HE AMA

71E AHEBIHHUAIL.

. 24 S0l w2t BlolE| 27|12 FABLICH XIS BI0lE 2T AFBsHs 2% MRl EE STl Yuof

o

2t ChHELICE
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M
=

é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

x~
(=)

MA| Flink BHZO|= CHS A Q47 TEHEIL|CH
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JobManager: Flink 2 A|ABIRIL|CH Y& 2| TaskManagerS 5783.:. LIC}. High Availability &0l A A|AEOf
JobManagerZt & 7l 0|4t U&L|Ct. TaskManager: Flink HAXHE MEist= QX QILICE Flink E2{1012
Telegraf2| Jolokia 22{1212 7|20 2 BL|CH 2 E Flink 74 240N MEE £EstE 2F Atetnt 20| JIMXE
2E 7Y 220N JolokiaE Sl #+4 U L =5[0{0F BL|CL.

=
42 Flink HH 1.7.08 7|E2 = JHUE[A}ASLIC

Z27|0t 0j0|HE 87|

—_— O

BENE H 249 B Jolokia HO|ME JAR Ot HH S CHRZEsHOF SL|Ct off CHolf E|AESH T
WASSRILICt"EZ7|0} 01|0|IJE 1.6.0"

o
—

of2l X|&lof| M= CHR2ZE$t jar IH (jolokia-jvm-1.6.0-agent.jar)0| /opt/Flink/lib/' {IX[ofl LTt Zt&TtL|Ct.
xtof Ba| X}

JobManagerE 45104 Jolokia APIE EA|SIHH L E0f|A CHS & H4-E ANt CHS JobManagerS CHA
AESHAIAIQ.

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar—port—8778 host=0.0.0.0"

EE7|0IE It CIE EEE MEig & JUSLICH (8778). EEI|0E &IJ| {8t HE 1p7t
A= 8L "E—'.:— K" 0.0.0.08 AHAQ 1PZ CHAIE £ UASLICE.

T N O] 1P= Telegraf
S{TQ0I0| M HMAT £ U0{OF THLICE.

[

ey 2elxt

Jolokia APIE &5 TaskManagers 76t H L E0|A CHS &t HaE HH S CFS TaskManagerS CHA|
AlZtsHoF gLt

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar—port—8778 host=0.0.0.0"

EE7|0IE It CIE EEE MEig & JUSLICH (8778). EEI|0E &I7| {8t HE 1p7t
UFeE F2 "E-'|:— WK™ 0.0.0.02 XiAle| 1PE CHAMEY £ /UELICH. O] 1P= Telegraf
S2{IQ10 M HMAL =~ A0{OF SL|Ct.

1}

IHH| S 7H2E

CH i A2t sliE 7H2E 7t == E LI
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2.

- 7 HAOf 2 HolE &7 E g

IS5HX| gAAHLE CHE 2F MM EE= S F0 thet AgentS EX[5H2H X|& HA| £

—f—ﬂ% Agent% OI'J£| .AE LS AN

225104 X|& S FELTofo|HE EX]".

O| Ci|o[Ef =& 7|0fl A& Agent Access 9% MERILICY. Agent M| 7]~ B ES S2I5t0] M Agent M|~
718 7f8 & UBLICH 29 Al OS/BAZHE Clo|Ef 27| TSI Z201Bt T2 O0ITIE M

7|12 AFESHAIL.
LIt X|E2 HIoE =&l AtE3h= 2 MH = S3ZF2 R0

2 CHEL|Ct,

Hadoop Configuration

Gathers Hadoop metrics.

Meed Help?

What Operating System or Platform Are You Using?

& Ubuntu & Debian
Select existing Agent Access Key or create a new one

Dhefauit (A0S ec-ddch-4404-077h- 71203181 ad3) - + Agent Access Key

*Please ensure that you have a Telegraf Agent inyou environment before configuring  Show Instructions

27


task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html
task_config_telegraf_agent.html

Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

A4F
MM Hadoop #+&0|= CHe 4 @471 ZeEL|CH

* NameNode: HDFS(Hadoop Distributed File System) 2% A|ARIQLICt Y& DataNodeE E=™RILICE
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* Secondary NameNode: main NameNode0]| Ci$t & H YL 2 IL|Ct. HadoopOl|A= NameNodedi| CHet
DT2DMO| X522 £HE[X| &&LICH Secondary NameNode= NameNodeO|A| HEE £Est0] Lo of
A O|EEY £ JALFE FH|TL|Ct

* DataNode: [O|E{2| &1H| ARXFILICE.
* ResourceManager: ZEE 2F A|AH(YARN)QILICLH L29| NodeManagerS =& gL|CH.
B2

* NodeManager: 4% A XL

* JobHistoryServer: 2& &) LHY 23 @XM ALt

Hadoop Z2119!2 Telegrafo| Jolokia 221912 7|8tO 2 $tL|Ct. 2= Hadoop 714 QANM HEE $E8H=
27 At 20| IMXE 2E 714 2A0)A JolokiaE Sl 714 3! .- =E|0{0f SfL|Ct.

SN

- O

Hadoop i 2.9.28 7|ZQ2 T40| e AesLict.
8% s
Z27|0L 00| HE 87|

HEHE 78 249 Z2 Jolokia H[O]HE JAR It H{H S L2 2 =00 RfLICE. of ol B AESH HH2
WASYILICE"EZ7|0F 0f 0] E 1.6.0"

otz X|ZoA = CHRZE3E jar IHY (jolokia-jvm-1.6.0-agent.jar)0| '/opt/hADOOP/lib/' I X0 QT 7P BHL|CE,

NameNodeQIL|C}

Jolokia APIE - £35I=5 NameNodeE T435t2{™H <Hadoop_HOME>/etc/Hadoop/Hadoop-env.shdi|A| LSS

28 = AFHC

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

Secondary NameNode®!L|C}

H X NameNodeE #45t0{ Jolokia APIE HEA|5t2{™ <Hadoop HOME>/etc/Hadoop/Hadoop-env.sh0|A| CtS S

Y = ASLIC
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode S MEHEIL|C}

Jolokia APIE &3} % DataNodesE +#45t2{H <Hadoop HOME>/etc/Hadoop/Hadoop-env.shOi|A| CtS S

gFE 4 YL,

AN

export HADOOP DATANODE OPTS="SHADOOP DATANODE OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.

ResourceManager £ Z22!gHL|C}

ResourceManagerE #4510 Jolokia APIE = £5}2{™ <Hadoop_HOME>/etc/Hadoop/Hadoop-env.shOi| A

LS 48 = ASLIT.
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export YARN RESOURCEMANAGER OPTS="SYARN RESOURCEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote
-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p

assword"
You can choose a different port for JMX (8003 above) and Jolokia (7803).

If you have an internal IP to lock Jolokia onto you can replace the "catch

all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManagerE & ZstHA|2

NodeManagers?| Jolokia APIE = &4tEE #45t2{H <Hadoop HOME>/etc/Hadoop/Hadoop-env.shoi|A{

LS 48 = ASLIT

export YARN NODEMANAGER OPTS="SYARN NODEMANAGER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote
-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p

assword"
You can choose a different port for JMX (8004 above) and Jolokia (7804).

If you have an internal IP to lock Jolokia onto you can replace the "catch

all™ 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

JobHistoryServers X ZstiA|2

JobHistoryServer?| Jolokia APIE EA|SIEE 745t2{™ <Hadoop_Home>/etc/Hadoop/Hadoop-env.sh0i| A

ChE2S 48 = ASLIT
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service

4%

Telegrafe| HAProxy E2{1212 HAProxy S4| X0l 2| =gfL|Ct. o] 82 HAProxydl| LHZ=|0f QX2 7| &2
HSE X = LELICH HAProxySE &83tstH Het2 XA & 4= Y= HTML 280| =E5[AHLt 2= HAProxy
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S2HM:
HAProxy & 1.1.9.40] 2} 1A 0] JHE &[S L|CY.

23

EAE gdststa{™ XA A2 AHYS /= havproxy URLS AHESH0 haproxy 14 If

MM FOll TS 22 F7I0HAIL.

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

L2 7 7150 28 & ZHEer 7+ ohe of LIt

—_ —_

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms
timeout server 50000ms

frontend http-in
bind *:80

default backend servers
frontend http-in9080
bind *:9080

default backend servers 2

backend servers

server serverl 10.128.0.55:8080 check ssl
server server?2 10.128.0.56:8080 check ssl

backend servers 2

server server3 10.128.0.57:8080 check ssl
server server4d 10.128.0.58:8080 check ssl

verify

verify

verify

verify

none

none

none

none

o]
=

(=}
=

XIS

[ — |

1 'defaults'
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) - + Agent Access Key
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

Reastart the Telegraf service

© 00 O

23
HEE oM &2 JUM AEA S AFLICH

WA S FH2H

CHS 7HAI=E oiE 7H2E{ 7t =& E LT
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service

a3
Kafka Z211212 Telegrafe| Jolokia 211212 7|22 BiL|Ct 2 E Kafka EEHERE HEE +Tl{0f ot=
2F At 20| IMX= EE7(0IE Soll ZE 74 Q40 cish 4 5 .- =E|0{of gfL|Ct



Kafka ™ 0.11.0.20]| 2t 72 A0] JHY |} S LT,

| 2= X|&2 Kafka ©X| 2IX|7t ‘/opt/Kafka'2td 7HHRILICEH EX| /(XS BHYSIEE of2 XIHS =Y +
I

Z27|0L 00| HE 87|

Jolokia 00| E jar It 0| QL0{O} t= "CHR2 2 EE|UELICHHEQLICH AlE CHA HEM 2 E27|0} of|0|ME
1.6.00|A&LICE.

otz X|Z M= CHR2ZE3H jar IHY (jolokia-jvm-1.6.0-agent.jar)0| ‘/opt/Kafka/libs/ 2 X|0f] ATt 7 BtL|CH.

Kafka Brokers2|

Kafka BrokersZt Jolokia APIE A2t E F45t2{H 'Kafka-run-class.sh' & HIE 42|
<Kafka_home>/bin/Kafka-server-start.shOll A Ct2S F7He 4 UELICE.

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0

-Dcom. sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=$RMI HOSTNAME

-Dcom. sun.management . jmxremote.rmi.port=$JMX PORT"

?12] 0= 'hostname -'E ArE3}0{ 'RMI_HOSTNAME' & tH-E H&ESH= ALICEH 62| IP A|AR|A RMI
Aol BA U IPS LS| S8 of Mxe wsof gt

JMX(?1 9999) & Jolokia(8778)0f| CH3H CHE ZES MEE 4= JASLICE E27|0LS 7| flet iF IP7t U= B2
"5 FHX]" 0.0.0.02 A2 IPE CHAIE £~ JELICE O] IP= Telegraf S2{IQI0IM HMAZE 4= A0{OF Lt
I. 235

QIE 2 |t = AL '-Dcom.sun.management.jmxremote.authenticate=false' M2 of o= ASLICH
Afﬂoﬂ ME2= 22 AKX 2L

HH| S FH2H
CHS JHAIet s 7HRE{7H SR ELICE

QEHE: ML £4:

Kafka HEH S2{AH UHYAD0|A HEF LE 0|§ LE IPYLICH

=M &

=7t 2= HOIX|oM &S 5= "X "UASLICE
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Kibana H|O|E{ %! 7|

Data Infrastructure Insightsi= 0| HIO|E| =& 7|E ALE350] KibanaOllA H|E2IS & gtL|Ct,

X

1.

o

=M > 27| * oM * + Data Collector * & S&/LICt. KibanaE ME{FLICH.
Telegraf O O|MEJt HX|E 2F MM E= SAHES MEHRILICE

=T & AgentE OtE| HX|5HX| Q4UA7LE CHE 2F MIH| = S F0l| Chet AgentE BX|5HHH X|& H#A| £
S2I5to X ES ELICHofo[HE 2K,

tod AH Agent Al A

O| Hlo|E] =& 7|0f| AtEE Agent Access 9|§ MEHSILICE Agent °”*1|* 7| *HES 286
Hie Z200 CHE Of|0|HE HM[A

7|1E F71e = USLICH 2 A2 OS/ZAUZEE HI0|H £TV|E 1E3t5H
7|1E MESHIAIL.

T4 eHAof w2t HiojH /7S FEYLICH XIE2 HI0[E +=Hoi| Ar8st= 2F MA £= S ES R0
2t CHELICE.
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

28
HEE 0|M 32 "Kibana HHA"$ JALICH

0| 5 7H2E

Ch2 JHAI2t slie 7H2E 7t == E LI
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QEHE: A} £4: CIO[E 24

7|HiLt HJAHO|A FA LEIPLE Ol HAE ME SA ™S & 2o & ALEE
X 2 SHAZHHA
ST AIZEZ[CH 7tE A2t

=M &

=7t 2= HOIX|oM &S 5= "X "UASLICE

Kubernetes Monitoring Operator &X| 3 714

Data Infrastructure Insights= Kubernetes Z&M & ¢|ot * Kubernetes Monitoring Operator
* & MISELICt Kubernetes > Collectors > + Kubernetes Collector * 2 0| F5t0{ Al
AMXIE F=eLICE

Kubernetes Monitoring OperatorS A X|35t7| Zoj|

"Ea 74 24"Kubernetes Monitoring OperatorE AX| L= g 2{|0|=517| Hoj| HBME HESHIA|IL.
Kubernetes 2 L|E{E 2K} AX|

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemetes Operator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..wEMdM) A e AR Ml Production Best Practices @

Installation Instructions Mesd Help?

Please review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernstes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

clustername netapp-monitoring

o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes a unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
operator-secrets.yaml - Create secrets holding your AP key.

s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

KubernetesOl| Kubernetes Monitoring Operator 0f|0| M EE MX|st= CHA:

=
1. 1Qst 22{AH 0|5 8l H|YAL0|AE =BILICE 0| Kubernetes 2FXIS| AL ¢ 12{0|= S5%t
Z2{AH 0|21} HUAAHO|AE AMZTILILCE
2. 0l2{3t LHES YUHSIH CIREE HH AL|HIZS SEECE| SAFE £ JSLICL
3. ALIHE bash_windowd| 20 ‘@11 MEHBIL|Ct QIH|0|E MX| TtUO| CHRZEEIL|CE ALTo= T1R%t
7|7t QIO 2447t SOt 9B 3*L-|Ef

4. NEXFXIF el 2EXE2|7} s AR MM 0[0|X| B ALIMES HARIO] _bash_shelloll £0f ¥
AT O[D[XIS 7R 2 el HEA0) BARILICH SAst 1 % B0 2EE RAIB10} SLICE

— = 1T

operator-deployment.YAML_2| ZZ2} operator-config.YAML_2| Docker 2|ZX|E2| ¥H S AC|0|ESL|CS

O. Mt F@ IEA E=JHel 2| EX| 22 BFa 22 A8 75t 74 S8 S HERLICE of et XME LiI8S

H—= O
g_lo A ||__I_]_A-| 2A:|ll0|AL|E|_

6. ZH|7} =|H kubeck Apply 2L|ZE SALSI D CH22E0t CHE AW

(o]

td Operator £ H{ZgfL|C},
7. MX|7t XAt 2 TIHELICH b2 5| H Next THEE S=lgfLC.

8. MX|7 A=EE[H Next THF=E S=IBtLICH Bt _operator-H| 2. YAML_II U S AX[SHHLE QHHSHA| HEHSHYAIL.
LEANE AE%ts 32 HEE ZEAE #805t= SYLICIASLIM.

MEX X 2| ZX| 227t A= ER FEE AMEA AE/Z 208 Docker ME 24 AHEAHSFLICE
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Kubernetes ZL|EE 7148 @4
Data Infrastructure Insights Kubernetes Monitoring2 4| 7tX| 2LIE{Z 724 QA2 O|20{H JU&LICE

* S2AH HEYLIC

°
=

m
Hu
|
’r;
] m
=
s

gLt EF =870 74 247t
Zo| =&719 "Ml 7tX| H" Ml w0l A

2ol M8 1M 4= Zt Kubernetes Collector0f| CHdH 7| 2X O 2 &M 35tE
TIQSIX| etctn ZH$H AL * Kubernetes > Collectors * 2 0| St 3 5t
_Modify Deployment_& MEiSHO] H|gM3te o~ UELICE

of
Q

r $0

NetApp / Observability / Collectors

Data Collectors Acquisition Units 0 4] Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ [l GG N C o (YTl = Filter...

Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated @ 1.1540.0 O 13470 @ 11620
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B

oom-test A\ Outdated © 1.1555.0 N/A (i ] l.@ BodiviDEplovient

StHO= 2 718 40| ol SEj7t BAIE|H 2Rt B2 8 Collector0f| thet 714 245 HIZ gLt
stMstel 4 QISLICT
= O =T Mg .

£ kubernetes MOdlfy [)eployment

Kubernetes

Cluster Information

Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online

Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis
Cancel

X|4l Kubernetes Monitoring Operator=2 & 12{|0| =5t A|2

[EEENLEN - )

MONITORING_O| Ol A2 sl W[LADO|AE CHAIHLICE).

7| & 23Xt &H AgentConfigurationO| ZxH5H=X| 2HQletL|CHU|QJIAH|0| AT} DEFAULT_NetApp-
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-
configuration

=

AgentConfigurationO| Us EL:

* ARELICE7|E 2m[0|E{of Cigth [+ 22| 0]H

o Z| &I AH[O|H O|0|X|Z 7t 2= SYLICIAREAL X 2| ZX[EE|E AHE3t JA=X| &l
AgentConfiguration0| gle Z2

* CllOJEf Izt QIAOIE 01|*1 QAE S AE OIS 7|FELICHUIYAHO] AT} 7|2 NetApp-monitoringO| OF:!
Z2 e HIYAHO|AS CHA).

kubectl -n netapp-monitoring get agent -o

jsonpath='{.items[0] .spec.cluster-name}'

* J|E 2EXe MAS ML (HQUAHO|ATL |2 Netapp ZLIEZO| Ot &
HIYAHO|AS CHA)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, @l H|H>> 7|& 22Hz|0|H
* <<installing-the-kubernetes-monitoring-operator, &X[SLICt>> XA HAXE,

° Y S2{AH 0|F2 AL
o XM 2K YAML DY 2 CHR2EE5H = HYILSHY| Mol agent_backup. YAMLOIA] HAE B E AFEX} HO|E

|
Ct2 2 =3t operator-config. YAMLO]| O AlSHAA| Q.

° Z[4 AH|O[H O|O[XIE 7IM 2= SYLICIMEA X 2| ZX|E2|E A5t A=K| =HelelL|Cf.

Kubernetes 2 L|E{2 2IH2{|0|E] ZX| 5! A|Z}

=

Kubernetes ZL|E& 2FXIE SX[6I2H CIS 2 MEMA L.

kubectl -n netapp-monitoring scale deploy monitoring-operator
--replicas=0
Kubernetes ELIEHZ 2YXE A&SIEH [I3E2 MEHAR.

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

MA S
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Kubernetes Monitoring OperatorS H|7{&tL|Ct

Kubernetes Monitoring Operator2| 7|2 U AH| 0| A= "netapp-monitoring"2LICH DRt HYAHO|AE Mt

B2 ol2{t HPAmo|A Bl RE 4 T 5 Oh 2 CHAHL|CE

— T 1 OO X

Cts S AES0] ZLEE AMAtel £[M HEE HAHE + ASLICH

kubectl
kubectl

clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa

-n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
-n <NAMESPACE> delete

-1 installed-by=nkmo-<NAMESPACE>

SLEE 2 A T E HIFAHO| A0 BEE 2 HIYAHO|AS AL

kubectl

Mo FHFHo| r2|AAE HAE 4 glErsS tiEerH OE XIE mer ZLEE AMXRel o

delete ns <NAMESPACE>

HTS AL

Cle oae &

0O ocoo= I—

A LICE. 0[2

kubectl
kubectl
kubectl
kubectl

metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role

<NAMESPA

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-

Moz HABILICt oIz AX[of w2t ol2{st HE T L= VHNIE XS = S HAIXIE St

o HAIX[= FAISH = E LT,

-n <NAMESPACE> delete agent agent-monitoring-netapp

delete crd agents.monitoring.netapp.com

-n <NAMESPACE> delete role agent-leader-election-role

delete clusterrole agent-manager-role agent-proxy-role agent-

CE>-cluster-role-privileged

binding-privileged
kubectl delete <NAMESPACE>-psp-nkmo
kubectl delete ns <NAMESPACE>

-

Hob A E H|of =210] o]0 HHE E<2:

kubectl delete scc telegraf-hostaccess

Kube-state-metrics &

NetApp Kubernetes Monitoring Operator= CHE QIAR AR ZE2 T|5H7| {6 1

AX[gct.

0

St kube-state-metricsS

—
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Kube-State-MetricsOi| CHSt X[M[SH LHE2 £ "O| H|O| X|"&t RS A| L.

Q0|8 FEIAEXL XH

Of MM M= 2Bt FEE AEA XIFGSHAL, ZEAE ALESHALE, MAEX XIE = 72! Docker 2|ZX|E2|E
At838tALE, OpenShiftE AtE3t= Yo tigt HEE S LIt

28 8

7hE MO 2 M=l M™M2  AgentConfiguration_custom Z|AANA T 4= QIELICH EXHS HIES}H|
Hofl _operator-config.YAML_file2 T&SIH O] 2[AAE HEY £ JYSL|CE o IiAol= =M X2[E X o7t
TS O] QELICH A HEQ| AHLMXLE o EEZ "ALE Jhsoh AE"HESHAIL.

Ct2 BES ALESH0] AMALS BiE S 20f| 0] 2[2A S WS = ASLIC

kubectl -n netapp-monitoring edit AgentConfiguration
HHEEl HFHO| 2FXIL AgentConfigurations XIASH=X| EHQISIEH CI2 BHS AAMSILICE.

kubectl get crd agentconfigurations.monitoring.netapp.com
"ANHOM 2E 2 (NotFound) " HIAIX|I7t EAElE= HS AgentConfigurations® AMESI2{H
MK HMIE HIzf|o|=dHoF fL|Ct.

LEA XS FYst= SYULILE

Kubernetes Monitoring OperatorE &X|5t7| /e HI'HENM ZEAE MY = Y= F fIXI7t ASLICE of2{st
ANABI2 SUSHALL o] TEA| A|AMY o~ JUELICH

© MX| ZE ALIHS HHSHE SCH("curl" AFE) ZEAIE A0 ALITIO| HEE|= A|AEIS Data
Infrastructure Insights 2tZ0f| &1 ZsH0F SrL|Ct
* Data Infrastructure Insights 2t S4I5H= o] 2ot TEA|QL|CH
0| F6lLt L= & BR0| T2AE AE8HE ZEL Kubernetes 2 ZL|E{S MX|5l2{H HA| T2 A|7} Data

Infrastructure Insights 2t21t 41 & YL E FME|J =X Qlsiof FLICH TEAZF JD 2FXE HX|SHHE=
MHE/VMO|X| Data Infrastructure InsightsOll HMAS = U= FL TEA|J HHE LMHE DAY 5+ ASLICH

Kubernetes 28 ZL|EE AX|St= Ol A== TS A2 B2 OperatorE AX[SH7| FOf
_http_proxy/https_proxy_environment H£5 M| f. B OEA &H0A= _no_proxy &4 HEE
MEOL & AE USL|CE

Ha-E HXN6H2{H Kubernetes Monitoring Operatorg A X(517| * Mol * A|ARIOA CHS EHAIE £ESHYAIL.

1. HXY A2 XI0|| CHEE https_proxy_and/or_http_proxy_environment 45 A& etL|Ct

2 32 IEA0| AZ(AHEXt 0|5/2f=)0| Gl CHE HHS HATLICE

_m

export https proxy=<proxy server>:<proxy port>

28 32 ZEA0 AB (MEX 0|F/Y=2) 0] A= R O IS HALIL.
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export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes 22{AE{7} Data Infrastructure Insights 2t2 1t E4ISH= O] AFE[= TEAIQ AR 0| RE X[HE 22
$ Kubernetes Monitoring OperatorS A X|gfL|Ct,

Kubernetes 2 L|E{Z! HAXIE HHILS}EY| FOf| operator-config.yamlt| Al AgentConfiguration2] ZTEA| MM S
TAgLCE

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>

password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

AEX} XM EE= T210[Hl Docker XMZEA ALE

712892 Kubernetes Monitoring Operator= Data Infrastructure Insights X{&A0{| A ZiE{|0|L4 O|0|X|E
7FMELICE Kubernetes 22AEE LI CHEQZ AFESID 1 31T SHAE I ALEXL X E= Z20[8!
Docker X &4 E= Z1H[O| XA EZ|0[A Z1E[0| O|O0|X|2tE It REE 71 El A, Kubernetes Monitoring
OperatorZt Z L%t Z4E0[L0f| CHot HMAE FedsHof LT,

NetApp ZL|E{Z 22|0[E MX| EfZ0|A "0|0|X| & AL|T"S HAHBILICE O] A2 Data Infrastructure Insights

XMEA0 23215t 2FXe| 2E 0|0|X| Z5ME2 72 CH2 Data Infrastructure Insights K& 201 A
E0I2ELICE HIAIX| 7} EAIEH MBS E 2[ZX[E2| YA d=E L= SSL|CE o] HH2 M 7|52 Eesto]

O O - —

QI{Y|O|E{7} AF2St= P E 0|0|X| S CHRZEBHLICE 0[2{8t O|0|X|7t AFRE|= 7|52 O E EZSHUAIL.
SHAl 2Kt 7|5 9 Kubernetes 2 L|E{Z

* NetApp - ZL|E{Z
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* ci-kube-RBAC-ZEA|
* Cl- KSMS EZESHMAI
* Cl-4g|aetx

* distroless-root-user.(A2| §i= FE AI2X}
O|HIE 21

- CIBRAE H|E

=T o= H=

* ci-cubernetes-event-exporterS 2|0|&tL|C}
HEQI d5 o
* CI-NET-ZHE X}

2| At MAof 2t 2F Docker O|O|X|E Z2t0|8l/2Z/AME{Z 20| = Docker MEAE U0 EELICH 2|ZX|E2[0f
U= o|2{$t o|O|X|of CHEH O|O|X| E§2 2} C|2E{2] ZZ7} Data Infrastructure Insights 2| ZX|E2|0| Q= 00| X|2}
UX|SH=X| gtolgtL|Ct,

G HHEOA 2LER - 2} HIEZE HELLICHL YAMLE HMESI 2 E 0|0]X| HEE +=H5t0] 712! Docker
1&*5 AMESHIAIL.

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

operator-config.yAMLOlI X AgentConfigurationg &5t MZ& Docker MZ& A 2[X|E BHHSHMA|2. 7!
2| X|E2|0f| CHEE A |magePuIISecret§ TLSLICEH XtMISE LH2 2 https://kubernetes.io/docs/tasks/configure-pod-
container/pull-image-private-registry/ X5t Al 2

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift X| &

OpenShift 4.6 O|40|A Al =0l AL operator-config.yAML_0| Al AgentConfiguration2 T &l }0
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_Privileged_settingS 2-A%}sl{OF HL|Ct,

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes

runPrivileged: true

OpenShift= Y& Kubernetes 74 240 CHot HNAE Xt £~ = +F £2 o2 7o £ JUSLICL
oAt HES = = USLIT

NetApp-Cl-Telegraf-DS_,netapp-ci-fluent-bit-DS % _netapp-ci-net-observer-L4-DS_Demets= 2 & = =0 A
HIO|E|E SHIEA| T3Bl7| o) SHAES| BE 20| PodE o|fsljof FLICH 28Xt= & YT YR *HES
A+ IS FULIASLIC, eSO MEH K HOIES 2usio) BE SO Pod7t AE|X| RES M

SHE! EISLEO ChE * S2i2(0]4 + B MM + ASLICPATE 24 04", B2IAE(] RE kS0 ARAl
S eRE HEt o SEX HEE o 8 ANE A 955 SEH 250 B2t 68 O 1el0} BLILk

o= o =2oc= =
KubernetesOi| CH3H "2 1f LHFRIL|CHAEM|S] LOEMA|L.
2 EO0IYL|Ct " NetApp Kubernetes 2 L|E{Z! QI{|0|E{ A%| * H0| X|"
H| 2ol CHSE &0 Abgt
Kubernetes EL|E{Z 2FX7t 2HAE FAQ HLZ = =+ Y= HetS MASHH HX|5H7| Hof| _operator-

setup.yaml_file Ol A Ct2 2[AA S AH[SHYA| L.

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

P2|0|=Q! B SHAEM 2|AAE APH LT

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-

clusterrolebinding

HE 2M0| 2t M3tEl A2 AgentConfiguration_or_operator-config.yaml_E &5t HZ 22| MMo| FM S
siH|st A 22| MM of2iol kindsTolgnoreFromWatch: "H|&™ £ Z&HA|ZILICE O] B0 2202 HEL}
ZUEHO| EX 9 !|X|E gelgtL|Ct.
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# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",

"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'
Kubernetes D L|E{Z 2FX} 0|0O|X| AH =t0l

28Xte| o|0|X| 2! HiZESH B E 2t& 0|0|X|= NetAppOil 28 MEELICE Cosign =7 E AFESHH MX|St7| Hof
O|0|X|E 52 Z &QIStHLE Kubernetes £ ZIEEZ{E MY & JSLICH XHM[TH LHE 2 E "Kubernetes & A
"EZSHAR.

O[0|X| MEZS flst= Ol AEElE 37 7= _ = At 2K} 0|0|X| S 7He! M0 HZESHYA|L. > 0|0] |
ME 37 7| _of ZLIHE 2AF &X| EtZoM ArEE = AL

Q
1. Image Pull Snippet(0[0|X| 7k 27| AL|Zl)S S AFSHo] AdetL|Ct

2. HA|X|Z} LIEHLIH 2| ZX|E2] 2%

3. O|O|X] ME =74 Z1(Cll: dii-image-signing.pub)E X Z&gfL|Ct.

4. TMRIS AHESHH] S HARILICE CHS BARI AL

$ cosign verify --key dii-image-signing.pub

--insecure-ignore-tlog <repository>/<image>

Verification for <repository>/<image>:<tag>

The following checks were performed on each
- The cosign claims were validated

o€ HxSHHAIL

-—-insecure-ignore-sct

:<tag>

of these signatures:

- The signatures were verified against the specified public key

[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image":
:"sha256:<hash>"}, "type":"

signature"}, "optional":null}]

digest"

Hot= ol M7t 2l

Kubernetes Monitoring OperatorE &
ZSLCh
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Kubernetes 7 =51} o2t Al = AE2|X| ZHX| 7t
SFO| M 3/HZEO| HAIZ[X| F&LICE LH Kubernetes
d 2E2 AEZX] MHQ SAE 0|E2 ARSI

+dELct

E0901 15:21:39.962145 1 2|Z&lE.go:178]k8s.io/kbe-
state-metrics/internal/store/builder.go:352: * v1.5E0]|
A& LICt MutatingWebhookConfiguration:
MHOM 2™ El 2|AA E0901

15:21:43.168352 kls.tu20.tu2352:
revm.u2352.u2352.u20.testimeu2352.u2n.u2352.u2o0.
u20.u2352.testime-ve-v

Telegrafe| 27 H|A|X|= CtS 2t FAFSHK| 2t Telegraf7t
Al ZHe[0 M EILICE Oct 11 14:23:41 IP-172-31-39-47
A ARIM]: 221321 7]8F MH 0[0|HEE AlZSHH
HEz=ZS I A= xDBo| 20gfL|CH 108 1Y
14:23:41 |IP-172-31-39-47 Telegraf[1827]: time="2021-
10-11T14:23:41Z" level=error msg="7{A| C|HEE|E
L= X| 2} ELICL. /etc/Telegraf/.cache/snowflake,
err:mkdir/etc/Telegraf/.ca che: #$10|

HEE| R} ELICE\n"fe="gosnowflake.(*
defaultLogger).Errorf" file="log.go:120" 10& 11:23:41
IP-1118-117-117-117-118-117-117" 27

PN =[A}SLICE open
letc/Telegraf/.cache/snowflake/OCSP_response_cach
e.json: no that file or directory \n" fc="gosnowflake.(*
defaultLogger).Errorf" file="log.Go:120" Oct 11:41 IP-
31-39-11:21:114:118-427:114:117-118-114:118-427]
22T 1.19.3 A[&

LSS Aol EMAIL.

7|Z& Telegraf H|O|MEE X|H3t CtS %4l Telegraf

00| MEE CiA| MX[St= THAIE [HELILCE Telegraf HE
2.0 O|A2 At2 Z0|1 Kubernetes 22{AE AEZ|X|E
Data Infrastructure InsightsOf|A| S S =

LB 2l OF ShL|Ct.

0|21t HIA|X|= Kubernetes HZ 0| 1.20 0|2t AL
kube-state-metrics ™ 2.0.0 0| &2 Allist= A0
2 = USLICH FHYE|A HES Ho2{H:
_kubbctl version_kubbe-state-metrics HH™:_kubbectl
deploy/kube-state-metrics-o
jsonpath="{..image}'_O|2{gt H|A|X[7} 245t X| QE==
AF2XH= kube-state-metrics &S A1 LIS
LallaseE H|Z Mot
UELICt._muthookconfigurations_webhookconfigurett
al_configuretedconfig_webvalidateCLI_webvalidateus
etausetausetauseusetausetauseuse 2| A =
certificationesigningrequests, configmap, crontobs,
demonset, H{E, 28 £H XICEXS3T|, A 2
reflodritranges, namespaces, networkpolicies,
nistentvolumes, persistentpersistent volumes,
podin®i|4t, replicatingfasts, repliceters,
replicatingreallets, replicets, replicets, repliceties,
replicenets, replicatingreenets, replicets, replicenets,
replicets, service.networksets, service.sets,
service.sets, vistenets, visteneties,
replicaturies.networksets, service.sets,
reseties.networksets, replicaturies, inations,
replicaticaturies, replicaturies, replicaturies, inations
validingwebhookconfigurations, volumeAttachments"

Ol= 2% EMYLICt. "0] GitHub 7[AHE
HZESHIA L "XINBE LHE2 S HZESHIAIL. Telegraf7t

A Sl FR Ar8Xt= 0|2t F HAIX|E FAIE £
A LT
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KubernetesOl|A| Telegraf Z=7t "mountstats M & X2
% 22: mountstats IL S EX| ZHSLICL.
/hostfs/proc/1/mountstats, 2F:

open/hostfs/proc/1/mountstats: AFE
HEEJELICL" T E EngtLC}

Asto]

| I N

KubernetesOl| A Telegraf ReplicaSet Pod7} CIS 7S
HSH|CE inputs.prometheus] [E2] 1921 2F: keypair
/etc/Kubernetes/PKl/etcd/server.crt:
/etc/Kubernetes/PKl/etcd/server.key: open
letc/cubs/piletcd/server.crt: o2 It L= CIZE2| Tt
iELCtH

PSP/PSA &tZ0|

AgLICL o] 2X7F 2L EE
Q2| O[E{0]| H| He

=
kS O|ELt?

o

QOB E B EStH= O Z2H|7F 2D PSPIPSAS
ARgsta AL

&2 4 9iths

grep -i psp(OtF A= S EAI5H{of &

o|2{¢t @F = AEXH X E= M & Docker

2| ZX|E2|7} Y1 Kubernetes Monitoring OperatorZ}
ofiet 2| EZX|E2[E HMCHE QIAISHEE OF&l £ MSHX| g2
A LIEFE 4= JESLICEH KtM[S| 27] AFXE X|- /712!
MEA Y ™ML
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LSS Aol EMAIL.

SELinux7t BE =0 1 2 HEE|= A2 Telegraf
7t Kubernetes = =2| /proc/1/mountstats IH Of|
N ASHK| R 4= USLICE O] Miets siESHH
agentconfigurationE HMESIL runPrivileged 882
2HSISHA 2. XHMIE Li82 £ "OpensShift X| &
"EIRSHUAIL.

Telegraf ReplicaSet POD& OtAE{L} etcd 2 X[ ™ E
LEOM HAEEE A ASLICEH ReplicaSet =Tt
0|21t L. E F StLtof| A MEE| 1D QUX| O™ o]2{$h
QET} EHHBILICE OtAE /eted = =0l 2X|7t UEX]
tolgtL|Ct, ptef O™ CHH B3| 2T ReplicaSet,
2| J2tZ-RSOH| 2Rt LM S FII0tCE o S
ReplicaSet...kubtl2 T™Z5t0 RS Telegraf-RS...&
MG Atol| Aot LiFE S FotefL|Ct O3 O
ReplicaSet LEE CHA| A|ZFghL|CY,

Kubernetes 22{AE{7} PSP(Pod Security Policy) EE=
PSA(Pod Security Admission)S M £% AE{0]| A
Matig|= AR %A Kubernetes Monitoring Operator=
& 22j|0|=8HoF BfLICE T2 EHA|O] W2t PSP/PSAE
X otz oix Qm2|0|E 2 a2 |0|=-fLIC}. 1. ZX]
A o™ ELIEZ 2FXL: kubectl delete agent-
monitoring-NetApp NetApp-n NetApp-monitoring
kubectl delete ns NetApp-monitoring kubectl delete
clusterrole agent-manager-proxy-role-metrics-reader-
role2 22{AH HIQIY role2 A X|gfL|Ct BL|EE
2ERe| &4 HE YL CE,

1. kubectl -n <name-space> edit agent 2 ZHS
At85t0{ Of|o| HEE HESIL|Ct 'Hot - M - A2
AR E HAISL|CH O|HH| S1™H Pod E2F & 8l Pod
HOob AZE0| H|ZdotE| 0 27 Y 5= A}SLICEH
CS HHZ AMESt0] =HQIBtLICE. kubbtl get psp(Pod
Hot HMo| MAEAS S EAISHOF ) kubctl get all-n

<namespace>
"ImagePullBackoff" 257} EA|EL|Ct

SLEE 2 =00l 2X7F A= M 2HME
Hzxoi e EXE siZsts ol =20| £|X| gfaLCt



=H: LSS Aol EMAIL.

Lt o s YMSHALL 7|2 £ 7= X Operator H|QIAH|0]A 2| NET-observer(fI22E M)
2o 225t Al I C = CrashLoopBackOffofl QL&L|Ct

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs
<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

—-containers=true

Of2{st ZEE= HIER D 2t& 7%'—é§° et IZEE YW  Pode 2GR HIJATO|A(7|22E: NetApp-ZLIEH
ES *"'7|01| HYLLILE LSS Aol EHAIR. . )0[A HAZX|Z I2E W EE= Kubernetes HI EI0f
A HE HHEES &elst2H Pod & otLtel 2O CHEH UI0H= [O[E{ 7} B A|=[X] @f&L{Ct

2ol A| L. Off:---{"Cl-tenant-id":"your-tenant-id",

"collector-cluster":"your-k8s-cluster-

name","environment":"prod", "level":"error", "msg":"7}
A0 ATHRSLICH 09 7' M 3.10.00] 24 91'-*
7 4.18.0", "A|ZH":"2022-11-09T08:23:082Z"}------
Net-observer Podi= Linux 7{'d H{70| 4.18.0

0| At0|0{OF EHLICt. "uname -r" HHS AIR8IH 7L
HH S =telstn i HZT0| 4.18.0 O| &4 QIX| =tolghL|Ct

K8S 22{AE{Q| L E0f|M AlZt ™S StolstL|Ct M2t Operator U AH 0| A Q| 22 NET-observer Pod7t
A S OIo|E E1E 2{3lf NTP(Network Time Pending AfE{QIL|C}

Protocol) E£= SNTP(Simple Network Time Protocol)E

AF23}0 Agent A|AEIQ| A|ZHE S 7|3t5H= 20|

ZE5LICL

Net-observer= DemonSetZ, k8s 22{AE{ 2| 2t Kubernetes ZL|EE 2SXE ot 2=

LCOM ZEE MEBILICE « Pending AEHQI PODE  [inputs.prometheus] 2&: 22112101 M http://kube-

ghelstn CPU = HZ22fof Chet 2[aA 2H|7t state-

2st=X = "."; LICt =E0fM EestH2a| 2 metrics.<namespace>.svc.cluster.local:8080/metrics:g

CPUS *fﬂﬁa & AKX =elgh|ct et\http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics:d
ial tcp:lookube-state-metrics.<namespace>.svc.no
host cluster.local:no.local:no host.local:no.local:no

O] HIAIX|= YEtX o= M IH[0|E{ 7} HX|=[0] ! Z2{AH0| £X5t= Kubernetes CronJobsOil CHSH 0t

_Telegraf-RS_POD7} _KSM_POD7} 7t&%|7| 1101| HEZ T +F =X EELICE

A= ol mot HA|E |__||:|- 0|2{¢t HIA| XK= 2= Pod7t
Mc,i_lelﬁ SX|=|0{0F gLt
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Kubernetes H™ S 2HRIBLICHOY|: kubectl 28Xt K| F, Telegraf-ds Pod=
version). v1.20.x O[5t 22 O|= O &&= HIet CrashLoopBackOff2 ZIQjst POD 2=
ArtILI|Ct Kubernetes Monitoring Operator2t &7 "su:Authentication failure"S LIEHHLCE.

HiZZ Zl kube-state-metrics 22| A& v1.cronjobt

X|2IEHL|C}. Kubernetes 1.20.x O|5t0f| A= crontjob
2| A A7t vibeta.crontjobOfl YELICH [MH2EA kube-
state-metrics= crontjob 2|AAE A2 4 IELICE

_AgentConfiguration_Oll A Telegraf MM g MElst 1 Li Telegraf 210{| Ct2 1t QAISH 2F HA|X|7} s
_dockerMetricCollectionEnabled_Z false 2 HA|EILICE E! [agent] £220)| A= &5 LRI}
HATLICE RtASE LI 2 Z&AE " g4 HHHZHSLICE http: POST

"EERSHYAIRQ. AR "= OZ T "https://<tenant_url>/REST/v1/lake/injest/influxdb":
-name:docker  run-mode: -DemonSet ZHIAE J|ot ZIH(ZEI0|AUE. 8|1 CH7| & AlZH X3t
CHA|:-key:docker_unix_sock_placeholder o

unix://run/docker.sock... ...

_AgentConfiguration_0l|A| Telegraf MM S HEst D UL OHIE 270 i3t divedobject_dataZt & LICt.
increase_outputTimeout_= 10X= TRIBIL|CE XbA|St
LHEES ZEXE "4 SHEISIAIL.

9| 410 £

i

A=K "HEMEQUSIMA L. = H9| BLIEZ 2TXt Pod7t A F0l S 2 £
A=4|, StLtE netapp-ci-monitoring-operator-
<pod>0|11 CtZ StLt= monitoring-operator-

<pod>2IL|C}.

2023 10¥ 1222 E Data Infrastructure InsightsE X 2| Kubernetes O|#HIE 7} 0| 7| X| &4A| Data
AEXIOA E L2 MHIAE XB5H7| I8 2IXE Infrastructure Insights0i| Cet 21 E SEHUSLICE
MOMELICH HE AL S 2G| RENSH T HHEA| 7| &

HLXLE H|AELIC ANDE =4-0{0F BHL|CH A ZHX|E

TESHIAIR

rr

A
e

O|HIE LHELH7| ZEQ| O|ES HMSBILILCT grep event-exporter

“kubectl -n netapp-monitoring get
pods

58


https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html

=H: LSS Aol EMAIL.

awk '{print $1}' sed 's/event-exporter./event-exporter/"
"netapp-ci-event-exporter" EE= "event-exporter"0§Of
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log_file2 "/var/log/containers/netapp-ci-event-
exporter.log" iE= "/var/log/containers/event-exporter
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fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- Ivar/log/containers/netapp-ci-event-exporter.log

-

PEFRIDE CRA[ ZX[SLICHH & 25 HASE
L|C}.

0

22 Kubernetes ZL|E& 2IXIE "7 4"
t| CPU Y/ E= H2E| S E S2|MA|L.

2|AA BEEOE QI8 Kubernetes Monitoring
Operator0f| 2| =&l Pod7t Z=st= A2 2 &
USLICE

oue $O R
B mrre
rot

Of

O|O|X|7t ALt ZH2=l AHOZ 25l NetApp-ci-kube-  StatefulSet O] "I MEHRILICH M 2X|E sf| 25t
AEl HIE 2] Pod7} A|ZHE|X| QAL ZH| 2| X] RUESLICE =0l = NetApp-ci-kube-state-metrics PodE HH2ASHA|
O|H| StatefulSet0| ZTHE|T 74 1A AFZ0| NetApp- HE £ UZLICH

ci-kube-state-metrics Pod0f| X £|X| Qt&L|Ct.

Kubernetes Operator & 10| =& Al&Hstn TC HMEES 2502 AESIHAIL.
ErrimagePull(0|0|X|E 7}M2X| £&hE throwdt= £
NetApp-ci-kube-state-metrics Pod7} A|ZHE| K|

4&LICH

"O|HIE 7} maxEventAgeSeconds2 Ll Q2iEl Q2 Operator_agentconfiguration_2 +&3t11 event-
o 7| El" HIA|X| 7} Log AnalysisOf| Al L Kubernetes exporter-maxEventAgeSeconds(%|: 60s), event-
S{AEOf Chal 2HEE| D JASL|CH exporter-kubeQPS(%|: 100) & event-exporter-

kubeBurst(%]l: 500)& S7tAIZLICE 0|28t 7o Z40
CHet KMot 82 "4 S "HO|X| & HZESHIAIL.

Telegraf= &2 7tset HZ2E2|7t EFSICt= 20 = 7|2 2F MAH/==0|M Telegrafe| &2 7ts¢t 22|

S=0f cis ZaghL|Ct. Hets sEldA . dets s2|= 20| FM0| of! 32
NKMO agentconfigurationz}
set_unprotected_to_true_E #MgtL|Ct. J2{H
Telegraf7t 71 H|22| H|O|X|E Of|24SHX| A==
KIAELICH = s =E =7t ClATZE WHE 5 U7
20| 2ot (0| Erlet &~ UX[TH FHZI HR2[E
oot 4 ol= SHEuM MY o~ ASLICE
_unprotected_configuration &M0f| CHst XtA|st LIE2
" FH"HO|X|E EXSHIAIL.

59


https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/#forced-rollback
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html

ZA: OEs Az EMAI2.
CtS 2t RAFSt Telegrafe| A1 HIAIX| 7} EA|EILICE. W! Kubernetes 2L|E{2] 2HXIe| AL 0|23t A1
[input.diskio] "vdc"0l| CHSE C| A3 0|2 +2E £ AKXz L=t FAISHE ELICH E=
AELICE /devivde 27| 2F: T It £= C|HEZ|  AgentConfigurationOf| A Telegraf MM 2 ME st
_runDsPrivileged_E true 2 AXBILICt XIMT LIE2
£ "2nf2|0[E] 74 SMMTSAIL.
L fluent-bit POD7t CtE T2 Qlo Mujstn JASLICH S2{AEOA _fsnotify_settingsE HZASH EHAI2.
[2024/10/16 14:16:23] [ERROR] [/src/fluent-
bit/plugins/in_tail/fs_fs_inotify.c:360 errno=24] €24
A= mHo| L2 BELICH [ERROR sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take
note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>

Fluent-bitS CHA| A|ZFgtL|CE.

1023t MEE == MAIZ A0 Al |XISH{H
_letc/sysctl.conf_Of| TS &2 Y=isliof EL|Ct

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some
thing larger than current setting>

Z7t 2= H|o|X| EE= 0| M RE "X| "' Data Collector X[ O EE] A" JUGLICE

Memcached Data Collector

Data Infrastructure Insights= 0| G|O|E] =& 7|Z A3t Memcached0A HIEEIS
AXISH|C}.
T Hd

60


https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_requesting_support.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_requesting_support.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_requesting_support.html
reference_data_collector_support_matrix.html
reference_data_collector_support_matrix.html
reference_data_collector_support_matrix.html
reference_data_collector_support_matrix.html
reference_data_collector_support_matrix.html

2. £ & AgentS OFZ! HX|SHX| QiAHLE CHE 2F MA| = S0l Tt AgentS EX|5tHH X|& HEA| S
S5t X E S LT o[HE ZX.

215104 A Agent HM[A

3. 0| Hl0JEf 2T 7|0l A% Agent Access 712 MEHBILICE. Agent A2 7| * HIES 2
| £ ZL0[8t T2 o0 HE M2

7|12 x71e 4 YZLICH B Al2: OS/ZHEHR G|0|E £77|2 J2 st
712 AR

4. 74 tHAlof| w2t HiojE +TT7|E FEELICE XA 2 HI0IE Tl Ar25t= 2 MA E= EHEL |
2t CHELIC.

M Memcached Eonfiguration

Gathers Memcached metrics.

What Operating System or Platform Are You Using? Need Help?

e Windows -

Select existing Agent Access Key or create a new one

Cefault (405fb5ec-ddcb-4404-3770-T1fa331e1ad3) - + Agent Access Key
*Pleaze ensure that you have 3 Telegraf Agent im you environment before configuring  Show Instructions
Follow Configuration Steps e Help?

%'ﬂ":'y the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d', folder For example,
opy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-memcached.conf file

@ Replace <INSERT_MEMCACHED ADDRESS=with the applicable Memcached server address. Please specify a
real machine address. and refrain from using a loopback addrass

9. Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Peastart the Telegraf service
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

What Operating System or Platform Are You Using? eed Help?
&F RHEL& CencOS -
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

.ﬁ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000
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Metstat Configuration

netstat (Gathers netstat metrics of the host where telegraf agent is inszalled.
What Operating System or Platform Are You Using? Need Help?
'= Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegraf dicloudinsights-netstat.conf file.
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NGIMAX Mo configuratin

What Operating System or Platfarm Are You Using?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%05ec-dAcb-A404-977b-7 17283 1e1ad3) - | == Agent Access Key

*Pleaze ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps e

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS> with the applicable Nginx address: Please specify a real machine address,
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

@ Restart the Telegraf service.

s
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?

iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-puppetagent.conf fila.

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service

=pS

HEE Of|N &2 2 UELICH "Puppet A"
WAl S FHRE

CtS 7HMIQt s FH2E 7t =T ELICE.

QuE: NS

m
)l

M- CIOJEf @4
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service

4%

HE = 0M HE "Redis &A"s= ASFLICL
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