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security login role create -role ci readonly -cmddirname DEFAULT -access
readonly

security login role create -role ci readonly -cmddirname security
—access readonly

security login role create -role ci readonly -access all -cmddirname
{cluster application-record create}
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—authentication-method password -role ci readonly
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security login create -user-or—-group-name DOMAIN\aduser/adgroup

—application ontapi -authentication-method domain -role ci readonly
S2{AE ALK CIOIHE Hdl= R

security login rest-role create -role ci readonly rest -api
/api/network/ethernet -access readonly

security login create -user-or-group-name ci user -application http
—authmethod password -role ci readonly rest
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Role Command/ Access

Vserver Name Directory Query Level
clusterl ci readonly DEFAULT read only
clusterl ci readonly security readonly

clusterl::security login> show

Vserver: clusterl

Authentication Acct

UserName Application Method Role Name Locked

ci user ontapi password cl readonly no
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vserver show -type admin
ChE S ARSI AES ddgiLict.

security login rest-role create -role {role name} -api /api —-access
readonly

security login rest-role create -role {role name} -api
/api/cluster/agents -access all

vserver services web access create -name spi -role {role name} -vserver
{vserver name as retrieved above}

security login create -user-or-group-name {username} -application http
—authentication-method password -role {role name}
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security login create -username ci user -application http
—authentication-method password -role ci readonly
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security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name APT Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.
security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none
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