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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis,

Which Operating system are you using ?
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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?

Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy

variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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HE"E dretstH EX] Hoto] gl= AYLICt R EE

—_ [

E0 i AFEo| 22 C=E2|0f ZX[gh |},



=H: & e:

AgentZt XS0l ZEA| MHE Sl HZE|QT Agent  agent.properties £ TRISHH TEA| M8 HEE Fote

X 0| ZEA|7F SHEJ}ASLICE O|M| ZEA| MHZE 5 JSLICH CHS HAE MEHA|R. 1. £4 THUO|

HAZ|ASLICH Agent| ZEA| FM S HESIHH ZotEl E20E HEELICE cd

Of"27| sHOF BfL|m}t? Jopt/netapp/cloudsecure/conf 2. ZH%7| HIAE
MET|IE AHE st MES agent.properties THL S
ELICt. 3.

agent_proxy host=scspa1950329001.vm.NetApp.co
m agent_proxy_port=80 agent_proxy_user=pxuser
agent_proxy_password=pass1234 4 &2 F7}5t7{Lt
SHYLICH DU S ML 5. 00]HES CHA|
A|ZF8tL|Ct. sudo systemctl restart cloudsecure-
agent.service

HIZE HOHOO|HES AH|St= SRILIC

Workload Security AgentE AHA|SHH Agentet HZAEl 2= O[O|E & 7[7F HX| AFK|=[0{0F
ghL|Ct.

AFCEQ] AbR|

onOwr— 1

@ AgentE A H[sHH Agentet HZAEl 2 E Data Collector?t AHR|EILICH CHE 00| MEZ H|0|H
7| FMstHE Z2 olo|MEE AH|5t7| Mol Data Collector 439| i@l S PHS0{0f HL|CE

AlZFSE7| o
1. Oo|HMEQt HAE ZE 0| £T7|7t YAEE Hot IEHOM AX|ERX=X] SolgfL|ct.

PN

K

(HEE 2E 877t X HEi2l E2 0] T

]

FAISHHAI2.

00| EE AH|St= THA:
1. 00| E VMOl| SSHE 3t Ctg BHES AHLICH HAX|ZF EAI=H "y S A=I5to] AL etL|ct

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [yI|N]:

2. Workload Security > Collector > Agents * S Z2!sfL|C}

T4z O0|HE S=O0| HA|ELICY.

A AEI0| * Delete Agent * H|O|X| 7} EEA|E/L|CE.

5. AHIE =ols

_ll_

St2{H * Aln| * & S=2IgtLC}
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* 0| MHS £3t2{H Data Infrastructure Insights Z2|Xt £ AN AR XI0{0F BHL|CH
* Active Directory AHE S ARISH= MH Q| IP A7 QLO{0F SFLILCE.

* AHEZt CIEE 2] HHEE F-5t7| Tol| AgentE -8l OF SfLICt.

AFBRH LI ER| £77|12 R4t LTt

1. Y22 Hot H'70llM * Collector > AFEX} CI2EE| £F7| > + ALK} CI2AEE| £F7| * £ S2I6I1 * Active

Directory * & ME{RIL|C}

AR} LRI ER| =71 SHHO| HA|EL|CE

CHS #o| 229t HO|EE

oflo|HE
MH 1P/l 0| F

Z2AE O|E

DN H}QIE

12

QU2ft0] AFEXF LI ER| $77]

g s

243

AHEX}F ClHER|e] 17 O|SRILICE of:
GlobalADCollector

SE0|M FHE O0|HES MEBL(C

Active DirectoryE SAEISHE MHO| IP FA &=
FQDN(EtetE =2l

Cl2E2| #xo Z2|A %%.I—Ilif ZEAE OIS
AHE3HH SVMO| = 1 22 xx.yz=2H ol
O|EE MEY £ JBLILEL de=x, dc=y, dc=z= AT{
157 0|E [0ll: dc=HQ, dc=CompanyName, dc=com]
E= CH33F 20| X8 &= AUSLICH
OU=engineering, DC=HQ,DC=CompanyName,DC=co
m[E3 OU AX|L|0{Z = HEESIY|

]CN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>0f|A{ EH
INE= s

7t 2{H]_CN=Acrobat=Users,CN=Users,DC=Users
,DC=Users,DC=CompanyName=Active,MA_DC=User
s,CompanyName=Trusted,DC=Active_DC=Company
Name=CompanyName=Users=Active,DC=CompanyN
ame=CompanyName=CompanyName=Users,DC=Co
mpanyName=CompanyName=A,DC=Users,DC=Com
panyName=

AHEXE7L CIAMEE| E A = QELICH o|E S0
username@companyname.com ==
username@domainname.com EIHI?_' o7 Mg dote
HQSIL|CH A8 A= Hot OF 97| ME =2l
HAEER_2| 7 #0[0{0f °*LIEL

Cl2E 2| M 285 (0: Bind DNO|AM AFEE|= AFEX}
0|59 =)



IZES LDAP, LDAPS, LDAP-START-TLS

nE ZEES MEigtL|Ct

Active Directory0llA 7|2 &4 0|50| £+ &l 22 CH3 Directory Server B £4g 2Lt 023 44
0|2 CH5 -2 Active DirectoryOllA] _not_modified2LICt. O] 2L 7|2 £4 0|2 AHE5I0] ZHTHSHA| Ziet o=
ASLIC.

AN Directory Server2| &4 0|S&L|Ct

:NNE oIS

SID A IDYLICH

INE=IN = sAMAccountName

ChE Ed8 Forote{H HE A £ 2ot = SEL

AN Directory Server2| &4 O|S]L|Ct

oY Fa |

M3} Hs Mo Mz

o5t M=

= co

AFEf SEf

B M

ARZ e gt

2+a| X} DN =N

o= HH

° CI2 HAHES AR50 QT2 HOL LDAP AFEXAt HetS AS et

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* AD 7|8 A{8510] AD CIO[E{HI0|AS EMSHD, JHH| £4 U 442 BT, HHS HI, K| A7|0HS
B0, NESHD CHA A 4 s Hnsh 2ug Ags 4 ALt

SH
o
° AD MHO| HZES £ U
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

& Active Directory Explorer - Sysinternals: www.sysinternals.com
File Edit Favorites Search Compare History Help

IR

Path: |

@ Active Directory Explorer " I Syntax

E Metd 4 Connect to Active Directory e
Aty

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

AMEXCEER] 287 1d 2F =8 &

CHE EOM e 87| 714 3ol 2l = A= LT 2H(et o2 gHS dFL

=A: SHAE:

o
AFEXFCIMER| HEHE 151H 'RF MEfJt ELITt. ERE ALEXL 0| £ Y27t MSEASLICE SHE
"LDAP MHof sl X E XA SHO| MISEJ}SLICE  AHEXE 0| & Y= E HESIL MSIHHAL.

"ElE LEZF EAIELICEH

ALEXt CIAMER| HYEE FIt6HH ' T MEfJ} ELICH HZ
"DN=DC=HQ, DC=domainname, DC=com0i| si{&st= 0|=
HH|E ZE|AE 0|20 J1HX| 2EL|CL 2t=

QFEI} EA|ELICE

HMSEIAELIC. SHE Z2|AE
MAIR.

_—=
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=X

Sojl9l AFSRIS] MEE £40| 92 E Hok At
m23 Ho|x|ofl LIEFIX] LIt

"LDAP AtEXHE HMSHA| ZYSLICH 2 22l Mo
HEY 5= IELICE HEO| nullgL|Ct"

AMEX} LR ER] HEEH S FIH0HH 'QF &Ef7F E LI

AFEXE CIHME 2| HYE S FI15HE 'THA| A= &' et
ElLICL "Collectore| &EHE Folgt 4= glELICt &2l
TCP ¥3 [Connect(localhost:35012, None, List(),
some(,seconds), true)] LF 7}

java.net.ConnectionException:Connection refused
=0l AT ELCt”

AMEX} LR ER] HEE S FIH0HH 'QF" &Ef7F E LI
"LDAP HZS AHSIX| ZYFLILL 2= 2LF7F
HA|ELICH

AHEX CIAER| HUEE FI6HH ' F MEf7L ElLICH
"MYE ECSHX| RA/ESLICE QL DataSource A0
&7t YLtk 53 0/
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| JU&L CH”

Lhe Ea 48 AR
EQ 0K E F7Iet =

ZtM2X| gLt

=0l 23t A}SLICE M
MEHX EM 0|0|E{Z ADO| A

CollectorE CtA| A|Ztet = AD S7[sH= A
O| RO ELI7}?

AFE XL O|O|E{7F ADUIM CloudSecureZ S7|SHeIL|CY,
A HIO[E{ 7} APM|EIL| 77t

ArEX} CIHER| HEE S AHZSIH 'QF' HEf7t ELIC
"HUE It @F MEHRLICE AH|A O] F: usersLdap.
Al 2l LDAP ALEXIE HMSHK| RS LICH Aof
£21:80090308:LdapErr:DSID-0C090453,

A dH:AcceptSecurityContext 27, H|0|E{ 52¢, v3839"

SHAE:

0| = CloudSecured| 7l MEfX £M0o| O|S 1} Active
Directory2| & X| &4 0|E0| LK[SIX| 47| HEY
UELICH SHIE MEi™ £ 0|2 HESI
MSSHUAIL.

Restart =& 226t £=E7|E CHAl A|ZFeL|C,

T4 LC (A, T2 AE-O|Z, HIQIS-DN, HIQIE- ot

)oll thsl R=%t 2t2 M3} =X &IEL|Ct bind-DN
210| &4 'Administrator@<domain_forest_name>'
= el 2E|Xt ATH0| Y= AEXAHSE

M ==X grelefL|Ct

AD ME{ofl CHa 22 1P = FQDNO| HIZE|LICt
SHI2 1P 74 £ FQDNS B3t igic

AD Ato]| CHaH Z2El IP == FQDNO| MISE|A&LICt.
SHIE IP 4 = FQDN2 HESHD gLt

BRE ZE 0| MSEASLICH AD MEof gt 7=
TE gt FE SHIE ZIE HS S AL BHAIR.

O|= CloudSecuredl| F7HEl &M £43t Active
Directory2| &lX| & 0| 0| LX|SHX| @t7| HEY
UELICH SHIE T £= MEIN £M 0|2 MESHD
M SSHUAIL.

AD &7|8t= 8717t ChAl A2l Zl=of| s~ A E LT, of
302 Ho| AL Qe AFEALHIOHE 7HM 2= o &
1520 2RE|MH, 12A|ZI0IL (S22 A2 DMELCE
M=z OEO0| gl= 2 AHEXAL HI0|Ef= 1371E Set
FXIELICH HHETE AN | H H[0]E{7F APHElL|CE

EXE Z2|AE 0|50 MSEIRASLICH SHIE Z2|AE

0|52 MSdt= YH2 212l & HZIHMAIL.
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Mot Hz It AFEX Z2E 10| X|of] M{XIX| & LTt

AD(Actlve Dlrectory) MEOIA =3t 2
StMSIE| AL QA ZE HOF AKX CEE

AD Mo ‘E'.’é%* =+ GELIL}

IZM(SSL)7t
E2] 2371s

Active Directory2| H|0|E{= CloudInsights Security0i|
UELILCE CloudinsightstiA 2= AFEXL HEE
MrstH = 32

SHAE:

0|= Active Directory?| &4 0 22X 2L &
UAELICE. 1. Active Directoryt| A AtEXt HEE

7t 2= EX Active Directory $%7|2 HEIEL|CE. 2.
ZM &4 ot2iof| Active Directory &4 M3t H0f

o o ’1": 0|§ "Mgt Hz"7t °'*L|Ef. 4. O|X| 2{0f| A
M52 Active Directory EM7| =15 AL25H0]
Active DirectoryE EMMSID SHIE £4 0|22
2ISHA A 2. 3. Active DirectoryOf| AF2 Xt H st
HS It Q= "M3 Ho Bh= £40| Ql=X]| 2elgtL|C}, 5.
Active D|rectory01|)\'| Mot HS' 2 M EACtD 7HE Y
HA&L|CH 6. 123 C}2 CloudSecure AF2Xt CIZE2]
AZ|7|Z2 HESILICH SM 24 MMM 3 Hs =2
"Mt S 2 HHELICE 7. Active Directory Collectors

X &SI Collector?t CHA| A[ZHE[11 AFEX}S| ot HS E
7tMet AtgXT T2 H|o|X|of| S MEE HAISLICH

AFEXCHER| £F7|E Fd5H7| T AD MH
Lol E H|gdSo A 2. AFEXL MIF FHE 7W£E
1370 St EAIELICE MEX ME FEE 7HH=2

AD ME{2| HZO| #7|H ADUAM MZ =7} MRIPE
MR bE LIEf CHAl 7} 22 H ALE X} LA EE

=71 ADOI| HZ8HOF gfLCt.

CloudlInsights 2 Q0| A= Active Directory A X}
MO AN|E 4= SISLICH AFR2XAHE AN 5™ JA||
H'HEE Arx|sHof gfL|Ct.

== T

LDAP Directory Server Collector 7+

LDAP C|HlE2| AHO|A AMZXE

Jb

AlZHsE7| THof

—
KIEEERSTEE

M2 AXIGIEE a3 ZC Hot

= gL

Data Infrastructure Insights 2t2|X} EE= A1 AR XH0{0F SHL|C.

* LDAP LM E2| MHE D ARISH= M| IP F47 A0{OF BHL|CE,
* LDAP L E2| HYE S F-d5t7| Tof| AgentE T1-d3HOF &HL|C}.

rﬂxr ClEe] 77| 7

- H32E Hot D1I1T01|H
Directory Server *

gst=

EHAIRILICE
= .:.'—IEF

ArE X} ClzEa| 7} sieo| A|ELICE

CHS #o| 229t HO|EE &

o=

(=]

0|E

O
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ollector > AFZX} CIME2| 7| > + AFEX} CIHMEE| 77| * & 25t

* LDAP

S0 AFEXL LI ER| +FT|E FERLIC

mE

APEXtCEEZ|S IR
GlobalLDAPCollector

O] S &LICE. of:



Olo|ME
MH IP/EH[Q] 0|2

M 7|

[ Ry |

HA

DN Hfelgl

LDAP Directory Server01|*‘| 7|

A2 ol2{3t 24 0|2

Pkt Tl 4

4
HA| 0|2
UNIXID

AHEXt OIS

=AM

- 1O

0|E0| 8 &l 8% C}2 Directory Server &
2 LDAP Directory Serverd|A] _not_modifiedLIC}. O] B2
*'—l Ct.

SE0M Y E O0|HES MEiRL|Ct
LDAP CIHEZ| MHE 2 AESH= M| IP F4 E=

FQDN(Etetzl =H[Ql 0| F)RILICt

LDAP AMH ZAM 7|5t AM 7|F S AFESHH SVMO
A= iz x.x.y.z=>7£!’H Efﬂl?J 0|5 gAlg BF AIEY
2 UELICE de=x, de=y, dc=z=> & 13 0| [O]:
dc=HQ, dc=CompanyName, dc=com] EE= Ct21t 20|
Xge = ASLCH
OU=engineering,DC=HQ,DC=CompanyName,DC=co
m[Sd OU AX|L|0{ZE ez HEE5IY|

]JCN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>0i|A| EH
INEEXN G

7t 22{H]_CN=Acrobat,Users,CN=Users,DC=Users,
DC=CompanyName=Boston,DC=CompanyName=Co
mpanyN,DC=CompanyUS,DC=CompanyName=User
s,DC=CompanyName=CompanyS,DC=CompanyNam
e=CompanyName=CompanyName=CompanyName=
CompanyName=CompanyName=CompanyName=

A|-9-I|-7|- |:|E-IIE-|E|E 7-IAHol- A oI$L||_'_|- o1|
uid=ldapuser,cn=users,cn=accounts,dc=domain,dc=C
ompanyName,dc dorp.company.com=com
uid=john,cn=users,cn=accounts,dc=dorp,dc=company
,dc=com A X} john@dorp.company.com
INEEXNS

48zl

ClallE{2| M 25 (0l: Bind DNO|A AR E|=
0|59 &z)

LDAP, LDAPS, LDAP-START-TLS

AERL

ZEZS MERILICH

olHTIL|CI CHEE 9]

=

=542 ¢
7|2 £4 0|5 A8

—

=
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—

Directory Server2| £4 0| IL|Ct
0|8
uidNumber(uidNumber)

uiD

Directory Server2| &4 O|EILICtH

=
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oo
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glo

E<I3=IE=I

o

ldapsearch -D "uid=john
, cn=users, cn=accounts,dc=dorp, dc=company,dc=com" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com
* LDAP EM7|E At8%I0| rpap GCIO|E{H|O|AE EfMStD, Jd| £4 X K4S 21,
dots Hi, JiMel AF|OFE H11, MFStO CHA| dde + = FHuoh HMs Ale
UAGLICE.

rr

° (http://jxplorer.org/LDAP MHO| AZE = U= ZE Windows A|AEI0| LDAP
Explorer)(http:/Idaptool.sourceforge.net/ S Java LDAP EM7|E A X[EL|CE,

° LDAP C|HE2| Mt{2| At} O|5/YZE AHESI0] LDAP Aol HZAFLICE

L
—
CL=
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http://jxplorer.org/
http://ldaptool.sourceforge.net/

Configuration | Server Connection | Option | SSLTLS |

User DN |.cr1=admir1.d§ [ &nonymous login
Password i;;_*'ic;c;; vl Store password
Use 551 port = |
i) Yes [w Nc‘
Use TLS i ) ' (TLS is only used
|} Yes @ No on non SSL ports)
Base DN de=workgro | Guess value |

Test ccnnectiun|

LDAP CIEEZ| +87| 74 2F 2| o &

CHS EolME £77| 74 S0 242 £ s Loi7l 2H9t ofiZ WS Myphct.

25 Stz

LDAP C|2E2| HUE|S 716t ‘22 MEf7t ELICt  HRE
jare }
o

"LDAP AMHof Cisl| R E Xt SHO| MISEJ}ELICE ]
lEtE LFZF EAIELICH

felel DN EE= HiQIE H|BEH S E= HM 7| =S
LIC} SHIE HEE BEsD HBSAALL.

o
lI|> [as

LDAP CIHIER| HUYEHE FIt6tH 'F" Mef7t lL|ct ZEHZE ZAM
"DN=DC=HQ, DC=domainname, DC=com0i| si&}sl= MZstn
A E Z2|AE O|ECE M X| 2YELICL 2=

Q=T EA|EIL|CE.

SHQI AHEXIe| MEHH £M0| I ZE HOF AFEX} 0|= CloudSecure0| =7}l MEHX £ 0| 0|21} Active
=28 HO[XI0) HER-X gati. Directory®] A% 4 0|50| YK3HX| 7] T2 &
QUELICH TELS CH/AZRXIE ETHLICH SHIE MEHXN

£4 0|E§ E.j’élﬁf_' HSoHAIL.

"LDAP ALEXIE AMSIX| ZUSLICH A ARl MHO|  Restart T35 S2I5t0] =& 7| CHA| AIZFRILIC
HEY 5 ISLICE AEO| nullgL|Ct"

LDAP C|HE2| HUE S FI16H 'F MEf7t ELth. 2 BE(MHY, Z2|AE-0|E, Hho_ -DN, HIPIE-25
) | CHol f=et 242 MSYEX &AL bind-DN
olgi o SHAL
H=—'1— oo

uid=Idapuser,cn=users,cn=accounts,dc=domain,dc=c
ompanyName,dc=com2 £ M| 2 E|0{0f EtL|C},
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LDAP LR E2| HHE S FII5IH 'THA| Al ' &EN7F

ELICH "=T7|Q| YEfE =HRI5tX| Z8t0] LHAl A =dt=

" 2F77t EAIELICE

LDAP C|HER|E X7}t SOt CH2nt 22 @27t
HA|EIL|CE 23] ZHA|E LHOI| Collectore| AEHE
StoIsHR| ZMESLICE =TI|E CHA| A ESHYA(REF
I AGENTO008).”

LDAP C|EE2| HHUEIS FI7151H 'THA| A= B &ERTt
ELICH "Collectore| EHE Hold = i&LICt ¢l
TCP E& [Connect(localhost:35012, None, Listy(),
some(,seconds), true)] LF 7}
java.net.ConnectionException:Connection refused
MZof HufELCr”

LDAP CI#E2| 7HE|S 2715151 92" M7t ELich
"LDAP $1Z2 MR SRBLICL 2t 237}
EAEILICE,

LDAP CI2|E2| 7HES 7i5t3 @& A7} ELiCt.
"dH8E EESHX| R/SLICE 2l DataSource #40]|
QFIt JAELICHL EH OlF:
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| JAEL CH”

Lhe T4 448 AXED 51
= GloEtE o1t 3 wes]

7WEII A& LTt

7t AASLICH 4
£ HI0|E{E ADO| A

CollectorE CA| A|ZEfSt 2 LDAP S7|3H= A
O|ZO{&L|7}?

AMEX}O|0|E{7} LDAPOIIA CloudSecure2
S7|SHEILICEH A HIO|E{ 7 ALHIEIL|77H?

LDAP CIHEZ| HHUEE ALESIH 'F MEfTt ELICH
"HUE 7t @F MEHRILICE MH|A O]E: usersLdap.
ATl 21: LDAP AFEXHE AMSHX] %‘iﬁél-l'if. ATy
£21:80090308:LdapErr:DSID-0C090453,
M™H:AcceptSecurityContext 25F, H|0|E{ 52e, v3839"
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N AM 7|1Z0] /il HISE}=X

AD AHof| CHs =2 E IP == FQDNO| M| SE|ASLICH
SHIE IP 4 = FQDNS HESHD YLICE 777/
/

LDAP A{H{Of| CHolf 22 E IP EE= FQDNO|

M2 YSLICH SHIE IP T4 EE: FQDNE MZ
UABILICH e H2E ZE Zf0| MSE[A}SLICE
LDAP AH{O|| CH3t 7|2 X E Zf E= SHIE TE HSE
A28 HAA Q.

BRE |£E 20| MS =R
ZE YU TE SHIE ZEH

Skt

SLICH AD AME0f| CHEE 7=
SE MEH EHAI2.

O|= CloudSecure0| =7tEl &M &1t Active
Directory2| &X| &4 0|50| LX|SHX| Q7| [[H o
USLICtH SHIE T4 t= MEHH &4 0|52 TSt
HBsHAIL.

LDAP S7[3H= 27|17} ChA| AIZHEL B{Z0f| S8 ELICt
o 308t HO| ALRATL Ui ALBXH HIO|EIS TR o
o 1550] 2 QE|H, 12A|20}Ct RHECE M2
THZLIC

M=z DHEO| gl= 2 ALEXL HI0olE = 13713 Set
FXIELCH HHETE AN | H H[0]E7F AP EL|CE.

EXE Z2|AE O|E0| M3k
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OIS MSst= YH2 flel 2 &=

ALICH SHIE ZaAE
SHMA|2.
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UAELICE. 1. Active Directoryt| A AtEXt HEE
7t 2= EX Active Directory $%7|2 HEIEL|CE. 2.
2M &M ofzof| Active Directory &4 '3} H50f|
OHEE HE 0| "Mt HZ "7t JQESLICE 4. O|H| 20 A
Mt 2 Active Directory EHM7| =& AH25H0
LDAP C|EE2]| Mt E Bt SHIE £M 0|82
2tolstA AR, 3. LDAP CIEE 2|0 = AFE XS] M3t
HZ It U= M H'ets 40| JEsX| &elgL|Ct. 5.
LDAP CIHEZ|0M Mot H'E SHEJCED 7Y
HZ&LICH 6. 13 CH2 CloudSecure A2 Xt C|H E2|
S| WESLICE M &4 MMo|A M3t ' E
"Mt S 2 HHELICE 7. Active Directory Collectors
X Z5HH Collector?t CHA| AJZHE| D AL XS] Hot Ho E
7tMet AtgXT T2 H|o|X|of| S MEE HAISLICH
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XA EL|Ct.

* HloIE £&7|E 7 4617| Mol Agent'*A45{0F gfL|CH7t HetL|Ct

© SHIEA| THE ARt CIAMER| HUE T JQe=X| 2olgL|Ct IHX| fOH OHIET QITHEl AL O|ES
H A5 “Activity Forensics(2a Z&lAl)” H|O| X[of| AL Xt2| K| 0| Z(Active Directoryd| XZHEl 0|5)2
HAISHK| t&LICEH
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tX| 2 B SHLIE A3t SVME =71l of ghLCt.

2{AH IP, SVM 0| §, 222 22| AL8Xt 0|F & Y= 8 AFERLICE o] A2 * _ S(8) AH&dt= 20

* SVM O|E2 ONTAPO| EA|=l T2 CHARXIE FETIL|CH
° SVM Vserver 22| IP, AtEX} 0| U ST E AFREIL|CH

o FA| ZEIXt 2HAE/SVM BE| ALEXL 0| & P2 E AEE & QI7ILE ALEE 2/ §l= < Ot
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MEE & YELICH = "ONTAP HEM"HZHIAIL.

* Chs EEE 2doto] svMmol| SBHE oiE2[A[0] 0] BHE|J=X] el ).

clustershell::> security login show -vserver <vservername> -user-or

-group-name <username>

22 0l
Vserver: svmname

Second
User/Group Authentication Acct Authentication
Hame Application Method Eole MName Locked Method
vsadmin http password vsadmin no none
vsadmin ontapli password vsadmin no none
vsadmin ssh password vsadmin no none

3 entries were displayed.

* SVMO|| CIFS M7t LHE| Q=X 2RlBtL|Ct. clustershell:> vserver cifs show

22

SVM O|&, CIFS AH O|F 8! &7} HET} ghetEL|C}.

SVM vsadmin AtEXte| Az E HHELLICL ALK} X[H ALK} = 22AEH H2|XIE M= 42 0| HHAIE
HUHELICE. clustershell:> security login password -username vsadmin -vserver svmname

QIE HNAE 2/ SVM vsadmin ALEXLS| 22 SHAIBILICEH ALEXF XY AMEX} EEE= 22{AH 2E|XIE
MESt= B2 0| BHAIE AU ELICE. clustershell:> security login unlock -username vsadmin
-vserver svmname

GIOE] LIFS| &t FHHO[ 'GMT'(OI5 'HIo|E")2 2FE0 A= efelgfL|t. ™ME 2te| lifE AHE3Ho]
SVM.clustershell::> £ F7t5t= 82 0| HHAIE HHELICt network interface modify -1if
<SVM data LIF name> -firewall-policy mgmt

YotHo| ZHotEl 22 Data ONTAP HO|E &7 AHE3t0] ZEO tlist TCP E2HHE 5|85t 5 FoE
o7t RAo{OF BFLICH.

T4 2= S UHE 2F MLHESHAL. 0|= SR EX|E 222|0|A ofo]HE 3 ofo|HE
FUREHJEf
—Tod .
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S AH HE| XH FYS AE0t=

A2 XA Bo{El HetOZ ALKt X|H AFEXHO: CsUser)E AM235t= 22 0f2
QAZC Hotof| S Ho{gtLCt.
S2{AE XHH ZHO| Q= CsUser?| 22 ONTAP HES0||M CH2S £&SHAA

security login role create -role csrole -cmddirname

rule" -access all

security login role create -role csrole -cmddirname
security login role create -role csrole -cmddirname
-access all

security login role create -role csrole -cmddirname
access-check authentication translate" -access all
security login role create -role csrole -cmddirname

—-access all

ARE etofl chet FH4 Ak
E2{2H 22| 1P+ E S8l 7t miof st

ST AE 2| 22|Xt AFEXHE AHE5I0] I ZE 20| ONTAP SVM H|0|Ef =T 7|0f| KA A
. 2E{AH 22| P

ol Liet A= FES

Y32 HOotH[o|H £

A3t "CsUser"2t= M AFEXAIE MdE & ASLICH

£ Mdgst{H 2 AH 22| 22|Xt ALEXL 0| &/

3 AdLCh

M AFE X}
|-° Ha2q

7|18 #4< mf "CsUser"2| AHEXt 0| "CsUser"2t 25 E

S E AH8%I0] ONTAPO| 21

et AR OO|HESt AEE|X|=

< VPC 70| s =%t 2271 U0{0f SfL|Ct.

H Aol het AHE RS XHEFSH

"vserver export-policy

set -access all

"vserver cifs session"
"vserver services

"vserver name-mapping"

A Ol
T HALC
PE A3
ARt

215111 ONTAP AMH{ Ol A

security login role create -role csrole -cmddirname DEFAULT -access

readonly
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security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
—access all -query "-snapshot cloudsecure *"
security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
all

security login role create -role csrole -cmddirname
destination" -access all

security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
—access all

"vserver fpolicy"

"volume snapshot"

"event catalog"

"event filter" -access

"event notification

"event notification"

"security certificate"

security login create -user-or-group-name csuser -application ontapi

—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh

—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole

vVserver 22| IP * E E6ff £t nfo| Hst:

S| AE 22| 22|Xt ALZXHE AHESH fIFZE HQF0| ONTAP SVM H|O[E] =T 7|0f AMA S 4= @l= FF Of2f
IO Lt A= AL S AHEDH0] "CsUser"2t= M ALEAIE WEY = ASLILH FIZE HotH|o[H £ '7|01|*1

SVM 22| IPE AIESIEE Y I "CsUser"2| AF2Xt 0| "CsUser"2t 25 E

M

AMEXE ddoteid S| AH #a| 22|Xt ALEXL 0| E/Y2 S

—

o= = T M

Aist7| Hofl <vservername>=(E) SVM 0|ECE HIHAA| 2.
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security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none



security login role create -vserver <vservername> -role
"network interface" -access readonly

security login role create -vserver <vservername> -role
version -access readonly

security login role create -vserver <vservername> -role
volume -access readonly

security login role create -vserver <vservername> -role

vserver -access readonly

security login role create -vserver <vservername> -role
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role

"volume snapshot" -access all

csrole

csrole

csrole

csrole

csrole

csrole

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

-cmddirname

security login create -user-or-group-name csuser -application ontapi

—authmethod password -role csrole -vserver <vservername>

security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole -vserver <vservername>

Protobuf 2=

0| 40| Collector®| _Advanced Configuration_settings0llA] 2M3t|H YIZE HOt2 FPolicy U ZIE protebuf

DEZ RMBIL|CE Protobuf 2E+= ONTAP H{ZF 9.15 O| A0 A X[ ElL|Ct,
Ol 7|50l CHSH XtM|SH LHE2 S "ONTAP A EA "X ZSHMA|L.
protbuf0| CHSH EX Hoto| LQEL|CHY R £= METL 00| JUS = /UB).

SAH RE:

security login rest-role create -role csrestrole -api

/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole

SVM EE:

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http

—authmethod password -role csrestrole -vserver <svm name

>
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3. NetApp SVM Ete 2|2 OtRAE 7t 7} * + Monitor * & Z2/gfLIC.

ONTAP SVM 74 H|O|X|7} EA|EILICH 2t HEo| 2R3t C|o|EHE = etL|Ct.

Zoof =gt Ml

o)z Data Collector?| 113 O|EIL|Ct

olo|HE E=E0M LYE O0|MEE MEHSL|CE

2| IPE Soll HZA thA: S2{AH IP L& SVM 22| IPE MEigtL|Ct

S2{AE/SVM 22| IP T4 LIoi|M MEHSH SF=0) W2 SHAE E= SVMe| IP
FAYLCt.

SVM 0|5 SVM O|E(22{AH IPE S HZg M o] HE T Q)

INEEN = 2EAH IPE Sl =712 I SVM/E2{2E |

HN|ASH= AF2XL 0|2 SMES 1QLICH 2 AE 22| 2.
'CsUser' 3. CsUser2t fAIst et2 7HE AD AH2XE
SVM IPE Sdlf =7t | 82 4.vsadmin 5&L|LC}.

'CsUser' 6. CsUser2t fAISt Het2 St= AD-AFE XL

o|ZelLict.

o 2lo| AR} 0[S 0] thet e elLict

29/28 ZEf OJfIE ZRANMUN ZR/ZES TEHX| £ HolEA|

22 Mefstct

Rlel/E3re FHl B 0122 YBLIC O[#IE ZMON RI2SHHL Tt (HES 32
2R HER TEE 2L}

Rlel/E3te FK| 25 0|22 AiELict O[#IE ZAMOIN RI2SHLE Tt (HES 32
4E= 258 25 22U

26


https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_ws_integration_with_ontap_access_denied.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/concept_cs_integration_with_ontap_arp.html

E0 AMAES ZLIHERLIC O FMS MEiSHH Z MM|A ZLEZ0f| CHet O HIET}
gdsHELct of 2*4° MEHSER] fhote EH WH/0IF
HE 8 AFZF ZLIEHEELIC 0] 7|53 gdetotH
ELIE%'EIE O[HIE 7t S7tEfL|Ct.

ONTAP & HI{ 37|15 M™EEtL|Ct ONTAP Fpolicy M& HIH 37|E MABfLICt 9.8p7
0|2 ONTAP HE S AtEst M5 X7t ““‘”or'll
ONTAP H& HIH 37|E HESI{ ONTAP d&
SFATAIZ £ QIELICE O] FMO| EA|E|X] &0 E“H 0l
Z2 NetApp X0 22|5tMAIL.

* AX[=l HI0|E =& 7| HO|X[0f| M 2t TV LEZR| Y= M HFE AM26H0] H|0|E £&7|E TAetL|C}.
HIO|E =& 7|2 CHA| A|EfSEALE C|O|E 77| A4 £48 AT £ JASLICE
MetroCluster2| #% 34
L2 MetroCluster0i| HEHEIL|CY,
1. HIO|E| £=&7| 27HE A A SVMO|| HZSIT CH2 H|0|E £=E7|E EZI SVMO| HZEHL|C
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3. AHMEX| et Clo[E +=F7|7t 4% F0|0{0F 5tH, CHE H|O|E] T |= LF7H Ll ELICt

ok

X Al Zol' SVMe| HIO|E| £&7|=  running _ @2 EAIELICE S 7HE 2/0f =" SVMQ| C| 0| E
£Z7|= Error 2 EA|ELILCE.

4. Mgto| AS wHOICE HIO|E] =T7|2| MENTH 'MW B'0M 'QE'E, L= 1 HiH2 HAEL|CEH
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client_service7} data service_data-nfs % /or_data-cifs_2t 2HH| Z BT},

oll:

Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm

-services data-cifs,data-nfs,data, -core,data-fpolicy-client

(network interface service-policy create)

9.9.1 0|M9| ONTAP HHO|M = data-FPolicy-client & Ad&E L QJt gl&L|Ct.
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Z2{AH 2L
security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster-name>

security login rest-role create -role csrestrole -api /api/cluster/jobs/
-access readonly -vserver <cluster-name>

SVM EE:
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security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <vserver-name>
security login rest-role create -role csrestrole -api /api/cluster/jobs/

—access readonly -vserver <vserver-name>

"SVM Collector =X sHZ"EX| sHZ HE = H|O|X[E &XSIMA L.

NetApp ONTAP CollectorE& Cloud Volumes ONTAP 2!
Amazon FSx 714

HAIZE Q2 H|O|E| T[S AHESt0] CIHIO|A0A It S ALEX} HM|A HIOIHE
= EELICE

Cloud Volumes ONTAP A EZ|X| 1M

QARE HOt 01|0| EE SALSEE tHY L E/HAAWS QIAHAE 14351 ™ OnCommand Cloud Volumes
ONTAP HHXAE & XS A| 2. hitps://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html

TMOo| 2= E|H CHS THAIoff 2t SVME AEBHLICE. hitps://docs.netapp.com/us-en/cloudinsights/
task_add_collector_svm.htmi

XJEl= SHE

* Cloud Volumes ONTAP - AF2 7153t R E S2IRE MH|A 22X A K| EIL|C}. of: Amazon, Azure,
Google Cloud
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MM A0 CHSH XFM|IS| LOHEMA| L.
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AWSO||A C}2 EHAIE A5 I 2E HOt00|MERZ AL8E A|ARIS P TLICEH

CHS EAIS £3610] Y IR Hot OOIMER ALBE AIAHS TNELICH

1. AWS 2&0| 3¢5t EC2-Instances H|O|X|2 0|38t £ _Launch instance_E ME{gfL|Ct,

2. o] Ho|X|of| A MY CHZ HAESH HH 2| RHEL EE= CentOS AMIE ME{BIL|CE hitps:/docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.html
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a. install_wget_and_unzip_native Linux I{7|X| & A X|&fL|C}.
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SVM Event Rate Checker(0l|0|ME 37| X|H 70| E)
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/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh
0| A3EEE A%t Linux AIARO| sshpass & AXIs{oF LTt F JHX]|
oz MAZ 4 AL

linux prompt> yum install sshpass

JX| ko™ HoM Linux A|ABIOZ2  sshpass & CHREESHD Cf
Asti|ct

od .

glo
0x

o
fjo

linux prompt> rpm -i sshpass

3. MIAIX|Z} HAI=|H SHHE ghS AeLICh oS 22| of2fE EHESHYAIL.
PS

“Svm svm rate is generating 100 events/sec”

2} ONTAP SVM Data CollectorS £t SVMat HZE 4= A&LICH &, 2
MAE|S O[HIE A5 wre & QALK

, 2 HI0JE] =& 7[0f| M T SVMO]| A

CHS Aol RlstiAIL.

a) Ol 5 2t MO 7H0|E2 AERILICH 30 SY/EE HE2|o| 8 =8 X[ &= HIolH 87| =& 2|t
507077t =% == ASLIC.

OO|HE A|AHR! M SVM H|O[E] £=&7| & Agent MachineO| X2|g £ U=
A|CH O|HIE &=

4304, 16GB 107H2] H|O|Ef £=Ei7| X & 20,000712] O|HIE

430{, 32GB 207H2| HIo|E 7| %t 20,000712| O|HIE

c) |3 A2t St AFRET MAE|X| Lt I|3 ESHE S 0| F5t7| 022 R OHE £ HIE 30%=2
FRIELIC
T = .

B+Ci= AL} ZOtof LI O-X| 4™ Agent A|ARIO| ZLIE{RISHA| ZEtL|Ct.
=

TH Ofl0|E A|ARIO| =7HE &= QU= CIOJE] =&7[2] == Of2ll A4S E<=8H0F gLCt.
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Sum of all Event rate of all Data Source Collectors + Buffer Event rate
of 30% < 20000 events/second

xref:{relative path}concept cs agent requirements.html ["AER 27 Apgr]z7}
L4 714 24 Y 27 A2 HOXE HZsHAL.

oo

SVMO| 2k} 1007, 20071, 3007H2| O|HIE S MM BtCHD 7H- s HZZ LI

(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec
780 events/second is < 20000 events/second, so the 3 SVMs can be monitored

via one agent box.

24 £22 sixf ZY ClA E2|9| It 0|2 FPolicy stat <SVM O|E>.JogUl| Al Agent A|ARIO|A AR E 4
QIA&L|C
Py —1]

* BXRE XA 59, IP E= SVM 0| 0| ®ISE LIt
* 0|8, AMl2A ¥z S0| STt 7| & FPolicydilM 2F 7t L etL|Ct.

© Al S0 AIEETH UXY| SX|EL L

[root@ci-cs-data agent]#
/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh
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Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs new
VS _new2
Enter [1/5] SVM name to check (press enter to skip): svm rate
Enter [2/5] SVM name to check (press enter to skip): audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check

Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#
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