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* OfO|MEE MX|ot= 52t 22 user_cssys_2t 22 group_cssys_7t A|AHIN| MM EILICEH Aot MHAUA 22
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AR MM S 5185IK|
Directory A{H{0]| 2S0{0F BfL|C}.

* Data Infrastructure Insights = 2to]| CHslf Z0tZ =~ "0{7|"UELICE.
Agent &X| CHA|

1. fI22E Hot 2Fof Za[Xt E= AF 2|]XH2 23008t Ct,

2. Collector > Agents > + Agent * S MEHBIL|C}
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Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Which Operating system are you using ?

CentO5s RHEL

- OflO|HE ME{T} £|4 A|A”R 7 AteE £EF5H=X| gl rt.

- OI0|ME MH7} X[ E|= Linux HE S A& S2UX| 2eldtz{™ _VERSION SUPPORTED (1) _ £(8)
EC =g

- HIEQIZOM ZEA MHE A8otE 22 ZEA| M9 X[Hof w2t TEA| M MF YEE 2FHHAIL.



Add an Agent X

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?

Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy

variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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6. 2EEHCZE AL OIO|2E 2
7. E{0|2 Hol|M EX| EHS 4-PLICH
8. HX|7t HSHQZ =L CHZat 22 HIAIX|7F EAIELICE

=~

@ New agent detected!
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2. StL} O|AtO| Data CollectorE Ad8HOF StL|CT.
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Z2Z AAHM LS HES Aot Y22 HetoM ArEe ZES FLICH ZE Helof tict 2of 2|7t
dR, HO &2 ZE HR[E MEE &+ USLICHO: 35000:35100). 2t SVME EE 21 E AHEEIL|CL.

EHA|
1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
SHEO| m2f CHE HAE IMEYA 2.

* CentOS 7.x/RHEL 7.x *:

1. sudo iptables-save | grep 35000

AHIZZ
o=

= .
=9:

-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
* CentOS 8.x/RHEL 8.x *:

1. sudo firewall-cmd --zone=public --list-ports | grep 35000 (CentOS 8&)

= .
ME 2

MK

35000-55000/tcp

G O M O[O HE "0 "

7|2X O Z Data Infrastructure Insights Y2 ZE HOt2 O[O|MEE XS 2 AUH|O|ERfLICt UE 174
StLEZE et Th7EX| AgentE SiX HECE RX|SH= XIS YOIO|EE YA| X[ = JASLICL

* 1740| Agent AtS HCII0|ES R7HEfLICt.

* 3020| X|tELICt 302 AgentZt Al SX|El '=0] OfL|2} 7+ %] 22| Agent YIHIO|E MR E] A[ZHEILICY.

0|22t 2f Z20|| O|ME= CH2 YIZ2E Hot ME 1F Al |G[0[EELICE

XIS Ol0|HE YUOI0|EE LAl ZX|SH7LE CHA| A|ZHSI2{H _cloudsecure_config.agent_aps:
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cloudsecure_config.agents v
‘m /vl/cloudsecure/agents Retrieve all agents. i ‘
l /vl/cloudsecure/agents/configuration Pin all agents under tenant o ]
l /vi/cloudsecure/agents/configuration Unpin all agents under tenant i ]
l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant o ]
l /vi/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant o ]
‘m /vil/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid. W ‘

LAl SX| = CHA] A ZF 20| HEE[= O X[t 520] 2R F £+ ASLICE
Gl Agent T2 * I 2E Hot> £F7| * I|0[X|Q] * 00| HE * oM = 5= AFLICE
Installed Agents (15)

Mame T IP Address Version Status

agent-1356 10.128.218.124 Connected

2Tl 22Xt ol 2 PE2 oHE ®oll 2= ASLICH

=X

Agent AX|7}
Jopt/netapp/cloudsecure/agent/logs/agent.log ZCE
M-SR 211 install.log THY 2 2E HEHE HS5HX|
o+¢|__||:|._

(=]

Ol0|ME AX|7t'0| Linux HiZE= X=X E&LICE
HX|E S=ots SYLICL

"_bash:unzip:command not found" 2 &2} Et7H|
OlO|ME MX|7t MIH&LICH

Sl AME

0| LR E= OO|MES| REAER|T F0of YMetL|Ct 23
oAO| 2HIt X7|otx|7] Mo HMSIEZ 0| LFE= 21
oo 7|EE|X| FELICH LEE EE £2HOE
2|C[AMEH journalectl -u cloudsecure-
agent.service BHS AIESI0 AH|A 270
HA|EILICH o] BHEZ AIESHH EXME FIZ &2 =
UELICE est

0| LF = XIYEX| gb= A|AHI0| AgentE XS &
o LIEMELICE 2 "ATErel @7 AR A RSHIAIR.

A=S E OIS X BEHS CHA| AL Ch A[AE0|
YumO| MX|E|0f Q= AL "yum install unzip"S
AE5H unzip 2ZEQ{E MX|LICH O~ CHS
Agent AX| UIO|| A HEZS CHA| SASH0] CLIO| 20 204
AX|E CHA| AlsgtL|Ct,
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UI0il Agent?t NOT_Connected AEHQ] O FA|E/L|C}

Ol0|ME VMO| Zscaler ZEA| 0| J2H ¢O|FHE
MX| 7} MIYELICE Zscaler T2 A|Q] SSL HALZ 2lsl
QIZE HOt Q1= M= Zscaler CAO| Q|8 M=
ZOE HAZEZ Of0|MEJL EAIE ME|SHK| E&LICE,

(=]

Ofo|HEE dX[sts SO &= x| = EX|7t
SEHELICH

10

SHAE:

Agent A|[ABI0| SSHE HZAYLICE E Salf 4
MH[AO| MEE sudo systemctl status
cloudsecure-agent.service ZQIIL|C} 1.
Z70] "Failed to start Workload Security daemon
service"2h= HIAIX|7F HA|E|=X| gQlgtL|Ct. 2. Agent
A AEIO] cssys AMXIIE JEX] HRISHAR. RE
HotO = CHg FHES StLH HEst D cssys AHEX} B
JE0| JA=X| =elghL|ct.

sudo id cssys

sudo groups cssys 3.0lF AE QU= E2 L
HEA ZLEZ HMO| cssys AFEAIE MHME =
USLICE 4. CHS BHES A cssys AHEXF R
58 +32= HMeLCt.

sudo useradd cssys

sudo groupadd cssys 5. H|O|ME AH|AZS CHA|
AZiot = C2 HE S A5 0|0|HE MH|AE CHA|
Al ZFefL|Ct

sudo systemctl restart cloudsecure-
agent.service. 6. ({5 AAE|X| b= BR CIE
X sfZ SM 2 =l 2.

Clole & 7|= 50712t oflo| M Eof| FItet o UASLICH
Active Directory, SVM % 7|Et £E7|t Z2 B E
7| REel xgo| & 4 JUSLICEL

AgentE CHA| A|ZfSH= THA[RILICE 1. Agent A|A IO
SSHE ¢ZgiLICt 2. O 20| L2 BHEE A0
Ol0|ME MH|AS CRA| AlZftL|Ct

sudo systemctl restart cloudsecure-
agent.service. 3. £ Sof| AE# MH|AS| MENE
sudo systemctl status cloudsecure-
agent.service SQITLICH 4. M4EHRAUS HAZEH
HEIZ o|Sdhof LCt.

.cloudinsights.netapp.com URLS| Zscaler == A|0{| A
SSL HALS H|2Hd3}etLICE Zscaler?t SSL HALS
A5 QB ME CHA|IStH= B Workload Security7t
-SSR FELICE

"chmod 755-rf" B0| Muj&L|Ct =) C|2E2|of
mhAo| U1 CHE AL XIOf|A| £l A2 ST I o)
ALE Hots HEY £ gle FEJ} Ot sudo AHEXEZL
Ol0|HE MX| BHS AAldt= 2 F™HO| MoftL|Ct.
chmod EEO| Amistof LIHX| AX|7 M=K
oL 1. "cloudsecure"2t= M CIRIEE|S
MdgtLCt 2. o CIAE2| 2 O|SELICL 3. T "EZ
.............. QLIC}./cloudsecure-agent-install.sh" A X|

HE SAtSto] 204 @1 Enter 7|8 +ELICH 4.
XIS AL T = A0{OF gLCh.



=X

Agent7t O3] SaaSOll A2 4 Gt Z NetApp

SupportZ AtEHE {4 A|2. Data Infrastructure Insights

2L HD S MSoto AHO|AS Mt A5 2
230 205 HEYLICL

T d

cloudsecure-agent-symptom-collector.sh A3 2 EJ}
HIist o CHg 2F 74 EAIELICE [root@machine
tmp]#/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agent-symptom-collector.sh A|H|A 27 £ZF|
OHZZ|AH0|M 21 T Of|0|HE MEf ARHAF MM
OO|ME CIAEE| 7= AHAF MM

symptom-collector.sh:line 52:zip: 3&2 &2 £ §l3

F: tmp/cloudsecure-agent-symptoms.zip 4445}X|
ZAUSLICH

useraddE AtE3I0{ 0f|0|ME MX|7} MIfHSL|CE.
CIAE2| /home/cssysE MAe 4= i&L|Ct

X = O|HET}F HHE[1 UK S LICE Systemct
status cloudsecure-agent.service NetApp
cloudsecure-agent.service: Ct2 1t Z0|

HA|EIL|CH [root@demo~] #systemctl status

cloudsecure-agent.service agent.service cloudsecure-

agent.service —- Y IZE HQt 0f|0|ME C|2 MH|AT}
EEEl(/usr/lib/systemd/system/cloudsecure-
agent.service; AL 8 03 21:12:26 C|2 A|AHI[1]:
cloudsecure-agent.service 21If.

SHAE:

Ao|Ao 2OE 1. RE HBO 2 L3
ATZEE AHAHSID t2 (cloudsecure-agent-
symptoms.zip)2 3/ efLICt.
a./opt/NetApp/cloudsecure/agent/bin/cloudsecure-
agent-symptom-collector.sh 2. 2E #HstOZ L5

T — =

YIS SILIY MAHst D EHE SRYLICE a.id cssys b.

groups cssys cat /etc/os-release

zip =77t AX[=|X]
MBI zip E2 MK[LICH 23 CHS cloudsecure-

agent-symptom-collector.sh S CHA| A3gtL|Ct,

HZ=OZ QI8 /home Of2H0H| AL X}Q|

A — Sk A
T Sl 20| 2 £
SHZ dpe

2 WH2 cssys AFEXIE st CHS
HHE AMEot0] EOQI CIHERE 822 FII5t=
ZQILIC}. sudo useradd user_name -m -d home_DIR
-m: AtEXte| E ClAEZ|7} gl B2 Md™LICt d:
AHgXtel 21391 L™ ER| 2= HOME_DIRS
AHE3H0 A AFE X MEELICE o|E S01, _sudo
useradd cssys -m -d /cssys_i= user_cssys_=
=75t 1 root OF2HO| 221 C|AE2|E BHELICE

o

cssys_user0l| AX| HH0| IS = U2E= 0| B2

Mg & ASLICE /opt/netapp?t NFS OFREO| 11
_cssys_user?} 0| ZL{0f| Ciet HMA Hoto] gl= B2
MK|7F HIHELICE cssys &= YIAZE HO MK
22|Xot Mot 24 AFZX0|H OFREE S/
M| AL MHO| S 4 ASLICE cssys_userE
Ar25}0d
/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agentOf| HA|ASH0 O| S =olet 4= JFLICEH "ME
HE"E HretstH dX| Moto] gl= AYL|Ct OREE

E0 i AFEo| 22 C=E2|0f ZX[gh |},

—

QIRUELICE "yum install zip" BHS

Hst
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=H: & e:

AgentZt XS0l ZEA| MHE Sl HZE|QT Agent  agent.properties £ TRISHH TEA| M8 HEE Fote

X 0| ZEA|7F AHEJ}SLICE O|M| ZEA| MHZL 5 JSLICH CHS HAE MEYA|R. 1. £4 THUO|

HAZ|ASLICH Agent| ZEA| FM S HESIHH ZotEl E20E HEELICE cd

Of"27| sHOF BfL|m}t? Jopt/netapp/cloudsecure/conf 2. ZH%7| HIAE
MET|IE AHE st MES agent.properties THL S
ELICt. 3.

agent_proxy host=scspa1950329001.vm.NetApp.co
m agent_proxy_port=80 agent_proxy_user=pxuser
agent_proxy_password=pass1234 4 &2 F7}5t7{Lt
SHYLICH DU S ML 5. 00]HES CHA|
A|ZF8tL|Ct. sudo systemctl restart cloudsecure-
agent.service

HIAZE Hot O[O EE AHSt= SYLIC

2 o

Workload Security AgentS AtH|st
2=y

Agentet HZEl 2= H|O[E £E7[7F HA APK|E[0{0F

AbCt
o

rio

APH|

@ AgentE AfH|SHH Agent2t HZEl ©E Data CollectorZt AHH|EILICH CFE 0f|0]MEZ H|O| E
THI|E st = 22 Oo|MEE AK[St7| T0oi| Data Collector #+42| Bl THS0{0F BHL|CE.
A|ZFsE7| Hof|
1. Oflo|MEQt HZE 2E HIO|E £T7|7} YAZE Hot IEO|A AH|E| R =X 2tolgtL|Ct,

Hu: HBE 2= 877 SX HEIQ] 3R 0] HAE FASHIAIL.

Ol0|MEE AH[St= THA:
1. OflO|HE VMO|| SSHE 511 LS BHES HAHSILICH HAIXIZF EAIEH "y"S 2A=25t0] A& EfLICt

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [y|N]:

2. Workload Security > Collector > Agents * & Z2!stL|C}

T4z O0|HE S=0| HAELICY.

—_— T1 7

3. AMH|St

= dEHHS 4 HwE FELICL

&
4. A * 2 Z22I8HL|C

- =2"d-

—_—

A|AHIOf| * Delete Agent * H|O|X| 7t EA|EIL|C},

5. AHH|IZ ol

_II_

ot * AH| * & S2IgLC}
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AD(Active Directory) AtEX} CIEEE| 77| 4

Active Directory MEHO|M AFEXF SMHE

AlZtst7| o

FOHEE YIZE HOHS TAT 4 UsLC,

* 0] A S £=335t2{™ Data Infrastructure Insights 22| Xt EE= AH AR XH0{0F StL|Ct,
* Active Directory M{HHE S ARSH= MH Q| [P ATt QLO{0F BELILCE.
* ArEX} CIAE 2] HEEE F4517| Tl AgentS T-45HOF LT

A|.9_x|. ClalEa| 27|12 2ASt= chA|QlL|Ct

HIZE Hot U 70i[M * Collector > AFEX} CIMEE| 77| > + AFEX} LA EE| 87| * E 2251 * Active

Dlrectory * & MEdStL|Ct

AMEXt CIHER| 37} ol HO| EA|EL|CE

Ct2 HO| 222t H0IHE UASI AL CEER| 87| PR

o=

=]

0|E

c

Olo|HME
MH IP/=0[Ql 0|2

Z2|AE 0|2

DN Ht

o
on

43

ALEXL CHER|e| 1R O|SRILICE. of:
GlobalADCollector

SE0M Y E OO|HES MEBLICt

Active DirectoryS S AEISH= MHO| [P FE=
FQDN(E7&tEl Q! 0| S)LICt

ClaE 2| 29 Ealiﬁ -’.-f— ILICt ZE|AE O|F2
AFESHH SVMO| = At 22 xx.y.z=EH Zoj¢l
O|EE MEY £ USBLICEL de=x, dc=y, dc=z= AT{
1R 0|& [dl: de=HQ, dc=CompanyName, dc=com]
= O30 20| X|™E = ASLICE
OU=engineering,DC=HQ,DC=CompanyName,DC=co
m[E7 OU 2X|L|o|Z2 ez HE{-S}Y|

1CN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>H|A] EH

A XEE

7™M 22{H]_CN=Acrobat=Users,CN=Users,DC=Users
,DC=Users,DC=CompanyName=Active,MA_DC=User
s,CompanyName=Trusted,DC=Active_DC=Company
Name=CompanyName=Users=Active,DC=CompanyN
ame=CompanyName=CompanyName=Users,DC=Co
mpanyName=CompanyName=A,DC=Users,DC=Com
panyName=

AHEXE7L CIMEE|E A = QUEL|CH o|E S0
username@companyname.com K=
username@domainname.com Eﬂﬂ‘?_' 7| Mg Hote
ZLQPILICE At8X= Hot OF 87| M8 =H|¢l
HEE2_o| 714 @0[ofof gL|LCt.

Cl2E{2] M 255 (0]: Bind DNOA A2 E|= AR XL
0|52l ¥z)

13



IZES LDAP, LDAPS, LDAP-START-TLS

nE ZEES MEigtL|Ct

Active DirectoryOllA 7|2 &4 0|50| &l 22 CH3 Directory Server B £4g 2Lt 023 44
0|2 Ci5 2 Active Directory0llA] _not_modified2LICt. O] 22 7|2 £4 0|2 AHE5I0] ZHTHSHA Zie o=
ASLIC.

AN Directory Server2| &4 0|S&L|Ct

:NNE oIS

SID A IDYLICH

INE=IN = sAMAccountName

CHE Ed8 Forote{H HE A £ 2ot = St

AN Directory Server2| &4 O|S]L|Ct

oY Fa |

M3} s Mot Mz

o5t M=

= co

AFEf SEf

HA M

ARZ e gt

2+a| X} DN =N

o= HH

ArEX} ClHER| £77| LMHE HAESH=E SYLICE
CIS EXIE AHE3H0] LDAP AFE X} M3 8l &4 Ho|o| fa S AAME = ASLICt
* CI2 HAHES AR50 QT ZE HOL LDAP A2t HetE AS et

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* AD Ef47|S AFZ510] AD GIO[EIHIO|AS EFASID, JHK 44 X 442 HI, AS I, K|l A7|0IS
20, XESED ChA A3E 4 9l Hmst AMS AgE 4 ALt
* AD MH{0| $1Z8 4 9li= BE Windows AIAIO0] £ "AD £ MX|gtLCH
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

o Active Directory Explorer - Sysinternals: www sysinternals.com

File

Edit

Favorites  Search  Compare  History  Help

IR

Path: |

+d

Mets
Aut

@ Active Directory Explorer "

A4 Connect to Active Directory e

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

MEX CHER| 27| 18 2R =X &

ChE BOME 87| 74 S0l 2dE & A= LT EXA i Z SHS

=X

o
AMEX} LR ER] HEE S FIM0HHE 'R JEf7L ELICh. EXRE ALEX
"LDAP AMHof Csl| Z#XE XH SHO| MISEJASLICE  AE

"EtE LFEZF EAIELICH

ArEX} CIHER| HYUEHE FItsIH B MEfT} EILICH EHEZ2
"DN=DC=HQ, DC=domainname, DC=comdi| s{&st= 0|2

M E ZE|AE O|FCE MK RYSLICH"el=
QLFEIt EAELICH

Syntax

oIS It M 2E|ASLICH SHIE

Xt O|E o 2= & HESHD MISHIAIL.

HSEAELICEH SHIE EE2|AE
A2,

o>

15



=X

Sojl9l AFSRIS] MEE £40| 92 E Hok AL
m23 Ho|x|ofl LIEFIX] LIt

"LDAP AtEXHE HMSHA| ZYSLICH 2o 22l Mo
HEY 5= IELICE HEO| nullgL|Ct"

AMEX} LR ER] HEEH S FIH0HH 'QF &Ef7F E LI

AFEXE CIHME 2| HYE S FI15HE 'THA| A= &' et
ElLICL "Collectore| &EHE Folgt 4= glELICt &2l
TCP ¥3 [Connect(localhost:35012, None, List(),
some(,seconds), true)] LF 7}

java.net.ConnectionException:Connection refused
=0l AT ELCt”

AMEX}F LR ER] HEEH S FIH0HH 'QF" &Ef7F E LI
"LDAP HZS AHSIX| RYELILL 2= LR/
HA|ELICH

AHEX CIAER| HUEE FI6HH ' F MEf7L ElLICH
"MYE ECSIX| RA/ESLICE 2l DataSource A0
&7t YLtk 53 0l
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| JU&L CH”

Lhe Ea 48 AlX
EQ HOIEE F7Iet =

ZtM2X| gLt

=0l 23t AASLICE M
MEHX EM [|0|E{2 ADO| A

CollectorE CtA| A|Ztet = AD S7[sH= A
O| RO ELI7}?

AFE XL O|O|E{7F ADUIM CloudSecureZ S7|SHeIL|CY,
A HIO[E{ 7} APM|EIL| 77t

ArEX} CIHER| HEE S AHZSIH 'QF' HEf7t ELIC
"HUE It @F MEHRLICE AH|A O] F: usersLdap.
Aol 2l LDAP ALEXIE HMSHK| RS LICH Aof
£21:80090308:LdapErr:DSID-0C090453,

A dH:AcceptSecurityContext 27, H|0|E{ 52¢, v3839"

16

SHAE:

0| = CloudSecured| 7l MEf™ £M0o| O|S 1} Active
Directory2| & X| &4 0|E0| LK[SIX| 47| HEY
UELICH SHIE MEi™ £ 0|2 HESI
MSSHAIL.

Restart =5 22510 £=E7|E CHA| A|ZFeL|C,

T4 LW (A, T2 AE-O|Z, HIQIES-DN, HIQIE-ots

)oll Chsl R=%t 2t2 M3} =X 2IEL|Ct bind-DN
210| &4 'Administrator@<domain_forest_name>'
= el 2E|Xt ATHo| Y= AEXAHSE

M ==X grelefL|Ct.

AD ME{ofl CHa RS 1P &= FQDNO| HIZE|SLICt
SHIZ 1P 74 £ FQDNS HEstD igi|c

AD Ato]| CHaH Z2El IP L= FQDNO| MISE|A&LICt.
SHIE IP 4 = FQDN2 HESHD gLt

BXRE ZE 0| MSEASLICH AD MEof gt 7=
TE gt EE SHIE IE HS S AL BHAIL.

O|&= CloudSecuredl| F7HEl &M £43t Active
Directory2| &lA| &4 0|S0| YX[SIX| 7| 2L =+
UELICH SHIE T £= MEIN £ M 0|2 MESHD
M SSHUAIL.

AD &7|%t= 7|7t CEA| AIRHE 2l=0f| = ELICE 2F
300t HO| AFEX7t U= AFEXLHIOIEE 7HH = o <
1520| AR E|H, 12A[Zt0ICH AFS 22 MZE DA FL|CH
MZ 00| = 2 AFEXHHIOIE = 1370E S¢t
SX[ELICH HHET AHE|™ |07} ALA|ElL|CH

EXE Z2|AE O|F0| MSEIRASLICH SHIE Z2|2AE

0|52 MSdt= YH2 212l & HZIHMAIL.



=X

Mot Hz It AFEX Z2E H|0|X|of] AKX & LICt

AD(Actlve Dlrectory) MEOA =3t 2
StMSIE| AL QA ZE HOFAIRXCEE

AD Mo ‘E'.’é%* =+ GIELIL}

IZM(SSL)7t
E2] 2371s

Active Directory2| H|0|E{= CloudInsights Security0i|
UELILCE CloudinsightstiA 2= AFEXL HEE
MrstH = 32

LDAP Directory Server Collector /1A

F

LDAP L E2| MHO|M ALEX} £4S =

AlZFsE7| o
| &2

o

* LDAP C|HEZ| MHE

SHAE:

0|= Active Directory?| &4 0 22X 2L =
UASLICE 1. Active Directory0ll A A2Xt HES

7t 2= EX Active Directory $%7|2 HEIEL|CE. 2.
ZM &4 ot2iof| Active Directory &4 M3t H0f

ozl =l = me 0|2 "M} "7t 0'*L|Er_ 4. O|X| 2|0 M
M2 Active Directory EH7| =15 AM2SH0]
Active DirectoryE EMM3SI SHIE £4 0|52
2toIsH A| 2. 3. Active Directorydi| AF2Xte| Fs}
HS I A= Mot Hz'Ehs £40| JY=X| 2elgfL|ct, 5.
Active D|rectory01|)\'| Mot HS' 2 M EACHD 7Y
HA&L|CH 6. 123 C}2 CloudSecure AF2Xt CIZE2]
AZ|7|Z2 HESILICH SM 24 MMM 3 Hs =
"Mt S 2 HHELICE 7. Active Directory CollectorS

X &SI Collector?t CHAl A|ZHE[ 11 AFEX}S| et HB E
72t AtgXT T2 H|o|X|of| SYe MEE HAISL|CH

AFEX CMER| £F7|E Fd5H7| T AD MH
Lot E H|doot A2, AFEXL MIF FHE 7W£E
1370 St EAIELICE MEX ME FEE 712

AD ME{2| HZO| #7|H ADUM MZ =7} MRXPE
MR bE LIEf CHAl 7 22 ALE X} LA B2
=& 7|E ADOI| HZdlof eL|Ct.

CloudlInsights 2 Q0| A= Active Directory A X}
MO AN|E 4= SISLICH AFR2XAHE AN 5™ JA||
H'HEE Arx|sHof gfL|Ct.

== T

SIEE QA2E HotE AMSHL|CH

2852 ™ Data Infrastructure Insights 22| Xt EE= AE 2 FXF0{0F BfLICE.

SAEIBHE Mi{o] 1P 27t L0{0F BLCH

* LDAP L E2| HYE S 517 ol AgentE T1-d3HOF &HL|C}.

A}Rxf ClHER] +87|E 785t BAILIC

. 9|32 ok |0 A * Collector > ALSXt CIER| £77| > + ALSX} Cl2ER| £77| * & 226t

Directory Server * £ ME{SHL|C}

MEX CIEEE| =7t o} HO| EA[EL|LY.

Cts Ho| 2R3t HI0|HE &

Olo|HME

* LDAP

=Hot0] ALEAt CIHER| 87| E FE-LICE

29

AEXICIHMEZ|S 17
GlobalLDAPCollector

SE0|M 74 E oflo]H

O[S &ILICE. ofl:

ES MegiLict

17



e IP/E02! O[S LDAP CIE2]| NS SALSHE AH{o| P F4 £
FQDN(& gl £oel o|)elLict

aM 7|1&= LDAP At ZAM 7|8to| HM 7|E S AHZSHH SVMO|
A= U2 xxyz=EY £HQl 0|5 HAIS 25 A 8Y
2= U&LICE de=x, dc=y, dc=z=> A 1R 0| [0
dc=HQ, dc=CompanyName, dc=com] = C}21} Z0|
Xge = A&LICH
OU=engineering, DC=HQ,DC=CompanyName,DC=co
m[E7 OU 2X|L|0|Z2 ez HE{RS}HY|
]CN=username, OU=engineering,DC=CompanyName,
DC=NetApp,DC=com[OU<engineering>0|A] EH
AFEXtEE
7t 22{™]_CN=Acrobat,Users,CN=Users,DC=Users,
DC=CompanyName=Boston,DC=CompanyName=Co
mpanyN,DC=CompanyUS,DC=CompanyName=User
s,DC=CompanyName=CompanyS,DC=CompanyNam
e=CompanyName=CompanyName=CompanyName=
CompanyName=CompanyName=CompanyName=

DN Hield AHEXI7t CIME 2| E HME = ASLICH off:
uid=Idapuser,cn=users,cn=accounts,dc=domain,dc=C
ompanyName,dc dorp.company.com=com
uid=john,cn=users,cn=accounts,dc=dorp,dc=company
,dc=com AFEX} john@dorp.company.com

A INEEXN

fotL|C} 44zl

Y= E Hielg gLt CI2E 2| Mt 25 (0d]: Bind DNOA AFS &= ALE XL
0|89 =)

OIZ=EES LDAP, LDAPS, LDAP-START-TLS

TE ZEE MEfBIL|Ct

LDAP Directory Server®ilA 7|2 £4 0|E0| £HEl Z <2 CtS Directory Server B4 482 2BLICt tHEE2
AL 0|2{3t £ 0|22 LDAP Directory Server®lA| _not_modifiedILICt. O] AR 7|2 &4 0|52 ArE5t0
ZHEHSHA| TIdliel &~ USLICEH

AN Directory Server2| &4 0|SIL|Ct

HA|O|E =

UNIXID uidNumber(uidNumber)

ALEXLO|E uiD

BN Directory Server2| &4 0|EL|Ct
O|HY FA 0| &4

Mot HS Mot Hz

ot M=


mailto:john@dorp.company.com

AR AR

2 BN Hs
AHZl [
Z+2|Xt DN 22| Xt
g B H

MEX CIHER| £F7| Y S HAESE SYLILE
CHS XS AHESHH LDAP ALEA 2o 8 &4 Folol fad

* IS HAHES AR50 QT ZE HOL LDAP AF2Xt HetE AS et

ldapsearch -D "uid=john
,cn=users, cn=accounts, dc=dorp, dc=company,dc=com”" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* 1pAP EHMI|E AM23I0 1pap O[O|E{H|O|AE EHMstT, JHA|
gt ©I, JHHQl AJ|OIE EI, MISID CHA Ags 2 9

AN
UASLICE.

° (http://jxplorer.org/LDAP MHO| AZE = U= ZE Windows A|AEI0| LDAP
Explorer)(http:/Idaptool.sourceforge.net/ =& Java LDAP EtM7|E MX|EL|Ct,

° LDAP C|HE2| 2| At} O|S/Y=E A 0] LDAP Aol HZAFLICE

19


http://jxplorer.org/
http://ldaptool.sourceforge.net/

Lser DM

Password

Use 551 port

Lise TLS

Base DM

Configuration | Server Connection | Option | SSLTLS |

|cn=admin.di [ &nonymous login
iﬁc—ic;c;;—" vl Store password
! Yes & No

[ N (TLS is only used
|} Yes @ No on non SSL ports)
de=workgro | Guess value |

Test ccnnectiun|

Ok l @Aﬂnuler [

LDAP E|E1|EE_| x|7| _—I.LM 9_”_ _I,__x-" oH?:I

ChE EolM= 27| 714 Soi| 2l = A= Lz

=X

LDAP C|2E2| #{4EZS

"EhE LF7F EAIELICH

LDAP C|HE2| HEEE FII5IH T MEf7t ELICE.
"DN=DC=HQ, DC=domainname, DC=comi| s{&st=
HHE ZE|AE O|ECE I X R} ELICE"2t=

LRIt EAIELICH

Tojlol AtgXte] MEfX £X0| 9AZC Hok AHER}

T =T 0|O|X|off LIEFLEX

"LDAP AtEXHE HMSHA] ZYSLICH o el MHof

| & LICE.

HZBt & QIALICH HZO| nullL|Ch”

LDAP C|HEZ| HYEE

20

IS 'RF JEf7E LT

7ot 'R JEf7L LTt
"LDAP ME0] Chisll 2 El XHE SHO| MS=ASLICH

FRIZ! DN EE= HiQIEl H|2tHS tE= A
LIC}. gHIE HEE T

ey
II|> [as
r_.L
IIE
ot
kT

O|= CloudSecure0| =7t MEHX™ £M0o| 0|1} Active
Directory2| &X| &4 0|S0| LX|SHX| 47| IjEL
UELICH HEE= /ARKE FE2TLICH SHIE MEIN

54 0122 B HTHIAIL.

Restart =& 22510 +&7|E CHAl AL,

T4 HC(MH, Z2[AE-O|E, HI?IE-DN, HIRIE-tS
)oll CHal f =3t Z2f2 M3} =X &letL|Ct. bind-DN
olgd o SHAL

H=—"1=— oo

uid=ldapuser,cn=users,cn=accounts,dc=domain,dc=c
ompanyName,dc=comQ 2 H|ZE|0{0} EHL|Ct.



=X

LDAP LR E2| HHE S FII5IH 'THA| Al ' &EN7F

ELICH "=T7|Q| YEfE =Hl5tX| Z8t0] LHAl A =dt=

" 2F77t BEAIELICE

LDAP C|HER|E X7}t SOt CH2nt 22 @27t
HA|EIL|CE 23] ZHA|E LHOI| Collectore| AEHE
StolsHX| ZMESLICE TI|E CHA| A ESHUA(REF
IE: AGENTO008).”

LDAP C|EE2| HHUEIS FI7151H 'THA| A= B &ERTt
ELICH "Collectore| EHE Hold = i&LICt ¢l
TCP E& [Connect(localhost:35012, None, Listy(),
some(,seconds), true)] LF 7}
java.net.ConnectionException:Connection refused
MZof HufELCr”

LDAP CI#E2| 7HE|S 2715151 92" M7t ELiCh
"LDAP $1Z2 MR SRSLICL 2t 237}
EAEILICE,

LDAP CI2|£2| 7HE|S 7}5t3 @& A7} ELiCt.
"dHE EESHX| R/SLICE 2l DataSource F40]
QFIt JAELICH EH OlF:
/connector/conf/application.conf: 70: Idap.ldap-portoi|
X7t ot R EXtE0| &L CL”

Lhe T4 448 AXED 51
= GloEtE o1t 3w

7WEII A& LTt

7t AASLICH 4
£ HI0o[E{E ADO| A

CollectorE CA| A|ZEfSt 2 LDAP S7|3H= A
O|ZO{&L|7}?

AMEX}O|0|E{7} LDAPOIIA CloudSecure2
S7|SHEILICEH A HIO|E{ 7 ALHIEIL|77H?

LDAP CIHEZ| HHUEE ALESIH 'F MEfTt ELICH
"HUE 7t @F MEHRILICE MH|A O]E: usersLdap.
ATl 21: LDAP AFEXHE AMSIX] %‘iﬁél-l'if. ATy
£21:80090308:LdapErr:DSID-0C090453,
M™H:AcceptSecurityContext 25F, H|0|E{ 52e, v3839"

A AM 7|1Z0] /il HIS =} =X

AD AHof| CHsH H=ZE IP == FQDNO| M| SE|ASLICH
SHIE IP 4 = FQDNS HESHD YLICE 777/
/

LDAP A{H{0f CHolf 22 E IP EE= FQDNO|

M2 YSLICH SHIE IP T4 EE: FQDNE MZ
UABILICH e H2E ZE Zf0| MSE[A}SLICE
LDAP AH{O|| CH3St 7|2 XE Zf = SHIE TE HSE
A28 HAA Q.

BRE |£E 20| MS =R
ZE YU TE SHIE ZEH

Skt

SLICH AD AME0f| CHEE 7=
SE ME EHAI2.

O|= CloudSecure0| =7tEl &M &1t Active
Directory2| &X| &4 0|50| LX|SHX| Q7| [[H o
USLICtH SHIE T4 t= MEHH &4 0|52 TSt
MBS L.

LDAP S7[3t= 27|17} CA| AZHEL B{Z0f| £ ELICE
o 308t HO| ALRATL U= ALBXH HIO|EIS TR o
o 1550] 2 QE|H, 12A|20tCt RHECE M2
THZLIC

M=z DHEO0| gl= 2 ALEXL HI0olE = 13713 St
FXAIELCH HHETE AN | H H[0]E7F AP EL|CE.

EXE X2|AE O|E0| M3k

ISl
OIS MSst= YH2 flel 2 &=

ALICH SHIE ZaAE
SHMA|2.
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=X

Mot Hz It AFEX Z2E H|0|X|of] AKX & LICt

AD(Active Directory) AMHOl| X =3} S A (SSL)7t
SMotEl A2 YIAZE Hot AR CHER| |
AD AMH{of HZE 4 gi&LCt.

ONTAP SVM Data Collector A

A2 E HOL2 [|0|E £E7|E AL
£=TIStL|CY

AlZfsto] ol

* O] H|O|H #&7|= Lk 7+ 842 Sl XA ELIC.
ES

° Data ONTAP 9.2 O|AF HA
° SMB ZZEZE HH 3.1 0|5}

SHAE:

0|= Active Directory?| &4 0 22X 2L =
UAELICE. 1. Active Directoryt| A AtEXt HEE

7t 2= EX Active Directory $%7|2 HEIEL|CE. 2.
2M &M ofzof| Active Directory &4 'F3s} Hs0f|
O E ZHE 0| "XMat H"7F JELICE 4. O[H| [0l
Mt 2 Active Directory EHM7| =& AH25H0
LDAP C|AE{2] M E EHst D SHIE £4 0|82
2ol AR, 3. LDAP CIAE 2|0l = AHEXte| T3t
HZ It U= M H'ets £40| UK &elgL|Ct 5.
LDAP CIHEZ|0M Mot H'E SHEJCED 7Y
HASLICL 6. 2% C}3 CloudSecure AFEXAt C E2]
S| WESLICE M &4 MMo|A M3t ' E
"Mt S 2 HHELICE 7. Active Directory CollectorS

X Z5HH Collector?t CHA| AJZHE| D AL XS] Hot Ho E
72t AtgXT T2 H|o|X|of| SYe MEE HAISL|CH

MEX CIMEE| =F7|E Fdot7| T AD AH

YD OHE HIZGSSHIAR. LA M HEE 71 QH
13708 S BEAELILE MEX ME HEE VN2 =
AD MH{e| HZ0| B7|H ADOIM ME F7HEl ALEXHE
PR S LICt CHAl 7F 22 A8 X} LR EE
=71 ADO|| HZ5HOF gfLCt.

ot0{ CIHIO[AOf| A T SL ALEXL M| A COIE S

> ONTAP 9.15.1 O|A4t0| AX|ZEl NFS 4.17X|2] NFS HH
° FlexGroup= ONTAP 9.4 O|AF HHFOf| A K| EIL|C}

° ONTAP Select?} X| & EL|Ct

* ClloJE R SVMEF X ELICt Rt 2 280] A= SVM2 X=X §4&LIT

* SVMOi|= of2f 7HX| 5H9l /0]
X EL|Ct

$0

* CllolEf =&7|& F43t7| ol Agent" & 5l{0F RILICH7F EHQ

© SHIEA| FHE MRS CIFEE| AHEE 7F Q=] 2eleiL|th, J-X] ™ OHIET QIZHE AFEX} 0|

&LICt. O] & DEFAULT, SYNC_SOURCE % SYNC _DESTINATION 2t

of

fLICE.

I

o

HA|SH “Activity Forensics(&2a Z&lAl)” H|O| X[of| ALEXt2| AIH| 0| F(Active Directoryd| XM&HEl 0|F)2

HEAISHR| gLt

* « ONTAP S NEAE 9.14.152E X[ E/L|CT.

* X9 452 ?l8ll FPolicy MHE AE2|X| A|A”D S LS MEU0] 2930k LTt
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task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html
task_cs_add_agent.html

CtE & 7HK 2 & StLHE AFEdH0 SVME s=7fdt of gfLICt.

° SR{AE IP, SVM 0| &, 22 AH 22| ArEX 0| 8 =S ALEEILICE o] W2 * _ S(8) A8t A0l
TELItt

* SVM O|E2 ONTAPO| EA|El CHZE CHAEXIE FE22L|CE
° SVM Vserver 2| IP, AtEX} 0|5 U A4S E ALETILICE

o MA| 2E|Xt FHAE/SVM 22| AFEX 0|8 ;! P2 E AIEE &= QUL AL /0] gl= E < Ot
MMM BTt AN Of 22 Privileges2 AFEX} X[F AFEXIE HdY 4 "2 otof CHet F1 Aret

"UELICE O] HEY AF2XH= SVM £ 2HAE HMAES Qo MME 4= ASLICE
= o OfzH "#etof] CHEE £ AFSt" MMM A Z St csrole O] AHC] HeH0| Q= HES 71X AD AFEAE

AF2E 4= UYBLICH = "ONTAP HEAHESIMAIL,

ChS S Hsl0f SVMO| BHIE oS 2l70 0] HHEIYEX SHolgLIT

clustershell::> security login show -vserver <vservername> -UsSer-or
-group-name <username>

=3 ofl:

Vzerver: svmname

Second
Uzer/Group Authentication oot Authentication
HName Application Method Eole Name Locked Method
vsadmin http password vsadmin no none
vsadmin ontapi password vsadmin no none
vsadmin ssh password vsadmin no none

3 entries were displayed.

SVMO]| CIFS M7} 2 EE[0] Q=X &RIBELICE clustershell:> vserver cifs show
SVM O|E, CIFS AMH{ 0|§ Y 7t L7t ghstElL|CE,

SVM vsadmin AF2XIS| A S E MATIL|CH AFEX} XM AFRX| = 22 AE ZEZ|XIE AIRSt= ZAR 0| CHAE
HUHELICE clustershell:> security login password -username vsadmin -vserver svmname
Qe HNAE 25 SVM vsadmin ALEXI2| EZS SHAMSLICE ALXE XIE AHEXF E= SR AH HEXE
AMESH= 2 0| A E AL ELICE clustershell:> security login unlock -username vsadmin
-vserver svmname

CllO|Ef LIF2| ot ’éﬁ’ﬂ.*ol 'GMT'(0I3t 'ClIOIE") =2 HHEE|0] JA=X| efeletL|ct HE 22| lifE ArEste
SVM.clustershell::> 2 F7I6l= 82 0| EHAE HUHELICH network interface modify -1if

<SVM data LIF name> -firewall-policy mgmt

YotHo| ZYotEl 2 Data ONTAP HO|E &7 AHE5t0| ZEO| tlist TCP E2HHE 5185t=5 FoE
oflef7F A0 OF BFLICY.

T4 YEE S UEHY 27 MEHISHAR. 0= 22 =0 2X|E 2Z|0]A 00T E % ofo]HE0
HEEUCt

Cloud ONTAP SVME ZL|E{2I6}17]| Qs AWS EC2 QIAEIAQ]| OO MEE MX|$t AR 00| MEQI AEE|X|=
STt VPCOH| QLo{of StL|CE JHE VPCO|| = E 2 VPC Ztofl &3t AZ7} Q00 ghL|C},
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security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"
-access all

AHE Aol CHet &0 Aty

— -

S2{AH 22| IP* £ SOl 71 wol ek

S AE 2| 22|Xt ALZXHE AHESH fIFZE H Q0| ONTAP SVM H|O[E] =F7|0f AMAS 4= gl= F2 Of2f
HHO| Lot A A S AHBSH0] "CsUser"2he M ALEXIE Mg & JAELC 531*'51 ZE| IPE MESIEE

IIZ2E HOLO|0|E| £X7|2 e uf "CsUser"2| AF2X} 0|2 "CsUser"?t &S E AFEHL|CE

6%E1 S| AE 22| 22| X}t AR XL 0| E/U S E AFRSI0] ONTAPY| 23215111 ONTAP A{HO0f| A
'6'I-

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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cs_restrict_user_access.html
cs_restrict_user_access.html
cs_restrict_user_access.html
cs_restrict_user_access.html
cs_restrict_user_access.html
cs_restrict_user_access.html
cs_restrict_user_access.html

security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
—access all -query "-snapshot cloudsecure *"
security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
all

security login role create -role csrole -cmddirname
destination" -access all

security login role create -role csrole -cmddirname
—access all

security login role create -role csrole -cmddirname
—access all

"vserver fpolicy"

"volume snapshot"

"event catalog"

"event filter" -access

"event notification

"event notification"

"security certificate"

security login create -user-or-group-name csuser -application ontapi

—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh

—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole

vVserver 22| IP * £ Edf| 7t ol Hsh:

S AE 22| 2Kt AFRXIE AFRSI T ZE HOH0| ONTAP SVM H|O|E| £R17|0| HM AT 4= gle HL Ofzf

IO Lt A= AL S AEDH0 "CsUser"2h= M AFEAIE Hde = ASLICH HIZE 2ot H|o[E =F7[0f| A

SVM 2| IPE M-St E 7Y ] "CsUser"e| AEX} 0| "CsUser"2t 2= E AFEEL|CH

M AL RIS MASte T 22 AE B BR|xt ALSX} O|S/2ASE AFBSH0] ONTAPO| 21915t ONTAP AHO|A
2+ QUEE 0[2{3t BYS HAE HET|0| BArSHD ONTAPUIM CHS BHS
S

Ch2 BYS MABLICH A ArEe

=
AEHSEI| Mol <vservername>2(E) SVM O|ECE HHRHA| L.

security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none
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security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"volume snapshot" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole -vserver <vservername>
security login create -user-or-group-name csuser -—-application http

—authmethod password -role csrole -vserver <vservername>

Protobuf 2=

O] M0 Collector?| _Advanced Configuration_settingsOf|A| 23t H /I ZE HOL2 FPolicy ATl protebuf
D2 1MEILICE Protobuf 2= ONTAP HZ 9.15 O A0 A X[ EIL|Ct.

0| 7|50l CHet XiAet LIE2 2 "ONTAP EEAM"EERSHYAL,

protbufoll CHet £ #oH0| HRetL|CHYR E= MEIEo[0] /AUS = AS).

E8AH RE:
security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

SVM EE:

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrestrole -vserver <svm name>
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ONTAP XtEX 90 20] 3! ONTAP M| A0 CHet Hoto]| HEE|JASLICH

S2{2H 22| XHH SEE MESH= 2 M Heto] HRoHA| gigL ).

—

AEXIOA FOE Mot 2 AFEX} K| AL XK | C User)% At8dte B2, Of2H HHAIE et A2=E 2t

Hots F0{510{ ONTAPO|AM ARP 2 FEE -

XM LHE2 HE E BXSHIAIR "ONTAP HAH|ALtS| E610] AR EASLICH

al

3! "ONTAP Autonomous 2490 Protectionzt S&"

HolH +&7[E FELItt

4 A

1.
2.

Data Infrastructure Insights 2t-80]| 2t2|X} = AE ARXE 2320gL|CE

Workload Security > Collector > + Data Collector * & 22I8tL|C}
A2 7Hs8t H|0|E{ Collector?t EA|E/L|C}.
NetApp SVM EtY 2|2 OFRAE 7147t * + Monitor * £ S2/gfL|CH

ONTAP SVM g H|O[X|7t HA|EL|Ct 2t 2O 20t Ho|HE =Lt

oo YHetct ME

o)z Data Collector?| 113 O|EiL|Ct

Olo|HE SE0|M 2HE OO|MEE MEABILICH

2| IPE Solf AE Cha: Z2{AH IP £& SVM 22| IPE MEighL|Ct

Z2{AH/SVM #2| IP F& 2lol| M MEiSH gh=of what 2 A E= SVMe IP
FAYLICEH

SVM 0|& SVM O|E(22{AH IPE B8l gZT mj 0] ZE Q)

ALEXL OIS Z2{AE IPE Sdlf 71 of SVM/E2AH0|

HM|ASHE AF2XL 0|2 M 1QLICEH 2HAH 22| 2.
'‘CsUser' 3. CsUser2l fAISH Het2 71X AD AH2 XL,
SVM IPE Sdff F7te mf M2 4.vsadmin 5&!L|CH.
'CsUser' 6. CsUser2t fAISH HehS Sti= AD-ALEXL

o|ZQiLct.
o 9lo] AFB Xt O|Z 0l chet s QiLict
2QIEE LEY OMIE ZAMO|M B/ZES E2X| £ HQ|EX
ol MetstLict
Rlel/E3tet HK| 29 0|22 YLt O[HIE Z2 Mol A RIQISIALE EEEH (TS B2
20| flER PRE 2=}
RlSl/Ee TH 28 0|2 UABLICt OJIE 22 Mo\ RISISHALE Eere (=Tt Z9)

HEZ PEE 28 22
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E0 AMAES ZLIHERLIC O FMS MEiSHH 2 MM|A ZLEZ0f| CHet O HIET}
gdstELct of 9*4° MEHSER] ot EH WH/0IF
HE 8 AFZF ZLIEHEELIC 0] 7|53 gdetotH
ELIE%'EIE O[HIE 7t S7tEtL|Ct.

ONTAP & HI{ 37|E M™EEtL|Ct ONTAP Fpolicy M& HIH 37|E MABfLICt 9.8p7
0|2l ONTAP HE S AtEst M5 X7t ““‘”or'll
ONTAP & HIH 37|E HESI{ ONTAP d&
SFAFAIZ £~ QIELICE O] S MO| EA|E|X] 10 E“H 0l
Z2 NetApp X0 22|5tMAIL.

Al Opl
» AX|El Clo|E| $77] Ho|X|oflA 2t 77| 2E2Zofl Y= M Bl=S AL 0] HIO[E £77|S HEELIC
HIOIE 77|15 ChAl AIZISIZALE BlOJE £E7] 14 248 HET 4 YgLch

MetroCluster?| &% 31 A
C22 MetroCluster0i| #ZHEIL|CE.

1. Hio|H £&7| 27HE A2 SVMOl| HZSHD CHE H|o|E +E7|E EFZ SVMOl| HZRLICE.
2. M|0|E{ £&7|= Cluster IP_Z HZG| O} tL|Ct.

3. AHIEX| ot Clofe] £E 7|7k 4 F0[0{of 5tH, THE HIO|E £T7|= 77 LdetL|ct.

oAxf Al Zol' SYMme| E1I0IE1 2E71=  running O EAIEILICEH HxY IHE 9of Y= SVMQ| H|O]E

4. FHto| Y2 whOtCt HlO|E] 2E 7|2 AETL A oA 'QF'E, Es 1 B2 WAL
5. HlO|E] £%7|7t @& Aol Al AtEjZ O E3te o £|ch 220] ZELICH
MBI A H A

ONTAP* 74 9.9.1 0| & * 3} SHH| MH|A HMES ALESt= 22 HIO|E A& =E 7|0 HZESHHH data-FPolicy-
client_serviceZt data service _data-nfs % /or_data-cifs_2} EHH ZrL|Ct,

ol
Testcluster-1::*> net int service-policy create -policy only data fpolicy
-allowed-addresses 0.0.0.0/0 -vserver aniket svm
-services data-cifs,data-nfs,data, -core,data-fpolicy-client
(network interface service-policy create)
9.9.1 0|2 ONTAP HTO| M= data-FPolicy-client £ Mg Q7 &LICH
CilO[E] =F7| MM - LA K|
O|X| ZaIE{ 2| kebab H| 70l 27H2] A Ztf0| EA|ELICHIAl SX| S CHA] A|Z).

Data Collector?} _running_state@! 22 &S LAl SXE 5 USLICH ST 7|0f ChEt "M 7HS] M 0 FE 10
LA ZX|E MESBILICE Collector?t YA EX|E= S ONTAPO|A = El H|0|E{= gl11 Collector0llA{ ONTAPEZ
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M&E|= H0|E{= IELICH &, Fpolicy O|#IEZF ONTAPO|A C|OJE| £&7|2, 22|11 1 Qtoj| M H|o|Ef Qlzat
Insights 2 0| S5tX| et&LICt.

Collector’t €Al SX[El 2 ONTAPO| M =& SO| YT I =L HOto| HIO|HE &S| i1 e =&
SO| LHAI2EL H|O|S0f| RIS =X §AELICE

Lt Aretoll folstiAl2.

© A SX|E =70 FEE SFof w2t AAFART -2 X S L

&2 EMS O[HIEE= LA| BX|E CollectorOllA XZ|=[X| RELICEH =, ONTAPO|A| ZHA 20
=42 MESIH Data Infrastructure Insights 32 E EQt0| siE O|HIEE mefeh 4~ Q&L T
= 71of

o =

* LAl BX|E =70 CHal Aef ZE o|H| 20| MEE|X| b5 LICt.

* £3 E= XS A0 AYAF B AEXAITH2 LA BX|E STI0IM X JEX] 4&LICH

* O[O|HE = £T7| 0| =, [O|THE VM CHA| A|Z/MSE! EE= Of|O0|HE MH|A TEA| AIZF A LA SX|E
+ZX7|= Paused_state0]| 20} UESLICE.

ol
rlo

* Hlo]H % '7|7f _Error_state ¢l 22 £%7|S Paused_state 2 HZAL 4 ¢
2Z7|9| AE{7} running Ol A 01| f%*gif%!'—lq.

* Of|0|MEQ| HZO| BUZXl ZR £=TIJ|E Paused_state 2 HAE 4= F&LICE Collector?t _stopped_state 2
0|S5t1l Pause HHEO| H| M3t ElL|CE

LICt LAl SX| HE

A XMqE
A3 MEAE ONTAP 9.14.1 O| A0l M X[ EILICH 28 0|2 XX 2 ONTAP 9.1452E 9.157X| CtFetL|C}.

7| HE/F7L HO|X|of| M 2elzts MEISHo] Sdete 4~ ASLICE o] =elzts MESHH 2§
A HIAE ST BAIELILH 28 0|1E2 G+ NS &det57| ¢let 24 ZEYLICH

* ONTAP 9.14.12| 32 7|58 Z43fe}7| Ho| 2EE 441D Volume Name BEO| SUst 0S8 X Zsiot
GLick 4% 28 2712 oGBELIT

* ONTAP 9.15.12| A £Z!7|0|M Volume Name ZE0|| X|SE=l 0|22 AF235I 16GB 7|2 280| A2 =
MM EIL|CE

AT FTA0H TSt SF Asto| WRELICHYR = 2 00| XY 4 US).

S28{AH HE:
security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster-name>

security login rest-role create -role csrestrole -api /api/cluster/jobs/

—access readonly -vserver <cluster-name>

SVM EE:
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security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <vserver-name>

security login rest-role create -role csrestrole -api /api/cluster/jobs/
-access readonly -vserver <vserver-name>

"SVM Collector 24| SHZ"ZM| 62 M E = H0|X|E EZSHHA|2.

NetApp ONTAP CollectorZ Cloud Volumes ONTAP 5! Amazon FSx 7+

HIZE Hot2 O[0[E] £=T7|E AIESI0{ C|HFO|AO|M I B! AFEX} HM[A H[O|E{E
AFISH|C}
T Hd .

Cloud Volumes ONTAP AEZ|X| 2 A

IZE HOLYO|HEE SAEIGEE thY L E/HAAWS QIAEA S L ME2{™H OnCommand Cloud Volumes
ONTAP MHAME EZESIHA|L. https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html

TMO| 22 E|™H CHS THAIoff 2t SYME AEBILICE. hitps://docs.netapp.com/us-en/cloudinsights/
task_add_collector_svm.htmi

xgEls SHE

* Cloud Volumes ONTAP - A 7153t B E S2IRE MH|A 22X X|IEL|C} 0f]: Amazon, Azure,
Google Cloud

* ONTAP O}OHE FSx

OIO|HE Al2E 1

OO]HE AAR2 S2RE MH|A SEXA| 2 MEUI0| 71| 0{0F BHL|C}. [Agent Requirements] 0i[A] HIE?{3
HA| A0 CHEH REM|S| ROFEHAI2.

CtE2 AWSOIA AgentS 2X|ots HHARLICH 22t2E MH|A SSX0| HEE|= At S HAIE Azure =

1. AWS 2&0| 23QI8t11 EC2-Instances H|O|X|2 0|8t = _Launch instance_E ME{gfL|Ct,

2. o] Ho|X|of| A MY CHE HHSH HH 2| RHEL L= CentOS AMIE ME{BILICE hitps:/docs.netapp.com/us-
en/cloudinsights/concept_cs_agent_requirements.html

Cloud ONTAP QIAEAT} 2F8t= VPC X MEHIS MEFSHL|CE

4. Setel 2|AA R T2.xLarge(vCPU 47l 2 16GB RAM)E MEHEHL|CE,

w

30


https://docs.netapp.com/ko-kr/data-infrastructure-insights/troubleshooting_collector_svm.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/troubleshooting_collector_svm.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/troubleshooting_collector_svm.html
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https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloudinsights/task_add_collector_svm.html
https://docs.netapp.com/us-en/cloudinsights/task_add_collector_svm.html
https://docs.netapp.com/us-en/cloudinsights/concept_cs_agent_requirements.html
https://docs.netapp.com/us-en/cloudinsights/concept_cs_agent_requirements.html

a. EC2 QIAEIAE obEL|Ct,
5. YUM I{7|X| Z2|XtE A2 L3t Linux IH7|X| & A X[ghL|Ct.

a. install_wget_and_unzip_native Linux I{7|X|S MX|&L|C}.
HIZE HotO[0|HES AXIFLICE

1. Data Infrastructure Insights S Z0]| 2t2|x} L= AE ARXE 2300 L|CE
. Workload Security * Collector * 2 0| 5%t & * Agents * B2 S2I8LICT.
. *+Agent* € 22/5t10 RHELS A ESHEOCZ X|FELICE

Agent HX| HHZ SAFEL|C

o A W N

219215t RHEL EC2 QIAE A0 Agent Installation BEE 20 &LICH J2{H YIZE Hot of[o|HETL
MR =0 2E 7pAER 2 2 QA SHELCH

—

XEMISE THA| = hitps://docs .NetApp.com/us-en/cloudinsights/task_cs_add_agent.html#steps-to-install-agent

2T EX2t o2 L2 Ch2 2ol 2B E[0] JASLICH

=H| HAE

"I 2 E HOH Amazon FxSN H|O|E{ £=Zl7|0f| CHst fsxadmin LIF HEY3 MOIHEE 0f|0|HEQ| Hot
ONTAP R 2 =QIsHX| Z/SLICL" 2F 7} O|0|H A0 F71510] 0] 2ME sHEZLICH EZETJ <hMEHK|
2710 EAIELICH D22 MZ2 Amazon FSxN e AQ OE ZTEJ}S{KEIL|CE

CIo|H £T7IE 2L Hotof] 71 2 gl&LCh
OO MEO|M EE 4439 FSxN 22{AE0f CHet HZ0|
AlZh Z3ILICt ot SLAWS Het OE= SAE
5183t= o 2Rgt 72l0| 2dete|o] ASLICE
Olo]MEZ} o|o] EE[0 A2H SLSHAWS AFH =
UAELICE O] YTt OfO|MEE AHE3I0 LITHX| NetApp
X ¢2 U ELHIYLCHESF &S).

o
AHoll= 58 Ao +=F0| S ELICE 2E|X} HSH0| A= ALEXF AH2 AHEXIE WH =
LIS Qa2 C KOt A8t = SILIE Shotst & OlAL|C}

- = =2 202 T M-

ofst SEEI=IETTRTIVEN
22| K} 22l Forensics, H|0|E| £%!7|, At53tel SE MY

SELREY
HIZE HOotZ Q5 APIE HIZRTH 2 E {32 Hot
7158 ¥ = JAFLICE 22[XHs CHE AFBXHE
EiE S XD YIRE Hot Hetat sgtet &
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AHEX} 213 ol gl 22|61 1 ForensicsS 2 £ YSLICH
ALEXL gt el ME|E HAHSI D, H2E FItsta,
ARARE £SO 2 MMStD, AR HNAE Hote
AELICt
AAE 22 2 ForensicsE = & UASLICH HAE 2 L&
MEE HAHSHHLE, HE2E FIISHHLE, AMAME 522
MMSIAHLE, ALEXE HMAE Mt 4= AELICE
CHA|
1. I3 2E ot 2a0lgL|Ct
2. M50 A * Admin > User Management * & S2|gtL|Ct
Data Infrastructure Insights2| AHEXt 22| H|O|X|2 MEEILICE,
3. Zt At Xtof| CHal @lshHs Hes MEfstL|Ct,
M ALEXLE FI16tE St Iots A (YEMOZ ARt EE= AAE)S MEdstY| Tt 5HH ElL|Ct
ArE Xt A 8l Aetof| Chh XHM|st LH2 2 Data Infrastructure Insights "AFE A} b MEHME A RSHUA|IQ

SVM Event Rate Checker(0l0|HME 37| X|& 7}0|E)

O[HIE £ HALZ|= ONTAP SVM H[O|E| £=T7|E 2X|5t7| Hof| SVMO|AM NFS/SMB|

2 OHIE £S5 =Qlotof of| o] E Alﬁ'ﬂ! StUiE ZLEEE = A= SVME #5

gelots ol AFSELICE O[HIE £ HAPIE 37| =F 7H0|E2 AHE0H0] Het %%'2 A=l
UELIC

>

Agenti= 2Tl 50712| HIO|E #=&7|E X|HE & ASLICH

QT Akeh
© SHAH IPYLIL

© So{AH HE|XHAEXL O A oLt

@ O| ATZIEE Malish mff O|HIE £ E 2Helgt SYME /8 ONTAP SVM Data CollectorS AlSts|iof
St

EHA:

1. CloudSecure?| X| &0l t2t AgentE M X|gtL|Ct.

2. O|o|MEJ} MX|=|™H sudo AF2XIZ server data_rate_checker.sh_scriptS ASHSHL|LCL.

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh
Of AFEEE A%l Linux AIARO| sshpass & dAXIs{oF LTt F JHX]|

=
YHOZ AXY = USLIC.

32


https://docs.netapp.com/us-en/cloudinsights/concept_user_roles.html
https://docs.netapp.com/us-en/cloudinsights/concept_user_roles.html
https://docs.netapp.com/us-en/cloudinsights/concept_user_roles.html
https://docs.netapp.com/us-en/cloudinsights/concept_user_roles.html
https://docs.netapp.com/us-en/cloudinsights/concept_user_roles.html

linux prompt> yum install sshpass
J=™X] o™ oM Linux A|AHOZ  sshpass E CH2EESHD C2 HHES
AASLICE.

linux prompt> rpm -i sshpass

3. HIAIX|Z} HAI=|H SHHE ghS AieLICh oS 22| of2fE EESHYAIL.
PS

4. ATYEL o 5

5. M%o| 2B E|H ATZET} SVMO| OJHIE AE2 QIMBILICE 2 S20IM SVME OJHIE 42 olsr &
oIAL|CH
M-

“Svm svm rate is generating 100 events/sec”

Z} ONTAP SVM Data CollectorS tHd SVMIt HZY &= JUEL|CH F, 2 HI0[E =& 7|0l A T SVMOI|IM

YYEl= O|HIE =5 22 5 ASFLICH

Lt Aretoll RSt AI2.

a) Ol 5 2t MO 7H0| =2 AFERILICH 30 SY/EE HE2|o| 85 =8 X[ &= HIolH 37| =& 2|t
507H7HX| = == ASLIC.

OO|HE A|AHR! M SVM H|O[E] £&7| & Agent MachineO| X2|g £ U=
Z|CH O|HIE £

43701, 16GB 10742] Hio|Ef #=F 7| % 20,000712] O|HIE

4304, 32GB 20702] Hlo|g =T 7| A& 20,000712] O|HIE

b) & OIHIEE A|L5teAH 3l 0|0 E0f| CH3l M- 2= SVMO]| Cho MdE O|HES =7HefLICt.

c) |3 A2t St ATRIET HAE|X| ALt I|3 ESHE S 0| F5t7| 022 R OHE £ HIHE 30%=2
FRIELIC
T = .

B+Ci= AL} ZOtof LI O-X| ¢4O™ Agent A|ARIO| ZLIE{RISHA| ZEtL|Ct

=
=

, TH Of 0| E A[ARO] =Tt &= A= IO 77|29 == otz SAS E3H{of L|Ct.

Sum of all Event rate of all Data Source Collectors + Buffer Event rate
of 30% < 20000 events/second

xref:{relative path}concept cs agent requirements.html ["AER 27 Ap&r]zx7}
L4 24 24 U 8F AL HOXE XL,
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o

SVMO| ZtZt 1007H, 2007H, 3007H2| O|HIE S ‘H-dotit 7Hgsl B & LT

(100+200+300) + [(100+200+300)*30%] = 600+180 = 780events/sec
780 events/second is < 20000 events/second, so the 3 SVMs can be monitored
via one agent box.

24 £22 sixf ZY ClA E2|9| It 0|2 FPolicy stat <SVM O0|E> JogUl| A Agent A|ARIO|A AR E 4
oA
[=]

* BXRE XA 59, IP £= SVM 0| 0| HMISE LIt
* 0|8, Al2A ¥z 50| STt 7|E FPolicydilM 2F 7t L etL|Ct.
© A S0 AIEETH LAY SX|EL L

[root@ci-cs-data agent]#

/opt/netapp/cloudsecure/agent/install/svm event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs _new

VS _new2
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Enter [1/5] SVM name to check (press
Enter [2/5] SVM name to check (press
Enter [3/5] SVM name to check (press
Enter [4/5] SVM name to check (press
Enter [5/5] SVM name to check (press

Running check for svm svm rate...
Running check for svm audit svm...
Waiting 5 minutes for stat collection
Stopping sample svm rate sample
Stopping sample audit svm sample
fpolicy stats of svm svm rate is save
Svm svm rate is generating 100 SMB ev
Overall svm svm rate is generating 20
fpolicy stats of svm audit svm is sav

enter to skip): svm rate
enter to skip): audit svm
enter to skip):

enter to skip):

enter to skip):

d in fpolicy stat svm rate.log
ents/sec and 100 NFS events/sec
0 events/sec

ed in fpolicy stat audit svm.log

Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec

Overall svm audit svm is generating 3

[root@ci-cs—-data agent]#

=Hl siZ

=
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I =E HQHEOZ 0|0 Y E SVMO|M ol ASEEES
AlSH SYMOJ|A 7|& FPolicy 142 A&7 | Bt
SHLI77}, OfL| ™ UA| FPolicy A2 AIRSI Z2MHAS
B 7L?

ASZEE MY £ = SYMe +E EE £
AXEGLIT?

SVM 8 £ 22 ATZE AW AZH0| 50{ELM?
ASHEE AW = UA=SVMe fE &2
UXELIIH?

SVM =5 58 4% 23EE 4 A[Zto] SO{ELI?
7|Z O|0|HEO0|| M O[HIE K& HAY|E HHSHH OfEA|
gLn?

00 events/sec

=
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ofofof BLiCk,

2 o[0] M El SVMO|| CHa A = O[HIE
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HIZE 2ot A0 Ho[X|of= 2|2 4 SY/EE B9 EtYeelo] EAIZIH ZF ZH(of ciet
MR EEE = = ASLHICHL
Alerts (D) Last3Days v 9
| HlterBy_H Status I..New m
2.5 I
a | I I - -
12. Ju 14. Jul 16. Jul 18, Jul 20. Jul 22, Jul 24, Jul 26, Jul 28, Jul 30. Jul 1. Au 5 Aug

© Potential Attacks  AWarning

© Potential Attacks  (3)

Potential Attacks Detected 1 Status User Evidence Action Taken

Ransomware Attack 5 hours ago New | 2 Iris Mcintosh =700 FilesEncrypted Snapshots Taken
Aug 10, 2020 4:38 AM

Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM

Ransomware Attack 2 days ago New |2 Safwan Langley =700 FilesEncrypted Snapshots Taken
AUg 8, 2020 4:29 AM

A Warnings (7)

Abnormal Detected 4 Status User Change Action Taken
Behaviour
User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None

Aug 8, 2020 7:49 PM

User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM

User Activity Rate 3 days ago New |2 Szymon Owen < 180.88% None
Aug 7, 2020 8:07 PM

A1
A3 R0 MEHSh A|Zh 90| M LAISH AR B2 Qs Zmo| & 40 ek AJZH o) M LIS 2 9
JEE Zm B20| EAIE JHmI EAIELICH JZOIN AlS AlZH 3 B2 A2t 22t0|H S BRSO AlZt HSIE

* The_potential attack_type(0l: THA %[0 EE= EfRY)
NS PN ESIE R Lo = PN E = p W R=UDN Fd o1 [ M

=~
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2ol &

1l

7

Change Status To

In Pl'ogl'ess

Add a Note

Save

Cancel

X (ol

evidence of the attack

5 M
I mo

User QIL|C}

07t EE|AE
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M2 H[O|X[ (O] Oi[Ml= &HA e 3HS HHFSLICL):
SOTENTIAL ATTACK AL 205 Detected Action Tzken Stztue
Ransomware Attack 3 i e |

Total Attack Resulis Encrypted Files

Activity per minute

1 o 4173

Affected Volumes Deleted Filez Encrypted Files o

een copied, deleted, and pol by encrypte ————m
mt. 100 #mﬁrwl

are attach

=2 to esch file

Related Users

Kristjan Egilsson 4173
Accountsni 5 i
Finance T SRS

Action Taken

None
Uzzrmzme View Activity Detsil
usl35
57144115

Emi Mansger
Egile=on@netapp.com Lyndsey Maddox
= @ write @ Se=d Msisdsts @ Others
Phons
387224312607

03330 94200 4350 5100 as 0509

s
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Potential Attack Detail / Ransomware Attack

Jul 26,2020
2:38 AM - 5:38 AM

POTENTIAL ATTACK: AL_307 Detected Action Taken Status
4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM
Re-Take Snapshots
Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o
200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.
0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users
Ewen Hall 5148 Detected Action Taken
Developer 4 days ago Snapshots Taken

Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur

- @

MONITOR & OPTIMIZE

/ Nabilah Howell had an abnormal change in activity rate :

Jul23, 2020 - Jul 26, 2020

Alert Detail
A nErts
G: AL_306 Detected Action Taken Status
i - Py 5 days ago None New
Q, FORENSICS Nabilah Howellhad an abnormal change in activity rate. B, & o &
Jui 25, 2020 1:44 PM
G} ADMIN
Recommendation: Setup an Automated Response Policy How To:
© Her 4 Automated Asspanse Policy will trigzer messures to contain the damaze Take Snapshots Restore Entities

automatically when a future attack is detected. Try it now.

Nabilah Howell's Activity Rate Change

Activity Rate

Activity per 5 minutes

Typical Alert
122.8 210 r— =
Activities Activities : 400
Per Minute Per Minute
200

A Moz Nabilah Howell's activity rate grew 71% over their typical

average.

o b P WO TP L

12:00 24 Jul 12:.00 25. Jul 12:00 26. Jul

o

A e

UEIO| MX} MY 2l zlol I E ZHof| Col LT Hhe Al SEO0 2 MAEILICt YEl £MXE FASH{H *
Admin > Notifications * & 225t 2} £AX}Q| O|H|Y FAE = SHL|Ct,

Y

An gl A= 13708 SO SXIEILICH 137 o|™e| A1 8l ATt AX|ELICH KIZE HOt 2HAHO0| AX|=l AL
2tAD 2HHEl B E H|0|E = AMK|EILICE



=H: LEE Al=dl EAAIL.

ONTAPOf|Af D OHA|ZE 2SS Hdot= HL7t HIAZE Hot AMSR AZHE A S| S FX
UAELICt. WS(Workload Security) A 40| JeHS ELICE WS AHAF2 DHA|IZE ARHAE SZHS XEX|SHK]
SLIT? WS ARAE2 AZHE AMME 9K E AX|RLT? 942 O|Tap 20| AL E[0{0F RLICE 7|2 AIZME
712 MZHE 2SO0 SX|EL 72 AN SXIE[X] gFELIC

ONTAPO|| A =|CH AGHAF 20 EEHSHH O{EAH| EL|7f?  X|C ARHAF 20| TESHH S4 AWAF®T| 7} Alystn
IZE HOMO| M AMHAFO| 7HS FCH= 22 KA X7t
HAEILICH AFEXHE 71 QEHEl AHARS AX|SHY| 26l
AHAF M S Hosof L CH K| QO™ AHHAKQ|
MME|X| OFSLICE ONTAP 9.3 0| X HZEO|AM = 250
Z|cH 255702 AHAF SAL20| ZEHE 4= JUSLICE.
ONTAP 9.4 O|M0|M= &0 Z[CH 1023712 AHAF
SAHES ZaE & QIEL|CE off CHEH XEAISH LHE2
ONTAP MHAME "ALHAF AY| HAH M =
VAR SHAIA|Q.

HIZE HQto| M AHARS MM + glELICE AHAES MESH= O A &= o hitps:/docs
.NetApp.com/us-
en/cloudinsights/task_add_collector_svm.html#a-note-
about-permissions [&&ot #ot SEHE] 237 Y =X
SfQlgtL|CH AMAF HHS 0 HAED HM| A HSoZ
_csrole_O|(7h) Y= A}=X| =lefL|Ct 2ot 279l
et create -vserver <vservername> -role csrole
-cmddirname "volume snapshot" -access all

HIZE Hotof| M ®MAHE sVMoll gt O F10i| chl Ol =2 AlLt2| LT, of X7t Eddts B
ARHAFO| At 0| 0f| ChA| =IHEILICE SVME CHAl ONTAPO| 2013811 0|7 22lof ol AAES
It =of| L= M Z10ol B2 AR TS Wyt

dd gLt

Alert Details_ H[O|X|0| A Take Snapshot HHE Ot2{0ll  O|= SVM2| LIF7} ONTAPOI|lA _ disabled_state®! 8<%

"Last attempt failed" 2F HA|X|7} EA|ELICH 2F SVM 22| IPE Sdlf H|o|E $=E7V|E fITEE Hotof
2 ORAE 7bM7HH "ID7F L= ClO[E =& 7|0l CHe  Z=THed mff 2aet o~ JASLICEH ONTAPOIM EH LIFE

APl =& HHO| A|Zt XE|R}ELICHEHE HA|X[7F MAstn YIZ = HOLO|A _trigger_Take Snapshot
EAELIE. manually_S E2|7{3fLICt J2{3 AL 50|

d3ELct

23 Ho[X[ofl M= K2 2E 2ot 2tF | AEE|0f CH3H +AE|l= ZHE OldHe

DEESHoH HE

Forensics > Activity Forensics * & 22I5t1 * All Activity * $12 2215t0] All Activity H|O| X|off M| ABtL|CE. O
H|O| |0 = HIHES| &S0f thet 7HRE HSstn ChE HEE ZxeLCt.
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Add Attack Policy X

Policy Name"

Inigue New Policy Name

For Attack Type(s) *

| | Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices v

+ Another Device

Actions
Take Snapshot (7]

| | Block User File Access @

Time Period

AR OISCE YMES XEsHoF gLCt.
S SE EY O ARAF WH)S MBS pfoH Y RS ME oSt HMS MESHH ELIC.

X|FEl C|HtO|A = 2= C|HIO| A(MEYE FR)0f CHall 30| ER|AEH XS SH EMO| H|O|E o AHMMS
AHBLICh oM A HEHE & = "Z 10 M EE HO[X|"UELIC.

"AFEXE MM A H[eHPE

ofm

oF AL Xt M| A FStofl CHet XbMISH LHE2 H|O|X| S HZSHIAIL.

HM EEMR HiRolM SHE MESIH X5 SE FHMS +FoLE LA SXE = ASLICE

o

S =

HL
e
rio

ARHSE AR 2-0) wheEL SHERO| oF HA AHAS XIS O 2 ATK[RLC.
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Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays *

User Created

Delete Snapshot after | 30 Days *

Cancel

e Xl o SHEHO| CHet 290 20| ZX| =0 A SHHOA A7 MMEl= ER
SLQst ANE 8tX|5H7| 2o s It S EHHEZ  allowed file types_list O] =7t &
o|¢|__||:_|.

M H .

Workload Security > Policies * 2 0|58 & Allowed File Type Policies_tabQ £ 0| S&L|C}.

Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €9

Abc X 123X safe X |

Ok

SI8E TIY 93220 2715/ ST 51BE 01 K30 ciet 490l 22 A7t MAEX| SSLICH _allowed

—_ 17

File Types_policy= TH&[0] EFX|of| 2t M ElL|C}.
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o|E £0, 0|20| _test.txt_Ql I}AUO| O|20| test.txt.abc 2 HZAZ| 1 Workload Security?t _.abc_extension2 2
Olel 2iMo| 3HS ZX[ot= AR _.abc_extensionS _allowed file types_listoll £7+e 4= QELICH S 20| F7}El
Z0jl= .abc_extensionS 7+l Mo CHa 24 A1 0f ZZH0| & O|AF MAME|X| ot&LICt

_I_-IBEl [ ]II_OI 01&!8 gg!-'c')'l Oalxl-é-I_E |_OE(0:" n abC") CC E &!(0:” "% type“, ".type *n EEE "% type *“)OEI _J'\_ ﬂﬁl—“:"

"a*c',"p* " @Alo| A2 x|eleX| pALIC

ONTAP Autonomous X820 Protection?} £&t

ONTAP ARP(Autonomous &0 E3) 7|52 NAS(NFS & SMB) 20 2=
H

=42 ALESHe A0 SAS LHEE = A= HI’é*é!’i*.?_' oped L 2= AR ZX[5Ho

gLt

ARPO|| CHot =71 & FHE Sl 2o A @3 AFE S &+ "0f7|"UFLILE

1. =2

2. xt
1 O|o|E Hol EAE ™Y = ASLIC

TAP HT: 9.11.1

2 ON
2. ARP A2 E5. ARP &M35}0f Ciet M2 MEE 38 "0f7|"4 UYELICH. ARP= OnCommand A|AH! #2|XHE
2HM3}loF BILICH QA ZE Hot2 ARPE %Jgef% & Si&LCt

Ell
3. YZZE Hot £TT|= 22 AE IPE Sdll F7feloF gLiCt

4. 0| 7|52 AHE5tH 22 AH ¥ XtH ZHO| ZRELICL &, SVMS 7t [ 22 AH 2E X4 5HS
f

AR A 2o El HtOZ AL Xt X| ™ AFRX}FOl: CsUser)E At2st= AR, Of2l| THAIE et YIZE Hotof|
Hots 20510 ONTAPHIAM ARP &3 HEE £ZIStL|CT.

SAE XtH SYS AHE3I0 _CsUser_2| 22 ONTAP EBHE0|M CHEE2 - ELICH
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https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html

security login rest-role create -role arwrole -api /api/storage/volumes
—access readonly -vserver <cluster name>

security login rest-role create -api /api/security/anti-ransomware -access
readonly -role arwrole -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role arwrole

7|Ef F-dofl CHEE XhM|St "ONTAP #HotdH

Detected Action Taken Status
& Access Blocksd on 55VMs @ New 2

Ransemware Attack

L oE Snapshots Taken
Lostsnopshots taken by, How To:
Blocked permanantly by auts response policy Restore Entities
outo respanse policy Ott 20, 2022 3-09 4
Change Block Period Re-Take Snapshots
Unbleck User
Total Attack Results Encrypted Files
Activity per minute
83 81
Affect Deleted Files Encrypted Files
o
50 |
81 Files have been copied, deleted, and potentially encrypted by I
user account. 1E
=" was added to eachfile. = )“
© High Confidence Detection 0
02:30 03:00 03:30 04:00 0420 05:00
Ransom or and in-file
E‘ Encryption activity in files
Related Users
Jamelia Graham User/IP Access @ 81 Detected
Business Partner ® Blocked v : ! 5 montfis ago
HR Encrypted Files Oct 20, 2022 3:06 AM
q;ema me Department Top Activity Types View Activity Detail
List4 HR Activity per minute
D z M Last accessed from:; 10.193.113.247
omain anager
cslab.netapp.com hwan Hott
Email Location Create Read Others
Graham@netapp.com Wa
o
Phone 150 T
5251140014 1
100
30
0
02:30 03:00 0330 04:00 04:30 05:00
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Access Limitation History for This User (3)

Time Action Duration Action Taken by Response Blocked IPs on NFS

QOct 20, 2022 3:09 AM A Block MNever Expires
more detail

Automnatic nong

Mar 10, 2022 4:59 AM Unkblock system Blocking Expired 10.197.144,115

Mar 10,2022 3:57 AM A Block ih Automatic 10.197.144,115
more detail

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

subprod_rtp stargazer

=
=4

QOct 20, 2022 3:09 AM cloudsecure_attack_suto Automatic Take Snapshot
_1666249787062

22 vl 30| i Yt BE T ) A

= 2t oHH AU SEE E0LUUSS LIEFRLICH ootE I Jsia=
ARP £RM0| 2§ 2ot S HX[c BEIYAHIT S LIEHHLICE

Mgk Are

SVMO| 3 ZE Eotof sl ZL|E{ZIE|X| QX| 2 ONTAPOA MM E ARP O|HIETZL Qs AR, i O|HIEE
AIAZE HOto| M Al SAE10 FAELICE J2{Lt L2int 2 E Forensic ME 2 AHSX OHE S K= AL
HA|=|X] Sb&LICH

=H| s &

LTl ZHeL o2 Y2 Chg ol 2= O JASLIC

=X SHAEE:

SZ0| ZX|E = 24A[2F O[Llof ofo|Y BT} ONTAPO| Data Infrastructure Insights §|IZE = Qk(
2 AELICE UIof| Data Infrastructure Insights 3 2= 0f: 3 2= E9H)Q2  Ransomware

HOLO| O|H|YS £ AIS17| 24A|2F ®of| A7t detected_EventE H&SHH O|H| 0| MESEL|CH
HA|ELCE O|HIEO|= 32 =1t EfQ ARMITI ot LT

YFZEE HotUuls R M 32 ool Zn
EUAAMIE EAIBLICH ONTAP2 E3 72| IHo|
QI3YE i Ransomware Detected EventS C|O|E
QIaf QIAIO|E = T&TILICE wEtA 0] Ul
HEAIZ|= AlZtat O|H Y =L A|ZH AtO|of| KFO|7F QLS
= AELICH

| HRE[ASLIC

ONTAP A M[A2te| E8t0
NAS &Z(NFS 2 SMB)O|AM 12
An

ONTAP HNA HE 7|52 S2E EME ALESHY *'EHQ
o &EE APHOH FAPNKl e r(01| Moo gl A E St = AHEAL. §5] EoF
#H 270 Z2 o2t ojY = A& Al A X7|0f| LHREX} 3ES KHEHSH= O anl
L.

Data Infrastructure Insights ¥/ 2E Hot2 ONTAPL S&&[0] WM|A HE O[HIEES 45t FIHEQI A 5l

s S AlES MSELIC

EER =N
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* X|A ONTAP H{Z: 9.13.0.

- 92 wok BEIRH= 13 74 OfHoll A AN|A HE OJHIE TLIE{Y SHoIRtS Mefsol M £E7IS
H7teRALE 7IE 70712 HESHs S0t A2 HE 7|5S A0 BTt

Getting Started ¥ Q & 0 9 Testuser *

] Observability » Cldev1 / Workload Security / Collectors / Add Data Collector

Enter complete Share Names to be excluded, separated by a comma,
€  Kubernetes ¢ Share Names

W Workload Security v Volume Names

Enter complete Volume Names to be excluded, separated by a comma.

Alerts Velume names

Forensics

Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)

Policies Note: Generates many directory access events (noise)

ONTAP Essentials L4 Monitor Access Denied Events
Mote: This feature will be available from ONTAP 9.13 and above

& Cloud Cost
Fpolicy Server Send Buffer Size

@ Admin » B kd

Canopl m

AHEXE Eeto] ERetLtt

S AH 22| X1 Z3EE AHE510] Data CollectorE F715t= 2 M #eto] BR3HX| gLt

ALEXIOAH 2 E #eto| U= ALKt XIF ALZXHOl: CsUsenE AFE3HH =87|E FI6t= <2, of2H EHA|o] w2t
ONTAPO|| M| A HE O[HIES SESH= O 2R AE AIZE 2ol RHRLICE

cluster_credentialsE AI23t= CsUser2| 22 ONTAP HHEE0|AM OIS HHS MHTILICL. csrestrole 2(£)
AFE Xt X1 H HE0|1 csUser = ONTAP AF2XL X|H AFXFILICH

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <cluster name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole

csUser with_SVM_credentials2| Z2 ONTAP HEE0f|M OIS HHS MalstL|CT.

security login rest-role create -role csrestrole -api
/api/protocols/fpolicy -access all -vserver <svm name>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrestrole -vserver <svm name>
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UM AT AR E[RASLICH

ONTAP A|ARIO|M OJHIES 7t RH I =E Hob THA HO|X|0f UM A HE OIHIETE HA[EILICH EAE=
HE 2|0f|= 7|0{ Ot0|Z20i|M EllO| =01l WARGED Activity = 37510 £ Ztol| Chol +2fEl Ar8Xt Hots = +
AL,

Tutoria Complete
I NetApp cCloudinsights () GettingStarted ~ Q & @ O restuser v

ul  Observability » Cldev1 / Warkload Security / Forensics @© Last24 Hours - e

@ AccessDenied @ Others

© Kubemetes » 3
2
W workload Security L
1
Alerts s E = =
18:00 20:00 22:00 8.Aug 02:00 04:00 06:00 03:00 10:00 12:00 14:00 16:00
Forensics Activity Types Activity on Entity Types
Collectors
Policies
= ONTAP Essentials »
@ Cloud Cost
All Activity (2)
£ Admin > i £ 3 : : s
Domain Source IP Activity Path Entity Device Protocol Denied Activity
Type e ——
10.192.37.103 Access Denied [ychandra_vol/dir0/fileltxt tt ychandra_svm NFS Delete
10.192.37.103 Access Denied [ychandra_vol/dir0 directory ychandra_svm NFS Read, Read Metadata,
Write, Delete
[« 4

AFEX; AM| A KHE

20| ZX|E|H YAZE Hotofl A THU A A0 T3t AL HAAS KfTtolo] 22
APERE 4 QUSLICH XHS S WS AGOIALE 22 £ AR MR FE Hlo|X|oll4]
SEOR UNAS KHEHE 2 QUBLICE

AMEXL HMAES KIS W= At 7[2HS Foloof fLICt. HEfot 7|ZH0] ELHH AFEXL M AT S22
SELICEH AMA XHEH2 SMB 3 NFS Z2EZ D50 M X JEL|CH

MEXI7} SMB Sl S AE AAR9| P F201 CH3H | AFEHE[0] NFSO| tiet S20| AFTHELICE O[2{sh A[AH- 1P
FAE I 2L HRMo|M ELIE = SVM(Storage Virtual Machine)Oll M| ASHK] RSHE S KFCHEL|CEH
OlE S0, AIZE 20 10742 SVME 2E[ot X5 SE FMO0[ 4742 SVMO| Tol 74 =| ALt 7HE6H

RASLICH 47H2) SVM 5 StLtol A 2Z0] wash A 1072] SVMolA ALBXFe| M| A7} AHEHEILIC 2z
SVMO]| thsl A4k O TS| EFE LT,

SMBE2oZ M El SVM 471, NF o= ?**EI SVM 1702} NFS 2 SMBECo 2 A ElI LIHX| 2747} Q= HL
4712 SVM & StLof|A 3H0| 3_ L B E SVMO| X}chEIL|CE

AMEX} HMA KIEHS S Ea =A

_|

0] 7|52 AM8oteH S2{AH 2i|& X4 30| 2etL|C}

E2{2H | XHH ST S MESH= 2 M Heto| ZRoHA| gL .
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B otz EtAf| w2 AEAHE AHESHE

YIRE ot ABtg HojgiLict

SAE Xt 3HO| U= CsUser?| 2 ONTAP BHEE0|AM CI2E sASHUA 2.
security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all
security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all
security login role create -role csrole -cmddirname "vserver services

access—-check authentication translate" -access all

security login role create -role csrole -cmddirname

—-access all

H|O|X|] AFE Mot Ml

* YAZC HOMOAM * RIFEE
* A2 Xt I HM|A XFEF

N S

X xH

o

* “Block User File Access(AF2 X} IH ot A
ghdstELIC

%
SL|E{E6}Of 5= SVME

HES
=

I>

* “Time Period(7|7t)"0l M XtEt M 7[7HE

* XS AFSAE AIHE HAEDSH| 2l E Sl A S AlZH|0|8E

1

A AE—Of| RHEHEL AFE XL AER] HEAH|

o AT

41 =55

* HiHE 22I5tH “Users(AHEXt)” H|O|X| 2 0|F

* “Users(AF2Xt)” I|0| X|0f| = “User/IP Access(AF2XHIP M| A )Et= HO|
AFEHT} EA|EILICE.

= H[OX[Ofl M AFEREZE AHEHE E2 SbH STl B 7F EAEILIC.

I "ONTAP SVM Data Collector 7+A" ZE3sH0of StL|C}.

LIt of7|0[ M RHEHEl ALEXL =

"vserver name-mapping"

=222 4 AL

ASLICL O]

MER HMAE =22 H|eh 8 22| FL(CE
P B ANE FE T ABX AR HE SR 0|53 TF3 oY SRHOA A8XIE £E22 AT £ Sald
LTt

60
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=

=

AL X YA A H[Et 7|

B ME ZE W AERL A

15 HE HO|X|Q] ALEX} THEOA AHEXI2| HAMIA HISH 7| =Z0f| THEE ZHARAIZE

=~

T (Kt

=

XFEH SR, 712, 483t 2ol NFSOll Chet 25/AHS 9 @iog we 1P
0| 7|52 HIgds5h= Y2 FAULIIN?
QIHIEX| 0] 7152 HIZASE 4 YALITH A HSHE MSATE QL Z BIX M2 S ZeleoF Bt
* YARE WolO|H * YIRE Hot> A > XS E CfS WM * O 0|SHLICE B A * 2 MepiLCt
© M FAME FA)  AFSRE DY ANA RiEH

o] 7|52

2= HOX[of| M SAHELICE.

NFSO| CHSt IPE =S E S1EL|Ct

Y2 E Lot WIFHO| BHREIATILE HOIHE/ATTITE BE

502 =aBH|Ct

E JdIAIIE X*H

— T1— o

1. svmof| =2

contrail-ga-fas8020:

Policy Rule
Vserver Name Index
svm0 default 1
svml default 4
svm2 test 1
svm3 test 3

4 entries were displayed.

2t
=

ARISLICE 922 E Hot FA2 AuoR 1Lch

contrail-ga-£fas8020:

-policyname * -ruleindex 1
I=E Hot RAo| MAHEA=X] =

RulelndexE K| 3510 "cloudsecure_rule"0| Client match@! SVMe| 2= HX

2l gL Ct (

:> export-policy rule show -vserver <svm name>

Access Client
Protocol Match

nfs3, cloudsecure rule,
nfs4, 10.11.12.13

cifs

cifs, 0.0.0.0/0

nfs

nfs3, cloudsecure rule,
nfs4, 10.11.12.13

cifs

cifs, 0.0.0.0/0

nfs,

flexcache

datof] Z2H |

2
=

2to|

=Tl .

Metx| i

= HHAIE AFE310 ONTAPOIA IPE

never

any

never

any

:*> export-policy rule delete -vserver <svm name>
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contrail-ga-fas8020::*> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svmO default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

SMBE AIEXIE 352 = S{/TL|Ct

TR Hot HIHEO| BHREIUAL HOIME/ATT| 7 FEE ZL ChS TS AFH0] ONTAPOIM ALBXHE
+502 =AML,

A S5 H|O|X|0[M RIZZE HotojM XHEE ArEAL S22 JHHE & UASLIC.

1. cluster_admin_credentialsE AF23510] ONTAP 22{AE(AFEX} XAHEHS SHAIE 2(X|)o| 2aQIELICt (Amazon
FSx2| 22 FSx XtA Z3E2 = 2QletL|C})
2. I3 BY2 Haliste] 2 E SYMO|A SMBE I ZE HOtOZ XIChEl BE ALEXHE LIEEILIC

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 - - Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

Q| £0l|lM F H| AFZXI7F CSLAB 0| Q1 S7H| XHEHE[AELICHUS030, US040).

= - =

1. 21 E20IM (XIS Qs = THZ TS HASI0 ALXL XHEHS SHAM|ELICE

vserver name-mapping delete —direction win-unix -position <position>
CtE TS MG AEX XML M| RS =elgti|ct.
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vserver name-mapping show -direction win-unix -replacement " "

OfT0f| KFEHSH AFEXLOH| CHEH M= O = EA|=| K] &

HMA H|TtS £ Z0=2 Z2ItH 0| ALXIS| IP AT}
O|0] H|2te| RS LICHErE HIAIX| 7t LIEFEFLICY.

YHME S 4 ELITH Al e S| tish Ao
=

NFSOi| CHSE AF2XH(IP F=4) Aot =S 8tX| ot
SMB/CIFSO| L8l A= "SIDZ DomainNamel 2
HotstX| RYMELICE 0|7 AlZt X1t AZ0] MHE|X]

EASLICE”

Error Message_SID translate failed. __reason: 255:
Error: command failed: sH'e B 0| CHsl| 21 E[X]
QQHELICE. Error: "access-check™= Q1A% 4 ol=
command _ L|CH AFEXE7E XFEHE[O{OF LT

4OFOF B L|Cf.

AESH HAA 2

1. SVM2| Data Collector & Agent7t
_running_state®!X| 2tQIStL|C}. Data Collector2}
Agent7t SX|El A YIIZE HOtOAM HHS HEE &
SAELICE 2. O|= ALEXIZL O ™ol AFBE[X| 242 M IPE
AF28H0] A|AEIO|A AER|X|0] HMATHS 2 QU7
M2RJLICE MSH2 AFEX7F AER|X| 0| HM[ASH= O
Ar8ot= ZAEQ| IP FAE Sl A ELICE HTHE 1P
FA EES H{H UIZE ME EE > 0] ALEXIS|
ANA KT 7T > BEE = IP)E HQISHIAI2.
AHEXE7E H|BHE IP2CHE IPE 712 S AE0|A
AER|X|0f| WM ASH=E B AL XH= 0S| H|THE[X|
Ole |PE E8f| AEZ|XIE HH AL £ ‘BJALIEF
AF2XE7LIP7E HISHEl SAEO|M HNASE A T8H= E
AER|X|E AMAE o lELICH

A

Heter IP7t ofo] CHE AHEXIZ R E Mgtz ASLIC

CsUser A2 Al 2{0|M MH
Bo | =X =ol

Yok CHZ ALSXtofA| #eto]

&2 0| ZH|7t

_4\_'6' I-Q
=

sshE s8g #ot0| CsUser Of §l=
st &~ ASLICEH (2 AH 2HHoM
MEXI7} sshE 33 4 Qx| SolgLch)

_CsUser _roledi|= 0|2{¢t #¢to] ZetL|Ct.
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access-blocking cssuser_with cluster credentials2|

S ONTAP BHZE0||M CI2E AN 2. HoF

E"‘?J gt create-role csrole-cmddirname "vserver
export-policy rule" -access ZE HOF 2191 &gt
create ONTAP-role

O| 2Xl= CsUser 0f SHIE #3t0| IS of LAHst &~
USLICE KA LI 2 S "ALEXT °“A1I* KHEHE 2l
Lo 2" BRI 2. Hotg METh 20l|l= ONTAP
E1|0|E1 87| X AREXE CEE 2| HIO|H £=F7[E CHAl
A|&ESH= 70| £2&LLCY. 11'9_0& HotHHS E|—°I'_}
#&L ok - EOP 2791 A&t create-role csrole-
cmddirname vserver export policy rule" - 2= HOt
2791 A create-role csrole-cmdirname "vserver cifs
session" - access Z = EHOt 2021 A create-role
Z 791 A% _dirname role create -role csrole
-cmddirname "vserver name -mapping" -access all-----
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https://docs.netapp.com/us-en/cloudinsights/cs_restrict_user_access.html#prerequisites-for-user-access-blocking
https://docs.netapp.com/us-en/cloudinsights/cs_restrict_user_access.html#prerequisites-for-user-access-blocking
https://docs.netapp.com/us-en/cloudinsights/cs_restrict_user_access.html#prerequisites-for-user-access-blocking
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-
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* g0 AlZ2fold E = Linux0f| M2t ZS et
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* HIZE HOFOfO|HE A|AH RAO|M A3 EES Hlle 4~ AOM THE Linux A|AEIS ZH|IE Rt
gELICh d2{L A3 EE CHE A2 M 285 SEEE SARHH AH7|0flM &
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o

0] ASBEL Qesfa n2lo| i ECi7} ol SVMOIA AE|ofof BT eE Zrf U 59| ZCf Lol 1,000%H
0| 42| I}210] QI 240 SLICE THAO] H[0f B oF EILICE 22 RIS ALSSH0] IIYUS BHS T s aiot
DHIAS. YIZE OIS 0] RIS HelE KUOE AFDE 2 0E WASHK| BHSLICHE, SUst AR 23
M TS 38

off chet X|&2 Of2HE "H[Of X[ b2 IS T2 HAOZ BHEL|CHERSHYAIL.

AlZE|0|H & 2dot7| ol 2Rt X[H

1. =t THUo| HIo] AKX 42X =HelStL|Ct.

N
a
o
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2

z
10
=

o
0

o
fo
ot
2
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g
i
1
rlo
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2
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0
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n

3. ST ALBXIZ of2] H S22 HMASHK| OMYA| 2. H H X|LHH I2E Eotof| M= 0] ALZXt S22 &&5tn
O| 0] ALEXte| HaX el SE0[2ta JPggfLItt.

4. SUBH ALEAIL Y F THE Y2 AT SSIK| ORYA| 2. AFSXZL HhE BHE MU S HEFS= A2 eleddt
Hegoz 7PCE|7<| Loé ICF. CHA CHE AFEXRF 2HE TS AESt7 LT TS TS0 ostshe o 3 AZH|
2421 O A

28 & AL,

HA EIN 2ES AAH-0| OF2EYLICE NFS O E = CIFS LHELHI| S DI2EE = ASLICH

LinuxO|A NFS LHELH7|E O ESt2H

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

NFS HZH 4.12 OIRESHK| OMA|L. FpolicyX| A X[ E|X] t&LICE

Linux0llA CIFSE O2Edstz{H
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mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa
CI29 2 pata Collectors MAETILICE.

2HA Q0] A|2|0|E] AQRIES MAHTIL|CE

1. YII2E Hot Oof|0|HE A|ARI0| 23Ql(ssh)LICE

2. _Jopt/NetApp/cloudsecure/agent/install_Z O|SgtL|Ct

3. {7 tH=~ Q10| A[Z2|0|E] ATZEE SESH0 AL dig S SlgL|Ct
# pwd
/opt/netapp/cloudsecure/agent/install

# ./ransomware simulator.sh

Error: Invalid directory provided.

Usage: ./ransomware_simulator.sh [-e] [-d] [-1 <input directory>]

-e to encrypt files (default)
-d to restore files

-i <input directory> - Files under the directory to be encrypted

Encrypt command example: ./ransomware simulator.sh -e -i
/mnt/audit/reports/
Decrypt command example: ./ransomware simulator.sh -d -i
/mnt/audit/reports/

# ./ransomware simulator.sh -e -i /root/for/

Encryption key is saved in /opt/netapp/cloudsecure/cloudsecure-agent-

1.251.0/install/encryption-key,
which can be used for restoring the files.
Encrypted /root/for/File000.txt
Encrypted /root/for/File001.txt
Encrypted /root/for/File002.txt
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[root@scspa2527575001 installl# ./ransomware simulator.sh -d -i /root/for/
File /root/for/File000.txt is restored.
File /root/for/File00l.txt is restored.
File /root/for/File002.txt is restored.

AS Yot = CHE AL EAIE HEsI] 71 SAHS YEsHAR. 922 222 MEXL
SXtofl thal] Z2 7(2h Liofl B=El= g S A T3l Z5HK| eiELIC).
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FMOll CHg EH72 £36H4AI2. 0]| Blo|E| $E17|S 7kt 32 BlolE £77|2 Hd"'or" HREl ofs 2 ol
CHg XEBILICE 01 Al 5121 ClOlEf £77|7t YAIHOR ©F Mej7t ELict #:; flef ASE 7|2 SHAIL
() %82 nus oSy Mo st AYLICH 4TI LAl EXELICH]

AlZ2)|o] 83 MAstr| ™
ﬁiE!E(OfEH | &Z)E
O|&fo| M S SArL|Ct

| #5202 ZALSALL
251E 1 ,0007H

1. 00| E AtXtofl 2 aQlstL|Ct.
2. mA2{9] SYMOIA Agent A|[AEIO 2 NFS LHELHT|E OFRESIL|CH CDE s Z20 0| E&LCt.
3. 0| Z0| M createfiles.sh 2= It S atSL|C}

4. Ch2 E2 ol THLof| SARLICH

for i in {000..1000}

do
echo hello > "FileS${i}.txt"
done
echo 3 > /proc/sys/vm/drop caches ; sync
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chmod 777 ./createfiles.sh
ﬁiEEE AIoHoI-[_||:_|-

./createfiles.sh

&I 201 10007H2] mHEO| H-dElL|Ct.
7. HIO|E =&7|E ChA| g attLict

1AM CIOIE +=T7| S HIgdetet H2
HIOIE +&7[7t ChA| 2 & SEHQIX] 2HQIFL|CE.

o
i

f

dlo

A

]
o

5171 Zol| £7718 LA BRIt FS B "+TIIS LA AIFBLICIERSHIAIR.

A
e =

1, A1 5 o|O|HE/|O|Ef 2A £ET| AE{o]f CHS 0| 2
M
o

HIZE Hot A fAMXE A6t H * Admin > Notifications * & 22/6t11 2t 41Xt
=gt 4 0] oo FAE Qaigiict

AN 34 209 ZEn

potential attack_ale rt 2212 HIH2{™  Send potential attack Alerts _ M M0f| Bh= Af2to| M Y FAE
QIZ{BILIC} -1 Y U2 AUTIo| DE kR0 CHoH YT EH= AtRt 2202 MAEL|CH

U2U2 S0 Of0ITE U LiolEf 220 HelE BLIEIYE 4 LT
OfOIZIE EEi ClO[E| A& £77|7H BHSOHX| o= F2 YRS WO _ClOlE] +7 e Z1 _ MMof
Afgrel ZR} oY FAE 2Lt

CHS Aol RelstiAIL.

4A|ZE St Of|0|ME = Cf|ofEf =E 7|9 HZAO| BO{El FR0|x X|YE =Kol A| StLtel ofm| e rziat

—
2
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* AgentZt 1F & Z @ ot Hoj| stLto] FTt MEELICHEZIE 1717t Obd). Ol Yol e H=E BE
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=
* Active Directo s 202 Box|H sHEY o X0 S22 FX| ASL|CE

TS

ry
* O|X| AIZF M ZS20f| M _Configure email notifications_EtA| 7t TEHEIL|CE.
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Agent %! Data Collector & 12{|0| = &2lS 2= ZQlL|C}

* "Data Collection Health Alerts"0l| O|H|! IDS Ql2dEtL|LC}.

* "Yad0|= 2 el =elzto] E4stELIT.

* 0Jl0|ME 5l Data Collector Z§12{|0|= O|H|Y 22 A== Ha20|= stF Fof o|HY IDE MSEL|CE

= -

*ZH:* *ALES EMR. *

2 ID7t "Data Collector Health Alerts"0f| ! X| 2t 22l 0|H| 22 NetApp Data Infrastructure Insights
LS BEX| S LICE T2l & accounts@service.clou
dinsights.NetApp.com_Of|A] Y& E|JSLICH LE
oAtE 25 =o[QlolAM EHH MX MY S KHEFRLCE.
NetApp Data Infrastructure Insights =H|Q19| 2| &
A2US S}0|ER|AER SEMWEX| EolEtL|Ct.

O AN

$AZ2E HOFAPI

HIEE HOt APIE Edlf NetApp 121} ISV(SE AZEQ 0 S52¢HM)E I EE Hot3
CMDB = 7|EF E[ZI A|ABIDE 22 CHE of Z2|A|0| M1 See = JASLICH

+ GhMA HBHS H0{5t7] 915) APl UM A E2 ZHO| AHSELICE,

* API E2 2t2|= 22| HES JHE A3 2E 2oF ALEXtol| 25 s~ EL|CE

API 2HM(Swagger)

%A API M & = Workload Security®fl 22218t * Admin > APl Access * 2 0| S5t0] 2HQlgh & UELICH API
Documentation * 2135 22/8IL|Ct. API AE A= Swagger 7|H2t0|H APIOf| CHSH ZH2ksH M Sl AL HEE
H3stn HHEN M AR =  JSLICE
Forensics Act|V|ty APIE S &5h= Z2 cloudsecure_forensics.activities. * v2 * APIE AFESL|CH
@ Ol APIE O3 H = &5t= 42 ==0| HEE UMK b1 XMoo= WM E=X] =elgtL|Ct o2
HH S E2 QI5 API A[7HO] XuHE & UELILCE

APl YA ES

HA2E &0l APIS S| HOI i1} 0l AP SIS 22 * & B0 FLICL A4 £22 817 2

—— 21 |_|_%
So{SfL|Ct 2t A EZO| T

HMA EZS USHE LSS LI

* Admin > APl Access * £ Z2IgtL|C}
* APl HIM|A E3 S Z2IBtLICt

* EZ 0|5+ S Y=HELIL
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() @Mz 2eioo= =28 =Asio] os 9iXlof M= 20| FALICL £2 M4 steig ©7)

Hofl API HH A EZ SAFHES SEISHEtE HAIX|Z7F EAIELICE

=2 09| M APIOf CHEE Lt 2| HMA S S{ESH0] AHA| E|'AES| HRI| A APIO| st UM AES

S8 ZEIYS ASKI UHAS HBHOZ OIF 3 40131 3 AHA E2S WO 1S Y APIZ S5 f
UM A EZS XHH SH = MEELC 7‘1”5._| 22 APIO]| E—ﬂgl 01217t APIO|| HM| AL 2= Q= HTto| ASS
22| Hot 20 ol R E Helol| 2 EF 2P E +HSHEF Lt
MM A EZO| ML= HTTP 8| = * X-CloudInsights-ApiKey: * 2IL|C}
o|E S0, L2 S AHE5I0] AEZ|X| XjitE HME = JUELICH
curl https://<tenant host name>/rest/vl/cloudsecure/activities -H 'X-
CloudInsights-ApiKey: <API Access Token>'
O47|M <API Access Token> 2 API HUNA F|E Motz ¢t XMEst EZQILICE.
XMt MEE * Admin > APl Access * 2| _API Documentation_link0f| A 218t 4= U&L|CH
APIS Sl CIO|HE F=35t= A3EE
HIZE HOLO[O|HEN= QP E AZFHRIE O &2 HiX| 2 LH=0] v2 API0|| Ciet HE &2 0[5HA| 5t7| 2t

LHELH 7| ASRETL TSR0 }SLICH

A3ZEE  Jopt/NetApp/cloudsecure/agent/export-script _ O] Y ELICtH S3H CIAER2|0f| = README It 2
AL XI*'O HlZerct.

ChE22

[>
|1
i

EE o=5t= 33 oL ch

python3 data-export.py —--tenant url <tenant
id>.csO0l.cloudinsights.netapp.com --access key %ACCESS KEY$ --path filter

"<dir path>" --user name "<user>" --from time "01-08-2024 00:00:00"
-—to _time "31-08-2024 23:59:59" --iteration interval 12 --num workers 3
=2 O2t0[E: - --iteration interval 12: T A[Z 12A|2t ZHH o= 2otetL|Ct

I:H°|
oT
--num workers 3-:37H2| 22|=F AHE5}I0] O|2{et ZtHS HE=Z 7t FZLIC
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