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Add an Agent

X

Cloud Secure collects device and user data using one or more Agents installed on local servers
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis,

Which Operating system are you using ?

CentO5 RHEL
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Add an Agent

Cloud Secure collects device and user data using one or more Agents installed on local servers.
Each Agent can host multiple Data Collectors, which send data to Cloud Secure for analysis.

Agent Server Requirements

Linux Versions Supported: @)  Minimum Server Requirements:

Installation Instructions Need Help?
Open up a terminal window and run the following commands:

1. If a proxy server is usad, please enter these proxy server settings after editing in your prosxy
variables. @

This snippet has 3 unigue key valid for 2 hours and for one Agent only.
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@ New agent detected!

sz s
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A
1. sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

2. sudo firewall-cmd --reload
SHEOf| m2f CHE HHAIE MEN Q.
CentOS 7.x /| RHEL 7.x:

1. sudo iptables-save | grep 35000
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= .
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-A IN public allow -p tcp -m tcp --dport 35000:55000 -m conntrack
-ctstate NEW,UNTRACKED -7j ACCEPT
*CentOS 8.x / RHEL 8.x*:

1. sudo firewall-cmd --zone=public --list-ports | grep 35000(CentOS 8&)
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cloudsecure_config.agents v
‘m /vl/cloudsecure/agents Retrieve all agents. i ‘
l /vl/cloudsecure/agents/configuration Pin all agents under tenant o ]
l /vi/cloudsecure/agents/configuration Unpin all agents under tenant i ]
l /vl/cloudsecure/agents/{agentId}/configuration Pinan agentunder tenant o ]
l /vi/cloudsecure/agents/{agentId}/configuration Unpin an agent under tenant o ]
‘m /vil/cloudsecure/agents/{agentUuid} Retrieve an agent by agentUuid. W ‘
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Installed Agents (15)

Mame T IP Address Version Status

agent-1356 10.128.218.124 Connected
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sudo id cssys
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sudo useradd cssys
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sudo systemctl restart cloudsecure-
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OlO| MEE CIA| A|ZSH= THA[RILICE 1. Of|O|ME HAIM|
SSHE AMAMELICt 2. Ot HHES MK ofo|HE
MH|AES CHA| A|ZFRELICE

sudo systemctl restart cloudsecure-
agent.service 3. 0f|0|ME MH|A MEHE
SOISHM|R. sudo systemctl status
cloudsecure-agent.service . 4. §O|HE=

CONNECTED #E{Z T2tE|0{0f SL|C}.

Zscaler ZEA|0f| A * cloudinsights.netapp.com URLY|
CHSH SSL ZALS H|EHAMS}SIL|C} Zscaler?} SSL ZALE
S 2B ME uH|St= B2 Workload Security=
A SOHX| YEELICE

"chmod 755 -Rf" E&0| Alm{etL|Ct. & C|2E2|of
CHE AF2XIo| mbU0| QU1 sl Mol HES HAS 4

= FE7} Ot sudo AFEXZL 0| HE X BES
AAHsHH FHO| HoiSfL|Ct. chmod B 0| A1fsto]
LtHX| EX] 2pEo| A=K S LICE 1.

"cloudsecure"2t= 0|E2| Mf C|HE2|E THSL|C}. 2.
st CIMER| 2 7HM| 2. 3. ©A| “token=...... ...

Jcloudsecure-agent-install.sh” A X| H&H S = AS}H0
E0{21 EnterE SELICH 4. X7t T2 ZL|Ct,



=X

Infrastructure Insights @HHS =
Aol 238 HESHMR.

cloudsecure-agent-symptom-collector.sh A3 2 EJ}
LS @R Qls HMBtL|Ct. [root@machine tmpl#
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh AMH|A 27 =& 0fZ2|3|0|d
23 27 Ol0IHE A 27 MH|A AEf Agat M
Ofl0IHE CIZE(2| B AEAL M4

/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh: 528HM| &: zip: FHE &S +

S&LICE 2F: /tmp/cloudsecure-agent-
symptoms.zip2 ZHEX| RYUSLICH

A A H
useradd2 O|0|ME HX|7t HIiEtL|Ct /home/cssys

CIMEE|S Hye = &Lt

AKX = 00|ME 7} HAE|X| gS&LICt _Systemctl
status cloudsecure-agent.service = CISS
HOELICE [root@demo ~]# systemctl status
cloudsecure-agent.service agent.service — Workload
Security Agent Daemon Service EE&!:
EEEl(/usr/lib/systemd/system/cloudsecure-
agent.service; 2MotE; SZ LM AH MH:
HIgtdotE) 2. gdst SRS MMAIZ) (B =
TE)2021-08-03 21:12:26 PDT QYU LE; 2 ™
T2 N|A: 25889 ExecStart=/bin/bash
/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agent(ZE=Z=, 4Ef=126) 7|2 PID: 25889(ZE=
=, AEli=126), 88 32 21:12:26 H|2 systemd[1]:
cloudsecure-agent.service: 7|2 ZZ MAT}
ZREJUSLIC RE=FT &, &Ef=126/n/a 8& 3
21:12:26 O|2 systemd[1]: cloudsecure-agent.service
F5l0| A MEH0| SO{ZELICH 08E 03 21:12:26
o2 systemd[1]: cloudsecure-agent.serviceZt
AIjYEL|Ct.

SHZ&:

AO|A 2O E BAfst2{H: 1. RE MR LIZ
ASZEE Mastn £ M (cloudsecure-agent-

S 06

symptoms.zip)2 33 &LICt. a.
/opt/netapp/cloudsecure/agent/bin/cloudsecure-agent-
symptom-collector.sh 2. £E H3tO2 Ct3 HAHS
SHLIA MalS T =312 Z/SHMR. a. id cssys b.
groups cssys c. cat /etc/os-release

Zip =7t AX|E|X| &pAELICE "yum install zip" HHS
A zip =7 E AX|hL|Ch. O3 CHE cloudsecure-
agent-symptom-collector.shE CtA| Al EL|CE.

0] 2L HBt0| BZoto ALgAIS| 2191 [l ER|S
Jhome OF2H0i| BHS 4 gl 29 2ayst & QIBLICE 82

HE cssys AFEXIE THE1 O BHE AESHH
EIQI CIMERE 32 % FI5H= A/LICEL sudo
useradd user_name -m -d HOME_DIR -m : AFEX2]
Z CME2|7t gle™ ghSL|CE -d : AFXF 20l
C|2E2|0| 2tO 2 HOME_DIRS AF23H0] A AFRXA7}
MMEILICE 6|E S0{, _sudo useradd cssys -m -d
Icssys £ AKXt _cssys & F7t6ta 2 E ofz{of|
232l C|MEe|E ThELC

cssys Ao A| AX| #eto| gloj M A &~ JUELICH
/opt/netappO| NFS OH2EO| 1 cssys AFEXIZt O] EH 0|
ANAY =~ Ql= B AX|TF AIRLICE cssys_ &=
Workload Security 8X| T2 10N HME =2H
AEXIE, OREE 3|0 dHMlAL Aoto] gig &
UESLICE. _cssys AFEXIE ALESHH
/opt/netapp/cloudsecure/agent/bin/cloudsecure-
agentOf| AM|AE A|E5I0] O|E &tolet 4= JAGL|CE.
"ok AR E 0| ghetE|H AX| #oto| ¢&LICH R EE
Z0 tidl, Hile] 22 ClHE2[of AX[StM K.

11



2A: SHZ&:

OO|HE= NS0 ZEA| MHE Sl ﬁ.’éEl‘iiQDi agent.propertiesE TSI ZEA| NE HEE FI1

OIEANE= Of0|HME HX| Z0| MEEJUSLICE O[H] ZEA| & JYSLICE CHS THAIE MEM Q. 1. 4 THAU0| Y=

M7t HEE|JSLICE. 01|0|x1E°| OEA Fd2 01‘”7” ZE0 2 HATLICE: cd /opt/netapp/cloudsecure/conf 2.

HAY = ALIR? Z0I5t HIAE MEI|E AHBSI0] agent.properties
orde gof WESLICE 3. Lt &2 F715HAL
2SN R

AGENT_PROXY_HOST=scspa1950329001.vm.netap
p.com AGENT_PROXY_PORT=80
AGENT_PROXY_USER=pxuser
AGENT_PROXY_PASSWORD=pass1234 4. ItQ 2
YLt 5. ofl0]MEE CEA| AIZFEILICE: sudo
systemctl restart cloudsecure-agent.service

HIZ2E HOHOO|HE ALK

Workload Security AgentS AHA|oH HX o2t Agent2t HEE 2= H|O|E £=Z7|E
AFH|sHOF 2L Ct.

OO E Atx|
Ol0|MES AtAIstH diE ofjo|HELt HAE HE HI0|E =& 7|7t M| EL|Ct CHE o0|HEZ
@ CIoJE £=T7|E F4ot2 = 2 OOIHEE AHSH7| Toj ClIOIE £=%7| 742 S ZS0{0F
gfLict.

AIZFSE7| o
1. Olo|MESt AZAE ZE 0| 77|71 I 2E Hot IHO|M MH|EJ=X] EIstMIR.

1 ARtEl RE +TT|7H STOPPED AEfQ! Z<L O] THAIE RAISHAR.

OlO|HE S AtH|St= EHAL:
1. 00| E VMOl| SSHE E&510] CHg BHES AASLICH HAX|IZF EAIEH "y'E A25t0] AL5HM Q.

sudo /opt/netapp/cloudsecure/agent/install/cloudsecure-agent-
uninstall.sh
Uninstall CloudSecure Agent? [y|N]:

A AEI0|| of 0| M E AtK| T|O|X|7F HAIELICE.

. MH S =telstaiH *AHE S2IGHMIR.
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Active Directory(AD) AHEX} Cl3E 2| #~F7| #+d

Workload Security= Active Directory A{H{0l|A ALKt SME SESIEE Ldd +
A&LCt.

* Active Directory AHHE S AEISH=E MH Q| IP FATL QLO{OF BHLCL.
* AHEXt LI EZ| HUHE #45617| Moj| olo|HEE A sHof &Lt

MEXL L2 287§ 85t HAl

1. 2] 28t 2ot O R0l A *7 7| > ALSXt CIAEE| £7 7| > + ALK} CI2E 2| 2T 7[*E S2l6t1 *Active
Directory*E MEfBtLC.

A 2ROl ALE A} LI ER| 371 oHHO| EAIELICE

Cte B0l 223t HI0|HE =St ALK CIHEER| 7 7|E Lt

M= 2%

0|8 ALZXt CIAMEE|Q] RS O|S/LICEL oIS
GlobalADCollector

che(el SEUM FHE OO|HEE MESIM R

MH IP/E=H[Ql 0| Active DirectoryS §ﬁ'§:!'6fE MHO| IP 4 £

FQDN(E2tE =H[Q! 0]E)

ClAE2| x| X2AE -’.-f— 2IL|Ct E2[AE 0|2
ChS & 71X gAlg 2% S{&YLICE x.y.z = SVMO|
Ufes Ao 22 2H tH|el o . [o:
hg.companyname.com] DC=x,DC=y,DC=z = AL{H
15 0| [06ll: DC=hq,DC= companyname,DC=com]
= CHEa 2ol X18e & A}SLICH
OU=engineering,DC=hq,DC= companyname,DC=com
EH OU engineering2 2 ZE{2]
CN=username,OU=engineering,DC=companyname,
DC=netapp, DC=com [OU <engineering>0{| A{
<username>2 7%l £ AFEXIEH 7t 22{H]
CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,O= companyname,L=Boston,S=MA,C=US [si&}
ZZI9| AF2X} LS| B E Acrobat AFEALE 71 28 H]
ME|g 4= QU= Active Directory =H|[Q1 = X[ EIL|C}.

DN Hfeld AEXH= CIHMER|E AMY = JSLICE o
username@companyname.com ==
username@domainname.com. ‘I°f Toel 7| Mg
Hoto| HRStLICE AH8XE Eot OF 87| &8 = ¢l

HEE2_o 7 O0[0{0F B L},

Y

ol

BIND H|X

ml:l
rt
fot

ClAER| MH H|ZHS(F, Bind DNO| AL &= AHEXt
O|S0fl CHet H|LH =)

13



> U

e Idap, |daps, Idap-start-tls
IE ZE MEH

Active Directory0l|A 7|2 £ 0|E0| =T & 2 Ct3 CIHEZ| MY 2+ E4S ¢
£ 0|E2 Active Directory0ll A +=F&[X| gS&LICE 0| ER 7|2 £4 0|82 2=
&4 Cl2E2] ABol 4 0|5
HA| O|F Ol

ANE 24| 1D

AIEXL 0|2 sAMAccountName

CHE £42 ForotH UEi™ £ o2 SEI6HMR.

e
AFE
I]HL|I‘|DN
of2] o

MEXCIHER| £87| 19 HAE

At gl

—

CtS XIS A3t LDAP AL X}

oey

A2 A2t Workload Security LDAP AF2 X} A

ClEE2] Mol £4 0

40
2

ra
ot
rE
fot

=
42 o o

0¥ 4T ox oM
x

AL

r

[l

t2| X

02
1o

=
=]

q

StM|R. T

o] F2 ol

tEotH ELICt.

ldapsearch -o ldif-wrap=no -LLL -x -b "dc=netapp,dc=com" -h 10.235.40.29 -p
389 -D Administrator@netapp.com -W

* AD ExplorerE AH&3H AD H|O|E{H|O]

B, MEotn ohA| AdE = = Fu
° EX[SICHAD EfA47]" AD ME{of| A2
° AD CIHE2| MH 9| ALEX} O| E/H[E
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https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer
https://docs.microsoft.com/en-us/sysinternals/downloads/adexplorer

& Active Directory Explorer - Sysinternals: www.sysinternals.com
File Edit Favorites Search Compare History Help

IR

Path: |

@ Active Directory Explorer "

G- 5 Metd A% Connect to Active Directory e
- Aute

Syntax

(@) Enter & name for an Active Directory database to which you
want to connect. If you previously saved a connection, you
do not need to enter a database name.

Connect to: | ad.domainname. com |

User: | username |

Password: | sesnnnes |

() Enter the path of a previous snapshot to load.

Path: C:\ADExplorer\AD-DE\MetAppHQAD _DB.i| ...

If you want to save this connection for future use, select Save
this connection, and then enter a name faor the saved connection.

[ ] save this connection

Marme:

Cancel

MEX CEEZ| 287 74 2R =X ¢ &

CHE EOlM e 87| 714 & 28 = A= LT Zxet o2 YHS Lot

=H: ot Z:

AMEX} LR ER| HEE S FIM0HE 'R JEf7L EXE ALEXL O|FO|LE HZ2H 27 HS & *'—IEL
LHBILICE 2F HAIXK|= "LDAP ME{of| Z#2E Xt ALEXt O|Ext H|2HS E HESHH SHIE Y2

0| MSE RS YL YoM 2

AEXL CIMER| HEHE FT16HHE 'QF HENIL 2XE ME 0|50| HSEIAELICH. SHIE L2l 0|2
LHBILICEH RF HAIX|= "ZE2|AE 0| B2 HSE HESHo] LHSHMIR.

DN=DC=hq,DC=domainname,DC=com0i| i &}s}=
IHMIE 7t X 2R ELICH LICE.
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=X

Sojl9l AFSRIS] MEE £40| 922 E Hok A}
m23 Ho|X|ofl LIEFIX] LIt

HlO|E| £%!17|7t "LDAP At2XIE HAMSHX| 2HSLICt
"Bl @F MENO| ASLICH AT 0|]: Mol HZEE £
A&LICH HZO| nullL|Ct.

MER LA E2| HYE S F715tH 'R HENTt
g

AMEXFCIHEE| HYHE F715HE "MA = J' eIt
ELICH "+=87| SEiE Folg &= YELIT 0| R: Tep
Hzdq
o o

[Connect(localhost:35012,None,List(),Some(,seconds)

,true)]0| java.net.ConnectionException:Connection
refused2 QIo HIYUSLICE "2t= Q77 HAIEL|CE

AFEXF CIMEZ| AHEHE RI15HH 'QF HENIL
gLt 2F HAX|= "LDAP HZ23 HFEstX|
THSLICHrLICE

A AANH

ALEXt CIAMER| HYEE FIH6HH 'QF MEfTL
LALLICH 2F HAX|= "EES 2ESt= O

M RSLICH "LICE 0| F: TIO|Ef AA Mol 2FIt
UAELICEH FH[H el 0] RF:
/connector/conf/application.conf: 70: Idap.ldap-portOi|
NUMBERZ} Ofl STRING Rd0| Q&L|CE

T SMRE| AR, 231t AYALICH Mey

)

o
=2 F/Met =, U= &5 £ H0|E7H ADO| M

T

It gs& Lt

=T7|E CHA| AlZEret 2 AD &7|2h= N 2l et 72

AEX} H|0|E{= ADO|A CloudSecureZ S7|3HglL|Ct,
HIO|E{& A ARE[LIR?

ArEX}F ClHER| AHUEE 7' F MENE XeighL|Ch.
"HUE 7t @F MEHRLICE AMH|A O]&: usersLdap.
AT 0| R: LDAP ALEXIE AMSHX| 2} SLICH Alf
0|: 80090308: LdapErr: DSID-0C090453, =Ad:
AcceptSecurityContext 2%, HIO|E{ 52¢e, v3839
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SHZ&:

O|= CloudSecure0| =7t MEi™ EX 0|E1} Active
Directory2| &x| £ 0|S0| LX|SHX| 47| IfEL
UESLICEH SHIE MEiN £4 0|52 MESIY

X 3oHM|=.

CHAL AJZF HES 2250 87| 2 CHAl AIEFRLCE

L4 o (MH, Z2|AE 0|E, HIRIE DN, HIRIE
HIZHZ)o| REt 22 HSW=X &2lStMIK. bind-DN
UH 2 4 'Administrator@<domain_forest_name>'
= EOQl 22| xF #Tto] /s ALEXH AEeE

M| S |00 grL|CE.

AD MHO| Z2=l [P EE= FQDNO| M B & A &LICt.
SHIZ |P AL FQDNS MZ6H0] M| 25| 2.

AD MH{0f| 2 El IP EE= FQDNO| HMIS =AU &LICH
SHIE IP FALI FQDNE HESH HS5HMIR.

HMEE ZEof| ZRE 20| YHEJ}SLICE AD Mo
7|2 ZE [O|L} SHIE ZE H S ALE3 2AM K.

Ol CloudSecuredl| 7=l MEfXN EM 1t Active
Directory2| &x| £ 0|S0| LX|StX| 47| IHEL
USLICH B E= ME £ 0|52 HESIH SHIEA|
UGN .

AD S7|=t= 87|71 ChAl AR 2= 0
302 FO| AFSXHOIHE 7HM 2= | &F
12A1Zt0ICE XtS O 2 MZ I EL|CE

LARLICH of

5:=0] 22|,

ME1%0| g2 2L ASXt Hlo|ElE 1348 Set
STEILICE MR ARSI o[BI AFHIEILIC
TRE M 0|20| MBEYALICL SHIE 42 0|5
Bt WL 9l2 AxstiR.

=



=X

AR Z2 T HO|X|of HettH 7t YHEX| &Lt

Active Directory(AD) MO0l X 2= 3} 2AF A (SSL)7t
2t 5HEl AL Workload Security User Directory
Collector?t AD AMHoOf| HZAE =~ i&LICH

Active Directory2| H|0|E{= CloudInsights Security0i|
AELICE CloudinsightsOfl Al ZE AtEXt HEE
AK|StD A &L(C

&Il 4
LDAP C|=E{2| AHO|A AMZXE

LDAP C|AE2| AH £

Jb

SH&:
O|= Active Directory2| &4 OfZ EX|Z Qlsl gt
7t5M0| 7H& &&LICE 1. Active Directorydl A A2 X}
MHEE JIM = EH Active Directory 27|12
MESLICEH 2. MEIX £ Of2{0f| Active Directory &4
'telephonenumber’®i| DfEEl ZE 0|8 "HMEHHS"7}
USLICE 4. O|H| 2|0l A EH Tt CHZ Active Directory
Explorer =1E AFE23t0] Active DirectoryS EHAistT
ZHIE E4 0|52 HQI5tM|R. 3. Active Directorydi|

A Xte| MetHS E L EStH= 'telephonenumber’2hs
E40| Y=X| &2IStMIR. 5. Active DirectoryOf| A
'I-|§|.I:H‘“ AI-IE|0-I|:|-_| 7|-I-Ia-|.| EHI*|__||:|._ 6. 1=
C}S CloudSecure AHEX CIHE 2| £E7|E HESLICE
MEHH QI &4 MM0j| A 'telephonenumber'E
'phonenumber’E HHIM|R. 7. Active Directory
87|18 MESHH TT|7t CHA| A ZHE|0] A XS]
HMotHS E 714 2tM ALEXT T2 H H|O|X[0f| FEA[SL|C.

AFEX CIHEE| 2T 7|E Fd5H7| Tl AD MH
AootE HIZHSHRLICH A MR EE I H
13708 St EEtELICE MEX ME HEE VN2 =
AD MH{2o| HZ0| ZO{X|H ADO| M= =7t AHEXHE
7tME 2= GIELIT CHAl 7P e ALEXL LI EE
=87 ADO| HZ5HOF gLt

CloudInsights SecurityOll A Active Directory AFEXt
HEOE M= A2 S7HSYLICH AFZXHE AMH|IsHAH
HIHE ™M E AFw|sHof gLt

- =

M8 £EStE = Workload SecurityS A gtL|C}.

* 0] Zlg +&st2AH Data Infrastructure Insights 2t2|Xt EE= AE A FXH0{OF BfLICE

* LDAP C|HEE| MHE

DARISHE MHO| P AL QUO{OF SL|CE

* LDAP CIEE2| HYEE Fg5t7| FHof| oo HES Fdstiof LT,

MEXL LEEZ| a8 & 85t BHAl

1. 2t Bt Hot o 7oA *E7| >
Cl2E2] MH*S ﬂE—H.Z*LIEL

A A ArEXL LR ER| 227t ofHO| EAIE LICE.

CHS #o| 229t HO|EE

o=

(=]

=

O

AFEXF CIZE(2] £797] > + AFX} CI2E(2| £77]8 226t

*LDAP

olzist0] AR X} ClzlEa| £77]5 PALICH

4%

APEXt CEEZ|el 1Rt O|SYLICE E &0
GlobalLDAPCollector
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Cha(el

MH IP/=HQl 0|5

ZA 7|at

[ Ry | —

DN H}QIE

BIND H|2H=Z

HH
Im

LDAP C|AEZ| *1H'|01|A1 7|

ol2{gt 44 0|2
2 M

/1 O

HA| 0|2
QuiAotolc]

AHEXtOIE

WS

-1 o
JLTLIESN
MopHe
oz

H A M

- 1O

2 LDAP C[HEE| MHOA +=HE|X]|

0|20| £+ HE A2 O+ I ES| M T

OFA
(=]

SE0|M 2HE OO|MEE MEHSINR

LDAP CIHMEE| MHE SARISH= MHQ[ IP A =
FQDN(E2te el 0|5

LDAP AMH o Z{A J|at HM 7|82 CHZ F 7t dAlS
DE S2ELICE x.y.z = SVMO| Y= adnr 223

L2l o|E. [0f]: hg.companyname.com]
DC=x,DC=y,DC=z = &T{X 117 0|E [0

DC=hq,DC= companyname,DC=com] == C+21} Z0|
NEe +=US I-|EP.OU=engineering,DC=hq,DC=
companyname,DC=com [§% OU engineering@ =
HEf2]
CN=username,OU=engineering,DC=companyname,
DC=netapp, DC=com [OU <engineering>0{| A{
<username>= 7tE EF AFEXIEE 71 27]]
CN=Acrobat
Users,CN=Users,DC=hq,DC=companyname,DC=com
,O= companyname,L=Boston,S=MA,C=US [sl&}
ZZ|9| AF2 X} LS| ZE Acrobat AFEXIE 7t 27|]

AEXH= CIHMER|E AMY = JELICE o
uid=Idapuser, cn=users, cn=accounts, dc=domain,
dc=companyname, dc=com uid=john, cn=users,
cn=accounts, dc=dorp,dc=company, dc=com (AL X}
john@dorp.company.com?| Z<)

~-AHE Xt

--OfL}

—

ClAME2| Mt H|UHS (F, Bind DNO|| AL &= AHEX}

O| S0l CHE H|2H D)
Idap, |daps, Idap-start-tls
ILE ME

-

=
A‘lE 0|

LIt o] E2 7|2 £4 0I§S 1 =2 AP%OPD" E'LIEf

ClAE2] Mol £4 0|8
o|F

UID H=
o

ClHE2] Mol £4 0

0|8



=7t 35
AFEH AFEH

2 2M Bz
AR AR
OHL|XDN a[xt
of2q o B o

MEXCHER| £F7| 1 HAE

CtE EALE AHESH0] LDAP AEAL AT 8l £ FolE AT = ASLICHL

* CHS HH S AHE5H0] Workload Security LDAP AFEXt #M3HS =hQIFfLICt.

ldapsearch -D "uid=john
,cn=users, cn=accounts, dc=dorp, dc=company,dc=com”" -W -x -LLL -o 1ldif-
wrap=no -b "cn=accounts,dc=dorp,dc=company,dc=com" -H
ldap://vmwipaapp08.dorp.company.com

* LDAP EIMI|E ALESIH rpap H|O|EH|O|AE EMEtT, JiA| &M 9 EME HI,
HotE2 HI, JHN| AZ|OHE E, XNAESID CHA| el & s Hust AM3 Mafist -

UASLICE.

° LDAP EM7| M X|(http:/Idaptool.sourceforge.net/ ) EE= Java LDAP B 7|(http://jxplorer.org/ ) LDAP
MHO|| HEE &~ = 2E Windows ZFE{0|A].

° LDAP L[ EE| M| AtEX} O|F/H|2HZ E AFESH0 LDAP Aol AZSILICE.
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http://ldaptool.sourceforge.net/
http://jxplorer.org/

Configuration | Server Connection | Option | SSLTLS |

User DN |.cr1=admir1.d§ [ &nonymous login
Password i;;_*'ic;c;; vl Store password
Use 551 port = |
i) Yes [w Nc‘
Use TLS ] (TLS is only used
|} Yes & No on non SSL ports)
Base DN de=workgro | Guess value |

Test ccnnectiun|

LDAP CI2E{2| 277| 74 92 =X 812

Ch2 HolM= 87| 714 & 2l = A= LT 2xet o2 YHsS Lot

2A: &

LDAP ClAER2| HUEE FIt5HH 'QF" MEfIt EHEE| HFOIE DN, HIQIE H|UHS EE= M J|HtO|
HHAHSHL|CEH 22 HA|X|= "LDAP A{H{of| ZH2 =l X2 M2 AUELICH WS SHIE HEE H35HMR
ZHO| M2E| Y ELICrL|Ct.

LDAP ClRIE2| HUE S FII5HH 'QF MEfTt A= HM J|Z0| HZE|ASLICH SHIE AZ 0|2

=
HHMBILICEH 23 HAX[= "E2|AE 0|ECE H|SE ]
DN=DC=hq,DC=domainname,DC=com0i| i Z}s}=
IHMIE 7t K| 2R ELICH L|CE.

Ol AEXtS MBI M £40| IZE ot ALEXRL O|= CloudSecure0f| =7tz MEIM £ 0| S 1t Active
T =T H|O|X|ofl LIEFLEX| 4&LICt. Directory?| &X| £ 0|F0| LX|SHXA| 7| HIEL &

UAGLICH BEE= tHAZXE FEELICE SHE HEH
£4 0|52 HESHH MBSt K.
HIO[E] +=&7|7t "LDAP AtEXIE HASIHX| ZHSLICE  CHA| AR HES 22[6t0] 87| S CHAl AIZfRiL(Ct

"Bl @F MENO| AELICH AT 0|F: MHof HZEE £
A&LICt HZO| nullL|C.

LDAP C|HE2| HIE S FI161H '2F HEi7t T BE(MH, Z2|AE 0| F, HIQIE DN, HRI=
e HIZHD)of| f2ot 22 MSU=X 2elotM K. bind-DN

U2 oA uid=Idapuser, cn=users, cn=accounts,
dc=domain, dc=companyname, dc=coml =
M| 3 =|0{0F grL|LCt.
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LDAP CIRE2| HHUEE FIISIH THAI = B HEf7} ZHHE Mt 1Pt HAH 7| Z0| MSE A=Al 2 AsHMIR.
ELICE "=E7| SEHE Q5K RHE = CHA|

AL Chets Q7 I EAIELICH

LDAP C|AE2|S 715t= St Ch2 QFIF EAIELICH. SHIE MY 1P A 7|1F0| MSEIU=X] & 2IsHM K.
"28HO| THAIE Lol =F7|Q| HEHE =Hel5tK| ZAUELICE

SHI|E CHA A2 EM[R(RF ZE: AGENTO008)"

LDAP CI|E2] HUEIS 27k6ke TAIE 5' MEf7t  AD M0 ZRE IP S FQDNO| HIBEISALIC
BLICE 27| AEHE HOlY 2 SILICE 0% Top  SHHE IP FALEFQDNE HIstol HZBHHR. /1)
ZE

[Connect(localhost:35012,None, List(),Some(,seconds)
,true)]0| java.net.ConnectionException:Connection
refused = Il AIfMSL|CH"2H= 2F 7 HA[ELICE

LDAP C|HE2| HYE S FI161H '2F HEi7t LDAP AH0f| ZXE IP = FQDNO| M3 E|ASLICE

LASIL|CE 2F HAIX|= "LDAP HZS 25K ZHIE IP AL FQDNS ]I.j’él5f04 HSSHMR. E=

TUSLICHYLCE HEE ZEO ZXRE 20| ASLICE LDAP AHO|| 7|E
IE ZIO|L} SHIE ZE HSE ALl EM|Q.

LDAP C|HE2| HYES F7I151H 'R HEi7t MSE ZEO| ZXE 20| AHEASLICH AD AfH0]

LABILICE RF HAIXl= "2EE 2ES= O 7|2 ZE ZO|Lt SHIE ZE HS S AE3l EAM K.

AHIiASLICH LICE 0| R: TIO|E] AA Mol 2F It
AELICH FHIZ ! 0| R:
/connector/conf/application.conf: 70: Idap.ldap-portOf|
NUMBER?Z} Ot STRING R&0| &LICE.

= -’—".-’él'—'?'—H AR =H, 2247 JA}SLICH MEd O|:= CloudSecure0| Z=7t=l MEH™ EM 1} Active

=2 Fotet =, MEi otE £ [|O|E{ 7 ADOJ|A| Directory2| &x| EA 0|S0| YLX[SIX| 7| 2L =+

7t X| t&L|CE. USLICH E = ME £M 0|52 HESHH SHIEH|
UHSIM .

£T7|E CtA| A|ZHSH 2 LDAP S7|38H= A LDAP &7|8t= & 7(7t CHA| A RHE 20| R EILICE

S| 77L? oF 302+ HO| AL X} HIO|HE I = o 2 1580
Z2|H, 12A|Zt0ICt AFs 2 2 MZ M EIL|CE,

AMEX} H|0|E{= LDAPO|A CloudSecureZ MZ1H0| s E2 AHEXHH[O|E = 137HE S¢t

S7|3EILICE OO = AH| AHELIR? HEEILICH MYXEZE AHE|S QOB = AR ElL|CH

LDAP C|HE2| HUE 7} 'QF MEHE XefghL|Ct. HEE ME |Eo| MNSE[RAELICEH SHIE A2 0|52

"HUE T} T MEHRUL|CE MH|A O|E: usersLdap. X Sot= WHE2 212 HXSHM .

A1l O|]: LDAP ALEXIE HMSHX| R ESLICH Hf
0| : 80090308: LdapErr: DSID-0C090453, =A:
AcceptSecurityContext 2F, Cl|0|E{ 52¢, v3839
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A2XF T2 0| X0 MetHS It U=E|X| 2&LICE. O] Active Directory®| &4 OHZ 2X|Z Qlol LHaie
7t5M0| 7H& &&LICE 1. Active Directorydl A A2 X}

HHE 7t 2= E3 Active Directory 27|18
MESLICEH 2. MEIX £ Of2{0f| Active Directory &4
'telephonenumber’®i| DfEEl ZE 0|8 "HMEHHS"7}
USLICE 4. O|H| 2|0l A EH Tt CHZ Active Directory
Explorer =11E AFE350{ LDAP CIHEZ| MHE
BB ZSHIE &4 0|2 2QI5HM|R. 3. LDAP
ClHEZ|of AtEXte| MetHS E Zeldt= 'HetH 2=
£40| Y=X| &2lstMQ. 5. LDAP C|2 E2|0f| A
Mol 2 SH™E|QJUCHD -] EZSLICH 6. O
C}S CloudSecure AHE2XL CIEE2| £F7|E HE 'E L|C}.
MEHH QI £ MM0j| A 'telephonenumber'E
'phonenumber’E HHIM|R. 7. Active Directory
+87|E MESHH TT|7t CHA| A ZHE|0] A XS]
HMHS E 74 tA AtEXH T2 L H|O| X[0f| EAEFL|CY,

Active Directory(AD) MEO|M &=t QIS M(SSL)Zt  AFEX CIREE| 87| 7457 Tol| AD MH

g Mot=l AL Workload Security User Directory OIS SIS H|ZHASISILICEH AFRAL NE MEE 714
Collector?t AD A{H{0f| HAE 4= i&LICH 13708 St HRELICE ALK MR BEE 7IN2 =

AD MH{S| HZO| ZO0{X|H ADO| MZ FI7HE AEXE
7tME o= IELICH CHAl ARSXF LM ER| £F7|S
7t 22{H ADO| HZdHof L|Ct.

ONTAP SVM H[O|E| &Z7| 34
ONTAP SVM H|O|E & 7|& AL&35HH Workload SecurityOfl A] NetApp ONTAP AEZ|X]|
7te Hal(SVM)Q| I S AFEXL AMA EESS ZLIHEY = JAFL|CE 0] 7I0|E0|M=

ONTAP 2tZ0| o EX QI Hot EL|E1%'° 7(1|-T'-3f7| 2I8 SVM CllO|Ef =& 7|29 =t
2}a| 4HH S ofLyBtL|C}.

A|Zfst7| Mol

* O| HlO|H #&7|= Ch31t 22 7|52 XIgLCh
° Data ONTAP 9.2 3! 0|= HH. %|Ao| 58 &
° SMB ZZEZ H7T 3.1 & O] HH.
° NFS 4.1 0|8} NFS H{F(NFS 4.12 ONTAP 9.15 O| &0f| A X| &I &)
° Flexgroup2 ONTAP 9.4 0| A HHFOf| A X[ ElL|C.
° FlexCache = ONTAP 9.7 0|4 H{M 2| NFSO|A X| &l ElLICt.
° FlexCache = ONTAP 9.14.1 0|4 H{F2| SMBOf|A X[ ELICE.
° ONTAP Select X| &/ ElL|Ct

* SVM H|O|E| RYTt X|YELICH 2o E&S 717 SVME X=X &L

IO

2™ 9.13.1 0| 42| Data ONTAP HHZ ALE3HM(R.

* SVMOll= 0424 8t2| R0 JAELICE O] BSOIM default, sync_source, _sync_destination_2t X[ &I ElL|C}.

* O|O|HE " =[0f0F S LICH HIOJE /7S F45t7| Tol.
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S

A AL X} 0| Z(Active Directory0il X ZEHEl 0|£)0] Ot olagsl AIP%XF O|S0[ FA|ELICE.
* ONTAP ST XME A= 9.14.1 HERE X[ ELCt
* 2| X 452 fldiM= FPolicy MHE AEZ|X| A|ARID SRS MELI0)| F43H{0F SFL|CE
* }FZE ot FPolicy 7H0i Chigh QI L Al ! 2T M2 CHESS HXRSIYAL."KB EH 2 At

2HEH ZM".
* OE F 71X Y B SILIE A5 SVME =7138H{0F LTt

° 22{AH IP, SVM 0|§, S2{AF 22| ALXt 0|2t HIZHZ E AL, FHEH= YL
* SVM O|E2 ONTAP 0| EA|E CHZ F2s| x|t of 5t CAEXE FEELIC

° SVM Vserver 22| IP, At2X} 0| & S H[ZHHS E ALESHK

o FA| ZEIXF 2HAE/SVM EE| ALEXL 0| & HIZHD S MY & GUUILE ALEE o[F0| gls 32
CtZ0lA gt tiZ ASH0| H2 ALEAL X AEXIE US = ASLICE Mool Cieh 10 Aref of2 MM
= O
= T

EXSHMIR. O] AFE2Xt X|H A2 A= SVM = S2{AH AMA
= ofa2f "Hotol| ot 21 ApE MM AZ =l A
AMES £ JSL|CH KB OIS S HESIMAIL."ONTAP EA{".

* OHE 3PS 2d5te] svMmof| SHIE o Z2|#|0] M0 BHEIRAE=X] 2QlSHA K.

gjo

clustershell:> security login show -vserver <vservername> -UsSer-or-group

—name <username>

Eit

Vserver: svmname

Second
User/Group Euthentication Bccot Euthentication
Hame Application Method Eole Hame Locked Method
wsadmin http password vsadmin no none
wsadmin ontapi password vsadmin no none
wsadmin s=sh password vsadmin no none

. 3 entries were displayed.

* SVMO|| CIFS M7} M E|0] J=X| 2RISHM|R: clustershell:> vserver cifs show
A ABI2 Vserver O| &, CIFS AMH 0|& 2 7t HEE ghetotL|C,

* SVM vsadmin AFEXS| H{HHS E HH™SILICEH AFEXL ™| ALKt EE= SE{AH 22Xt AEXIE AH8SH=
AL 0| HHAIE A ELICE. clustershell:> security login password -username vsadmin
-vserver svmname

* 2R HMAE /5 SVM vsadmin ALEXIS| HZ S SHA[SLICH ALK Ho| AHEXt == SAH #E|X}
AMEXE AME88t= B2 O] HHAE U EILICE. clustershell:> security login unlock -username
vsadmin -vserver svmname

* G|O|E] LIFQ| Yot FHO| 'mgmt'(‘'data’”?t OFel)E AHE|0] AU=X| 2elstMR. & &E| IifE AHEsHH SVM
FIt5t= 42 0| BHAIE AL ELIC clustershell:> network interface modify -1if

o™ O|HIEO| M "EHE ZalAl" H|0| K| o

k=]
=
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<SVM data LIF name> -firewall-policy mgmt
o gIsl0| 2SSl AL Data ONTAP H|O|E|f 2E!7|2 AI238t0] SiEt TEO| CH3H TCP E2fT S &|238t7| 9|3t
o2l S HelsloF ZLCt.

HOpofo[HE 2+ Al 18 FE. 0l= 2Z3|0|A 00| EL}t 22t =0l EX|E oo™ Eo| HEEL|C).

1o d

* Cloud ONTAP SVME ZL|E&SI7| 2[5 AWS EC2 AAE AN O|0|HEE EX[st= & 01|o|x-||59|.
AEE|X|= S VPCO| UA0{0F SfL|Ct. M2 CHE VPCO|| = 2% VPC 7Hl| =8t Z=71 A0{0f SL|Ct.

Lol +=Z&7|E flet A

—

[m
re
MY

HAE HZ 752025 3 =Q)2 £[Z AL X7t Data Infrastructure Insights (DIl) {122 E Etoi|A] H|0|H
=H7|1E 48Y 1} 27 LAl QIS AHSH= 0| E22 F= WS SHE YLICH 0| Sl A 8%tz HESRZ
SAO|L} F2tE Agtnt 2HAEE ZHE AAR £3Y £ JUSLICL

0 7|52 AMEXt7tH|OIH +H7|E 28517 T HES 2 2 AL EE N2 S A=K] 2eldt= o
T=0| EL|Ct ESF ONTAP H'I M, A 3 ONTAP Of| A SEEl Aetof| 2t HHA S 4= U= 7150f| CHall AL XHol| |

2 FL

= =

() sextoEe] 2E7I0ME HIAE 20| KE|x] gLt

Save Collector Test Connection @

HIEA| HESIMQ ! Of2 ME L HZESHAR.
HE HAE
AMEX= 87| F7H/HE HO|X| 2 0|5t 22{AH #F M YE(Z2{AE EE) = SVM £F M FE(SVM

HE)E st AZ HAE HES 22 MQ'—lEf. 2y Workload Security7} R*"o He|stn ME * ot 43
L= A0 HAXISE EALICH
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Add ONTAP SVM Need Help?
An Agent is required to fetch data from the ONTAP SVM in to Storage Workload Security

Network Checks:

Https: Connection successful on port 443 (AGENT -> ONTAP)
Ontap Version: 9.14.1
Data Lifs: Found 1 (10, s88se%ee80) data interfaces in the SVM which contains service name data-fpolicy-client, admin/oper status as up.
Agent IP: Determined agent IP address to be used (10/mmmm—")
@ Fpolicy Server: Connection successful on Agent IP (10, 292s28u88), ports [35037, 35038, 35039] (ONTAP -> AGENT)

Features (User has permissions):

Snapshot, Ems, Access Denied, Persistent Store, Ontap ARP, User Blocking
Features (User does not have permissions):

Protobuf: Ontap version 9.14.1 is below minimum supported version 9.15.0
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AF2XHol|A| H3to] Hoj 2l ALK} X| ™ AF2XHO|: csuser)E AF28H= AR CHS THAIS W2 MR "AFZ A} 2 AFch
Workload SecurityOll AFEX} XHEh HotE S2O{gL|Ct.

—

At chet AT Abgt

| I
*2o|AH 22| IP*E Sl F71e wel Mg

B AE

22| 22| X AF2 XIS AF2H0] Workload Security?t ONTAP SVM Ci|O|E| £ZX17|0| HMASIES 5|2
e A2 ot HHO| EA|Z &2 JtEl "csuser"2teE M A XIS BHE £ QIELICH |IZEE EOtO|0|H
T7|1E EHAH 22| IPE AIESIEE LAY W ALEXt 0| "csuser"?t H{ZH S "csuser"E AFESfL|C.

15 4> 1l

glo

0F o2t

I AFEA X[F AR 2E Vs Heto| ArET B JYE S = ASLICL 7|1E AR = B2 O
Y2 AEIY 7|E AHEAe HE s HA é.*ﬁl%.“—llif.

security login delete -user-or-group-name csuser -—-application *
security login role delete -role csrole -cmddirname *

security login rest-role delete -role csrestrole -api *
security login rest-role delete -role arwrole -api *

MZ2 AEXE dste{H S| AE e 22|Xt AL X 0| S/H|ZHZ 2 ONTAP 0ff 23215111 ONTAP A{H{0f| A
C}S oiaie AlsistL|C}

security login role create -role csrole -cmddirname DEFAULT -access
readonly
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security login role create -role csrole -cmddirname "vserver fpolicy"
—access all

security login role create -role csrole -cmddirname "volume snapshot"
—access all -query "-snapshot cloudsecure *"

security login role create -role csrole -cmddirname "event catalog"
—access all

security login role create -role csrole -cmddirname "event filter" -access
all

security login role create -role csrole -cmddirname "event notification
destination" -access all

security login role create -role csrole -cmddirname "event notification"
-access all

security login role create -role csrole -cmddirname "security certificate”
—access all

security login role create -role csrole -cmddirname "cluster application-
record" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application ssh
—authmethod password -role csrole

security login create -user-or-group-name csuser -—-application http
—authmethod password -role csrole

*Vserver 22| IP*E Sdl| F7te mjo| Hat:

S AE 22| 22Xt AL XIS AF238H0] Workload Security?t ONTAP SVM HO|E{ £=TI7[0f| M ASIE = {2
& o= 22 ot BE HEAIE %*% 71%l "csuser"2h= M AFBXHE THE 4 UELICH Workload Security Ci|O[E
+&7|E Vserver 22| IPE AESIEE M W ALEXL O|F "csuser"@t HZEHS "csuser"E AHEL|CY.

glo

I AR XY ALEAIL| BE 7|5 el A8 Y T oS RS = AFLILE 7|1E MBI U= 3R O
YIS AEOI0] 7|Z ArERIet AE S WA AH|LICY.

security login delete -user-or-group—-name csuser -application * -vserver
<vservername>

security login role delete -role csrole -cmddirname * -vserver
<vservername>

security login rest-role delete -role csrestrole -api * -vserver
<vservername>

MEE AEXIE MMStE{H S2{AH 22| 22Xt AFEX| O|E/H|LHS Z ONTAP 0| 2321510 ONTAP A{H{ | A
CHS HHES ASptL|Ct Mo|E Q[dl| CHS HHES HIAE MEIV|0f| SASH D ONTAP Of|A| CS HHZ AAls7| Mo
<vservername>g Vserver 0|EOE HIN|R.
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security login role create -vserver <vservername> -role csrole -cmddirname

DEFAULT -access none

security login role create -vserver <vservername> -role csrole -cmddirname
"network interface" -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
version -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
volume -access readonly

security login role create -vserver <vservername> -role csrole -cmddirname

vserver -—-access readonly

security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all
security login role create -vserver <vservername> -role csrole -cmddirname

"volume snapshot" -access all

security login create -user-or-group-name csuser -application ontapi
—authmethod password -role csrole -vserver <vservername>

security login create -user-or-group-name csuser -application http
—authmethod password -role csrole -vserver <vservername>

DIZEZE HI 2E

27|19 1z 714 MHol|AM 0] 40| &d3tEl 2R Workload Security= FPolicy YIXIS protobuf ZEE
ABLICH Protobuf 2 == ONTAP H{ZH 9.15 0| Atof| A X| I ElL|Ct.

0| 7|50l CHet XiMet LHE2 CHZollM 2hele 4= JELICE"ONTAP & A" .
protobufOll= £F #¢oto] ZREYLICHO| & L& E= MEL 0|0 EXHE == /UAS):
Z2{AH 2E:
security login role create -role csrole -cmddirname "vserver fpolicy"

—-access all
Vserver BE:

security login role create -vserver <vservername> -role csrole -cmddirname

"vserver fpolicy" -access all
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3. * NetApp SVM Et 9|0f| O0RA S 2251 *+2L|E*E SIS}
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security login role create -role csrole -cmddirname "vserver fpolicy"
-access all
security login role create -role csrole -cmddirname "job show" -access

readonly
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security login role create -vserver <vservername> -role csrole -cmddirname
"vserver fpolicy" -access all

security login role create -vserver <vservername> -role csrole -cmddirname
"job show" -access readonly
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Workload Security / Collectors [/ Edit Data Collector
Edit ONTAP SVM
Name* Agent
Cl_SVM fp-cs-1-agent (CONNECTED) b
agent-1537 (CONNECTED) £
agent-jptsc (COMNECTED) l
Connect via Management IP for: fp-cs-1-agent (CONNECTED)
® Cluster fp-cs-2-agent (CONNECTED)
) swmM GSSC_girton [CONNECTED)
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Installed Data Collectors

Name Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11
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echo 'net.core.rmem max=8388608' >> /etc/sysctl.conf
echo 'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p
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network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail
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sudo iptables-save | grep 3500%*
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network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail
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<SVM>event log show -source fpolicy
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<SVM>fpolicy show
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event log show -source fpolicy which shows the error
event log show -source fpolicy -fields event,action,description which
shows more details.
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fpolicy show
fpolicy TME AfAgt= ©A:

fpolicy disable -vserver <svmname> -policy-name <policy name>

fpolicy policy scope delete -vserver <svmname> -policy-name <policy name>
fpolicy policy delete -vserver <svmname> -policy-name <policy name>
fpolicy policy event delete -vserver <svmname> -event-name <event list>
fpolicy policy external-engine delete -vserver <svmname> -engine-name
<engine name>
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Hoto| MHE|H 27|15 ChA| AIZFEfLCE

2X|: ZE{ 7t "AHUE 7t @F AEfQLICHERE HIAX|QF EH 2F MEHO| QEL|CH A 221: SVM <SVM 0|5>0|
AR MEAE LMSHE O ATHHSLICE 0]F]: SVM "<SVM O|E>"0|M 28 "<EE 0|S>"0| Melst TAE 22 £
SAELICE O] ]: ®X & A "<aggregateName>"0f| Ciot Ms HEHE ALES £ §I&LICHL R 2 7|CHICH @™ E
CIAl A=l EM[R. AH|A O|S: ZEAL AlI{ 0|): SVMUIA F MEAS LMK 2HESLICH <svm
name="">.</sym> 0| ]: <volumename>SVM "<svm name="">"</svm>0{|A{</volumename> 25 "0 X &5t
OHOZ|AHO|EE X2 £ USLICE O|7: OHOZ|AHO|E "0of| CHS M&s HEE <aggregatename>% x| AtES 4
& LICt.</aggregatename> R £ M 7|CIACH HHES CHA| A|E5HMAIL.

CHE S Ao EMR: R 2 E& 7|02l = 87|12 CHAl AJESHH 2.

oo EX7t Edots 32, =82 > XY Ho|X|o| AZE XH 3= ZSHA K.

Amazon FSx for NetApp ONTAP Cloud Volumes ONTAP 2! Amazon FSx 7

Cloud Volumes ONTAP 2! Amazon FSx for NetApp ONTAP € /32L& Hot {|0|E
FHI|E 75t 22tRE AEE[X| el HMEto| I 3 AFEXF HHAZ HLIEHZSHN L.
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Cloud Volumes ONTAP AE2|X| 74
Workload Security AgentS S AEISH| 2|6 T . E/HAAWS QIAEA S 146t ™ OnCommand Cloud

Volumes ONTAP HHAE & Z M| R .https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-
ontap/index.htmi([]

TAMo| et2E|™ CFS THA|off 2t SYME AN SN .hitps://docs.netapp.com/us-
en/cloudinsights/task_add_collector_svm.html[]

X8 ZHE

o
Ml

* Cloud Volumes ONTAP At 7ts¢t B & 222 E MH|A HZ Ao A X|&ELICE olE S0: Amazon,
Azure, Google Cloud.

« ONTAP Amazon FSx
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5. YUM T{7|X| 2|XtE AH2st0] B3t Linux 7| X|E AXIRL|Ct
a. wget It _unzip YO|E|E Linux I{7|X|E MX[EL|C}.
Workload Security Agent 1X|
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steps-to-install-agent
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ME2 MEXIE It ] Jdt= JH(YUE2E AEX} EEE AAE)S MEHSHY|oF 5HH EL|CE
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CHA:

1. CloudSecure?| X|&0f| 2t of[0|MEE MX[SHAN L.

2. of|o|MEJt MX|Z|™H sudo AF2XIZ server data_rate_checker.sh 23T ES AHTtL|Ct

/opt/netapp/cloudsecure/agent/install/svm _event rate checker.sh
0] ASZEE AME8I2H Linux A|ARIN sshpass 7F AX[=|0{ U0{OF TILICE.
X5t Y2 F 7HX7F JUSLICEH.

a. Otg 3dS a2dstM g,

linux prompt> yum install sshpass
Jefe &SoHA|] ™ oM Linux MO sshpass & CH2EESHD Cf
AHASHM| R .
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ox

I
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linux prompt> rpm -i sshpass

5. ARHo| 2tZkH AT E = SYMOIM O[HIE HIES AMELICL 2& ZH0|lM SVME O[HIE HIES el =
olAL|C}
M- .

Zf Ontap SVM H|O|H £=&7|= T svMzt AEBE o= ASLICE F, Z HI0[H +&7|= B SVMO| d&st=

41



A) Ol EE ULHHQl AO|X J10|S 2 HREHHR. Hth 5077Hx] XIgiel Hole £77| £ Salei® 20f + 3

jEE Ze] 28 5 4 YAttt

OloIHE DAl 74 SVM B0[Ef $717] 4 Ol E DfAlo] 22 4 Y= Ak
OjHlE A

470{, 16GB Ho| o|ofE &7t 20K O[HIE/x
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B) % O|HIEE 7| AHst2i® s oo E S| ZE SVMO| CHoh A E OlMIES 7t8hIct

C) 23 ET} 2|t ALETF AlZtCHo| HAE[X] 5Lt £ ALEE E2E S 0| F5t7| 0212 B2 O|HIE H|g HIHE
30%= FAIELICE.

B + C= AEL} 0o ghL|Ch J-X| g4 0f|0|HE M Ll0] ZL|EZ 0| ZufglL|Cf,
%, B Of 0| E mHAlof =7te &= QU= CIOoEf =&7[9] 2= Of2l SAS We2tof gfLCt.

Sum of all Event rate of all Data Source Collectors + Buffer Event rate
of 30% < 20000 events/second

-

E HZXSHHA|R1ink:concept cs agent requirements.html["OO|HME 3 Afgtr) FI}
MH =H 9 F A2 Ho|X|E EHXSIMR.

2427k %2100, 200, 3007H2| O|HIES MAsH= 3712 SVMST}H ICkn ThEsH BRI&LICH
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Ct
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AlE HEYLICH

(100+200+300) + [(100+200+4300)*30%] = 600+180 = 780events/sec
780 events/second is < 20000 events/second, so the 3 SVMs can be monitored
via one agent box.

24 =22 sixf =Y ClAE 2|9 fpolicy stat <SVM 0|E> Jog IHY O|2O 2 Of|0|ME HAO|M A2 E £
UEL|C
CI3ot 22 22 A3EETJ ERE 2N E Mg = JELICH

° IF%EIJ

tA4 ZH |P E= SVM 0|20| M 2&|A&LIC.
E, ANREA HS S8 717 0|0] ZXSH= fpolicyZ7t JYH QF It SHASHL|CE,

7t 2 Sofl ZXho| SEE LI

ASEE M o= or2Het 2L Ct.
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[root@ci-cs-data agent]#

/opt/netapp/cloudsecure/agent/install/svm _event rate checker.sh

Enter the cluster ip: 10.192.139.166
Enter the username to SSH: admin
Enter the password:

Getting event rate for NFS and SMB events.
Available SVMs in the Cluster

QA SVM

Stage SVM

Qa-fas8020

Qa-fas8020-01

Qa-fas8020-02

audit svm

svm_rate

Vs new
VS _new2
Enter [1/5] SVM name to check (press enter to skip) svm rate
Enter [2/5] SVM name to check (press enter to skip) audit svm
Enter [3/5] SVM name to check (press enter to skip):
Enter [4/5] SVM name to check (press enter to skip)

( )

Enter [5/5] SVM name to check
Running check for svm svm rate...

press enter to skip

Running check for svm audit svm...

Waiting 5 minutes for stat collection

Stopping sample svm rate sample

Stopping sample audit svm sample

fpolicy stats of svm svm rate is saved in fpolicy stat svm rate.log
Svm svm rate is generating 100 SMB events/sec and 100 NFS events/sec
Overall svm svm rate is generating 200 events/sec

fpolicy stats of svm audit svm is saved in fpolicy stat audit svm.log
Svm audit svm is generating 200 SMB events/sec and 100 NFS events/sec
Overall svm audit svm is generating 300 events/sec

[root@ci-cs-data agent]#
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Alerts

(D) Last3Days v 9

| HlterBy_H Status I..New

75
5 !
m P 0
25 BB - 1
o | - L] | ml O | N |
12. Ju 14. Jul 16. Jul 18, Jul 20. Jul 24, Jul 26, Jul 28, Jul 30. Jul 1 Aug i 5. Aug 7. Aug 2. Aug
O Potential Attacks ~ AWarning
O Potential Attacks  (3)
Potential Attacks Detected 4 Status User Evidence Action Taken
Ransomware Attack 5 hours ago New |/ Iris Mcintosh =700 Files Encrypted Snapshots Taken
Aug 10, 2020 4:38 AM
Ransomware Attack adayago New |2 Christy Santos =500 Files Encrypted Snapshots Taken
Aug 9, 2020 3:51 AM
Ransomware Attack 2 days ago New |2 Safwan Langley =700 Files Encrypted Snapshots Taken
Aug 8, 2020 4:29 AM
A Warnings (7)
Abnormal Detected 4 Status User Change Action Taken
Behaviour
User Activity Rate 2 days ago New |2 Iris Mcintosh T~ 192.46% None
Aug 8, 2020 7:49 PM
User Activity Rate 2 days ago New |2 Jenny Bryan T 73.64% None
Aug 8, 2020 7:32 PM
User Activity Rate 3 days ago New |/ Szymon Owen T 189.88% None
Aug 7, 2020 8:07 PM
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POTENTIAL ATTACH AL_303

Ransomware Attack

Total Attack Resulis

£

Affectsd Volumes

0

Delsted Files

4173

Encrypted Files

have been copied, deleted, and potentislly encrypted
coount

Related Users

Kristjan Egilsson
Accountani

Finance

Uzermame Department
usl33 Finsnce
Email Manager

Egilecon@netapp.com Lynd=ey Maddox

Phons
387224317607
AHAE 17| T
Workload Security= 2 g&0| ZX|=[H X522 AR

Bt

HEIE + 8L XS ST T Y UE Bl
TSt 22 HOIXIoIH £50R AAS WS S
RS AR 2
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Potential Attack Detail / Ransomware Attack ;23\%’ ,23§E°AM - 0

POTENTIAL ATTACK: AL_307 Detected Action Taken Status

4 days ago Snapshots Taken InProgress 2 &
Ransomware Attack Jul 26, 2020 3:38 AM .
Last snapshots taken by How To:
Amit Schwartz Restore Entities
Jul 30, 2020 2:54 PM

Re-Take Snapshots

Total Attack Results Encrypted Files
Activity per minute
1 0 5148
Affected Volumes Deleted Files Encrypted Files o

200
5148 Files have been copied, deleted, and potentially encrypted
by 1 user account. 100
This is potentially a sign of ransomware attack.

0
The extension "crypt" was added to each file. 03:00 03:30 04:00 04:30 05:00 05:30
Related Users

Ewen Hall 5148 Detected Action Taken
Developer . 4 days ago Snapshots Taken
Engineering Encrypted Files Jul 26, 2020 3:38 AM

Abhi Basu Thakur »

MONITOR & OPTIMIZE Alerts | Nabilah Howellhad an abnormal change in activity rate .J,"flz?‘ zozu-ﬂul 28,2020 - e
1:44 AM 1:44 AM
Alert Detail

B nErts

G: AL_306 Detected Action Taken Status

i - P 5 days ago None New #
Q, FORENSICS Nabilah Howell had an abnormal change in activity rate. A7 —
{8  ApmIN
Recommendation: Setup an Automated Respanse Policy How To:

O e An Automated Response Policy will trigzer measures to contain the damaze Take Snapshots Restore Entities
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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Snapshot Purge Settings X

Define purge periods to automatically delete snapshots taken by Cloud Secure.

Attack Automated Response

Delete Snapshot after | 30 Days *

Warning Automated Response

Delete Snapshot after | 7 pays »
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Delete Snapshot after | 30 Days *
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Automated Response Policies Allowed File Types Policies

Allowed File Types Policies

Ransomware alerts will not be triggered for the following file types: €
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security login role create -role csrole -cmddirname "volume" -access
readonly
security login role create -role csrole -cmddirname "security anti-

ransomware volume" -access readonly
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£\ Access Blocked on 55VM: @ New 2
Snapshots Taken

POTENTIAL ATTACK: AL_1315
Ransemware Attack

Lostsnapshors taken-by: How To:
Blocked permanently by auin response palicy Restore Entities
Guto respanse policy Oct 20, 2022 3:094M

Change Block Period Re-Take Snapshots

Unblock User
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Activity per minute
2 83 81
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Related Users

Jamelia Graham
Business Partner

HR

Username
us0Z4

Domain
cslab.netapp.com

Email
Graham@nstapp.com

Phone
5251140014

Access Limitation History for This User (3)

Time Action
Oct 20, 2022 3:09 AM A Block
more detail
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Wl Observability » Cldev1 / Workload Security / Collectors / Add Data Collector
Enter complate Share Names to be excluded, separated by a comma.,
©  Kubemetes y Share Names
@  Workload Security v Valume Namas
Enter complete Volume Names to be excluded, separated by a comma.
Alerts Velume names
Forensics
Advanced Configuration
Collectors
| Monitor Directory Read & Open Activity (SMB only)
Policies Note: Generates many directory access events (noise)
E ONTAP Essentials L Monitor Access Denied Events
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security login role create -vserver <vservername> -role csrole
-cmddirname "vserver fpolicy" -access all
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Write, Delete

r
-




2H0|L RES YXSHYAR. AIZE HO2 Xt5 18 HMS Sot A= At 210 =
MEX MF EE Ho[X[of M2 =5 JHE 25 X[Hot0] 2ot tigE R0 HoE 4
ULE PLict 2 A2 ZLHAL = RE AE2|X| 250 AIS02 HEL|H, XI5 S22
ol

2o

oF A[ZE HISHo] ASLIC.

AMEXH= SMBO| CHEH I Ajctz| T, 2AHE A0 |= SAE HAQ P =A= NFSO| CHaH XFEHEIL|CE 2 AL P
== Workload SecurityOﬂkl DLIEESHE AEZ|X| 714 D‘|*,_|(SV|V|)0{| MM ASH= Z40] RHEFEILICE.

o€ £0, Workload SecurityZt 10712] SVMS 2|5t 1
7Hgsl EELICEH SH0| 4702 SVM & StLIO|A A|ZHE F
el SYMOI| A AHAFO] Al MM EILICE

S 4719 sVMo| sl XS SE FHo| &[0 ATt
R, AR AN A= 10702 SVM 01| A XFEHEIL|CE,

SMBEOZ 1MEl SVM 17, NFSE2 =2 M=l SVM 17, NFS2t SMBEOZ A&l LIHX| 2702 M=l SVMO|
474 Q= AL, 340]| 47 SVM & St M A|ZHE|H 2= SYMO| KFSHEIL|CE

AFERE AM[A KRS 2ot FA =A
0| 7|52 ALEote{H Se|AH & X4 SF0| ERE LI

=

I
il

LB #HE| XHE TS AHE0t= B2 ME2 0| BRSHK| LI

AHEXE X[ E AFEXHO: csuser)of| Al #Heto] 2=l Z<L o2l THA|of| 2} Workload SecurityOfl AFEXHE Xpted o~
U= HPHE FOo{5HM 2.

SHAE XA 5YHO| U= csuser?| 2 ONTAP BHE0|M CHE2E2 - ELICH

security login role create -role csrole -cmddirname "vserver export-policy
rule" -access all

security login role create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname "vserver cifs session"
-access all

security login role create -role csrole -cmddirname "vserver services
access—-check authentication translate" -access all

security login role create -role csrole -cmddirname "vserver name-mapping"
-access all
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© 28 == HO|X|0| M= AFSXIZE A E 2 obH Mo B IH EAIELICH

* HiHE 225t XtEtel AL8A S ES 2 & A= "ASAM H|0[X| 2 0| SFfLICt.
(o]
=

* "AFEX H|O|X|Off "AFEXHIP MM A"EH= BO| ASLICE SHE Boll= AR AL KHEE Ef7F EA|EL|CE

AEXF HNAE S = NM$HSH 2t2|gfL|Ct.

© YUY MIE FE T ASRH AR W SHOR 0153 TS oY SRI0|M ALBXIE +SOR XERIAL B

[N - |

2 ME Y2 U AEX ME HE HO|X|Q] ALEXE IHEOM AHEXIS| HAM[A HS 7| Z0fl TSt ZALS =
UASLICE o7]|0ll= AlZh ZH(REE, KT A, 712F, 2 =Y, +S/AHS, NFSOi| tiet S¢S &2 1P7
|

f
e 7SS HlIg-detoled™ oA oljof 5tLtR?

ARIEX| ST 7|52 HIEASIE & UBLICH AIARIO| HBHEl ALZXIT Qs A BIX| siT AFRXIe| HE A3t
=33 0f gHLct,

* YIZC HOO|M *YIARE Hot> FHM > XS SH MO R O|SELICE *+3F Y-S MESHM Q.

==

* _AFSXF OhY M| A KHEH S MEH SHA|ELICE.
e 7ls2 2= HOIX[of| M s AHELICE

NFSO| CHStIP 5 B¢

Workload Security @7HHO| 22 E| ALt Of|01HE/+=H 7|7t Ct2E < Ch2 B0 [2t ONTAP 0[M 2= IPE
TSOE SRS K.

1. svMe| ZE WHELI| FHS LIESLCt
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contrail-ga-fas8020:> export-policy rule show -vserver <svm name>

Policy Rule Access Client RO

Vserver Name Index Protocol Match Rule

svmO0 default 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svml default 4 cifs, 0.0.0.0/0 any
nfs

svm2 test 1 nfs3, cloudsecure rule, never
nfs4, 10.11.12.13
cifs

svm3 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

4 entries were displayed.

2. SVMe| ZE HHM|A S2}0|HE LK =2 "cloudsecure_rule"O|
RuleindexE X[ ™ELICH YIZ2E HOt & '8 UHtM o2 1QL|C},

A ES AHSHH oiE

contrail-ga-fas8020:*> export-policy rule delete -vserver <svm name>

-policyname * -ruleindex 1
{IZE HOb RAO| AFEJA=X| ZHAYL|CH(ERlS flet

—

contrail-ga-fas8020:*> export-policy rule show

MEH CHA]) |

— "1 =

—vserver <svm name>

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
svm0 default 4 cifs, 0.0.0.0/0 any
nfs
svm2 test 3 cifs, 0.0.0.0/0 any
nfs,
flexcache

2 entries were displayed.

SMBOf| CHet ALEXL =5 S ¥

Workload Security @7HE0| Bt E[7L} Of|O| M E/=& 7|7} CH2E B2 L2
AEXIE £50Z 2I5HM|Q.

Workload SecurityOll Al AFEHEI AF2XT S 52 AFEXL S5 H|0| X|0f| A &tolet

TEAO]| k2t ONTAP O[M 2=

=+ AL

71



1. 22{AH admin Xt SES A28t ONTAP 22{AE(AF2XL XSS SliF|Stz = 2=2{AE)0| 23218t C}. (
Amazon FSx 2| 22 FSx X4 ZHOZ 2 Q2I5IN|R).

2. Ot HHS MHSIH D= SYMOU|IA Workload Security for SMBOI| 2|8l AtEHEl DE AF2XIE LIS CE.

vserver name-mapping show -direction win-unix -replacement " "

Vserver: <vservername>

Direction: win-unix

Position Hostname IP Address/Mask

1 = = Pattern: CSLAB\\US040
Replacement:

2 - - Pattern: CSLAB\\US030
Replacement:

2 entries were displayed.

2ol Z20jM 2E2| AFRXHUS030, US040)7t CSLAB =91 AFR38I0] KHThe| QA& L|CE
1. 219 £H0ilM 2IXIE &felet 2 CH2 B S MGt ALXL XHEhS SHM|RLICH
vserver name-mapping delete -direction win-unix -position <position>

Cte S 25t AL XHEO| SHRIE[F=X] =elotM e .

vserver name-mapping show -direction win-unix -replacement " "

OT10f| XHEHEl AFEXLO CHoli M= OFF e= = HA|Z|X]| QA& LICE
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£ZOZ WM A HotE SEISHH "0| AF2XIQ| IP FAE
0|0] MIStE|A&LICHEH= HIA|X|ZF EA|EL|CE.

HMS £Ho & QELICH O|F: offeh Hof| CHst H$Ho|
&LiCt.

NFSQ| AR AF2XHIP F4) Xtcto| XS stX| Tt

SMB/CIFSQ| Z< "SIDOM|M DomainName2 22|
S| %'HHMQLlEf."EH: 2F HAIX|7t EAIEL|CE
AbF AlZH X3} AZ0| M HE|X] AUpSLICH

_csuser H&ol|= 0|2{gt H$Ho|

O|ZS A =dHEM R

1. SVMQ| HI0[E{ =& 7|2t Of|0|HET} A AEfRIX]
2fQISHMI Q. HIOIE =F 7|2t 00| ETt SX|=|H
HI=E Hoto| FHS B £ glgLIct 2. 0l=
AFEXE7E OO AL EIX] §42 MZR2 IPE 7HE
AREOIA MZ20 HMAHS o= AT| THZRLICH.
Hgt2 ArEXLIt H’c‘!_’toﬂ HNASHE SAEQ| IP FAE
Soff Lt Ul(E L M5 FE > 0] ALEXtof CHet
HMA HS 7= > S B IP)OIM HTHE 1P T
SES &fQIotMR. AFEXIZ} MietEl IPet LHE IPE 7t
SAENM AEE|X|0f BHASHE FR0| T AFEAHE
HIStE|X| @52 IPE Sl AE2[X[0f HMAY
UASLICEH ALEXALZ} IP7 MISHEl 2 AE0AM AM|ASHEA 1
SHH MF A0 AAAT = GEL|CH

Mgt IP= o|0] CHE AFEXIOA| Higts # ASLICH.
csusers APQOP‘— | §*°_|3f 2. ¢l Agct =

csuser O|A| sshE e Hoto| gls= 22 0|z Yol
HEASE A ol O} (%E-lﬁE-I S

Ef% AP%XUF ssh&

=
N
=

2kolel
gt
https://docs.netapp.com/us-en/cloudinsights/
cs_restrict_user_access.html#prerequisites-for-user-
access blocking 22{AE XtH ZH0| /U= _csuser_92|

% ONTAP BHZE0|M Ct22 +HYLICE security
Iogin role create -role csrole -cmddirname "vserver
export-policy rule" -access all security login role
create -role csrole -cmddirname set -access all
security login role create -role csrole -cmddirname
"vserver cifs session" -access all security login role
create -role csrole -cmddirname "vserver services
access-check authentication translate" -access all
security login role create -role csrole -cmddirname
"vserver name- mapping" -access all _csuser £
AFESIX| 9 S AE =FO0|AM ZE|X} AHXIE
ArZ23h= 22 22|t ALZXH0f| | ONTAP 0Of| CHet ssh
Hoto| A=X| =helgti|ct,
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=H O|ZS A =dHEM R

AEXE7t XHERE|0fOF &l S/D ezt AMmfi&L|Ct, Ol= csuser O|H| SHIE 30| gl AR YMe 4
Ol'rr 255: @F: Had Anj: g Haof cist HsHo| UESLICEH Lt "AF2XF HM|A XEHS Qs FH| ="
AHELICH 2F: "access-check"= QlAlISH & gl= AHMet g2, Hot2 M 8% 20{= ONTAP H|O|E

HHULICE 2h= 2F HIA|X| 7} LIEFLICE, +Z7|2t ARt O E”E1 2| 4I0|E £&7|E CHA| A|Zst=

10| EZ&LICtH Heot ot HH2 of2it Z&LICt ----
Hot 201 HAgh MM _role csrole -cmddirname
"vserver I—HELH7| A R QHMA B HOFZ 9]
ot MM _role csrole -cmddirname A& WA RE
EOP E‘lol st MM _role csrole -cmddirname
"vserver cifs M[A" -HNA B HOt 201 gt MM
-role csrole -cmddirname "vserver A{H|A GHA|A 19|
QIZ 3} O M|A BE HOF 201 Ast MM _role
csrole -cmddirname "vserver 0|2 Oj&" GHMA D=

IE2E Hok: I HE A[Z2|0|M

Of H[o|X|2| X|Eoff et Zehel mbed B
|

AlZ2|0]d ATRIES AFESIH 92 2E Hets
HIAESIALE A|HStY| #fet o I

—
HZEE A= 0|9 + ASLICE

-

A|ZSE7| Hoj| 2ol At

LI AlZ2|0|M E= MEXI7I ONTAP ARPE

° OiY M AIZE|0|H 2!
g = 4-g5loF ghLCt.

A
IZE Hotu Egts

¥

—

FZE £ Linux0| A2 XS
AR =2 MEEo HNE

* Y FZE o2 ONTAP H{T0] 9.15 0| &Ql ZL02H NFS 4.10( M HHE O|HIESM L2 S ZX[SLICt.
I

* A3ZE = Workload Security Of|O| M E A X| I 1t St7A| M|S-EILICH Workload Security O|0|ME 7} M X[ =l
DE AREHOM AL 5= JSLICE

* Workload Security Of|0|HE H &l XtH[Of| M ATTEES HHY o~ YOO E CHE Linux HAZ FH|IY 2RIt
ASLICH SEX|TFCHE AJARIOM ASZES HESHD 4CHH, ATZEE SA fOH*‘I gk AI*E" | AAHSHH
=iL|ct
= .

* MEXHE RpAO| Mot A A Q71 Abetof| [t PythonO|Lt & A EE

* Python A3 EE0|= 4= X7t LT THO|MS AHE35t 1 41X girt

7t0| =2t2l:

2ES Wdoo{™ HAE HIO[EE Mgo5t7| Fof| £87|E LAHCE LA SX|SHH L. ¥E THA0| MY =|H
7| CHAl AIESHY oot T2 MAS AZFRIL|CE

MK, tHd S&S Mo OFR2ERLICE NFS = CIFS LHELZ|E OFREY & USLICH
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Linux0iA| NFS LHELH7|E O ESIEH:

mount -t nfs -o vers=4.0 10.193.177.158:/svmvoll /mntpt
mount -t nfs -o vers=4.0 Vserver data IP>:/nfsvol /destinationlinuxfolder

NFS HT 4.12 O ES}X| OM|R. FpolicyOll M X|&I8HK] k& LICE.

Linux0|A| CIFSE OtREst2{H:

mount -t cifs //10.193.77.91/sharedfolderincluster
/root/destinationfolder/ -o username=raisa

ONTAP Autonomous M0 HS S SH(ME] ALE:

ONTAP 22 AE HHT0]| 9.11.1 O| A2l A ONTAP EH 2£0||A LS BHS St ONTAP HHAH HS

MH|AE gdste = ASLICE

security anti-ransomware volume enable -volume [volume name] -vserver

[svm_name]
CHEe 2, ol &7|E MAEELICt.

1. OFZ] MK UULCH Workload Security OI0|HES A stL|CT,

2. OF% SVM H|O|E] =T 7|E TS| ATHH BT,

3. H|O|E] +T7|E 7 45te S¢ OIRE ZREZ0| MEIE|U=X] 2elstH|a.

oS Mdstr| Hof| HMA SXISHALIHOIH +=EVIE LA SALCH M2 5.

AIZ0|ME HAsty| ol HA Lootet IS 7180 PLICt P=otet IS e Z2H| =522
SASHAL, ZetEl ASEE FotLHE AME0t] T2 A o= mis W 4~ ASLILH ofH AEHSE

’ S ©°
ALESHE Y= 2tet mHAo| Z[A 10071 0|4 U=X| 2HISHM|2.
T2y WAooz mUS M7 |2 MEISH HL ShellO|Lt PythonS AFEE = AUELICE

Ad7|:

1. Ol[0|ME MXtof| 2QI5HM| 2.

2. mhA2{ 2| SYMOf|A] Of0| ME MHAISE NFS = CIFS 375 O ERILICE siE E0Z 0| SoHM|R.

3. Of|0|FME MX|
C|2l E2|(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/shell/create_dataset.sh)0i|A{
AAZEE iy 02 E X2 SAFLICE

£l
—

4. OIREE |
ms dgEL

HE2|(0ll: /root/demo) LIS 23ZES AHE5I0] Ltz TS AASI0] H|AE H|O|H ME ZC2t
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'./create dataset.sh'
O|HA &M vtest dataset"O|2H= CIMEZ| OF2Q| mount ZC Qtofl Crsh EHEX}
ZbE H|O] UX @2 T 100707t HIELICH

ufn

I}HO| 4M:

Python A3 ZE T4 X
* Python2 &X|EL|CHOE! MX|=|X| SFUCHH).
° Python 3.5.2 0| &2 CIREESIM|R. hitps://www.python.org/ .
° Python AX|E &Ql5t{™ LIS 2 HASHM K. python --version.
° Python 2A3E E = 3.5.2 HHEE HAEEJUSLCL
* OFZ| pipZt MX|=|0] UX| RACHH HX|SHM R:
° get-pip.py 23EHEE CHREESHM|R. hitps://bootstrap.pypa.io/ .
° pipE Ar8%I0] EX[StMR python get-pip.py.
° pip BX|E &QISINR pip --version.
* PyCryptodome 2t0|=2{2]:
° 0| AR ELE PyCryptodome 2t0|E22{2|E AR EILICE.
° PyCryptodome2 &X|SIH L pip install pycryptodome .

° PyCryptodome &X|E M50 &QI5M|R. pip show pycryptodome .
Python I MM ASEE:

1. OlOJHE &Xtofl 22205IM K.
2. mA2{2| SVMOJ|A] Of0| ME HAIQE NFS K= CIFS 395 OFREYLICE ST EHE 0| SotM(R.
3. Of]O|ME MX|

C|2H E2|(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/python/create_dataset.py)0ll A
AIZEE Y OIRE X2 SAFLICE

4. ORREEl CIAE2|(0]]: /root/demo) LIS AT ZEES AHESI0| L3 BHES AASI0] HAE H|0|E ME G2t
o s H-detot.
'python create dataset.py'
O otH "test dataset"Ol2h= CIHEZ| Of2fe| ORKE ECQ R0 Cret SHAEXE
ZtEl H[O] UAX| @f2 mA 100707t HHEL|CH.
=H7|E M

O HAIE W=7| Hof| =T7|E LAl SX|et 22 YE TiU0| MYEH =F7|S CAl AIZISHN K.


https://www.python.org/
https://bootstrap.pypa.io/

oA S MMSEY| Hol| HA SX|StAHLE'HIOIE] £=27|E LA SX|EL|CH M2l .
oMY HX AT E MMste{H I ZE Hotof|M IHY X AT E AZ2|0|Mot= ZEtEl ATZIEES AMHstH ElL|CH
Adl7|:

1. IO|ME AX|
C|2 E2|(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/shell/simulate_attack.sh)| A
ASZIEES fA OIRE QX2 SArSL|CE,

2. OF2E&l T/ E2|(0]l: /root/demo) LH2| ASZES AE3}0] LS BYHE MW HIAE H|0|E MEE
to ot gfL|Ct.
'./simulate attack.sh'
O[FH B}'H "test dataset" CIHEE|0]| YHE HME DtEO| A=ohELICE.
IHO| M

1. IO|ME AX|
C|2 E2|(%AGENT_INSTALL_DIR/agent/install/ransomware_simulation/python/simulate_attack.py)0il A
ASZEE A OFRE QX2 SAFEILICE

2. Python A3EE T4 14 24 MM w2t Python T4 78 2471 MX|Z[ASS &SI L.

——1g=

3. Oh2EEl CIMEZ|(0]: /root/demo) LS| AT EE AFB3I0] Ltz HHES HASI0 HIAE HO|E MES
2 otetL|Ct.

'python simulate attack.py'
O|HA 3tH "test dataset" CIAEZ|0| MHE MZE MU0l A SHEIL|CE.

1. 911120 £2 SVMS| ONTAP HA S EL|EH M ELICH
2. ONTAP A2 #HH90 B FHE
3. |3 2C Ot O|0|E £77|7t 22{AH BEO| X7tE|YSLICH

YSZE HOkS ALRK WSS J|HOR T WX IfES ZX|sHs HE, ONTAP ARPE I L @ts3t 252
J|gtoR mel Mx 258

P

20| ZZFE|H Workload Security= 22 =2 A2 LEOZ FAISLICL

28 == Ho|X|9] =2 M2|= &F o
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AlertID Potential Attacks Detected Status User Evidence

3 days ago New Agata Page Encryption activity in files
Jun 1,202512:16 PM >1,100 Files Encrypted

=2 M2 FE MF 2 of:

AL_395 Detected Action Taken Status
3 days ago A Access Blocked on 4 SVMs @ Rew 12
Ransomware Attack Jun 1, 2025 12:16 PM
Snapshots Taken

Blocked by Last snapshots taken by How To:
Restore Entities
Jun 1, 2025 12:18 PM
B Sool
St Re-Take Snapshots
Change Block Period

Unblock User

Total Attack Results Encrypted Files
Activity per minute

& Encryption activity in files

18 o] B E2|AgfLC},

HIEE HOL2 AEX HSE otE6t0] S AL XIof| CHsH 24 A7t O|LHol| I HE ZAH0| HHEE &F
AHA-I |.x| oI-A|_||:|.

OI-
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HIOLE 4~ QUELICE 22Xt > ! ™ol A 4Kt o|HY FAE FMSHH 2t £ AIXte| Hetof
OrE= AMAIZE Y2 S e E HHGHMR
AWM 24 20 Y 2
HNAN 54 210 S Hulfz{H &N 34 0 ELf7| MM ~AXEe| O|H|Y FAE U=SHMR. Yol Chst
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Ofo]HE SLH|O|E &7 &Ef ZLIHE
A2l Sof offo| HES Hl0|E| A0 AEHS BLIE-E 4 AL

01I0IjHE E=EC |0|E1 A& EI7LASOH| S R LE S Uos{H Ho| =7 MEj LE MM =Xt

© UY Zis HYASZ O] 2 A 1A[ZHO|A HE ST 30i|2t MEE L Ct
* Of|0|MEL} HIO|E| 7|7} ZAIZH HZEO| B2 B0 = XIHE 2447t SO | =E Aol A o|H|Y 220 ot
HOt MESELICH
Olo|HE0| 2FIt st 22, 220 of H MSELICH=TTY 5LVt OF). o|H|Yoll= e U2 BE
SVM 50| ZetgL|Ct.
* Active Directory Z3lM Alij= 21 = H1&H 2[H EfX|0l= &2 O|X|X| ¢EELICE
* AZES| 48 S 20| O|H M2 ofo|Y L3 7 ThA|7h et RASLICH
O[o|ME 3 O|o[E &7 FI0|= &l 4l
* "OIO|E] &% 71Z Y20 o|HY IDE YHSINIR
© "QOe0|= AT A" Eolto| ZMSHELIC
* 00| ME S H[O|H £Z7| ¥20|= O|HY AT A=E FT0|= 1Y Hof siE o] IDE MSE/LICE.
=M siZ
Z2A: 0|A A ZSHENR:
"Ci|O|E{ 7| A L0l O|HIY ID7F UX|TH Y7lE LT O|H| Y2 NetApp Data Infrastructure Insights
X 2ot AEL(CH T Ql(accounts@service.cloudinsights.netapp.com)

Ol MEELICH L5 2A= 2[R EHQloAN E0{=
O|H|Y S XIHetL|Ct. NetApp Data Infrastructure
Insights =H|Q12] 2| F 2A2l0| 5|8 FF0f| Zet=|of
U=X| 22l .

W2 NS YAZE Hot ¥

HUFIE ALESHH AL EAE AR HolEl g3 x2S AHESH0] Chefet off Z2(A|0[Mof
S5t 0 LE HAIXIE EE = JSLICE

Slack, PagerDuty, Teams, Discord
Workload Security= 80|10 AL X A
AELICL g=3 74| it WH = diY ofE2
HlZglct o] f&¢et 7o[=".

FO on

H2 U HE2[A0IM2 EE 2 AEHO|AZ H=S X[HELICH
At Fel 7hseh EE MEE KUY EW Ol2{¢gt Crefet ME MES X[HL &
|1

— 00—
|09 EAIO|E0f| A &folet 4= AFLILE. 8|S S0{ Slack2 LIES
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443

URL OH7HE =9t S| http:// EE= https:// HEALS

Zooh Y= A URL

GET/POST - 7|£2}2 POSTYLILC}.

7[00l AHEXF He| §|HE XIHSHMR
=
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Add a Webhook

Name
Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST hd

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%severity%% Alert: %%synopsis%%""
}
2
{
TR T P [ 1} 54

Cancel H Test Webhook ‘ Create Webhook

=
" HIAE"HES 2250 HES HAEY I JAGLICE O A| StH MEE Syof w2t FolEl URLE
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OW7HH = DH7HH 2 20|10 OfFH| AHESILIR?

2E o= SO MAX = SH AUYULILE OIS S0, %%severity%% HHHSE=E F19| HZAE RFAL2
CHAELICE.

"HEI A" HES ST (HHZE 2BE|X] SHoThs Hof ROISHIR. HIAELS ool Zaflo|AZr

——

(%%<param-name>%%)E 20{F= HO|2=E &K 2 0| Z H[O|H 2 HHX| = Q& LICE.
AMSRE Ol DH7HH 2 3 B

= UASHICEH AHERE F2| DH7HEH Lt
M AFSXI7LH|EHZ, API 7| ST 22 QT

—_

O MMl M= Edts AHEXL Fo| DH7fH Sl/EE= H2H
HIZHS = URLOILE HIAX] 220 ZEE - ASLICH H
AHEXt Ho| f7HE Y &= ASFLICH

-

Ct2 HE Ol0IX|= AFSAL Fo| D7fH 7} s Mol fEA MEE[=X| EFLICE

[ Notifications / Add Webhook

Template Type %%alertDetailsPageUrl%% hitps://%%cloudinsightsHostnamed%/%d%alertDetailsPageUrl%
%
Slack b
%%balertTimestamp%de Alert timestamp in Epoch format (milliseconds)
URL @
%%changePercentagetth Change Percentage
https;{,rhnoks.slack.:nm;service
%p%detected6d% Alert timestamp in GMT (Tue, 27 Oct 2020 01:20:30 GMT)
B Validate SSL Certificate for secure communication
“ oL arlicatatorseaure e : %%%6id9%0% AlertID
Method
%%note%%% Note
POST v
%Sbseveritylth Alert severity
Lustom Header %%statusI%e Alert status
Content-type: application/json
Accept: application/json %%6synopsista% Alert Synopsis
%06typedsdo Alert type
Messaga Body . orsiise 96%userd%h Userid
%%stat}us%% %%userNamedsdo User name
{ “type”:"mrkdwn’, %%filesDeleted%% Files deleted
"tem"f"'.én.r.\ligured by:*
s%webhookConfiguredByh%" %%encryptedFilesSuffix¥o%  Encrypted files suffix
1
] %stfilesEncrypted%Se Files encrypted

L
[ e

Custom Parameters and Secrets @

‘ Cancel | Test Webhook Create Webhook Nami Value Description

%% webhookConfiguredBy  system_admin_1
%%

%%0slack-id%%

YIZE Hot YW= E5 o[ X|

233 22 HO|X|of= 0|5, WA}, WA, A, Hot 3l 0FX|Y B WEJF EAELICE &2 Mef Fo| ke
0fX|st B E2l Zutol wtet Al WA ELICH T3S Aef Zutol ojelLic,

AR el

OK Lo| dSHoE MEEJASLICH
403 aXlE.

404 URLE &2 =+ gI&LICH
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Edit Attack Policy

Policy Name*

Test-attack-policy

For Attack Type(s) *

Ransomware Attack

Data Destruction - File Deletion
On Device

All Devices

+ Another Device

Actions
Take Snapshot (7

Block User File Access @

Time Period

12 hours

Webhooks Notifications

| |P|ea5e Select

Test-Webhook-1

= 22l HMo| HZELICH BZ(RW/DDWARN)O| S8k T A E| Krol(A A HA/ALE A} AFEHO| 48E| D
22 = rzlo] EalAElt
AT: 0|0 S M DRI BAt 20| E2|HELIC




g E ENE=

|I-lo

155 2 o]

Im

2| A= X| g5 LICt.

=
StLtol Mol o] 7He| =S HEY o+ AKX YHoj| 57 o] 2| =S HESHK| b= A0| ESLILE

HZS AEOHHE A ERI= ArEAF HolE = MES A80tH Chet o E2(AH|0|H0f 2R S
Hf = QAELCE O] H|O|X|[o| M= Discord| Chist El=Z = 2E 5= WO CHet ol E
MlES e C

@ O| I|0|X|= MI3Xt X[&S HZ6HH, sffet X2 HAE £ JSL|CH E FESHM| R "Discord EA1"
A HEHE 2QISHN K.
Discord &%:

* Discord0{|A] A|H{E MEHSI D EIAE Xj

2 o2l Af A2 FF(710f OFO|2)S MEYBILICY,
F St > 4T 28 Mot A WS 2BLICH

* Webhook URLE SA}FEtLICE 0|ZE Workload Security = TLA40| 20{'20{0F &L|Ct.

SFEC ot Yz MY

1. 22| > YZOR 0|Fst0] YIZE HOot Y= S MEfBILICH MER A=g HE2H + 2922 226t
2. =0 o|0| Y= 0|5 S XHSIMR

3. HESl Y EECH20|AM *Discord*E MEATILICE

4. 2|9| Discord URLES URL ZE0f| 20{d&LCt
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ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_slack.html
ws_webhook_example_pagerduty.html
ws_webhook_example_pagerduty.html
ws_webhook_example_pagerduty.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_teams.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
ws_webhook_example_discord.html
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks
https://support.discord.com/hc/en-us/articles/228383668-Intro-to-Webhooks

Add a Webhook

Name

Discord webhook

Template Type

Discord -

URL @
https://discord.com/api/webhooks/%%discord-id%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body
{

"content": null,
"embeds": [

{
"title": "%%severity%% | %%id%%",
"description": "%%synopsis%%",
"url": "https://%%cloudinsightsHostname%%/%%alertDetailsPageUrl%% ",
"color"; 3244733,
"fields": [
{

Mnmmnally 1] Lmaw! s

Cancel Test Webhook ‘ Create Webhook

=8 HAESI™ HA|X| 2229| URL 22 §2 8t URL(M: https://netapp.com)Z UA|2 HHE CIS ¥1= HAE
E2 28e

HIAET AZE|H HAX] 222 HeitZ2 2F5HM K.
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications
Please Select

Test-Webhook-1

o
°
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H o= AGLICE O] H[O]X|0| M= PagerDutydi| Lt @5 E&St= o st oS
s |C}
od

@ O| H|O|X|= HEE & U= H3Xt X[AS HEELICH E BXSHMR"PagerDuty EA" 2|4 HEE
SIS .

PagerDuty A7d:
1. PagerDutyOllA| AH|A > AMH|A CIE{2[*E 0|53t CFS *+A AMH|A HES S2/8fL|Ct
2. 0|2 2 ¢=sln_APIZ XH AR _S MeEfsthlR. _MH|A 71 S MetsinlQ.
A service may represent an application, component or team you wish to open incidents against
General Settings
MName
Description
Integration Settings
Conneat with one of PagerDuty’s supported integrations, or oreate a custom integration through email or AP Alams fr
a sarvice from a supported integration or through the Events V2 AP
You can add more than ona integration tc a service, for example, one for monitoring alerts and one for change svents
Integration Typa @ Sakect a foal *
PagerDuty integrates with nundrads of ooy, including monnaning
toais t\'_l-'!tl"-_!j systems, Soda re-n-}!:-t:-r'.!:. ang depidy pipelings
™ i MY RS :I::'I‘.'lg UrETION BERDE M TE D00 oL re Nt E-;.'l!. =]
with PagerDuty.
integrate via emall
If your monitorng tool can send amall, iTcan integrate with
PagerDuty ubng & custom amall sodress
i Use our AP directly
If youTre wWriting your own integraton, vee our Events AP More
infermatson ks n our devel IpeT Soiumentation
Evenits APl v2 v
Don't use an integration
IT your only Wt incIdents 1o D manualy credred, You can atnays
#00 FdI DN Tegrationd later
3. B¢ g Mefsto] *E8 7|*E HQISHHIR. Of2He| YT RE Hot YIS A3t o of 7|7t LRBHLICY.
4. LS H2H M EE *AMH| AR 0| S5HAM|2.
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https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations
https://support.pagerduty.com/docs/services-and-integrations

Activity Integrations Workflows Settings Service Dependencies

Open Incidents (5)
Status Priority Urgancy Alerts
Acknowledged High 1
Acknowledged High 1

Y IZE Hot PagerDuty = AMA:

90

=

]
L

> AZIOE 0|S5l0] YIAZRE Hot A= &Y
* g0 90| Y= 0|5 XIHSHM K.
+ EIZ3 RY EECHR0|A _PagerDuty Trigger_

* _routingKey 2h= AFEXE X|H O{7HH > HIZHS E Ot

2.

Custom Parameters and Secrets @

Mame Value T
Zo%routingkKeya% sEEmEEE
MName ﬂ

routingkey

Type

Secret -

All statuses ~ Ga to incident #

Title

Assigned To
Critical Alert: Ransomware attack from user Chandan 58
account
#40398
(¥ triggered slerf) Y
Critical Alert: Data Destruction - File Deletion attack from user Chandan 55
account
2403008
S MEHSHL|CH M2 ¢SS otsa{d
= MEHSILICE MER 2SS THE2{H '+

Description
Value
Description

25perpage v 1-5 of 5

Created *

Today at 4:11 AM

Today at 5:41 AM



Admin / Notifications /| Add Webhook

Add a Webhook

Name

Test PagerDuty

Template Type
PagerDuty Trigger v

URL @

https://events.pagerduty.com/%%pagerDutyld%%

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

s~

Message Body

"dedup_key": "%%id%%",
"event_action": "trigger",
"links": [
{
"href": "https://%%cloudinsightsHostname%%;/%%alertDetailsPageUrl%%",
"text": "%%severity%% | %%id%% | %%detected%%"
}
]’
"payload": {

Wormmetls WALNL s m o e Rl oo DL LT e

‘ Cancel ‘ Test Webhook ‘ Create Webhook

=S SO OHEES L2(2{H YIARE HoF > YM O O|SHHMR. _+SH FM E= +F0 M 3
MEISHA|R.
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

' | Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

Cancel m
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=S AESHH ALEXH= AFEAL & E= MES AE5H0] Chdet ofS2(A|0] 8o EES
HA 2= AELICE O] H|O[X|0[AM= Slacko| EH°J d=S dFots Lo ot oS S ELCE

* 2 JIC} https://api.slack.com/apps M2 A2 TIEM|R. 9|0] = 0|ES X|Hst &Y 72 MEISHNR.

Name app & choose workspace

App Name

e.g. Super Service

Don't worry - you'll be able to change this later.

Pick a workspace to develop your app in:

Select a workspace

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack API Terms of Service.

Cancel Create App
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https://api.slack.com/apps

A w0 DN

2| > L2O = 0|FSHH YIAZE HOot gl= 3 MEISIL|C.  + Webhook 2 MEHSI] Af El=2 CHELICE
di=of 90| = 0|52 XIHSIM K.
HES R4 EECHR0|A _Slack_2 ME{SIL|CT.
. 2|0l A EAFSHURLE E0{EOAM|R.
Add a Webhook
Name

Test-Webhook-1

Template Type
Slack v

URL @

https://hooks.slack.com/services/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-type: application/json
Accept: application/json

Message Body
{
"blocks":[
{
"type":"section",
"text":{
"type":"mrkdwn",
"text":"*%%%severity%% Alert: %%synopsis%%*"
1
2
{

L LT HAPHPS A

Cancel H Test Webhook ‘ Create Webhook
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Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

| | Data Destruction - File Deletion
On Device

All Devices

-+ Ancther Device

Actions
Take Snapshot @

Block User File Access @

Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1

mujn

Microsoft TeamsE 23t }IZE HOt ¥= 0of|A

H=S AHEoHE A

o
A
rir
>
00
pal
oz
10

H

=l E=Z K2 S ArESH0] CHefst ol Z 2| A| 0| Mol 23S



-
[e)
—

TeamsO| CH

—

—

|
Incoming Webhook

5
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https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook
https://docs.microsoft.com/en-us/microsoftteams/platform/webhooks-and-connectors/how-to/add-incoming-webhook

Add a Webhook

Name

Teams Webhook

Template Type

Teams -

URL @

https://netapp.webhook.office.com/webhook/<id>

Validate SSL Certificate for secure communication

Method
POST v

Custom Header

Content-Type: application/json
Accept: application/json

Message Body

{
"@type": "MessageCard",
"@context": "http://schema.org/extensions",
"themeColor": "0076DT",
"summary": "%%severity%% Alert: %%synopsis%%'
"sections": [

{

"activityTitle": "%%severity%% Alert: %%synopsis%%",

"activitySubtitle": "%%detected%%",
"markdown": false,

LLF S |

Cancel Test Webhook ‘ Create Webhook

4. 2|9 URLZ URL ZEO| 202N 2.
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* Y23 AT EELCHR0IM RS Teams @3S MEILICE HAMS MFEL/C

[ |

Add Attack Policy

Policy Name*

Test policy 1

For Attack Type(s) *

Ransomware Attack

|| Data Destruction - File Deletion
On Device

All Devices

-+ Another Device

Actions
Take Snapshot (2]

Block User File Access @
Time Period

12 hours

Webhooks Notifications

Please Select

Test-Webhook-1
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Workload Security APIS AF235HH NetApp 221} ISV(SE AZEQ 22YA)7t
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* API EZ 22| 22 22| X FYE 71E Workload Security AFEXF7F = gfLICt,

API 2X{(Swagger)

%A APl HE = Workload Securitydl] 23180 2t2|X} > APl HM|A*Z 0| SSHH &holeh o~ JASLICH *API 24
23 E Z2/6tM 2. API EA= Swagger 7|2tO 2, APIOf| CHS Ztatot M0t A8 MEE XSt HAEW A APIE
Agdl 2 = JEE sHFLICH

Forensics Activity APIE 2 &5H= 42 cloudsecure_forensics.activities.v2 APIE AFE5HAN|R. 0|
API0]| o2 H 2 E35t= 42 2E0| HEZ7t Ot =XH Q=2 SlsH=X| 2SN, 02 7He| HE
S EE Q5| API A[ZHO| E1tE 4= AUSLICEH
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APl AN~ EE

Workload Security APIS AF2617| F0f| StLt O| A9 *AP| HM|A ES*S THE0{0fF BHL|CLH HMA ES2 Q17|
Hots 2OTLICE 2 HMHA EFS| Ptrds MY ~E JUESLCH

HMA EZS YHotH:
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OIE S0, Ch23 ALESI0] ME A XptS AMPLICY.

curl https://<Workload Security tenant>/rest/vl/cloudsecure/activities -H
'X-CloudInsights-ApiKey: <API Access Token>'

047|M <API Access Token> 2 API UMNA 7| MM Zof X&ES EZ0|1 <workload
Security Tenant> & Workload Security &&°| HWE urrYLICE.

XtMISH L2 BH2|XE > API M| A OF2He] AP/ EM 20| M &felet &= UELICE

APIS Sl CIO|HE F=5t= A3EE

Workload Security OIO| M E0f|= QHEE A2t HRIE O 2 X2 LI50] v2 APIO| CHot HHE S &
LHELH7| AFZET} Z8hE|of USL|CH

o

80|38t =

python3 data-export.py --tenant url <Workload Security tenant>

—-—access_key %ACCESS KEY% —--path filter "<dir path>" --user name "<user>"
-—from time "01-08-2024 00:00:00" --to time "31-08-2024 23:59:59"
-—iteration interval 12 --num workers 3

ZQ Of7HHS: - ——iteration interval 12 : QHEE A|ZFHLQIE 12412t ZHHO 2 LisLILC. -

EH
[ |
—-num_workers 3:3702| AZ|EE ALRSIO] 0|2{3t 7422 HWHE It SLICH

ONTAP SVM G|O|E| =&7| 2H| sl Z

HIZE 22 H|O|E] T[S AHE3H0 FX[0f| A ot 5l A
TRELICE o7(0l M= of =E7|et 2HHE 2XIS sHESH| ¢

i
ozt
P
o
o=
>
r

'SVM 87| 4" 0] £/7|E Fd5t= LEo chet X[H2 H0[X[E H=SHHIR.

Installed Data Collectors

Mame Status Type Agent

9.8_vsl © Error more detail ONTAP SVM agent-11

2T EHI2t o2 L2 of2fet Z2EL Tt
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task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html
task_add_collector_svm.html

=H: CIoIE =& 7|7t FA| 2= CE7 @Iol9] Azt 20| K= "2F HAIX|: HHYE I @F HEIYLILL 2= 2LF
HIAIX| 7} LEEFELICE MH|A O|F: ZAL HIH O|]: 2% fpolicy MH 7t BHRSH=[JASLICE LSS Ao 2AMIK.
ONTAP 2| O[HIE H|Z2 Of|0|HME &ZtJt Me|& = A= AECH W USLICH J2iM HEO0| SREASLIC.

HZO| Z{H 2 i CloudSecure0f|A Z|CH E2{TIS 2tQISIM|R. CloudSecure > && ZA > I E
H|O|X|Of| A &tolgt &~ QI&L|C}.

s

=
=)

Z|cH EA EeiZo| Agent BoxOllA XE[E 4 U= AELH =2 Z 2 Agent Box0l|A Collector BIE 37|E =H5H=
3Ol CHSt O|HIE £ ZALY| HO|X|E & Z=SHM(R.

2021'H 3 4 0[70f| Of|0[FHET} Of 0| E MXtofl BX|E ZR O0|HE XM L2 BHS HAHSHMR.

echo 'net.core.rmem max=8388608' >> /etc/sysctl.conf
echo 'net.ipvé4.tcp rmem = 4096 2097152 8388608' >> /etc/sysctl.conf
sysctl -p

3718 = = UIo| M #=T7|E CHAl AL L

ZH: &[0 M "svme) IZ1|0|E1 QIE{HO| A0 EEE 4 A= 1'—*'5101“1 ZZIPFAE XS + USLIHEE 2F
HIAIXIZF 20 ELICE CHEE AEsl 2MIR: Ol= ONTAP £2| HERIZ M2 28l &le Its y
Ch2 HHAIE TEAMR.

1. SVM H[0|E| GHOILt 22| HHol| SVMS| HE S KITHoh= Wt 0| gl=X] 2QIsth Q.
2. 2 A 22| IPE &l SVME F715h= Z2 Ol0[HE VMO SVM2| G|O|E] 2{|'@at 22| 2{'80f| pingS 2
= A=K 25t . EXI7E Edst 32, sig A 0|EH0 |, HWOtAS, Z2E &RISHH K.

ST AH HE| IPE AFE0H0 sshE Soli 22 AE 0| 23215t4 0| E IPE pingdll & =X ASLICE Of0[HE
IP7t ping 7t5etX| 2HI5HA| L.

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

pingS AFEE 4 Sl 22 ONTAP o LIERIS MFO| SHHEX 20I50f Agent THAI0] ping2 AtEE 4 UZE
otM| 2.
3. Z2|AE IPE S¢f AT ATYXT SR B P SVM IPE S0 AM HAS AT, SVM IPS
Soff AZete £l 92 TSR,
4. SUM IP % vsadmin A+ Y2 S8 +171Z 7kt S0t SVM Lifoll Holef 3! 2| ogto| 2Hage|of
RU=| OISR Of 2 SVM Lifoll Chet ping EHS5HX|EH SVM Lifoll Chet SSHE SHS ] stasLict.
o

JHCHHE SVM 22| M E LifE BHS 1 0| SVM 22| M E LifE Sl HES AN K.

5. J2E EZSHX| U=CtH MZ SVM LifS MMStD i LifE S8l 28 A|TEM L. MEL OtAT T}
SHIEA| ™A =X &QISHN L.

6. 13 C|HA:
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a. ONTAP O|A| TH3I =X A[ZFErL|Ct,
b. CloudSecure UIOIA SVMO]| HIO|E| £=ZT7|E HESH EMK.
C. QEJ}LIENL W7HK| 7|CH2| M| K. ONTAP Of|A I§Z] =M S S X|gtL|C}.

d. ONTAP Ol m{Z! =X 2 HLICE O] X[ M AL ZhsEHLC

https://<cluster mgmt ip>/spi/<clustername>/etc/log/packet traces/
ONTAP O|A Agent MXIZE synO| JU=X| 2HQISHM|R .
ONTAP OM synO| 2OH onTap o &@siHo| 2H|7b QUAELICH.
ONTAP OfA H3tHZ HO| onTap OO|ME Mo HEL = JUXE SLICEH.

X o™ HER/Z Eofl 22510 2| F 2=t 0] ONTAP 0| M Agent #XtZ2 Q| HES KIS
StM| 2.

8. flo| WHo R 2NV} SHARX| A2 AE SOIFM Q.Y X" =7} X o] HastH

LS —

2H: HAIX]: "[SAE O|Z: <IP F2A>0] CHst ONTAP RES SQISIK| 2MELICE 0|R: AER|X| A|AH] <IP FA
>0 L3t HZE @F: SAEN H2E &+ 8l&LICHHost unreachable)" CHE2 A| =i EHIR:

1. 2HIE SVM IP t2| T4 = SHAE 22| IP7L HISERA=X] 2l5tM K.

2
=
2. HASIH = SYMO|LE 2HAE{0| SSHE HATILICH HEEH SVM = 22{AF 0|F50| SHHEX| =lshA Q.

E=H: 2F HAIX]: "HYE7L QF LEHRJLICE MH|2 O[F: AL ATl O|R7: 2% fpolicy A7t S=E[A}SLICE O H
AEsiEMR:

YotHO| of0|HME Mol Ha XEE XEHBI AS 7H5-80| FLCE Of|0|HE HLO0| SVMO|M AEE &
O'EE EE #Hel 35000- 55000/tcp7f | UK ZHRISHH Q. EESH ONTAP Z0{| A Of0]HE HAlate| SME
XHEtshs ot ol 2dStE|of AR 42 X| 2Hel5HM| K.

2. OfO|ME MXtof| CHS HHEES YA D ZE HeJH H Y=X| &elstM|a.
sudo iptables-save | grep 3500%*
EH2 Ct23 5L

-A IN public allow -p tcp -m tcp --dport 35000 -m conntrack -ctstate
NEW -3j ACCEPT

svMo| 230lstn Chg EE
UX| 42X =relgtLct.

fjo

et £ ontap IOl S4S AHSE WsiHo| HEHE[O

103


concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html
concept_requesting_support.html

system services firewall show

system services firewall policy show

"areh B2 SOI"ONTAP S04,

3. DL|E&SI = SVM/E2{AE{0f| SSHE A& ELICH SVM H|O|H lif(CIFS, NFS ZZ2EZ X|2l)0|A] Agent
AMXHOf| pingS ELH1 pingO| ZH58H=X| 2HolgtL|Ct,

= —-d

network ping -vserver <vserver name> -destination <Agent IP> -1if <Lif
Name> -show-detail

pingS AEE == gl= 22 ONTAP 2| HE{3 HF0| SHIEX| £f215t0{ Agent 10| pingS AFEE += AR

4. 27119 HO|E| =& 7|E &Elf stLtel SVMO| EIHE| S ¥ FI1=|H 0] 2F7F HAIEILICH UIE S3f |o|E
87| Z SILIE AFIgLICh O™ Chg UIE S8l CHE C|0IE| =& 7|E CrA| AIZFLICE J2{H o[ =& 7|7t
"M F" HEE EAISH SVMOA OHIES £=415H7| A|ZFetL|Ct.

712X Q2 HIHEN M= 17H2] SVMO| 1712 HIO|E| +=&7|E Sol o It =7+=|0{0F BHL|CE 1 SVM2 27K2
HIO|E =&7|E Sl & H F7t=|0{ M= et gLt

o. BNl M2 CHE 3 =E Hot 2HF(E|HE)ol| SLE SYMO| F7HEl Z R, ehet OpX|2tof| =7t SVMOI
HSYLICH & i =& 7= XA 1P FA2 fpolicyS 5t A Bl =F 7| S FIASfLICt Tt X
*’S?It O[HIE =45 SESIL ol "HA" MH|A2= 2R HEi 2 HBtELICH 0| EX[ol2H 2t SVME B
2Fof FHstAR.

6. MH|A HHHo| SHIEA| THEX| %2 ZR0| T 0| LFJH UME o~ JASLICH ONTAP 9.8 O| &0f| A Ci|O|Ef A
£H7|0f| HZstHH data-nfs /== data-cifs G|O|E| AH| A2t EH7H| data-fpolicy-client AMH|AZF B QBFLCE.
LSt data-fpolicy-client MH|A = 2LIEZE[= SYMQ| H|0|E 20| T2} HZL|0{0F BFL|C}.

_|

0

{5l A=

=H: 23 HO|X|o| M OHIET}F HO|X| QELICE Ol 2 Al =32 M R:

e

1. ONTAP =& 7|7t "Ml " MEfQIX| ZolstM|R. THCHH AR MAS HO|M cifs 22H0[HE VMOIIM L& cifs
3Hols

O[HIETZ} H-EE|=X| 2elotM| K.
2. 50| Ho[X| o™ svMof| 2101510 CHE HE S USHMIR.

<SVM>event log show -source fpolicy

fpolicy2t 2HHAE 2F 7 Gl=X| 2elstM 2.

3. 20| HO|X| gt H SVMOl| 2015HMIR. CHE HHS UASHMR:
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<SVM>fpolicy show

"cloudsecure "E—?—AUFE% fpolicy HXO| MHE|R}T AEHT} "on"QIX| 2OISHM| Q. BHSIX| Y™
01|0|7.‘157f SVM01|A1 HE Ml & IS 7ts40| FLICE o] Ho|X|e| A|Z 220 MYE ZE MA =710|
EZE|A=X| 2l5tH

S/ Ml_ —| [ .

ZH: SVM HI0|E £=&7|7t 2F HEi0|H 2F HIAIX|= "0l0|HEI =&7|0f| HE

StX| RYSLICHYLICt ChE 2
AEdl 2N K.

1. Ol0| M ET} IHEESHE[Of C|OJE] AA SE 7|0 HAY

b |

2. Ojo|ME0| HZAE 0| AA £F 7|9 £ SHQIBL|Ct
3. Est Ul " E 3" HO|X|0|M HIO|H SE £ E &elsthR
4

+&7|E M 00| EZ O|S LT

2H|: SVM H|0|E{ £=E 7|7t "fpolicy.server.connectError: ‘= =7} FPolicy At "12.195.15.146"0t HZS MXS}X|
RUSLICHOIF: "MES A2 E3P)Eh= @F HAX|E BEAZLICH CF2E Al EMHR2: SVM/EHAE|AM
gtste o] st o] USLIC w2t fpolicy AEIO| fpolicy MO AT 4= GELICH O 2 HEE A= o
2% 4= Ql= ONTAP 9| CLI= CHSat &L ot

=

event log show -source fpolicy which shows the error

event log show -source fpolicy -fields event,action,description which
shows more details.

"t HE 2eI"ONTAP Z0jA.

ZH: LF HAIX]: "HIYE 7t F JEHRILICH AH[A

O|F: &AL 4 O|7: SVMO|M Rzt E1|0|E1 QUE{I| O A(
et HIO|E, Cllo|Ef Z2EZ: NFS = CIFS = = O, dEf: 23)E # 2 & SlELICL LSS ATl 2MlK.
CIFSINFSEXM H|0|E gt HIO|E Z2EEZSE 2= 2F QEH0[ATVL JY=X| 2HRISHM K.

{Hof A=

=A: HlolE *"'7|7f QF HEZ TetE = 0t = MY YEfZ Wetk| 0 ChA| QF HEZ SOFZLICE 02 &2o
S ELICE OHEE AMZol 2MR: 0l LEEOZ L ALIE| 01| A R gL,

=2od
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1. of2{ 72| CllO|E =T 7|7} =IH=| RAELICE

2. 0|1 E2R9 WSS H0|= lolg =T 7|oll= s HIOIE =T 7|0l 17H2] SVMO| FIHEILICE &, 274 0] &<
HIOo[E =&7|7F 1712 SVMO| HZE[0f AFLICE

3. 1712 HIo|E] £=F7|7t 17H2] SVMO||2t HEE 5 SHMI K.

4. 3ot svmof| HZE CHE HI0|E £F7|E AfHIgLCt.

{50 A=}

2H: HYE{7t 2F MEHQILICE MH|A O|2: ZHAL A 0| R: (SVM svmnamed]| LS MM S A8 X| KM ELICEH)
0| 'fpolicy.policy.scope-modify: "Federal" LH2| 'shares-to-include' 2 20| H2El gf0| X|HE|A}SLICt CHSS
ANESH EMR.*3 5 0|2 U= E 10| X|ZsHof gfL|CH. ONTAP SVM DSC #+d&8 Mt 37 0|1ES
AXBHL|C}

T od .

rr

Hel_= 2l 4 0|8 SE= MEX|X| SELICH ZHSHALL MY T4 #7t B2 32 UM

2H|: 22{AE0f AFRE|X| &= 7| fpoliciesZt UELICE Workload SecurityS A X[st7| Moi| 242 s{of BtL|7t?
CHSE Aol EM2. HAO0| 271 MEi2t: 7| &L AFBE|X| gt ZE fpolicy MBS AH|St= 20| EELICL
Workload Security= "cloudsecure " &FALE fpolicyS MM ELICH LIHX| AFRE|X| Q= fpolicy A2 25

AHE = ASLICE

CLI E&:

rr

fpolicy 52 HEAlst

fpolicy show
fpolicy 782 MASt= A .

fpolicy disable -vserver <svmname> -policy-name <policy name>

fpolicy policy scope delete -vserver <svmname> -policy-name <policy name>
fpolicy policy delete -vserver <svmname> -policy-name <policy name>
fpolicy policy event delete -vserver <svmname> -event-name <event list>
fpolicy policy external-engine delete -vserver <svmname> -engine-name
<engine name>

EME: YIEE HotZ 2315t = ONTAP A0 2X|71 2 etL|Ct XA A[Zto] ZHE MO 2 =O0FX|1, IOP7}
td™ o2 StobEIL|Ct Ch2af ZH0| A|Z8H EM|2: ONTAP {IF2E Hotat S| AF2E mf ONTAP Of| A X|¢
N 7F gMe & JAELICH CHS1F 20| R 74X 7Hst O|f7F }ELICE"1372994" |, "1415152" , "1438207" ,
"1479704" , "1354659" . O|2{%t 2H|= 2= ONTAP 9.13.1 O| &0l M SHAE|ASLICE 0| HE = SLIE A26t=
20| E&LICH
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{H]0] A=}

EH: |o|E =T 7|0M LIS 2F HIAIXIZF EAIELICH "2F: 28H9| THAI= Lol £=E7|2| LEE &eldtX]
ZUSLICEH 2FI7|2 CHA] AZHH 2MR(2F ZE: AGENT008)". 0|Z A2 M Q:
1. HIO|Ef =%7| H|o|X|of| A 277 Lot HO|E +T7|9] LEZCZ AT ESIM 371 & HiwE S=IgLICt HY
_= MESiH| Q. H|O|E =T 7|9 HIRHD S ChA| YSIMR. _XME HES =8| HIolH 87|
HIOIE] =717t THAl AIRE[H @F It sHZE ZAYLCt.

2. 0f|0|ME HAofl= CPULE RAM O} 32t0| Z23HX| 20t DSCIt Aulsh= A ULICH H{AI2| ofo]HE| F=TtEl
CO[E] 879 2 &olstMR. 200] BE B2, Agent H119| CPUSt RAM 8= SE{FAMIR. CPUS
RAMO| SO{LtH DSC= x7|ot MElil= Mete| D, ACh30= XS 2 AH AEf2 MSHELICH AO|= 7I10[ES
HHENR"0] T O[X["

=H: SVM 2=E MEISHH HO|E +T7|0M 2LF 7L &UBILICE THEE AlZsl EMKR. SVM 2E0|M HESH=
&2t SVM 2| IP il 22| AH 22| IPE AFES0] HESHH AZE F I ARILITH SHHE SVM IP7t
MEE|U=X] 22ISHMIR.

{HIof 2L}

2AH: HMA HE 7|50| Mot AL HIO|E £Z7|0M "HUE It LF MEQIL|CE "2t= 2F HIA|IX|7t
HEAEILICEH MH|A O|5: ZEAL A 0] R: SVM test_svmOf|A] fpolicyS TASHX| 2 ESLICEH AFR: AL XHO|A|
Hoto| QlELICH CHE 2 Aol EMR. ALEXIOAH BMA HE 7|50 2Rt REST #oto| §ig & JU&LICH TS
XAES MEMAL."0| I|0|X|" MehS MHSHZH.

=

Hto| MEE|H 27 7|S CHA| ARFStLCH

=H: Z=E 7 "HYUE T T MEHQJLICHEHE HAIX|QF &H 2F MEjof }ESLICH Ao |2l: SVM <SVM 0| E>0f
A HEAE PMSH= Of| ATIZHESLICE 0| R: SVM "<SVM O|E>"0|M 28 "<E5 0|S>"0f| Metst HAZE &8 ¢
SAELICE O] }: ®X EA "<aggregateName>"0f| Ciot M& HEHE AIES £~ §IELICHL R 2 7|CHRCH @-HNE
CIAl A=l EMIR. AH|A O|5: ZEAL AlI{ 0| ]: SVMAIA F7 MHEAE LMK ZHESLICH <svm
name="">.</sym> 0| ]: <volumename>SVM "<svm name="">"</svm>0{|A{</volumename> 25 "0 X &tst
OfIZ|HIO|EE &2 4= IELICE O|R: OHOZ2|AH|0|E "0f ot Ms HEE <aggregatename>%ixf AtES 4
S1&LICt.</aggregatename> R & M 7|CIRCH T HE S CHA| A|=5HYA| 2.

Ch2 S Aol EMR: R 2 F 7|0El = £87|S CHA AIESHN 2.

O3 M7t EMoh= 32, =22 > X[ Ho|X[of HgEl X3 A2 22l5tMK.
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