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Support

When opening a support ticket please include the URL of the client tenant.

Technical Support:
Open a Support Ticket | Phone(P1)

Sales:
Have questions regarding your subscription? Contact Sales.

Support Entitlement

Data Infrastructure Insights Serial Number:
111222333444555666777888999

Data Infrastructure Insights Subscription Name:
DII-1701-NetApp

Support Level:
Not registered - Register Now

[ Allow NetApp access to your Data Infrastructure Insights Environment. (7]

Feedback

We value your input. Your feedback helps us improve Data Infrastructure Insights.
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Documentation

Documentation Center:
Visit the Data Infrastructure Insights Documentation Center to find any step by step instructions to
help you get the most out of Data Infrastructure Insights.

Knowledge Base:
Search through the Data Infrastructure Insights Knowledge Base to find helpful articles.

What's New:
See What's New with Data Infrastructure Insights to find recent product updates and changes.

API Access:
To integrate Data Infrastructure Insights with other applications see the Data Infrastructure Insights
API List and documentation.

Proxy Settings

Need to setup proxy exceptions? Click here to learn more.

Learning Center

Data Infrastructure Insights Course List:
* Hybrid Cloud Resource Management
o Data Infrastructure Insights Fundamentals
o Cloud Resource Management

Cloud Education All-Access Pass:
Visit and subscribe the Cloud Education All-Access Pass to get unlimited access to our best cloud
learning resources.

Course Catalog:
Browse the Learning Services Product Catalog to find all the courses that are relevant to you.

o re

i

1. 7|1Z NetApp X[l AtO]E(NSS) SSO A HO| L= A XHO|: SR NetApp 11 2H)
2. 7|Z NetApp K| AO|E(NSS) SSO A/HO| gl= A7 NetApp 124

=4 1: 7|Z NetApp K| ALO|E(NSS) SSO AIHO| U= AHEXE

|

-

et tHA

i
Ho

1. NetApp S= YAIO|EZ 0|5 hitps://register.netapp.com

2. "X 0|0] NetApp 1402 SEE|0] JSLICHE MEHstT ME 2tRIC2 _Data Infrastructure Insights_ S
MEHBILICEH H T HSXH(NetApp == AWS)E MESHT Data Infrastructure Insights AF2XF QIE{HO] A LY Q|
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344455512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow MetApp access to your instance of Cloud Insights.
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Existing Customer Registration

The fields marked with * are mandatory

First Name* ect

Last Name” Cloud2?

Company® NetApp Inc. (VSA Only

Email Address* 1g-cloudvol-csdi@netapp.com

Product Line® Cloud Insights v
Billing Provider * MetApp v

Cloud Insights Serial # * 1] ||5g 85012235021303693918
MetApp Subscription Name * @ £.g. A-S0000100

Add another Serial #
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the
form. Please click the validation link in that email to complete the registration.

The fields marked with * are mandatory

First Name®

Last Mame™

Company*
Email Address”
Office Phone*

Address Line 1*
Address Line 2
Postal Code / City™

|
|
|
|
|
Alternate Phone |
|
|
|
|
|

State/Province / Country® | - Select - v

Netdpp Reference SN |
If you currently own a Metipp product, please provide the Serial Number
for that product here in order to speed-up the validation process

Product Line® Cloud Insights v

Billing Provider * MNetApp v

Cloud Insights Serial # * @ |e.g. 95012235021303893918 |

MNetApp Subscription Name ~ @ |E-D. A-50000100 |
Add another Serial #

Socury chck | Rantno |
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344458512 A-000012345

Suppoert activation is required to enable support with NetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.
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View Installed Systems

Selection Criteria

» Select: Serial Number (located on back of unit) ¥ | Then, enter Value: Go!
Enter the entire value, or use asterisk (*) for wildcard searches. (Wildcard search does not apply to Serial Numbers)
Wildcard searches may take some time.
Enter the Cluster Serial Number value without dashes.

-0R-

* Search Type‘: - _ P_roduct F_e_lr__r_'.ﬁly (_c_)p__tiopai):
Serial Numbers for My Location ¥ | | SAAS CLOUD INSIGHTS
City (optional): State/Province (optional):
US and Canada Only ¥

Postal Code (optional): Country g_optional_)_:
- Select One - s | Go!
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Details

If you see any discrepancies or errors in the information shown below, please submit Feedback and be sure to include the serial nu
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14:11:25 # tail /var/symapi/config/daemon users

#H#

#H# Refer to the storrdfd(3) man page for additional details.
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Role Command/ Access

Vserver Name Directory Query Level
clusterl ci readonly DEFAULT read only
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clusterl:security login> show
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security login rest-role show -vserver <vserver name> -role restRole

Role Access
Vserver Name API Level
<vserver name> restRole /api readonly
/api/cluster/agents all

2 entries were displayed.

security login show -vserver <vserver name> -user-or-group-name restUser

Vserver: <vserver name>

Second
User/Group Authentication Acct
Authentication
Name Application Method Role Name Locked Method
restUser http password restRole no none

**Vserver:> vserver services web access show -name spi

Vserver Type Service Name Role
<vserver name > admin spi admin
<vserver name > admin spi csrestrole

2 entries were displayed.**
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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Diefault (405fb5ec-ddeb-4404-977b-71fa931elad) - + Agent Access Key

*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

006 00 O

Fastart the Telzaraf service

2ks

HEE= ORI #HE 5= JASLILE "ActiveMQ A"
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* Apache HTTP M E MEst HHE AHsHOof grL|Ct.
* 00| M E SAE/NMO| sudo EE= 22| Xt H5to] Qlojof Bhu|ct,
* YHX O =2 Apache mod_status £&2 Apache AH2| '/server-status?auto’ ¢ X|0f| T[O|X|E &35
TMEILICEH A2 J7tstt BE HEE 2Z6t2{H ExtendedStatus M2 EASI60fF SHLICH MHE P MHSH=
20| CHot XtM[SH LHE 2 Apache & MEAME HZSHM|R. https://httpd.apache.org/docs/2.4/mod/

mod_status.html#enable
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fﬁ-\F‘F\CI-I = Apache Configuration

athers &pache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service

9@& @

b
Apache HTTP MHE Telegraf Z22{ 192 'mod_status' Z=0| &-43tE|0{0} EtL|Ct. 0] 7|52 &M3l6tH Apache

HTTP MEi= B2L2XI0A = 4 9I7{Lt Apache HTTP At 70| BE HElS F207| Sof A3HTE 4
HTML JIEXQIEE L EIL|Ct
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LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

SEE0M SH S7H:

'mod_status’2| ‘==L '/usr/local/apache2/conf/extra/httpd-info.conf Ot2i2| A& mtlof| o|slf MO ElL|Ct sHE
T ool CHS 80| A=K ERlstM|2(H0{ = CHE X|A[0{= A0{0f BILICH.

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#
# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus
# Off) when the "server-status" handler is called. The default is Off.

#
ExtendedStatus On

'mod_status' 2 =01 CHSE XtAM|et X[ &2 CHEE HESHMIR."Apache EA1"

2 % FH2E

ChE A2t 7H2E 7t =& E LIt
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

Restart the Telegraf service
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@ Coucnop | SauchDE Configuraion
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs )

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice
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'#UDCer Docker Configuration

Gathers Docker metrics.

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service
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sudo usermod -aG docker telegraf
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= elasticsearch Elasticsearch Configuration
-_—

(Gathers Elasticsearch meirics

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian v
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the fetc/telegrafitelegraf df directory. For example, copy the
contents to the /fetc/telegrafitelegrafd/cloudinsights-elasticsearch.conf file

ﬁ Peplace <INSERQT_ELASTICSEARCH ADDRESS= with the applicable Elasticsean

h address. Please specify a real
machine address. and refrain from using a loopback address.

(]

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

2ks
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Z2{00QI2 7|9tO 2 Bt 2 E Flink 74 Q40 HE

Sl FE& 1 = E=0{0F L Lt

ZEELICE 17184 AFEo M= AlAE| = 7H o Ake|
&= XYULICE Flink 212212 telegrafel Jolokia
STOF SIEE JIMX = ZE M 220N JolokiaE

M get M

ety

TME Flink HE 1.7.02 7|22 2 Y| /}ESLICE
M|

Z27|0t oflo| HE Xt

DEHE 2d 240 sl Jolokia HIO|HE jar It M S CHREESHOF BfL|Ct HAEE HH2 ChSop Z2&LCt
"E27|0t 00| HE 1.6.0".

otz X|Z M= CHRZE$H jar IHY jolokia-jvm-1.6.0-agent.jar)0| ‘/opt/flink/lib/ @I X|0f] ATt 7P LT},

xtof 22|}

—

JobManager?} Jolokia APIE &£ 8 FAHSI2H L E0j| A CHS &F H4E M CHS JobManagerE CHA|
Al=FgtL|c,

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

Jolokia (8778)2 AR LIE EEE MHEIG £ QELICI. JolokiaE H= UWE 1p7I Y=
AL rRE TEotr 0.0.0.02 ARl 1pE HFE £ /USELICE. O] 1PE Telegraf
SZa0lolM ™2 =+ UAOCOF ehLCt.

xre] pHa|x}

—

Jolokia APIE &5 TaskManagers 7St H L E0|A CHS 2t HaE HH S CFS TaskManagerS CHA|
INES I E

export FLINK ENV_JAVA OPTS="-javaagent:/opt/flink/lib/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0"

Jolokia (8778)2 A2 LCIE XEE MEY £ USFLICE. JolokiaE HI UE 197t U=
AL rRE TEotr 0.0.0.02 ARl 1pE HFE £ /USLIC. O] I1PE Telegraf
SJ0I0lM H2g =+ U0{of gfL|Ct.

A 5L 7H2E

Lt A2t 7H2E 7t =& ELICt.
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OIO|HE ANA F|E 71 = JSLICE 2H AL: HIO|H +&7|E OS/EHZER
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3. O] Cl|OJE] =E 7|2t elH| At O|0|THE MM A 7|5 MEHSIA|R. + OO]HE HM|A 7| HES 2
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OO|HE HHA F|E ALESHMIR.

4. Olo|H +F7|E Mot H 1M tHAE MEN Q. XX H0|E ST ol AF8dt= 2 MALE ESHE2

2t CHELIC.

Hadoop Configuration

Gathers Hadoop metrics.

What Operating System or Platform Are You Using?

& Ubuntu & Debian

Select existing Agent Access Key or create a new one

Defauic (405 5ec-d4cb-2404-9770-71fa831e1ad3) d =+ Agent Access Key

-*Pleaze enzure that you have a Telegraf Agent in you environment before confizuring  Show Instructions

MNeed Help?



Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

P
MH| Hadoop HiZZO|= CHE 4 @471 ZeHEL|CH

* NameNode: Hadoop 24t Tt A|ABRIHDFS)2| 7|2 A|ARIQILICEH YOl DataNodeE Z=H™BfL|Ct
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* HX NameNode: 7|2 NameNodei| Ciot & HY 2B L|Ct HadoopOl| A= NameNodeZ2| S40| XIS =
2HASHR] & LICH 22 NameNode= NameNodeZ252E HMEE £Est0] e of SHE FH|E gLt

* DataNode: H|O|E{2| A &R XtILICE,

* ResourceManager: A& &l 7|2 A|AHl(Yarn). 2219 NodeManagers =& gL|Ct.
A

* NodeManager: ZFE 2|AA OiE2[7[0|MZ HA5Y| /ot A XL |Ct
* JobHistoryServer: 2& 7% 7| £ 2 @M X2|5t= dgS HIL/Ch
Hadoop £2{1212 Telegraf®| Jolokia E2{1212 7|9O 2 BfLICt 2= Hadoop 74 R2A0M HEE £EsH{0f

Ste 87 AFILR, UIMXE B2E 748 220|M Jolokia % ol FHE1 =EE|0{0f BfLCE.

ety

fot

T2 Hadoop 7 2.9.28 7|Z2 2 INEE|JAELICE
HE57|

Z=27|0} O[0|HE X}

ro

HEHE 78 2201 thdh Jolokia HO|HE jar T} HT S CH2ZE8{0F BHL|CH BHIAEE B2 L3 1t ZEL T

"EZ27|0t §O|HE 1.6.0".

ofzl X|&lof| M= CHRZ2E3t jar IH (jolokia-jvm-1.6.0-agent.jar)0| opt/hadoop/lib/ 21X YTt 7HEEHL|CE.

Q==

Jolokia APIE = &3} = NameNodeE FAst2{™H <HADOOP_ HOME>/etc/hadoop/hadoop-env.shdlA CtSS
MY > JASLICL

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false
-Dcom.sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.

BR UYULE

Jolokia APIE = £3I=% Secondary NameNodeE +d5t2{H <HADOOP_HOME>/etc/hadoop/hadoop-
env.shOllM CHS2 H&Y & JASLICL
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

HO|EE

Jolokia APIE &3} = DataNodeZS 743tz H <HADOOP_ HOME>/etc/hadoop/hadoop-env.shdi| A Ct2S

e 4 ABLICE

export HADOOP_DATANODE_OPTS="$HADOOP_DATANODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

EEES [EPS

Jolokia APIE - £35= % ResourceManagersE +45t2{H <HADOOP_HOME>/etc/hadoop/hadoop-env.shOi| A

=
CrE2s 28 = ASLIC
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export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

e 0L

NodeManagers?| Jolokia APIE &3t E 745t2{H <HADOOP_HOME>/etc/hadoop/hadoop-env.shOi| A

LS 48 = ASLIT.

export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

JobHistoryServer

Jolokia APIE - £5= % JobHistoryServerE +&85t2{H <HADOOP_HOME>/etc/hadoop/hadoop-env.sh0i|A{

LS 48 = ASLIL.
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS

-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0

-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005
-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p

assword"

You can choose a different port for JMX

(8005 above) and Jolokia (7805).

If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from

the telegraf plugin.
Dcom.sun.management . jmxremote.authenticate=false'

authenticate.
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service

2%

HAProxy& Telegraf 2211212 HAProxy Stats 22t0f| 2| &gtL|Ct. 0= HAProxydi| LHZHEl 10| X| 2t
7|2Mo 2 230 JUX| RELICH HAProxyE 243tstH HEtX oA & 3 UL 2 E HAProxy 7449
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MNENE FEH| flo AT £ J= HTML AEZQIET L EEIL|CH

-1
0%
rlo

HAProxy HH 1.9.48 7|EC 2 JHYE|JSLICE

EAE 24stote™ haproxy 74 THYS HESI 7= ME 7Ol LS 2 716k, AHEXt 0| S/H|

/EEE haproxy URLS AF2SHM|Q.

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

CtE22 SA7F 2dstel Hastel oAl 7o ThAL|C.

daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms

timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%080
bind *:9080
default backend servers 2

backend servers
server serverl 10.128.0.55:8080 check ssl verify none

server server2 10.128.0.56:8080 check ssl verify none
backend servers 2

server server3 10.128.0.57:8080 check ssl verify none
server serverd4d 10.128.0.58:8080 check ssl verify none
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one
Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) - + Agent Access Key
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

Reastart the Telegraf service

© 00 O

2%

HEE= OB #HE2 £ JELICE"IJVM A" .

CHS AM|eF 728 7t =T ELICE

4
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps

o Install Jolokia on your Kafka brokers. For details refaer to the following document

Need Help?

Need Help?

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS- with the applicable Kafka broker address. Pleasse specify

machine addrass, and refrain from wusing a loopback address.
@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service

a real

2%

FtZ7t 223012 "z aztzel EE2 7|0t 22012 78O 2 TL|Ct 2 E Kafka EEHUM BEE £
QA ANSAOZE JMXE BE 74 QA0A JolokiaE Sl M E|D =EE|0{0fF SrL|Ct
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TMHE Kafka H™ 0.11.0.2E 7|20 2 =Y &LICT.

of2iel 2= XIE2 Fr&7t AR {IX[7t Jopt/kafka'2t:l 7 EtL|CE OF2H X|E S &X| 2IX|0of A =T = ASLICEH

Z=27|0t of|o|HE X}

Jolokia Of|O|ME jar It 2 CtZ HF0|0{0F SL|CL T2 2= E" | HIAE| AFZ2E HT 2 Jolokia 0|0 E
1.6.04LCt.

otz X|Z M= CHRZE$H jar IHY (jolokia-jvm-1.6.0-agent.jar)0| ‘/opt/kafka/libs/' S| XI0l Tt Z7HEEHL|Ct.

7ot HEEHA

Jolokia APIE &5l Kafka BrokersE T+ A45l2{H 'kafka-run-class.sh' @& HIZ 29
<KAFKA_HOME>/bin/kafka-server-start.sh0i| Ct2& 2=7tgt 4 UEL|Ct.

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=SRMI HOSTNAME
-Dcom.sun.management . jmxremote.rmi.port=$JMX PORT"

212 o|oi M= 'hostname -I'E AtE3H0{ 'RMI_HOSTNAME' && -5 AF5H0 AELICH o2 IP HAOM RMI
HZ0| 2Rt IPE &ote{H o] 2ES ZFdof LTt

JMX(212l 9999)2t Jolokia(8778)0| CHal CHE EEE MEHE 4= QEL|CE JolokiaE &2 LHE IP7I Y= HR "EF
T35 0.0.0.02 XHAIQ| IPZ HFE 4= UASLICE O] IPE Telegraf 221110l A H 2T & A0{0F ELIC} QB S K|
2O ™ '-Dcom.sun.management.jmxremote.authenticate=false' M2 AFE2S 4= USLICL AL A| ZE HRU2

AMEXHOf| A ASLILE.

A 2 72 E

Ct2 A2t 7H2E 7t =& E LIt
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

ks

HEE O20M #HE 5 JASLILE "Kibana 24" .

Lt 24A|2t 7H2E 7t =& ELICt.
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X1 MHE CF2O|A &S 4 ASL|CH "X S 1 0] K],

Kubernetes 2 L|E{2 22X} MX| 5! 724

Data Infrastructure Insights Kubernetes Al M Z 2|t *Kubernetes Monitoring
Operator*E MSELICt M2 2IXIE H{ESI2H *Kubernetes > Collectors >

+Kubernetes Collector*2 0| SgfL|LCt.
Kubernetes Monitoring OperatorS A x|st7| Fof|

ZSHMA| R El 4 Z= 2" Kubernetes Monitoring OperatorS A X|StALE ¢ 12|0|=8}7| HMof| MHME

Kubernetes ZL|E{2! 2HX} AX|

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemnetes Operator to send cluster information to Cloud Insights.

Select existing APl Access Token or create a new one

KEY2024 (,..owEMNdM) v -+ API Access Token Production Best Practices i@

Installation Instructions

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow these steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring components.

Cluster Mamespace

ustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in a bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
* operator-secrets.yaml - Create secrets holding your AP key.
s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

KubernetesOl| Kubernetes Monitoring Operator 0f|0| M EE MX|st= CHA:
1. 1%t S2{AH 0|S1t |—1I°'*ﬂ1|0|¢§ UGN . THef SHAlo|2H I T12{|0| = 0| Kubernetes Operatordi| A
=0
o

2ot S AH O|Fxt HIYATO|AS AFERILICH
2. 0|5 YEoIH LI22E Y AL|ZS SEEC0| A = AELICE

3. AL|HE pash &0l 20421 MAMTILICt Operator AX| IHUO| CHRZEEL|CH AL|TOl= 1] 7|7t Y2
24A|2t Eof RIELICE

- O L=

4. AHXtF HO| EE= JHQl MEAT U= F ME ALEQI 0|O|X| E ALITIES SALSHO] bash o 204
AT} 0||3||7(|E 7tM2 = el K EA0 SASHM 2. St EjO2f EO L E RXISHA . _operator-
deployment.yaml_2| Z=Z2} operator-config.yaml_2| docker A& A M™Z AH|0|EQILICE.

SISt FL DEAILHQl HEA B 5 A 53 1Y SN2 HESHIR. O XMS| HolRMR Ty S

—

5
6. Z=H|7t E|H kubectl Apply ALIZIE SAFSH, CHREE6HT, AH6H0] OperatorE HEEHLICH.
7. AX|7t RSO 2 TIMELICEH 2=E[H LS HES 226HM|2.

8

- AX|7) b2 E|H L2 HES 22I5HMIR. operator-secrets.yaml THF T AH|SEHLE QHESHA| MESHMR.

MEX Hol MELTF A= B2 UEE AHEMRALEA Eol/7H2! Docker ME 2 ALE .
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Kubernetes ZL|E{Z! 1M Q4

Data Infrastructure Insights Kubernetes Monitoring= Ul 7tX| ZL|E{2] 78 QA2 M EL|CE

- 22{AE BE2

FHESS 85 3 B A
+ OJHIE ZO(MEY AL
EEEETNEPN

flo| MEHH 18 R4= 2t Kubernetes 7|0 M 7|2H o= 2ot ElLICt EF &[0 tigt 714 247t

ZQ3IX| ofChD TEHE|H *Kubernetes > 2E7|*2 0|53510] 31 @250 U= 5
MEHSHO] SiY 71 R4E HIEYeE £ ASLIC

_HHE F

NetApp / Observability / Collectors

Data Collectors

Kubernetes Collectors (13)

Cluster Name T Status

Map
au-pod A Outdated @ 1.1540.0 @ 13470
jks-troublemaker Latest 1.1579.0 N/A
oom-test A Outdated © 1.1555.0 N/A
SIOIOlS 2F 74 @A0| R AlE7E EAISI TRO| et T £77|0) 74 QA HlEA
SIAL|CH
M- .

kubernetes

Modify Deployment

Kubernetes

Cluster Information

Network Performance and Map
Enabled - Online

Kubernetes Cluster

ci-demo-01

Deployment Options

Network Performance and Map
Event Logs

Change Analysis

Cancel

%|Al Kubernetes Monitoring OperatorZ & 12{|0|=
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Kubernetes Collectors

Network Performance and

Event Logs
Enabled - Online
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AO20|EstH = 2AH Fof| U= HFE Selstn  T20|= E MESINR. 2FXt= 0|0|X| MHE =telstn,
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2RI MEAE MESIEE T HE B2 RBXE Adst= ol B2 2E O|0|X[2f 3T MEO| X & A0
AL JtsetX| 2elstMlR. 20| = 2o M =2l O|0|X| 2 Qlet @ T It e MsHH e O|0|X|E K& A0 =7}t
< gO2(|0|=EE CiA| A|TStM|R. O|0|X| MBS KT A0 YE2EstHH CH33 20| 35 ME = E AFEdt1 3
MER AFErOll M K-S 2= O[O X[of CHet MEE H=E8H0F LT Xt O|0|X|E 7HR! X &A0 FZE > 0|0|X|
H,AHMI

= =X

cosign copy example.com/src:vl example.com/dest:v1l
#Example

cosign copy <DII container registry>/netapp-monitoring:<image version>
<private repository>/netapp-monitoring:<image version>

oo A SO|H HEHC= Z4i

P
=3
rm
1%

J20|E 7|52 AFEst0] QIR0 3 72 O|Lfol FTY HHS| SUXLE ALSSH= B 0f2{20]
le 22, Y20 TRAA S0 MAE AWAS ALZSt0] 0|0l A3 F0|H HHOZ [ Io|=% 4
ICh Susta1s 22|AH Yo s OIS 22etn 2w 2 My

r

J

1}

o
[

=& @ 0|=

7|ZE Operator2}t &H| _AgentConfiguration_O| ZX{5H=X| ZHelehL|CHU|JAMIO| AT 7| 224Q! _netapp-
monitoring_O| Otl 22 MAESH HJAHO|AZ CHM[SHYA|R):

kubectl -n netapp-monitoring get agentconfiguration netapp-ci-monitoring-
configuration

_AgentConfiguration O| EXMst= 2

* ZX[SIEH|E ALURIECE 2[4 ALK RMBLICE

T —-g

o

ol

AO| UK SHRASHIARE| A ZAE| 0L O|0|X| 7EH 27| ALEX He| MEAE AHESH= &
_AgentConfiguration_O| ZXis}tX| = E2:

* Data Infrastructure Insights Ol A Q1&I5tH= 22 AF 0|EE 7|5 FMUIJADTO|ATZL 7| netapp-
monitoringO| Ofl A A L|UATO|AZ CHH|SHMR).
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kubectl -n netapp-monitoring get agent -o

jsonpath='{.items[0] .spec.cluster-name}'

* 7|& oOperator? HMAZ THSLICHUKJADHO|ATL J|2 netapp-monitoringO| Ot B
MESH HQJAHO[AZ CHA|)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, MH>>7|& SYXl.

— o

* <<installing-the-kubernetes-monitoring-operator, &X|SICE>>%[A KL,

° YTt 22 AH 0|ES MESIMR.
° %|&l Operator YAML It E CHR2EESH = HIESHZ| M0l _agent_backup.yaml_O|A] &2 ZE AFEX} X|E
d=2 CHREESE operator-config.yaml_Z O|AIgL|LCE,

© SHAI0| QUEX| BHRISHA A Q| Al ZIE[0]Lf 0|0|X| 71K 7| ALRAL Ho| HEAE ALRSHE AL

o -1

Kubernetes ZL|E{E X} SX| 5! A%
Kubernetes Monitoring OperatorS ZX|5t2{ H:

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0

Kubernetes Monitoring OperatorE A =H6l2{H .

— -

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

HAH &
Kubernetes Monitoring OperatorS A|7{5t2{H

Kubernetes Monitoring Operator2| 7|2 H|JAH 0| A= "netapp-monitoring"ILICE 1 {9t LU AHO|AE MASH
42 0| 3 o|2o 2= FH S I ST W[ ADO|AE CHA|RHLICE

Cts S A8 2L EE 2EAte| A4 HEE MAHE + ASLICH

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete

clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

SLEE 2SI XA HE WA 0] A0 BiZEE F2 WRAAHO|AS AXELICH

=~
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kubectl delete ns <NAMESPACE>
. A H HFAN  2|AAE HE £ QUELICI 2= OAIX[7} gtetz|™ ChE X|Eof| 2t
Ol MMl ELIHE 2IXE MM K.

YHS SMUHZ HASHAR. oix] X Fof w2t L7 FH2 HHME HE o glELthets HAXIE et
SLIC} Ol HAIX|= F Al = ELICt.

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

OTofl 2ot AMAE Ko =0| MYz F

—

kubectl delete scc telegraf-hostaccess

Kube-state-metrics0i| Ci5}0d

NetApp Kubernetes Monitoring Operator= CHE QIAEIA QLS| ZES T|5}7| 2|6 XIA| kube-state-metrics=
MX|SHL|C}.

Kube-State-MetricsOi| LSt ME = CHS2 & ESHN|R."0| If|O[ X" .

X A HIAEXE H

HO

, AF2XF Mol EE= JHQl Docker M & A AFZ, OpenShift ¢ SOf

rI

7} °'t.'_f’£19§ —’.‘—o =Md™e AgentConﬁguration AR ™ol 2|AA0N MY =~ JASLICE operator-
X+ HHZESE7| ol o] 2|AAE HEY + JUSLICH o] IHol= =M K28 2H
?_OWIR“ Hg 7hset A& £ 4 | AKX CHEHA.

CH2 BES AFESH0 2SIt BIEE 20f| = 0] 2[AAF M 4= JAELIC.
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kubectl -n netapp-monitoring edit AgentConfiguration
HiEZE 2FX HHO| AgentConfiguration & X|SH=X| 2Qlsta{H LIS
AL

0B
o
fujo

kubectl get crd agentconfigurations.monitoring.netapp.com
"N 2F (A2 £ 8132)" HAIXIZl EAE/H AgentConfigurationg AMESt{EH HA
2IXE gIo|=3s0F SLCt.

EENPEESE

EHE0| TEAIZ AR50 Kubernetes Monitoring Operators AX|& = = & 20| JYEL|CE 0|l= SYsHALE

HTo| T2 A| AIAHY & BLIC

. A‘lxl ac x7_|+E AIB‘OH'é'l.h %O
Insights £+Z0| HZEL|C,

* 4 Kubernetes 221 AE{7} Data Infrastructure Insights 221t EAMSHE O] LR TEA|

RSt TEA("curl" AHE )= 20| HAE|= AL

|:|_._
o
O
QO
~—
oY)
=]
=
O]
@]
—~
=
c
Q
—
[
=
(0]

O] & 7IX| & StLt EE= & CHof| ZEA|E A5t AR Kubernetes Operating MonitorS A X[st2{H HX T2 A|7}
Data Infrastructure Insights 2tZ31tC| §eot SA2 S8R LHE0 U=X| 2QISHOF SLICH ZEAZF UL
OperatorS &X|5t2{= AHH/VMO|| A Data Infrastructure Insights 0f HAM|AE = Q= AR TEA|7} SHIZH|
THE AU JtsHo| E5LIC

Kubernetes Operating MonitorS AX|st= o *fREI" E§A|°| A<, Operators Ax|st7| Mo
http_proxy/https_proxy 2td H-E HAHSHM|R. YR TEA| 2H0|ME= _no_proxy 2t H4E AEsHoF 2 =
UAELICH

H4E MAsHE{™ Kubernetes Monitoring OperatorS A X|5t7| Hoj| A|AHIO|AM CHS THAH S $3SHM K.

n

1. SX A2 X10l| CHSH https_proxy Y/EE= http_proxy EHE HEE AXSEHL|

od
a. 43 S ZEA0f ASAEXL O|E/H|2HZ)0| Y= 2 L2 BHS AAYLICHL

export https proxy=<proxy server>:<proxy port>
2 FQ ZEA0| AZ (AEX O|E/HIZHZ) 0] /A= R LIz IS HASHMR.

export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

o

=2

n

Kubernetes 22{AE{7} Data Infrastructure Insights 2HZ1} EAIsH= O AF2E= TEA Q| HL, 0] X[
22 = Kubernetes Monitoring OperatorE & X|SHA| L.

Kubernetes 2 L|E{2 2H2{|0|E{ & HHZ5t7| Ol operator-config.yaml_2| _AgentConfiguration TEA| MM S
TESHIA .
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agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

A2 X MOl e= JHQ! Docker A& A AL

7|2% O Z Kubernetes Monitoring Operator= Data Infrastructure Insights MZ& 40| A Z16|0|L O|0|X|E

7t ZL|ct 2L A O 2 Kubernetes 22{AEE AF26tD siie 22{AE 7t AFEXF M| EE= 712l Docker
&AL ZAH[O|L 2| X|AEE|0| MTF Z1E|0[LH O|O|X|E 7N = 14 El B2 Kubernetes Monitoring Operator0i|
L%t ZAH|0|LH0f| CHot HMAE M6 OF BILICE

NetApp Monitoring Operator & X| EFZ0|A] "0|O|X| & AL|EI"S MAHSIL|CE O] HH Data Infrastructure
Insights MZA0| 2015t 2EXt0]| Ciet 2= 0|0|X| &M S B0{ 2211, Data Infrastructure Insights
MZEAO|A 2302 SL|C HIAIX[7F EAIE|H HSE MEA QA HEHS E UASINR. 0| HHE2 M 7|s2

= -d= OCOOoOL- -H1—

Z55t0] 2K AFRSHE 2 E O|0|X|E CHR2ZEBLICE 0] O|0|X[7t ot 7|50l AF2E[=X| OF2H0f|A] EHISHN|R.
SHAl AKXt 7|5 9 Kubernetes 2 L|E{Z

o Gid BL|EZE

* ci-kube-rbac-EZEA|

e ci-ksm

* ci-&ej| stz

« distroless-root-user
O|HIE 21

« ci-fluent-bit

* ci-kubernetes-O|HIE-L{ELH 7|
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HEYD M5 U o

* ci-net-observer

S| AL "oy 2} 2K} Docker O|0|X|E 7H2l/Z2Z/AE{ T 20| = Docker MZE A0 ZAIBLICH MEAN e
o|0|X| Ef 12} ik o|0|X| Q| C|2 E2| ZZ7} Data Infrastructure Insights XA 2| o|0|X| Ej 12t C|AE2| A=}
UX|SH=X| 2tolstA| 2.

operator-deployment.yaml0lA] monitoring-operator HiZZE M50 2E 0|0|X| H#EXE +H5t0{ 7H2! Docker
MNEAE AEELICH

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>

image: <docker repo of the enterprise/corp docker repo>/netapp-
monitoring:<version>

_operator-config.yaml_2| _AgentConfiguration_2 TS0 M docker Z|EX|E2| ¢/ X|E HHESIM|R. 7HQ!
2| ZX|E2|0f CHSE M imagePullSecret2 A SHH Q. XHM|TH LIE2 _https://kubernetes.io/docs/tasks/configure-
pod-container/pull-image-private-registry/ £ & ZX5tN Q.

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

7| HEHS Z API HM|A EZ

o 22 (0l: T2A| HZY4)0l= Data Infrastructure Insights docker X 20f it F7| efw ot BRELICH 8] A
UIIM MSE[= o= 2442 St R RfLICE Of = Cid API MM A EZ S docker ML L2 ALY &=
USLICL O] 2= API M| A EZ0| FRot SO FRELICL O 82 M AP °—.“A1Iﬁ E3E dgstu 712
E2g A8 4 YLt

"07|E HO{EML" M API HM|A EZ MM X[XS HXGHUAIL.
CHRE S8t operator-secrets.yam| TFLO[ A 7| API AMA EZS FESIHZH AEXt= LSS HHY & AUSLICH

grep '\.dockerconfigjson' operator-secrets.yaml |sed 's/.*\.dockerconfigjson:
//g' |base6d4d -d |jg

A QI 2IH2{|0|E| HX|0]|M 7|E APl Access Token2 F=E5HHH C+2 HH S AAHSHH ELICE


https://docs.netapp.com/ko-kr/data-infrastructure-insights/task_config_telegraf_agent.html#manually-create-an-api-access-token
https://docs.netapp.com/ko-kr/data-infrastructure-insights/task_config_telegraf_agent.html#manually-create-an-api-access-token
https://docs.netapp.com/ko-kr/data-infrastructure-insights/task_config_telegraf_agent.html#manually-create-an-api-access-token
https://docs.netapp.com/ko-kr/data-infrastructure-insights/task_config_telegraf_agent.html#manually-create-an-api-access-token
https://docs.netapp.com/ko-kr/data-infrastructure-insights/task_config_telegraf_agent.html#manually-create-an-api-access-token

kubectl -n netapp-monitoring get secret netapp-ci-docker -o
jsonpath='{.data.\.dockerconfigjson}' |base6d -d |jg

OpensShift X| %l
OpenShift 4.6 0|4 HEME At25t= AR, operator-config.yaml T 2| AgentConfiguration 2™ & 8510

runPrivileged 88 M350 gL|LCt.

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

Openshift= Y2 Kubernetes 74 2401 CHSE HMAS XtTheh = U= F7HEHO 22 73T £+ USLICH

HEI Y

netapp-ci-telegraf-ds, netapp-ci-fluent-bit-ds, W netapp-ci-net-observer-14-ds DaemonSets= Z2& = E0f|A
CIOIE S SHIEA| £T357| 26 22{AHS| BE L E0f| PodS Of|2s{0F EFL|CH diE 2BXxt= & LT H 7K

RY*S SIS E FHEJUSLICH EOM AR He 2ES FHOHH 2= 20N EEIF HRE|X]| QIEE ot

AR i | st *5|2+2 MM 4= QIELICE" AgentConfiguration 0|A" . 22 A BE =0 AL}

HolHiQlE MES 4R RBA EEE ofjefst Ml = UF 2 HIEO| 2Rt 51 M| =T7Hslof LCt,

KubernetesOl| CH3H XtA|S| YOt 7" FH ot 2tE"
2 E0t7t7|"™ NetApp Kubernetes ZL|E{Z! X} A X|* H|O|X|"

—

HIZIOl| CHEE E 1 AR

Kubernetes Monitoring Operator?t 22{AE MA|Q| H|Y S & = U= HEE MASHE{H X572 Mol operator-

setup.yam/ IHA0|| X CtZ 2[AA S AX|SHN Q.

ClusterRole/netapp-ci<namespace>-agent-secret
ClusterRoleBinding/netapp-ci<namespace>-agent—-secret

Y20|=Q! R SHAEM 2|AAE ATHSHAIR.

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole

kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

HAE 2M0| M3l AL AgentConfiguration EE= operator-config.yaml S $=H5t0] HZ 2tz MMo| FM

X2|E HM|7Hotn HA 22| MM of2fofl _kindsTolgnoreFromWatch: "secrets™ £ EEHIL|CE O] Z0f|A
A2z Ee 2rtgES| EXQt X[ F=5HM K.
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task_config_telegraf_agent_k8s.html
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change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

Kubernetes ZL|E{Z! 2 X} 0|0|X| AH =0l

2eit9| 0|0|X|2 HHFESHE RE 2121 0|D|XI= NetApp Il MEELICE cosign E72 ALZ3101 4K Toj 0[0lx|Z
+E0 7L Kuberetes §IF HEE2IE PHY + ABLICH KA LSS C128 BESIMR. T HLIEIA
24"

O[0|X| MHZS 2lst= Ol AHEElE S7H 7|= U= At 2K O[0|X|E JHe! ME 20 HZE > 0|0|X| MY SIH 7|

ofziol HLIEZ 2t &K EfHU|M AHEE 4= ASLICE
O|0|X] MEE S22 ISt H Ltz HHAIE +dotHIR.

1. O|O|X| & AL|TS SAISIHH AASIN L.

2. HIAXIZE EAEH ML HUHS S SALSH0] L2SHAIR.

3. o|0|X| ME 27l 7|(K|A|0| M= dii-image-signing.pub)E XA EtL|Ct.

4. 35 MHE AHE5t0] O[0|X|E RISt R. L2 2 38 ME AHZQ| o JL|Ct.

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
--insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image

signature"}, "optional":null}]

Kubernetes Monitoring OperatorE d&3st= O 287t &/d6tH L2 S A8l EAM| 2.
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https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures
https://kubernetes.io/docs/tasks/administer-cluster/verify-signed-artifacts/#verifying-image-signatures

=X

Kubernetes 7 =51} ol Al = AE2|X| 2K
ALO|0f| StO|Z 3/HZAO0| 2O|X| &LICE LK
Kubernetes @ 282 AE2|X| M SAE O|ES

A8Sto LG ELITt.

Z0|M CrS2t F AR HIAIX|ZF FEA|ELICH E0901
15:21:39.962145 1 reflector.go:178] k8s.io/kube-state-
metrics/internal/store/builder.go:352:
*v1.MutatingWebhookConfiguration2 LIE5H=
HIASLICE M7t Fs 2| AAE HE & QLT
E0901 15:21:43.168161 1 reflector.go:178]
k8s.io/kube-state-metrics/internal/store/builder.go:352:
*v1.LeaseE LIEdt= O HIfUSLICE MEHIE 270t
B[AAE S 5 YlELICHget

leases.coordination.k8s.i0) 5.

LSS Aol EMR:

7|Z& Telegraf 00| M EE N|Hdt= THAIE ME CH3,
%Al Telegraf O|0|MEE CHA| AX[EtL|Ct. Telegraf A
2.0 O| &2 ALEdl{Of StH, Kubernetes 22{AF

A E2|X|= Data Infrastructure Insights H[A| X O 2
B LIEZ E|0{OF L Ct.

Kubernetes HH&10[ 1.20 0|22l A< kube-state-metrics
HZF 2.0.0 0| &S HAHS= F2 Ol2{8t HIAIX|7t LIEHL
2 UASLICH Kubernetes HH S 71K 22{H: kubect!
version kube-state-metrics HH 2 7t 22{H: kubect!
get deploy/kube-state-metrics -o jsonpath="{..image}'
O[2{gt HIAIX| 7t EMSHX| & St AHZXtH= kube-
state-metrics HiEZE X350 CI2 A E Hlgdeted =
UELICL. mutatingwebhookconfigurations
validatingwebhookconfigurations volumeattachments
resources EC} AN MO Z C}S CLI Q142 AIRE 4
UELILE resources=certificatesigningrequests,
configmaps, cronjobs, daemonsets,
deployments,endpoints,horizontalpodautoscalers,
ingresses, jobs, limitranges, namespaces,
networkpolicies, nodes, persistentvolumeclaims,
persistentvolumes, poddisruptionbudgets,
pods,replicasets,replicationcontrollers,resourcequotas
, secrets,services,statefulsets,storageclasses 7|2
2|AA BES CH23 ZALICE
"certificatesigningrequests, configmaps, cronjobs,
daemonsets, deployments, endpoints,
horizontalpodautoscalers, ingresses, jobs, leases,
limitranges, mutatingwebhookconfigurations,
namespaces, networkpolicies, nodes,
persistentvolumeclaims, persistentvolumes,
poddisruptionbudgets, pods, replicasets,
replicationcontrollers, resourcequotas, secrets,
services,statefulsets,storageclasses,
validatingwebhookconfigurations,volumeattachments"
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=X

TelegrafOll A CtZ 2t RAS F OA[X|7} EA|=[ X2
Telegrafe AlZfE[10 AAELICEH 108 11 14:23:41 ip-
172-31-39-47 systemd[1]: InfluxDBO|| H|E2lZ
H517] 9t 21 7|8 M of|o]HETt
AZEE|RELICEH 108 112 14:23:41 ip-172-31-39-47
telegraf[1827]: time="2021-10-11T14:23:41Z"
level=error msg="7iA| C|AE2|E YMSIX| ZHSLICE.
/etcltelegraf/.cache/snowflake, err: mkdir
letcltelegraf/.ca che: #3t0| HEE|USLICE,
FAEJAESLICEN"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" 10& 11 14:23:41 ip-172-31-39-47
telegraf[1827]: time="2021-10-11T14:23:41Z2"
level=error msg="8X| XY ELICt. FAIE. open
/etc/telegraf/.cache/snowflake/ocsp_response_cache.j
son: oli'g MUO|L} C|AE2|7} gl&LICH\n"
func="gosnowflake.(*defaultLogger).Errorf"
file="log.go:120" 10& 11 14:23:41 ip-172-31-39-47
telegraf[1827]: 2021-10-11T14:23:41Z LH Telegraf
1.19.3 A|ESH7|

KubernetesO| X Telegraf ZE7} LIS QR E

HOSL|CL "OIRE S| EE H2| & 2F UM OtRE
E7| mt(/hostfs/proc/1/mountstats)S & %= A&LICH

F: /hostfs/proc/1/mountstats= EL|Ct. H$H0|
HEE|ASLICE"

KubernetesOl| Al Telegraf ReplicaSet Z=7t C+S
Q2 E HIFILICE [inputs.prometheus] 221121 2 F:
7| 4
letc/kubernetes/pki/etcd/server.crt:/etc/kubernetes/pki/
etcd/server.keyE 2E& 4 Ql&LICt
letc/kubernetes/pki/etcd/server.crtS ELICH SHE
mrdo|Lt ClAME2|TF gELICE

X PSP/IPSA 2tE S AH8sta /AELILE. 0] 0]
SLEE XA SeS o|EHLI7?
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LSS Aol EMR:

Ol 2a2{Zl EHM|L|Ct. &HZ=SICHO| GitHub A"
XtM|et LHE 2. Telegraf/t Adik|= S2F AHEXtH= O2{at
RF HAXIE A 5= ASLICH

SELinux7t 35[0 A1 HEE|0| U= ER Telegraf
T CJt Kubernetes = =2 /proc/1/mountstats IHOf|
HMASHK| R 7Hsd0| =&LICL O|2¢t Hets
==55t2{H Of|0|ME 72 ME TMESID runPrivileged
HY g 2dostM| 2. XEMISH LIE2 OpenShift X[ &g
XM 2.

Telegraf ReplicaSet ZE = OFAE] Ko etcd 2 X[ ™ E
L EOM AR EE EAEJASLICL Ol2et EF
StLIO| A ReplicaSet ZE7F A1 QUX| gfQ™ 0|2{%t
QF7hEdBtL|Ct OtAE /feted =0 2EO0| A=K
gtolstN|Q. I CHH Telegraf ReplicaSet, telegraf-rsoi|
Q% 518 HRE FIISLICL ol S01, ReplicaSet2
M EBILICE... kubectl edit rs telegraf-rs ... 2|11 A0
A58 HRE F7IgLCt. 33 CH2 ReplicaSet

L EE CHA| AJZFghL|CE

Kubernetes 22{AE{ 7t Pod £9F M*H(PSP) L= Pod
Hot SQl(PSA)S X E5I0] ML= F2 2|
Kubernetes ZL|E{Z 2FXIZ ¢ 32{|0|=8H{0F 2rL|Ct.
PSP/PSAE X|&dt= oM 2SXtZ Y120 =5HH
Che HHAIE MEMR. 1. ®|7H O™ 2L{EE ALK
kubectl delete agent agent-monitoring-netapp -n
netapp-monitoring kubectl delete ns netapp-
monitoring kubectl delete crd
agents.monitoring.netapp.com kubectl delete
clusterrole agent-manager-role agent-proxy-role
agent-metrics-reader kubectl delete clusterrolebinding
agent-manager-rolebinding agent-proxy-rolebinding
agent-cluster-admin-rolebinding 2. & X|5}C} HL|E{2
2ERe| & A HE YL,


https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407
https://github.com/influxdata/telegraf/issues/9407

=X

OperatorE HiESH2{ 1 SICHF EH[7F 2,
PSP/PSAE At Z{ILICY.

grep -i psp(OtF A= HALX| UUSSE HAISHOF )

olz{st F = AEX X &= 742! Docker M EATE
A 11 Kubernetes Monitoring Operator?} O|S SHIZ2 |
QIAISIE S OFE] LMGHA| U2 H R LIENE = JSLICEH
O S{EMN 2 ALEXE Hol/7Hel MZE A FM0f CHst
HEL|CE

ChE BP9l =S AXSHHU 7|1=dl =1 7|&
XA E Z2[stM K.

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs

<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

-containers=true

Of2fet ZE= HEQIS 2HES 2o 22 Y H0[H
=700 sHFRLICH LIS E A28l BHR. - ZEF

StLtel 25 =Qlste A4 HE M S =elstA . off:

---- {"ci-tenant-id":"your-tenant-id","collector-
cluster":"your-k8s-cluster-

name","
o A MRS LICE Olf: 72 HE 3.10.02 £
74 HH™ 4.18.02C Z&LICL" "time":"2022-11-

09T08:23:08Z"} ---- * Net-observer LE0f|= Linux 7{'d

H™O| %£|A 4.18.00|0{Of BfLICt. "uname -r" HHE
Ar2st0] 'Y HH S 2Helstal HFO0| 4.18.0 0| AFQIX|
EQISHA| 2.

environment":"prod","level":"error","msg":"{F &

LSS Aol EMR:

1. 2 BYE AL85I0| Of|o| HEE HELICE: kubectl
-n <UH|YA 0| A> edit agent 2. 'security-policy-
enabled'E 'false’2 HEA|BLICt. O|&A| 5 Pod E ¢t
A Pod Hot 20| HIgHd ot 2RI HHEE 5~
USLICE CHS BHE AHE510] 2l5HM[R2. kubect! get
psp(Pod Eot HMO| MAHEASS EAISHOF &) kubectl
get all -n <U|YATH[O|A>

"ImagePullBackoff" 277} &M ESL|CE,

DLER 22Xt BEof| 2H|7F A=, ™ EMAM =
0| 3l Z5t= ol 20| =X| gk&LCt

Operator U AH 0] AQ| net-observer(AEE M)
I C = CrashLoopBackOffofl A &LICH.

Pod= Operator W AH O] A (7|23} netapp-
monitoring )0l A M| X[ H2|2| I == MO|Lt
Kubernetes HIE2!0f| CHSE H|O|E{ 7} UIO]| EA|=|X]

ELIC).

K8S EHAEQ LE0f|A A2 ™S &QlstN| . Hetdt Operator H|QJAH0|A S| UL net-observer ZEJ EHZ

ZAH A OIo|H HE1E {3l A= NTP(Network Time

Protocol) E£= SNTP(Simple Network Time Protocol)E

AE3t0 O|O|HE HRE Q| AZtE S7|=t5t= A0

EaLt.

HEN LIt

181



=X

Net-observer= DaemonSetO|H k8s S{AE{2| 2t

L EO0|A PodE AEigiL|Ct - HF MEjQl IEES
gtolst CPU & HZ22| 2|aA BX7L LMst=X|
SOISINR. = E0M TR HZ2|f CPUE ALEE &
UK 2I5HN 2.

Ol HAIX|E LM O Z MZL 2EXIIF MX|E| 1 ksm
oL Rs517| Mol telegraf-rs TE7H ZHE 8 ot
LIEHELICH 22 ZETJ AM3E|™ 0213 KA X]&= O
0|4 HA|=|X| gh&LICH

Kubernetes HM S 2QI5HM| 2(0|: kubectl version
). v1.20.x 0[5}2l AL O|= Of| A== M|TH AP LT},
Kubernetes Monitoring Operator2}t 71 B E =l kube-
state-metrics Z2|A = v1.CronJobt X[ EHL|C}.
Kubernetes 1.20.x O|5}0{| A= CronJob 2|2AAT}
vibeta.CronJobOf| }EL|CE BAHM O Z kube-state-

metrics= CronJob 2|2AE &S 4 QELICE

_AgentConfiguration_0|A] telegraf 4M& M!St 1,
_dockerMetricCollectionEnabled_Z false=
HAHSIM K. XtA|Tt LHE 2 operator?| "7 4 SMH"E
EXSHMIR. ... spec: ... telegraf: ... - name: docker
run-mode: - DaemonSet substitutions: - key:
DOCKER_UNIX_SOCK_PLACEHOLDER value:
unix:///run/docker.sock

_AgentConfiguration_2| telegraf M4 2 MEStD
_outputTimeout_2 10X 2 S&LICt XtA|st
XA ZoletMlR. "4 M.

CHS B7IS WX StolstilR. 231" 9]

OF
il
ol
ro

20234 108 122 £ E Data Infrastructure Insights
AEXHOA O LI MH|AE WSS fIH 2SXE

2| EZMESLIC o|2{et HE At S s ME5HHH
CI2S &S OoF ZLICHO| T HAXE HAHSHM 2

J2|AMZR2 AE BRSICE.

O[HIE LHELHZ| ZEO| O|FS AMEILICY.

“kubectl -n netapp-monitoring get
pods
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LSS Aol EMR:

Kubernetes Monitoring Operatorg A X|st 2= Z70f|
CtSat &2 LHE0| EAIELICE [inputs.prometheus]
Z2{1921 2F: http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metricsO|
CHEt HTTP RS TtEE 5 QF7 7 AASLICH
http://kube-state-
metrics.<namespace>.svc.cluster.local:8080/metrics&
7t ZLICt. tep CFO|Y: kube-state-
metrics.<namespace>.svc.cluster.localg =
oY = AETL QIELICEH

o gL Ct.

L} 22{AE{0]| = Kubernetes CronJob0i| CH8H =%l =l
HE2l0| 20|X| gt&L|CE.

(=]

RIXE Kot Z, telegraf-ds ZET}
CrashLoopBackOffofl ZIIst1 L= Z70] "su: 215
A7t EA|EL|CE

Telegraf 20| A CtS 2t A 2F HIA|X| 7t HHE5H A
LIEFEFLICE. E! [00]M E] outputs.httpll A= & QF It
LAYELIC AA=S
"https://<tenant_url>/rest/v1/lake/ingest/influxdb":
ZHAE O Yol RMEIASLICHEIEHE 7ICte]= St
Client. TimeoutO| ZX2tE|}ELICH).

UL o|HIE 20| i3t involvedobject HIO|E{ 7+
lsLct.

T He| BLEHE 2R} IETL ME B0 A2 BE
O|f = RFA/ULIM? StLt= netapp-ci-monitoring-
operator-<pod>0| 1! C}Z StLH= monitoring-operator-
<pod>L|LCt.

L Kubernetes O[HIE 7} Of| 7| X| 2¢A| Data Infrastructure
Insights Ol 21 E STHHUSLILCE.

grep event-exporter
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=X

awk {print $1}'

Kubernetes Monitoring OperatorZ} Hi 3t Pod 7}
2| AAT BESI0 FSS6H= p40| WleL|CE

O|0|X|7} =t AAHLE 40| ZRE|0] netapp-ci-kube-
state-metrics LE7} A| R E[X| L FH|E|X]|
QIQ&LICE O|X| StatefulSetO] HE U1 1M HA
AFgt0| netapp-ci-kube-state-metrics ZE0| M 2E|X|
t&LCH

Kubernetes Operator & 13|0| =& A&i$t = netapp-
ci-kube-state-metrics TE7} A|EHE|X| Q11
ErrimagePull(0|0|X|E 7tM 2= G| Hmi) 2F It
S| Ct

Kubernetes 22{AE S| 21 EA0f| A
"maxEventAgeSeconds 2Lt 22 E|0{ O|HIE 7}
AR ERAESLICHEHs HIAX| 7 2= }SLICEH

Telegrafz &= =+ = HE2[7F F5t0] Z105H7HLE
S=YLICL

LSS Aol EMR:

sed 's/event-exporter./event-exporter/”
"netapp-ci-event-exporter" EE= "event-exporter"0§Of
LICL CH2o 2 ELIEE Ofo|HES HE LI
kubectl -n netapp-monitoring edit agent,
2|1 LOG_FILES| 22 O|T THAIOf|M 22 XAt
O|HIE LHELHY| ZE 0| S8 BFSI=E HEeLICt 2Lt
THAHSE, LOG_FILER "/var/log/containers/netapp-
ci-event-exporter.log" EE= "/var/log/containers/event-
exporter*.log"2 A& [0{0f SL|LCE.

fluent-bit:

- name: event-exporter-ci

substitutions:

- key: LOG_FILE

values:

- /var/log/containers/netapp-ci-event-exporter*.log

LE LSk 7hsYLICh A 2| A0kAl 2XSHCE T2l

Kubernetes Monitoring OperatorS & X5tH|Q."+ A
sM Qo w2t CPU Y/EE HE2| st & SELICH

StatefulSet2 Cta2t Z&L|CH "0 & ¢ A 2E 74
2H|E s 2%t = netapp-ci-kube-state-metrics TEE
HhSerL|Ct,

Tc

M

TSOZ METHEMR.

o

Operator agentconfiguration 2 835t _event-
exporter-maxEventAgeSeconds(%, 60x), event-
exporter-kubeQPS(%, 100), event-exporter-
kubeBurst(%, 500)Z =&LICt o[2{¢t 74 SM0f| Ciet
Mg LH82 CH2E HESHMR. "+ Z4" 1|0[X|.

712 29 MK/ =0 M Telegrafe| = 7ts HIZ22|
SIEE EHEMR. St E s2|= 20| E7tstt R
NKMO Of|0|ME &2 +H5t11 unprotected_E
_true_= BHSIM|R. O|ZH| o}'H Telegraf= &Z! HIZE|
H[O|X| & Ol|2kstX| R&LICH SS3HE H|HO| C|ATRE
fHZ £ ACOZ HOt 20| S & X[ A7
HZ22|E oflofe 4 ols SHHojlA Ml & AUSLICE

=2o2 T M-d
_HoEX 2 7Y S0 tie XMt L2 T3S
HEStl R4 =4 T0|X].

LS 1=
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=X

TelegrafOl| M CS2t At 210 HA|XIE E/}ASLICE

_W! [inputs.diskio] "vdc"0f| Ciet C|AS 0|82 =& &

QUBLICE /devivdcE o= & 287 LMFaLICE Y
mpo|Lt ClHE 2|7 S LT

L fluent-bit pod7t CtS QF 2 2lsl Alofsta &Lt
[2024/10/16 14:16:23] [RF] [/src/fluent-
bit/plugins/in_tail/tail_fs_inotify.c:360 errno=24] & 24
U= OHUO| LR BEELI|CE [2024/10/16 14:16:23] [2F]
23 tail.0S £7|25HX| ZHELICE [2024/10/16
14:16:23] [2F] [ANZX] Y X7|5t0]| MmiH&LIC
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SHAEHO|A fsnotify &

LSS Aol EMR:

Kubernetes 2 L|E{& QI{Z|0|E{2] AL

of=fet 31

HIAIX|E FaHotH FAIS = ELICH E=

AgentConfiguration0i| ] telegraf *—*Hﬂé mZstn
_runDsPrivileged = trueZ MMM A| . XbA|sH

e et 24 SM"S(8) BESHIAIL.

S HEMEMR.

sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>

Fluent-bitS CHA| A|ZFgtL|Ct.

xr—; L e xHMII- A| |
_etc/sysctl.conf_Of

o2t &= RXIotH

Chg &2

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some
thing larger than current setting>
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=X

Telegraf DS Pod= TLS 21BN Q| K242 HAIE
810 Kubernetes 13 Z2{1QI0| HTTP RES
SHSIX| RolCh= @R E B0st JUSLICEH HE &
E! [inputs.kubernetes] 22|12 @F: HTTP 2™ S
U= T 2RI HUAUSLICL <a
href="https://&lt;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet IP&gt;:10250/stats/
summary":</a> ¥Ct"<a
href="https://&lt;kubelet_IP&gt;:10250/stats/summary":
" class="bare">https://&lt;kubelet_IP&gt;:10250/stats/
summary":</a> tls: 15 A 2lof| M EL|CH x509:
IP SANO| |0 UX| RSO 2 &lt:kubelet IP&gt; 0|

CHet ASME =helet = glE LTt

A
e

Fluent-bit ZEO| M CHE1} 22 QFRIF WSty ZES
AlZFgt £ ei&L|Ct: 026/01/12 20:20:32] [error] [sqldb]
error=unable to open database file [2026/01/12
20:20:32] [error] [input:tail:tail.0] db: could not create
'in_tail_files' table [2026/01/12 20:20:32] [error]
[input:tail:tail.0] could not open/create database
[2026/01/12 20:20:32] [error] failed initialize input tail.0
[2026/01/12 20:20:32] [error] [engine] input

initialization failed

7t HE= TS0 P

il-%

A
=T

Memcached H|O|E{ =% 7|

A

Data Infrastructure Insights O Ci|O|E{ £=%!7|

AFBLICE

X

1. *3pXEAM >

2 > +E7|*0M *+H|o|H +=HI[*E 2

Telegraf 0| ET} HX|El 2L MA| E= SHE S MESHH Q.

2. £ flot o[o|MEE o=l MX|SHX| LUAALL CHE 2B MK = EE0| it of|0|HEE MX|st2{= 32
X BAI_E 2el6to] FEL|C 00| HE X" XA,

3. O] cllo|E =& 7|2t EH AHEE Of0]ME HMA F|E MEISIMR. + OIO|HE HM|A 7| HES E2lstH MEL
OO|ME HMA 7|5 FIte = JELICH 2 AL|: CIO|E & 7|E OS/ZAHBEE IE2stH = ZR0THCHE
OO|HE HM|A 7| AHBSHM| K.

4. H|O|E £TT|E F Yot 1M THAIE EMN K. X|H2 HIo|E fTof| AtE3tH= 2F MFLE EE2 K

et CHELCE

QUESLICH "X AT HO|X| EE="H|0[E =& 7| X2 Of

=
=

LSS Aol EMR:

O|= kubeletO| XtA| A
QB M| QIF M Subject Alternative Name SZ0f|
<kubelet_IP>7|' Toe[X| b2 2 e
SHZSHH AEX7H OIS 2 +-Y &= AUSLICH
"0j0|HE £ 4",
_true_= HEELICE O|FA| 5HH Telegraf &=
{7010l 432
kubelet2 e & JUSLICL"MHTLSEEAEZ"
21 'certificates.k8s.io' APIOIA Q1Z M QK O0|
Eg[A &Lt

DB IIY0| Y= SAE CIHEZ|of AT 4 7|/M 7]
Hoto| A=X| &Rl A| . E3], SAE ClAEZ|=
FEJ}OtLl ALEXIOf|AH| 217/ 7| HotE T o{sH{of
gLICt 7|2 DB It 2| X|= fluent-bit-dbFile
agentconfiguration 822 TF2|5tX| gt= ot
Ivar/log/2LICt. SELinux7} &AMotEl H2 fluent-bit-
seLinuxOptionsType agentconfiguration M2
'spc_t'E MEsH EMAR.

EZ| A"

—_ =

AtE310] MemcachedOl| A X|BE

2I8tL|C}. MemcachedES MEHSHN|S.

YE ABME MESHALE X EE
oro A HEMSHL|C}H 0|2

=

_telegrafiinsecureK8sSkipVerify_=

HHE|E 2 AMEIL|CH B AFRXI=
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M Memcached Configuration

Gathers Memcached metrics

What Operating System or Platform Are You Using? Meed Helg?

IR Windows v

Select existing Agent Access Key or create a new one

Drefault (405fb5ec-ddcb-4404-977b-71f3531e15d3) - + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps fuaredd Hielp?

@ Copy the contents below into 8 new conf file under the C\Program Files\telegrafitelegraf d), folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dcloudinsights-memcached conf file

@' Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real maching address. and refrain fram using a loopback addrass

9 Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Restart the Telegrafservice

2%

HEE= OIE0IM #E2 £ Q&LICE"Memcached 2|7]" .

CHS AM|eF 728 7t =T ELICE

4
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=X AlHXL
HIHAI = L AHO]A MH
28 sz

%7} HEE ChSoA

MongoDB H[0|Ef & 7|

ESH
1 O-

LEIPLEOE

HE & JASLICE XS HO]X|.

H|O|E ZEQIE:

A 2 H2|E 1S 2F
Aufst 015 AL E HIO|E
A2 HIO|E(XT) &

HHO|E (X&) CAS Badval
CAS Hits CAS Misses
Za{A (X)) Get 28
(X Set Q8 (=G

Touch @¥(x2h H&
LE(EE) AE A= gl
HE wxH M HE &= Decr
23 Hits(X) Decr 2%
Misss(EXE) 418 24
Hits(£d) 4% 273
Misss(Xg) HHE &=
FEHA UEE S5
Get Hits(X %) Get
Misss(EE) AL El SHA|
HIO|E SHA| ZH& & SHA|
MY +=ZF 37t 28
Hits(Xg) 37t 28
Misss(Eg) M Z|CH =41
HFO|E H|gt M2t 2|4=&l
RAXF A= 4 FHEl A
£ XN &E 2= Touch Hit
Touch MH 7t A[ZF 52F

A
=
S

Data Infrastructure Insights O| Ci|O|E] =& 7|E AFE5I0{ MongoDBO|A X|EE =FlgfLILCE.
AX|
1. *2&EY > £E 70| *+H|0|Ef =TI [*E S2IRLICH. MongoDBE MESIAN| K.
Telegraf 0| ET} AX|El 2 A EE= ESUZ S MESHH Q.

2. 7 flot o] MEE o= MX|SHX| RUAALL CHE 2B MK = EHE0| it of|0|HEE M3t = 32
_XIE BEA_E 2EI5to] ESL|CH 00| E AX|" XA,

3. O] Cllo|E =& 7|2t EH AHEE Of0]ME HMA F|E MEISINIR. + 00| HE HM|A 7| HES E2lstH MEL
O[O|ME HM|A 7|5 FIH = JASLICH 2H AR|: HIO|E £&7|E OS/ZAHELE JIENSH = 30T CHE
O[O|ME AM|A F|E ALESHMIR.

4. H|O|E £TT|E F Yot 1A THAIE MEN K. XA 2 HIo|E Tl AtE3t= 2 MFLE E2E2 K0

2t CHEL|Ct.
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MongoDB Configuration
“ mo HED DB -EE:?‘EE'E-"-C-FEGE'E = 'g

il
m
o
1
(11}
(=]

What Operating System or Platform Are You Using?
4% RHEL & CentOs w
Select existing Agent Access Key or create a new one

Default (405f5ec-ddcbh-4404-977b-71fa%3 1 e1ad3) w + Agent Access Key

*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions

Meed Helg?

Follow Configuration Steps

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service

23

HHEE= L0 &2 & JSLIEL"MongoDB EA1" .

CHS Kot 7H2E 7t =T ELICE

4

=H: AEX}: £4d: ClIO[E ZQIE:
SC|H| HJADO|A SAE O|F
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=X AlHXL

1
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S1DB Gi|O|E{H{|0] & HIYAHO|A ZAE O|F
ClIO|E{H|O| A O &

=X &
HEE OIS0 &2 = J}SLICH "X ST H| O] X].

MySQL HIO|E +=E7|

Data Infrastructure Insights O| Cl|O|&| =& 7|& AFE35I0{ MySQLOIM X EE &
=N

1. 2N > 2 7|*0f| A *+H[0|E & 7|*E S2IBLICE MySQLE MEISINIR.
Telegraf 00| E7} X2l 2F MA EE= &3

= SHES HHESHH K.

— - o AT

2. T2 2[¢H O0|HE S OF] MX|SHX| QbAHLE CHE 2F MM| = S Z0fl of
FEELCE o o E ZX[" XIH.

O
3. O] Ci|ofEf =& 7|2t S| A

2 2 O[O]HE MM A 7| S MEHSIH L. + O[O]HE MMA | HES S
OlO]HE HMA F|1E 7t &= ASLICE 2 Atz CIo[E +=&7|E OS/IZHZEZ 1F15
OfO[HE HMA 7|15 AHESHAIR.

4. HloJe 7|15 FH5IH +

AE MEMK. XIE2 HIolE =Fof At8st= 2
2t CHELICE.

HIO|E] EOIE:

o8
2
2
r

|Ct.
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000

2%

HEE O30 &S 5 ASLICE"MySQL 24" .
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1. *2EM > 23710 M *+H[0|E £F7|*E S2IYLICE NetstatS MEHSINIR.
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netstat Netstat Configuration
athers netstat metrics of the host where telegraf agent is inszalled
What Operating System or Platform Are You Using? Meed Help?
B8R Windows -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key
*Please ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions
Follow Configuration Steps Need Help?
“opy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf d\, folder. For example
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-netstat.conf file
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2k CHELICEH
1 MNginx Configuration
NG'MX Gathers Mgine metrics.
What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

Default {405%05ec-ddcb-A4404-977b-7 17283 1e1ad3) - | =+ Agent Access Key

*Pleaze enzure that you hawve a8 Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS> with the applicable Nginx address: Please specify a real machine address,
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

@ Restart the Telegraf service.

=R

Nginx HE2! & 0= Nginx7t 2L 2L|CH "hitp_stub_status_ module" 24 3HEIL|CH
F7t = OHE0M &2 5 JSLICE " Nginx A" .

A 5 FH2E

CHS AM|eF 728 7t =T EL|CE
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service

OO0 006 00

~
S

HE OS0M &2 £ JESLICH PostgreSQL EA1" .

S |9t FH2E{7F SRVELICY,
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?

iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-puppetagent.conf fila.

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service

2%

HEE O20M S 4= UASLICEH Redis EA1".
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