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Cloud Insights Support Contact Us
NetApp Serial Number: AWS Customer 1D: Need help with Cloud Insights?
123456785011234567830 AbCdEfGhI12345678390zyxWVU
Technical Support: Sales:
Support activation is required to enable support with NetApp through web ticket or Open a Support Ticket | Phone Have quastions regarding your
phone. (P1) | Chat subscription?
Activate Support at register.netapp.com. Contact Sales.

Check this box to allow NetApp access to your instance of Cloud Insights.

Knowledge Base Documentation Center Communities Feedback

Search through the Cloud Insights Visit the Cloud Insights Join the Cloud Insights Community to We value your input. Your feedback
Knowledge Base to find helpful Documentation Center to find step by follow ongoing discussions or create a helps us improve Cloud Insights.
articles. step instructions to help you get the new one.

mast out of Cloud Insights.

Learning Center

Cloud Insights Course List: Cloud Education All-Access Pass: Course Catalog:

» Hybrid Cloud Resource Management Visitand subscribe the Cloud Education All- Browse the Learning Services Product Catalog to find all
s Cloud Insights Fundamentals Access Pass to get unlimited access to our best the courses that are relevant to you.

» Cloud Resource Management cloud learning resources.

* Cloud Secure

Proxy Settings

Need to setup proxy sxceptions? Click here to learn more.
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344458512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone.
Activate Support at register.netapp.com.

Check this box to allow NetApp access to your instance of Cloud Insights.

Existing Customer Registration

The fields marked with * are mandatory

First Mame®
Last Name”
Company”
Email Address®

Product Line” Cloud Insights v
Billing Provider * NetApp v

Cloud Insights Serial # * L] “5@ 05012235021303893918
MetApp Subscription Name * (] e.g. A-S0000100

Add another Serial #

4. QRI} HHMSHX| QFO M "Registration Submitted successfully(S2 M= 2! )" I|0|X|Z 0| SEtLICt. S20
A8 %= NSS SSO AEX} 0| St HEE O|H|Y A= H 2 O[LHO|| "Your product is now eligible for
support"2h= O|H| S &HA| ELICE.
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New Customer Registration

IMPORTANT: After submitting, a confirmation email will be sent to the email address filled-in the
form. Please click the validation link in that email to complete the reqgistration.

The fields marked with * are mandatory

First Name”®

Last Mame™

Company™
Email Addrass”™
Office Phone*

Address Line 1*
Address Line 2
Postal Code / City*

|
|
|
|
|
Alternate Phone |
|
|
|
|
|

State/Province / Country™ | - Select - v

MNetApp Reference SN |
If you currently own a Metdpp product, please provide the Serial Number
for that product here in order to speed-up the validation process

Product Line® Cloud Insights v

Billing Provider * MNetApp v

Cloud Insights Serial # * @ |e.g. 95012235021303893918 |

MWetfpp Subscription Name * @ |E-D- A-50000100 |
Add another Serial #

socuiy check | Bandno |
Fnter the rharartars shnwn in the imane tn verife vanr =

1. Data Infrastructure Insights _ 2(E) ®E 2tQICZ MEABILICE B3 -S—E.‘IP(NetApp = AWS)E MEfot
Data Infrastructure Insights AF2X} QIE{H[0|AS] =22y X| &l U 7S & Zot0] U HS 9 NetApp 715 0|2
= AWS 17 IDE HSSHAI2.
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Cloud Insights Support

MetApp Serial Number: MetApp Subscription Name:
95011122233344455512 A-000012345

Support activation is required to enable support with MetApp through chat, ticket or phone,
Activate Support at register.netapp.com.

Check this box to allow MetApp access to your instance of Cloud Insights.
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View Installed Systems
Selection Criteria
* Select: Serial Number (located on back of unit) 7 | Then, enter Value: Go!
Enter the entire value, or use asterisk (*) for wildcard searches. (Wildcard search does not apply to Serial Numbers)

Wildcard searches may take some time.
Enter the Cluster Serial Number value without dashes.

-0OR -

* Search Type Product Famlly (optlonai):
Serial Numbers for My Location v SAAS CLOUD INSIGHTS

City (optional): State/Province (optional):
US and Canada Only =

Postal Code (optional): Country (optlonal)
- Select One - ¥ Go!

L

Details

If you see any discrepancies or errors in the information shown below, please submit Feedback and be sure to include the serial nu
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Gathers ActveM( memrics

@h’%‘rwmq ActiveMQ Configuration

What Operating System or Platform Are You Using? Meed Help?

B Windows -

Select existing Agent Access Key or create a new one

Diefault (405fb5ec-ddeb-4404-977b-71fa931elad) - + Agent Access Key

*Plesze ensure that you have a Telegra® Azent in you envirgnment before configuring Show Insructons

Follow Configuration Steps Need Help

@ Copy the contents balow into a new conf file under the C\Program Files\telegrafitelegrafd), folder. For example,
copy the contents to the CA\Program Files\telegrafitelegraf dicloudinsights-activermag.conf file

Replace <IMNSERT_ACTIVEMO_ADDRESS> with the applicable ActiveMQ) server address. Please specify a real
machine addrass, and refrain from wsing a loopback address.

Replace <INSERT_ACTIVEMQ_PORT:> with the applicable ActiveMQ server HTTP part.

Replace <INSERT_ACTIVEMO USERMAME= and <INSERT_ACTIVEMOQ_PASSWORD= with the applicable
ActiveMG credentials.

Modify webadmin' if needed {if ActiveM3 server changes web admin roct path).

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

006 00 O

Fastart the Telzaraf service

He= M &2 £ JASLICEH "ActiveMQ EA1"
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fﬁ-\F‘F\CI-I = Apache Configuration

athers &pache metrics

What Operating System or Platform Are You Using? Need Help?

() Ubuntu & Cebian -
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps Need Help?

B. Ensure that the Apacha HTTP Server system you're going to gather metrics on has the 'mod_status' module
enabled and exposed. For details refer to the following docurmant

9 Copy the contents below into a nesw .conf file under the fetc/telegrafitelegraf df directory. For example. copy the
contents to the /etc/telegrafftelegraf d/cloudinsights-apache.conf file

Replace <INSERT_APACHE _ADDRESS> with the applicable Apache server address. Please specify a real machine
addrass. and refrain from using a loopback address

Replace <INSERT_APACHE_PORT= with the applicable Apache server port

Modify the fserver-status’ path in accordance to the Apache server configuration

Festart the Telegraf service

9@& @
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Apache®| HTTP Serverg Telegraf 22{ 19l tatus' 2=01| 2 ESLICE O] 7|S0| EdetxH
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Apache®| HTTP Server ™ 2.4.382 7|=2 2 740| WL ELICE.
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LoadModule status module modules/mod status.so
Include conf/extra/httpd-info.conf

EE0M A =&
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O o™

# Allow server status reports generated by mod status,
# with the URL of http://servername/server-status
<Location /server-status>

SetHandler server-status
</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

# information (ExtendedStatus On) or just basic information
(ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.

#
ExtendedStatus On

'mod_status' 2=0]| Cifet XtM|et X2 2 HXZSH AL "Apache A"
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@ Couchbase Couchbase Configuration

Gathers Couchbass meirics:

What Operating System or Platform Are You Using? Meed Help?

ER Windows v

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegrafd', folder. For exampie,
copy the comtents to the C\Program Files\telegrafitelegraf dhcloudinsights-couchbase conf file.

Replace <INSERT_USERMAME= and =INSERT_PASSWORD= with couchbase server account credentials.

Replace <INSERT_COUCHBASE_ADDRESS> with the applicable Couchbase address Please specify a real
machine address. and refrain from using a loopback address.

Replace <INSERT_COUCHBASE _PORT> with the applicable Couchbase port

Restart the Telegraf service

®© 0 00

MA
MHEE o|A A2 "Couchbase AEA "4 Q&L|CE.

WM L 7H2E

CHS 7HAI=E oS 7H2E 7t =& E LT
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@ Coucnop | SauchDE Configuraion
What Operating System or Platform Are You Using? Need Help?
&% RHEL & CentDSs )

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcitelegrafitelegraf d/cloudinsights-couchdb.conf file

Feplace <INSERT_COUCHDE_ADDRESS= with the applicable CouchDE address. Please specify a real machine
address. and refrain from using a loopback address

Replace <INSERT_COUCHDEB_PORT=with the applicable CouchDB port

Modify the URL if CouchDB monitoring is exposed at different path

Restart the Telegraf sarvice

® 00 O
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'#UDCer Docker Configuration

Gathers Docker metrics.

What Operating System or Platform Are You Using? Need Help?

%% RHEL & CentO5 ud

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-577b-71fa%31e1ad3) v + Agent Aocess Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring  Show Instructions

Follow Configuration Steps

Copy the contents below into a new .conf file under the /etc/telegrafitelegraf df directory. For exampie. copy the
contents to the /etc/telegrafitelegraf d/cloudinsights-docker.conf file.

Q Replace <INSERT_DOCKER_ENDPOINT= with the applicable Docker endpoint
g Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

e Rastart the Telegraf service

ME
Docker2 Telegraf 212 2211012 X|HEl UNIX 221 £= TCP XS E8l HEZIS £&gfL|Ct.
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sudo usermod -aG docker telegraf

ChE
oE

o

=0] podspecOl Ct22 FI7ILICE.

volumes:

- name: docker-sock
hostPath:

path:
type:

/var/run/docker.sock
File

O# Ch3 20| ChE S F7HeLC).

volumeMounts:

- name: docker-sock

mountPath: /var/run/docker.sock

Telegraf O|O|MEJ}I Kubernetes Pod LHOA Al ZFol AL A3US p
=832 /var/run/docker.sockd|l O+2ESI

Docker Unix 27
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= elasticsearch Elasticsearch Configuration
-_—

(Gathers Elasticsearch meirics

What Operating System or Platform Are You Using? Meed Help?

&) Ubunw & Debian v
Select existing Agent Access Key or create a new one
Default (405fb5ec-ddeh-4404-9770-71fa231e1 ad3) - + Agent Access Key
*Please ensure that you have a Telegra® Agent in you environment before configuring  Shosw Instructions

Follow Configuration Steps Nieed Help?

ﬁ Copy the contents below into a new conf file under the fetc/telegraftelegraf df directory. For example, copy the
contents to the /fetc/telegrafitelegrafd/cloudinsights-elasticsearch.conf file

ﬁ Peplace <INSEQT_ELASTICSEARCH _ADDRESS= with the applicable Elasticsearch address. Please specify a real
machine address. and refrain fromn using a loopback address

@ Replace <INSERT_ELASTICSEARCH_PORT= with the applicable Elasticsearch port

@ Postart the Telegraf zervice

MHEE= 0| M &S "Elasticsearch 2A{"4 & L|CH

WM L 7H2E

CHS 7HAI=E oS 7H2E 7t =& E LT
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Elasticsearch Cluster(Elasticsearch L@l Am|0|A S2{AE LE|PLE 0|2 E3{AE MEj
S AH)
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é Flink Configuration
Flink Gathers Flink metrics

What Operating System or Platform Are You Using? Meed Help?

R 'Windows
Select existing Agent Access Key or create a new one
Defaul {405f5ec-d4chb-4404-9770-71fa831e7ad3) v + Agent Access Key
*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructians

Follow Configuration Steps Need Help?

9 install Jolokia on vour Hlink JobManager(s) and Flink Task Manager(s). For details refer to the following

document

Copy the contents below into a new .conf file under the CA\Program Files\telegrafitelegraf d\ folder. For example
copy the contents to the C\Program Files\telegrafitelegraf d\cloudinsights-flink.conf file

Replace <INSERT_FLINK_JOBMAMAGER ADDRESS:- with the applicable Flink Job Manager address(es). Please
specify a real machine address, and refrain from using a loopback address

@. Heplace <INSERT_FLINK_TASKMANAGER _ADDRESS= with the applicable Flink Task Manager address|es). Please
specify a real machine address, and refrain from using a lcopback address

e Deplace <INSERT_JGLOKIA_PORT= with the applicable jolokia port
a Modify 'Namespace’ if needed for server disambiguation {to avoid name clashes)
@. Modify 'Cluster' if needed for Flink cluster designation

G. Destart the Telegraf service.

2ks

MA| Flink BHEZOH= CHS A Q47 TEHEIL|CH
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Hadoop Configuration

Gathers Hadoop metrics.

What Operating System or Platform Are You Using? Need Help?

& Ubuntu & Debian -

Select existing Agent Access Key or create a new one
Defauic (4050 5ec-ddcb-2404-8770-7 11583 1e1ad3) v |

-*Please enzure that you have a Telegraf Agent in you environment before configuring  Show Instructions
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Follow Configuration Steps Need Help?

Q nstall Jolokia on yvour Hadoop MameiMNode, Secondary MameMode, DataModels). ResourceManager,
NModeManager(s) and JobHistoryServer. For details refer to the following document

Copy the contents below into a new _conf file under the /etc/telegrafitelegraf df directory. For example, copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-hadoop.conf file.

6 Replace <INSERT_HADOOP_MAMENODE_ADDRESS= with the applicable Hadoop Namehode address. Please
specify a real machine address, and refrain from using a loopback address. Replace corresponding
<|NSERT_JOLOKIA_PORT> with the NamaNode's assigned Jolokia port.

@ Replace <INSERT_HADOCOP_SECOMDARYMNAMENOCDE_ADDRESS= with the applicable Hadoop Secondary
NameMNode address. Please specify a real machine address. and refrain from using a lcopback address. Replace
corresponding <INSERT_JOLOKLA PORT- with the Secondary MameMNode's assigned Jolokia port

Replace =INSERT_HADOOP_DATANODE_ADDRESS> with the applicable Hadoop DataMNode addrass{es] Please
specify a real machine address, and refrain from using a loopback address. Replace correspoending
=INSERT_JOLOKIA_ PORT=> with the DataMode's assigned Jolokia port

@ Replace <INSERT_HADOOP_RESOURCEMANAGER_ADDRESS= with the applicable Hadoop RescurceManager
gddress. Please speacify a real machine address, and refrain from using a loopback address. Replace
corrasponding <INSERT_JOLOKI|A_PORT=with the ResourceManager's assigned Jolokia port

9 Replace <INSERT_HADOOP MNODEMANAGER ADDRESS> with the applicable Hadoop MNodeManager
addressi{es). Please specify a real machine address, and refrain from using a loopback address. Replace
commasponding <INSERT_JOLOKLA. PORT=with the NocdeManager's assigned Jolokia port

0 Beplace <INSERT_HADCOP_JOBHISTORYSERVER_ADDRESS> with the applicable Hacdleop Job History Server
address. Please specify a real machineg address, and refrain from using a loopback address. Replace
corresponding <INSERT_JOLOKIA_PORT=with the Job History Server's assigned Jolokia port

Q Modify '"Namespace' if needed for server disambiguation (to avoid nama clashes)
@ Modify 'Cluster if needed for Hadoop cluster designation.

@ Restart the Telegraf service.

P
MM Hadoop #+&0|= CHe 4 @471 ZeEL|CH

* NameNode: HDFS(Hadoop Distributed File System) 2% A|ARIQLICtH Y| DataNodeE E=™RILICE
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* NodeManager: ZFE Z|AAE

* JobHistoryServer: 2& &) LHY 2 @XM ALt

Hadoop £2{1212 Telegraf®| Jolokia E2{1212 7|9tO 2 BfLICt. 2E Hadoop 4 240N HEE &=
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otz X|Z M= CHR2Z =3t jar IHY (jolokia-jvm-1.6.0-agent.jar)0| /opt/hADOOP/lib/' I X|0| QAT ZPEEHL|CE,

NameNode®!L|C}

Jolokia APIE - &3}=% NameNodeE F#85t2{™ <Hadoop_HOME>/etc/Hadoop/Hadoop-env.shOf| A CS S

S 4 ABLICE

export HADOOP_NAMENODE_OPTS="$HADOOP_NAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7800,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8000

-Dcom. sun.management . jmxremote.ssl=false
-Dcom.sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8000 above) and Jolokia (7800).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

Secondary NameNode®!L|C}

HZE NameNodeE 7143510 Jolokia APIE EA|SI2{™ <Hadoop HOME>/etc/Hadoop/Hadoop-env.shOl| A CtS 2

gy 4 YL,
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export HADOOP_SECONDARYNAMENODE_OPTS="$HADOOP_SECONDARYNAMENODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7802,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8002

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8002 above) and Jolokia (7802).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

DataNode £ MEHBIL|C}

Jolokia APIE - £} E DataNodesE 745t2{H <Hadoop HOME>/etc/Hadoop/Hadoop-env.shOi|A| CtS S

S 4 ABLIC

export HADOOP_DATANODE_OPTS="$HADOOP_DATANODE_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7801,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8001

-Dcom. sun.management. jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8001 above) and Jolokia (7801).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.

ResourceManager = 22!8tL|Ct

ResourceManagers T415t0{ Jolokia APIE - £5t2{™ <Hadoop_HOME>/etc/Hadoop/Hadoop-env.shoi| A

Ch2s 28 = ASLIC

143



export YARN_RESOURCEMANAGER_OPTS="$YARN_RESOURCEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7803,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8003

-Dcom. sun.management . jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=$HADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8003 above) and Jolokia (7803).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-
Dcom.sun.management.jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

NodeManagerS £ZESHAUA| QR

NodeManagers”} Jolokia APIE &3t 5& 7452 <Hadoop_ HOME>/etc/Hadoop/Hadoop-env.shoi| A

LS 48 = ASLIL

export YARN_NODEMANAGER_OPTS="$YARN_NODEMANAGER_OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7804,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management . jmxremote.port=8004

-Dcom. sun.management. jmxremote.ssl=false

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8004 above) and Jolokia (7804).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to
authenticate. Use at your own risk.

JobHistoryServerS & XHAA|Q

JobHistoryServer?} Jolokia APIE EA|SIES 74512{™ <Hadoop_Home>/etc/Hadoop/Hadoop-env.sh0i| Af

ChE2s 28 = ASLIC.
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export HADOOP JOB HISTORYSERVER OPTS="SHADOOP JOB HISTORYSERVER OPTS
-javaagent:/opt/hadoop/lib/jolokia-jvm-1.6.0
-agent.jar=port=7805,host=0.0.0.0 -Dcom.sun.management.jmxremote

-Dcom. sun.management. jmxremote.port=8005

-Dcom. sun.management . jmxremote.password. file=SHADOOP HOME/conf/jmxremote.p
assword"

You can choose a different port for JMX (8005 above) and Jolokia (7805).
If you have an internal IP to lock Jolokia onto you can replace the "catch
all" 0.0.0.0 by your own IP. Notice this IP needs to be accessible from
the telegraf plugin. You can use the option '-

Dcom.sun.management. jmxremote.authenticate=false' if you don't want to

authenticate. Use at your own risk.
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CHZ ZHAI2t sl 7H2E 7F =T E LI
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5 4 APROXY HAProxy Configuration
'.-._:-,." =3

Gathers HAProxy metrics.

What Operating System or Platform Are You Using? ced Help?
& Ubuncu & Debian o
Select existing Agent Access Key or create a new one
Default (405f05ec-ddeh-4404-977b-71fa%31e1ad3) w + Agent Access Key
*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions
Follow Configuration Steps Need Help?

9 Ensure that the HAPraxy system you're going to gather metrics on has 'stats enable’ opticn. For details refer to
the following document

e Copy the contents below into a new conf file undar the fetc/telegrafitelearaf d/ directony. For example, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-haproxy.conf file.

@ Replace <INSERT_HAPROXY_ADDRESS> with the applicable HAProxy server address. Please specify a real
machine addrass, and refrain from using a loopback address.

@ Replace <INSERT_HAPROXY_ PORT=with the applicable HAPTroxy server port.

@ Modify the haproxy?stats’ path in accordance to the HAProxy server configuration

@ Modify "‘username’ and ‘password’ in accordance to the HAProxy server configuration (if credentials are reguired)
.ﬁ Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

a Restart the Telegraf service

2%

Telegrafe| HAProxy 2211212 HAProxy S4| X0l 2| =gfL|Ct. o] 82 HAProxyd| LHZ=|0f X2t 7|2
H2EX|= ELICEH HAProxyS EA3HstH HetR KoM & 4= A= HTML 2H0| = E5[7Lt 2= HAProxy
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4o HEE FE5t7| 2ol 23 E LT

o

St

ot

HAProxy & 1.1.9.40] 2t 70| L=} SL|CH

AE'UC-I
E7E g dststa{™ XM AF2XE/Y S 8l/EE= havproxy URLE AFR3I0] haproxy 714 IS MEISHD 'defaults'
MM S0 CHS 2 FIISHUAI2L.

stats enable
stats auth myuser:mypassword
stats uri /haproxy?stats

— - =

CtE2 87 7|50l 28 & Zheter 714 ohed ol LIt

global
daemon

maxconn 256

defaults
mode http
stats enable
stats uri /haproxy?stats
stats auth myuser:mypassword
timeout connect 5000ms
timeout client 50000ms

timeout server 50000ms

frontend http-in
bind *:80
default backend servers

frontend http-in9%080
bind *:9080
default backend servers 2

backend servers
server serverl 10.128.0.55:8080 check ssl verify none

server server2 10.128.0.56:8080 check ssl verify none
backend servers 2

server server3 10.128.0.57:8080 check ssl verify none
server serverd4d 10.128.0.58:8080 check ssl verify none
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Java Configuration

P =2 I avd Gathers VM metrics.
What Operating System or Platform Are You Using? Need Help?
#% RHEL & CentO5 -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddoh-4404-8770-71fa831e1sd3) » + Agent Access Hey
*Pleaza ensure that you have a Telegra® Agent in you envirgnment before configuring Show Instructions

Follow Configuration Steps Meed Help?

ﬂ Install Jolokia on your IWMs. For details refer to the following document

a Copy the contents below into & new .conf file under the fatc/telegrafitelegraf d/ directory. For example. copy the
contents to the /etc/telegrafitelegraf dicloudinsights-jem.conf file

Replace <INSERT_IWM_ADDRESS= with the applicable JVM address. Please specify a2 real machine address, and
refrain from using a loopback addrass

Replace <INSERT _JOLOKIA PORT>with the applicable VM jolokia port

Modify ‘Namespace' if needed for server disambiguation (o avoid name clashes)

Reastart the Telegraf service

© 00 O

43
HE= oM HE "JvM 2 A" JSLICE

WA B 72 E

CHS 7HAI=E oiE 7+H2E 7t =& E LT
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% kafka Kafka Configuration

Fratmre. Mafle s st e
Lathers Kafka memics

What Operating System or Platform Are You Using? Need Help?

ER Windows v
Select existing Agent Access Key or create a new one
Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) -
*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Install Jolokia on your Kafka brokers. For details refaer to the following document

@ Copy the contents below into a new conf file under the C\Program Filesitelegrafitelegraf d', folder. For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-kafka.conf file.

@ Replace <INSERT _KAFKA BROKER_ADDRESS= with the applicable Kafka broker address. Pleasse specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_JIOLOKIA_PORT= with the applicable Kafka broker jolokia port
@ Modify "Namespace' if needed for server disambiguation (o avoid name clashes)
@ Modify "Cluster if needed for Kafka cluster designation

.ﬁ Restart the Telegraf service

2%

Kafka Z211212 Telegrafe| Jolokia 211212 7|2 BiL|Ct 2 E Kafka EEHERE HEE +Tl{0f ot=
QT AFgtn 20| IMXE E27|0tE Solf RE 714 240 tish 714 X = EE(|0{0F RL|C.
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0x

st
Kafka H{7F 0.11.0.20 2t 7140] JHR | ASLICH.
Y SYLIct

of2iel 2= XIE2 Kafka EX| YIX|7} Jopt/Kafka'et 2 ZHERILICE AX| 9IX[S HFSI=F of2fl X|HS =HE &
AL,

Z27|0t Of0|HE 87|

Jolokia Of|O|HE jar It 0| AO0{0F 8= "CH2ZEE[UASLICHHHUYLICE Al tiy HE2 Z227(0f 0j0[HE
1.6.00|ASLIC.

of2l X|&lof| M= CHRZE 3t jar IH (jolokia-jvm-1.6.0-agent.jar)0| Jopt/Kafka/libs/* I X|0fl Tt 7FEStL|CE,

Kafka Brokers?2]

Kafka BrokersZ| Jolokia APIE ARSI E LM 5t2{H 'Kafka-run-class.sh' & HIZ 9|
<Kafka_home>/bin/Kafka-server-start.shOll A Ct2S =71& 4 U&LILCE.

export JMX PORT=9999

export RMI HOSTNAME= hostname -I°

export KAFKA JMX OPTS="-javaagent:/opt/kafka/libs/jolokia-jvm-1.6.0-
agent.jar=port=8778,host=0.0.0.0
-Dcom.sun.management . jmxremote.password.file=/opt/kafka/config/jmxremote.p
assword -Dcom.sun.management.jmxremote.ssl=false
-Djava.rmi.server.hostname=SRMI HOSTNAME

-Dcom. sun.management . jmxremote.rmi.port=5JMX PORT"

9| 0fl= 'hostname -I'S AtE3t0{ 'RMI_HOSTNAME' 2t 5 HAF5H= AULICE o] IP A|AE0A RMI
20 2y A= IPE =TI flol o] 2F 2 HEFHOF &LCt.

e do

JMX (2l 9999) A Jolokia(8778)01| CHaH CHE LEE MEiS &~ QIGL|CH E27|0tE &17| I8 LR IP7t /s B2
"= FHX|"0.0.0.02 KtAIQ| IPE CHAE 4= JAELICE O] IP= Telegraf S22 Q10 A HMAZ o~ QUO{OF BFLICE.
Q152 IStX| b= AL -Dcom.sun.management.jmxremote.authenticate=false' M2 AI2g = JYSLICH
*f%oﬂ 2= S ALK fEgL|CE

WA B 72 E

CHS 7HAI=E oS FH2E 7t =& E LT

QuxE AR} Ex:
Kafka EE27 S0 AEH HYALO|A EE27 LEO|E LE IPYL|C}

=Hl siZ

=7t 2= HOIX|oM &S 4 "X[E"UASLICE
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2250 XA S EL|CH0|[HE HX|".
2|5t0] A Agent HAM[A

3. 0| Hlo|E =& 7|of| ArEE Agent Access 9I% MEHSHLICE, Agent HMA | *HES 2
= Z0) T CHE Of[0|HE HMA

7|1E F71e = UELICH 2 A2 OS/ZHZLEZ HIo|H £T7|E 1535
7|12 AHESIHAIR.

4. 7 B0l w2t HolE &7 FEELICH XIE2 CIoE =Tl Agdt= 2 MA = SHEQ K|
2t CHELIC.
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; kibana Kibana Configuration

Gathers Kibana memics.

What Operating System or Platform Are You Using? Need Help?

§ Ubunw & Debian -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddeb-4404-977b-T1fa231e15d3) - + Agent Access Key

*Pleaze ensure that you have a Telegra® Agent in you environment before configuring  Show Instructions

il
m
o
1
(11}
[=]

Follow Configuration Steps

@ Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etcftelegrafitelegrafdicloudinsights-kibana conf file

Replace <INSERT_KIBANA_ADDRESS= with the applicable Kibana server address. Please specify a real machine
address. and refrain from using a loopback address

@. Paplace <INSERT_KIBANA_PORT=with the applicable Kibana server port

RPaplace 'usermame’ and 'password’ with the applicable Kibana server authentication credantials as needad. and
uncomment the lines

g Modify "Namespace' if needed for server disambiguation (to avoid name clashes)

@ Restart the Telegraf service

=k
HE= oM RS "Kibana &E A" UELICL

WA S 7H2E

CH2 JHAIt sliE 7H2E 7t = E LI

157


https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html
https://www.elastic.co/guide/index.html

QHHNE; AlEXL EM: IO Q4
L=

7|HbLt HIQATO|A F4 LCIPEOIE T MEl SAl E4 & 2o & A&
XY o8 SE ARMER
SE AlZE 2T 7tS AlZt

=7t 2= HO|X|oM &S 5 "X "UASLICE

Kubernetes Monitoring Operator & X| 5! 74

Data Infrastructure Insights= Kubernetes ZaIM& |2t * Kubernetes Monitoring Operator
* £ HM|l&8tL|Ct. Kubernetes > Collectors > + Kubernetes Collector * 2 0| 55}10] Aj

HAXIE L=gLICL.
Kubernetes Monitoring OperatorS A x|st7| Fof|

"2 4 24"Kubernetes Monitoring OperatorE AX| = 20| =35t7| Hof| AHME BZSHYA|L.
Kubernetes ZL|E{ 2 Xt MX|

kubernetes Deploy NetApp Monitoring Operator

Kubernetes Quickly install and configure a Kubemetes Qperator to send cluster information to Cloud Insights.

Select existing AP| Access Token or create a new one

KEY2024 (,..owENdM) v =+ API Access Token Production Best Practices i@

Installation Instructions Mesd Help?

Flease review the pre-requisites for installing the NetApp Kubernetes Monitoring Operator.
To update an existing operator installation please follow thess steps.

Define Kubernetes cluster name and namespace
Provide the Kubernetes cluster name and specify a namespace for deploying the monitoring compenents.

Cluster Mamespace

clustername netapp-monitoring
o Download the operator YAML files

Execute the following download command in 3 bash prompt.

This snippet includes o unique access key that is valid for 24 hours.
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o Optional: Upload the operator images to your private repository

By default, the operator pulls container images from the Cloud Insights repository. To use a private repository, download the required images
using the Image Pull command. Then upload them to your private repository maintaining the same tags and directory structure,

Finally, update the image paths in operator-deployment.yaml and the docker repository settings in operator-config.yaml.

For more information review the documentation.

This password is valid for 24 hours.

o Optional: Review available configuration options

Configure custom options such as proxy and private repository settings. Review the instructions and available options,

o Deploy the operator (create new or upgrade existing)

Execute the kubect! snippet to apply the following operator YAML files.
* operator-setup.yaml - Create the cperator's dependencies.
operator-secrets.yaml - Create secrets holding your AP key.

s operator-deploymentyaml, cperator-cryvaml - Deploy the NetApp Kubernetes Monitering Operator.
+ operator-config.yaml - Apply the configuration settings if not already present.

After deploying the operator, delete or securely store operator-secrets.yaml.

KubernetesOl| Kubernetes Monitoring Operator 0f|0| M EE MX|st= EHA:

=
1. 1Rt 22{AH 0|5 8l H|YAL0|AE =BILICE 0| Kubernetes 2FXIS| AL ¢ 12(0|= S5st
Z2{AH 0|21} HUAH|O|AE AMZTLILCE
2. 0l2{3t LHES YUHSIH CIREE HH AL|EIZS SEECE| SAFE £ JSLICL
3. ALIHE bash_window| 20 ‘@11 MEHBIL|Ct 2IH|0|E MX| TtU0| CHRZEEIL|CE ALHo|= T1R%t
7|7t QIO 2447t SOt QB 3*L-|Ef

4. NEXFXIF EE Jel 2EXE2|7} s AR MM 0[0|X| B ALIMES HARIO] _bash_shellofl £0f ¥
AT O[D[XIS 7R 2 el HEA0) SARILICH SAst 1 % B0 2EE RAIB10} SLICE

— = 1T

operator-deployment.YAML_2| ZZ2} operator-config.YAML_2| Docker 2|ZX|E2| ¥H S ACH|0|ERL|CS

O MRt F@ IEA E=JHel 2| EX| 22 BFa 22 AM8 75t 74 S8 S HERLICE of et XME Li8S

Ho—= O
g_lo A ||__I_]_A-| 2A:|ll0|AL|E|_

6. ZH|7} =|H kubeck Apply 2L|ZE SASI D CH22E0t CHE AW

(o]

td Operator £ H{ZgfL|C},
7. MRt XAt 2 TIHELICH 2tEE|H Next THEE S=lgfLC.

8. MX|7t A=EE[H Next T35 S=IBILICH Bt _operator-H| 2. YAML_II U S AK[SHHLE QHHSHA| HESHYAIL.
LEANE AE%tE 3@ HEE ZEAE #80t= SYLICIASLIM.

MEX X 2| ZX| 227t A= FR FEE AMEA XE/Z 208 Docker ME 2 AHEAHSFLICE
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Kubernetes ZL|E{Z! 1M Q4

Data Infrastructure Insights Kubernetes Monitoring2 Ul 7tX| 2L|E{E 14 @A 2 O|F{H UELICH.

+ ojlE 2 (M Ar@)
- B EN(SN)

2ol M 1M 4= Z Kubernetes Collector0f| CHalf 7|2 X O 2 2tM3HE[0] YSLICH EF &[0 4 247t
LQsHK| QCtn AXTH AL * Kubernetes > Collectors * £ 0|58t 3 3tH QEZ 0| £E!7|9| "M| 7HX| H" 0|0l A
_Modify Deployment_E MENSIO] H| &t dstet = JASL|CH

NetApp / Observability / Collectors

Data Collectors Acquisition Units O <] Kubernetes Collectors

Kubernetes Collectors (13) View Upgrade/Delete Documentation [ T Filter...
Cluster Name T Status Operator Version Network Performance and Change Analysis
Map
au-pod A Outdated @ 1.1540.0 @ 13470 @ 11620
jks-troublemaker Latest 1.1579.0 N/A 1.201.0 B
oom-test A Outdated © 1.1555.0 N/A (i ] l.@ Modiviieplovnent
StHOl|l= 2t 7 Q49| oIl HEf7I BAIE|H HRot Z2 ST Collectorol| CHet 74 @AE H|ZMotStALE
grdate = JSLICH
&) kubernetes .
© Modify Deployment
Kubernetes
Cluster Information
Kubernetes Cluster Network Performance and Map Event Logs Change Analysis
ci-demo-01 Enabled - Online Enabled - Online Enabled - Online
Deployment Options Need Help?

Network Performance and Map
Event Logs

Change Analysis

Cancel

%|4l Kubernetes Monitoring Operator= 21 12{|0| ESIMA|2

7|& 2Lt 2 AgentConflguratlonOI ZExHst=X| ol |CHUH| LA 0|A Tt DEFAULT _NetApp-
MONITORING_O| Otl 2 Sl L QAW O|AS CHA[EHLICEH.
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kubectl -n netapp-monitoring get agentconfiguration netapp-monitoring-

configuration
L o
| = 7=|_'_:

AgentConfigurationO| /U
* AXA[LCH7]E 22| 0|E{of Chet 2[4l @IHz|0|E

° 2[4 ZIH[O]A O|0[X[E 7IM 2= SYULICIAEAL XE 2| ZX|E2|E AEdt A=K 2l T}

AgentConfigurationO| 8= 22

* ClIOJEf Izt QIAOIE 01|*1 QIAlE S2AE 0|FS 7I=RLICHUHIJIAH O] AT} 7|2 NetApp-monitoringO| OF:!
B2 oS HIYAH 0| A CHA).

kubectl -n netapp-monitoring get agent -o
jsonpath='{.items[0] .spec.cluster-name}'
* J|E 2EXe WS MAeL|CH(HQJATO|ATL T2 Netapp ZLIEZO| Ot H XA

- o ocood

HQAHO|AS CHA)

kubectl -n netapp-monitoring get agent -o yaml > agent backup.yaml
* <<to-remove-the-kubernetes-monitoring-operator, 88Xl XH>> 7|& 22m2{0|E
* <<installing-the-kubernetes-monitoring-operator, &X[SL|Ct>> XA HAXE,

2{AE O|F S AERLILY.

st 2
|4 2FXt YAML Y S CHREESH = HiZESHY| T0f| agent_backup. YAMLOIA ZAE RE ALEXL HO|E
Ct2 2 =3t operator-config. YAMLO]| O AISHAA| Q.

ZiE[0|LH O|0|X[E 7t 2= ZYULICIAFEXL X H 2|EX|EE|E AHEst JY=X| &kelgtL|Ct.
Kubernetes D L|E{Z! @I{3|0|E{ SX| & A|ZE

Kubernetes ZL|E& 2FXIE SX[6I2H CIS 2 MEMA L.

kubectl -n netapp-monitoring scale deploy monitoring-operator

--replicas=0
Kubernetes ZEL|EHZ 2LEXIE A|ESIEHH CHS

jo

E=PSINI=

kubectl -n netapp-monitoring scale deploy monitoring-operator --replicas=1

HMA S

Kubernetes Monitoring OperatorS |7 &tL|Ct

Kubernetes Monitoring Operator®| 7|2 U AH[O| A= "netapp-monitoring"LICH 1R WY AT O|AE HXTt



B2 ol2{et HYAmo|A Bl RE 4 T 5 OhU 2 CHA[HL|CE

ChE Y E A8t ZLIEE ALXtel =

A A

fjo
=
X
ot

T AL

kubectl -n <NAMESPACE> delete agent -1 installed-by=nkmo-<NAMESPACE>
kubectl -n <NAMESPACE> delete
clusterrole,clusterrolebinding, crd, svc,deploy, role, rolebinding, secret, sa
-1 installed-by=nkmo-<NAMESPACE>

SLUEE 2RI A M E HIJAH O] A0 BZEE H2 HIYAHO|AS AL

kubectl delete ns <NAMESPACE>
AN oHm HFHo| "2AAE ME £+ USrS HESHH OfE XA w2t ZLEE HAXte| o™
HHEES H|AgL|CE.

CH2 BYE =AMtiZ AABLICH oIz 2X|of w2t o[2{st BB & ER= 7HHIE &S + 8IS HIAIXIE et =+
ASLICE. O[2{¢t HIA[X[= FAISH = E LT,

kubectl -n <NAMESPACE> delete agent agent-monitoring-netapp

kubectl delete crd agents.monitoring.netapp.com

kubectl -n <NAMESPACE> delete role agent-leader-election-role

kubectl delete clusterrole agent-manager-role agent-proxy-role agent-
metrics-reader <NAMESPACE>-agent-manager-role <NAMESPACE>-agent-proxy-role
<NAMESPACE>-cluster-role-privileged

kubectl delete clusterrolebinding agent-manager-rolebinding agent-proxy-
rolebinding agent-cluster-admin-rolebinding <NAMESPACE>-agent-manager-
rolebinding <NAMESPACE>-agent-proxy-rolebinding <NAMESPACE>-cluster-role-
binding-privileged

kubectl delete <NAMESPACE>-psp-nkmo

kubectl delete ns <NAMESPACE>

HOL HEIAE H|QF X710| O|F0|| MAE HO-

- -1 O O -

kubectl delete scc telegraf-hostaccess

Kube-state-metrics H=

NetApp Kubernetes Monitoring Operator= CHE QAR ARl ZES T|5t7| 2[sf 1
MX|SHLI|C}.
= =

ot kube-state-metricsS

30

Kube-State-MetricsOi| CHSt X[M[SH LHE2 £ 0| H|O| X|"&t =S A| L.
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LI OE FH/IAEA X|F

Of MM M= 2B FHE AEXAE X FSHAHL, ZEA S ALE0HALE, AEA X|E = 72! Docker 2| ZX|E2|S
AE3StALE, OpenshiftE AtEsHs # O tigt YEE S LI

28 34

1% YUMo 2 £H 2l MHE  AgentConfiguration_custom 2| AANM AME 4= QUEL|CH SEXHE HHESH |
Mol _operator-config.YAML_fileg M50 O] 2|AAE MEE £ QUEL|CH 0] I
ZOE|O] QELICE £ & HEQ| HAMK= o SES AL JHsoh AE"HERSHAIR

CHE Y S ALES0] AMKLE BiESE 20f| 0] 2[AA S AT == ASLIC

kubectl -n netapp-monitoring edit AgentConfiguration
HIZE HHO| RAXIIL AgentConfiguration® XIASH=X| 2QlsE{H CIE HHS HAHSLICE.

kubectl get crd agentconfigurations.monitoring.netapp.com
"MNHUM 2B M (NotFound) " HIAIX|IZl EAElE HS AgentConfigurationsD AME6I2{H
HX HAUXE 0| =30k BFLICE.

T2 XHE Fd5t= SYLLIH

Kubernetes Monitoring OperatorE AX|5t7| /s HHEN| M TEAE AL & U= F /K|7F }ASLICE 0|24t

ANAR2 SLOIAHLE BEo| TEA| A|A-Y & ASLICE

* X ZE AL|EIZ MESHE SOt("curl" AHE) TEA|E A0 ALITIO| AHE[= A|ARIE Data
Infrastructure Insights 2tZ0f| 1 ZsH0F BrL|Ct

* Data Infrastructure Insights 2t 3t EAISH= O 2R3 TEAQILIC
0| Z oLt FF= & D0 TEAE A= AL Kubernetes 2 ZLIEIE MX|st2{H HA T EA|7t Data
Infrastructure Insights 2tZ21t S4Igh &= YT E FMEJE=X| &Qlsiof FL|CH TEAZF JD 2FXE HX|SHHE=
MHE/VMO|X Data Infrastructure InsightsOll HMAS = U= B TEA|JLHIHE LM E DAY = ASLCH
Kubernetes 2% ZLIEE AX|5t= O] AEEl= TEAIQ B2 OperatorE M X|5t7| o
_http_proxy/https_proxy_environment H+E AESLICH Y2 TEA| 2HH0|M= _no_proxy &8 _HSE
MHSOF & = JASLILCE.

H~2 MHSHZH Kubernetes Monitoring OperatorE A X[S1H7| * Mol * A|ARINAM CHS HAIE SN L.

1. S AL XH0f| LSt https_proxy _and/or_http_proxy_environment 45 MA STt

a. 2% S ZEA0f AS(AEXt 0|F/2=2)0| GloH LIS FHES AL,

export https proxy=<proxy server>:<proxy port>
28 32 ZEA0 AF (MEX 0|F/Y¥=2) 0] /A= % O IS AL
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export
http proxy=<proxy username>:<proxy password>@<proxy server>:<proxy po
rt>

Kubernetes 22{AE{7} Data Infrastructure Insights 2t2 1t E4ISH= O] ALE[= ZEAIQ AR 0| 2E X|HE 22
S Kubernetes Monitoring OperatorS A X|&fL|Ct,

Kubernetes 2 L|E{Z! HAXIE HHILS}EY| FOf| operator-config.yamlt| Al AgentConfiguration2] TEA| MM S
AT

agent:

proxy:
server: <server for proxy>
port: <port for proxy>
username: <username for proxy>
password: <password for proxy>

# In the noproxy section, enter a comma-separated list of

# IP addresses and/or resolvable hostnames that should bypass
# the proxy

noproxy: <comma separated list>

isTelegrafProxyEnabled: true

isFluentbitProxyEnabled: <true or false> # true if Events Log enabled

isCollectorsProxyEnabled: <true or false> # true if Network
Performance and Map enabled

isAuProxyEnabled: <true or false> # true if AU enabled

AEXXE = Z210[Hl Docker XMZEA AE

7|2X o2 Kubernetes Monitoring Operator= Data Infrastructure Insights X & 20{| A ZiE{|0[L{ O|O|X|E
7tMZLICt Kubernetes 2HAE S ZL|EE {4 Q= A%t W e 22 AE 7L AFEXL X = Z2tol8l
Docker M& 4 = ZIE|0| HX|AEZ|0f| M ZIE|0[L O[0|X|2S 7IMEE & H2, Kubernetes Monitoring
Operator?t ERot ZIE|0|L0]| CHet HM|A S 1-43H{0F LTt

NetApp ZL|E{Z 2mH2{|0|E AX| EtZ0f|A "0|0|X| & AL|Z"S MATILICt 0| HAHEE Data Infrastructure Insights
XMEA0 230lst 2FXte| 2 E O|0|X| B35S 712 LIS Data Infrastructure Insights & & 201 Af
Z0H2ELICE HIAIX| 7} HEAE|H HSE 2| XX ER| YA = E LHSILIC 0] HHEE2 M 7|5 EHHY
QI|0|E{ 7} AtESt= EE O|0|X|E CHR2EESLICE o|2{et 0|0|X|7t AL E|= 7|52 OfE HESHYAIL.

M 2FXL 7|5 Y Kubernetes 2 L|E{E

* NetApp - ZL|E{Z
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* ci-kube-RBAC-ZEA|
* Cl- KSMS EZESHMAI
* Cl-4g|aetx

* distroless-root-user.(A2| §i= FE AI2X}
O|HIE 21

- CI BRAE H|E

=T o= H=

* ci-cubernetes-event-exporterS 2|0|&tL|C}
HEQZ d5 % H
* CI-NET-ZH& X}

2| At MAof 2t 2F Docker O|O|X|E Z2t0|8I/2Z/AME{Z 20| = Docker MEAE U0 EELICH 2|ZX|E2[0f
U= o|2{$t o|O|X|of CHSH O|O|X| Ef2 2} C|2E{2] ZZ7} Data Infrastructure Insights 2| ZX|E 2|0 Q= 00| X|2}
LX|SH=X| 2tolgtL|Ct,

G EHEOA 2LER - 2} HIEZE WELLICHL YAMLE HMESID 2= 0|0X| HEE +=H3t0] 712! Docker
1%**5 AMESHIAIL.

image: <docker repo of the enterprise/corp docker repo>/ci-kube-rbac-
proxy:<ci-kube-rbac-proxy version>
image: <docker repo of the enterprise/corp docker repo>/netapp-

monitoring:<version>

operator-config.yAMLOlIX| AgentConfigurationg &5t MZ& Docker MZ& A 2[X|E BHHSHMA|2. 7l
2| X|E2|0f CHEE A |magePuIISecret§ TLSLICEH XtMISE LH2 2 https://kubernetes.io/docs/tasks/configure-pod-
container/pull-image-private-registry/ X5t Al 2

agent:

# An optional docker registry where you want docker images to be pulled
from as compared to CI's docker registry

# Please see documentation link here:
xref:{relative path}task config telegraf agent k8s.html#using-a-custom-or-
private-docker-repository

dockerRepo: your.docker.repo/long/path/to/test

# Optional: A docker image pull secret that maybe needed for your
private docker registry

dockerImagePullSecret: docker-secret-name

OpenShift X| %!

OpenShift 4.6 0| &0l|A 2l S92 AL operator-config.yAML_O0f|A] AgentConfigurationS ™ Z! 50
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_Privileged_setting2 &4 3ts{of grL|Ct,

# Set runPrivileged to true SELinux is enabled on your kubernetes nodes
runPrivileged: true

rr

OpenShift= Y& Kubernetes 74 240 CHot HNAE Xt £~ = +F =2 o2 7o £+ JUSLICL

S A HES = + ASFLILH

NetApp-Cl-Telegraf-DS_,netapp-ci-fluent-bit-DS %! _netapp-ci-net-observer-L4-DS_DemetsE ZE =0 A
CIOIEE SHIEH| £Hst7| 2l 22{AE Q| ZE 20| PodE G| 2ciof ELICH R28XH= & LTl B~ HES
AY = JEE FHE[JUSLICH 20| AR} XE HIAEE #8510 & L E0j|M Pod7t AHE(X| S E A0t
42, e HIQIEO| Cigh * E2{2|0|M * S WM = JUSLICHHEH 714 of|M". 2AHS BE 0| ALEX}
XY EES M8 22 2B EEE 0f|of 3! A3t & JEE 2R 750 HRo S8 Xtz F713({0F ZL|Ct.

KubernetesOi| CHSH "2 &1 LHCFR!L|CHXEM|S] LOEMAIL,
2 E0IULICt "* NetApp Kubernetes 2 L|E{2! QI{|0|E{ MX| * I{|0| X|"
|20l CHot & ArE

Kubernetes ZL|E{& 27t 2AH MAHQ| HEE 2 & U= Ao MAHSHAH AX[SH7| Mol _operator-
setup.yaml_file Ol A CtZ 2| AAE AMH|SHYA| 2.

ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-clusterrolebinding

P 0|=Ql B SHAEOM 2[AAE ARIELICEH

kubectl delete ClusterRole/netapp-ci-<namespace>-agent-secret-clusterrole
kubectl delete ClusterRoleBinding/netapp-ci-<namespace>-agent-secret-
clusterrolebinding

HA 2M0| 2MstEl AL AgentConfiguration_or_operator-config.yaml_ S $=X38t0] HZA 2a| MMo| =M E
sHA|St HA 22| MM ofziol| _kindsTolgnoreFromWatch: "H|2™ £ ZESHA|ZIL|Ct. O] EO|M X2 SELQ}
2 E| =X 5! K| E gfelgfL|ct.
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# change-management:

# # A comma separated list of kinds to ignore from watching from the
default set of kinds watched by the collector

# # Each kind will have to be prefixed by its apigroup

# # Example: '"networking.k8s.io.networkpolicies,batch.jobs",
"authorization.k8s.io.subjectaccessreviews"'

kindsToIgnoreFromWatch: '"secrets"'

Kubernetes ZL|E{2 2FX} O|0|X| AMH =tol

= -

EXtol ofn| x| 2 HfZzot 2= 2t O|0|X[= NetAppofl 2o MBEILICE. Cosign =& AHESHO| EX|5H7| Fof|
O||3||7(|§ TS E 2QI5tHLt Kubernetes 52! ZIEEZE 7 o= ASLILE Mgt LHE2 & "Kubernetes A
"HESHHAIL.

71= M= Abeh: 2R O[0[X[E A MEAM YZESHAIL. > 0[0fX|
o
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1. Image Pull Snippet(0|0|X| 7} 27| AL|TH)S SAFSIo] AdistL|Ct
2. HIAIX|Z} LIEHLHH 2| EXE2| S E SAtsto] YdtL|ct
3. 0|O|X| M B7H 7|(Gll: dii-image-signing.pub)S

4. IMRIS ALESH0] FoS =AQUPLICE TS TAIRI A2 O 2 HZSHUAIR

$ cosign verify --key dii-image-signing.pub --insecure-ignore-sct
--insecure-ignore-tlog <repository>/<image>:<tag>
Verification for <repository>/<image>:<tag> --
The following checks were performed on each of these signatures:
- The cosign claims were validated
- The signatures were verified against the specified public key
[{"critical":{"identity":{"docker-
reference":"<repository>/<image>"}, "image": {"docker-manifest-
digest":"sha256:<hash>"},"type":"cosign container image
signature"}, "optional":null}]
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WS At Aot LiFE S FotefL|Ct O3 O
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Kubernetes 22{AE{7} PSP(Pod Security Policy) EE=
PSA(Pod Security Admission)S 2%t AE{0]| A
Maiz|= AR %4 Kubernetes Monitoring Operator2
& 22|0|=8HoF BfLICE T EHA|O] W2t PSP/PSAS
X5t oIx Rm2|0|E 2 ¥ a2||0|=-fL|Ct. 1. ZX]
A o™ ELIEZ 2FXL: kubectl delete agent-
monitoring-NetApp NetApp-n NetApp-monitoring
kubectl delete ns NetApp-monitoring kubectl delete
clusterrole agent-manager-proxy-role-metrics-reader-
role2 22{AH HIQIY role2 A X|gfL|Ct BL|EE
2ERe| & A HE YL,

1. kubectl -n <name-space> edit agent 2 ZHS
ArE5t0{ Of|o| HEE HESIL|Ct 'Hot - M - A2
AR E HAIEL|CH O A SH™H Pod H2F & 5l Pod
HOoF AZ0| H|ZdotE| 0 27 Y 5= A}SLICH
CS HHZ AMEsH0] =HQIBtLICE. kubbtl get psp(Pod
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2ol 225t Al I C = CrashLoopBackOffofl QL&L|Ct

kubectl -n netapp-monitoring get
all

kubectl -n netapp-monitoring
describe all

kubectl -n netapp-monitoring logs
<monitoring-operator-pod> --all
—-containers=true

kubectl -n netapp-monitoring logs
<telegraf-pod> --all

—-containers=true

o|2{et ZE= LESQA 2t 7r“é!° et FIZE Y  Pod= 2 HYAH 0| A (7|22} NetApp-ZLIEE
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2ol A| . Of:---{"Cl-tenant-id":"your-tenant-id",

"collector-cluster":"your-k8s-cluster-
name","environment":"prod", "level":"error", "msg":"7}
20| ATfSALIC 09 7' B 3.10.00] H4& 91'-*
7 4.18.0", "A|ZH":"2022-11-09T08:23:082Z"}------
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HA|EILICE E! [agent] £220)| A= &5 LRI}
LMW SLICE http: POST

"https://<tenant_url>/REST/v1/lake/injest/influxdb":

ZHAE 7ot ZIHSEO0|YUE. 8l CHo| & AlZh £1})

UL o|HIE Z70]| i3t divedobject_dataZt gi&LICt.

T 4o BL|EE 22X} Pod7t A 0l S & &
A=4|, StLtE netapp-ci-monitoring-operator-
<pod>0|1 CtZ StLt= monitoring-operator-
<pod>L|LCt.

X2l Kubernetes O|HIE T} 04| 7| X| 2£A| Data

= =rClsHA

Infrastructure Insights0i| CHet 05 SEHUSLICEH

grep event-exporter

171


https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/telegraf_agent_k8s_config_options.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html
https://docs.netapp.com/ko-kr/data-infrastructure-insights/pre-requisites_for_k8s_operator.html

=H: LSS Aol EMAIL.

awk '{print $1}' sed 's/event-exporter./event-exporter/"
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- name: event-exporter-ci
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- key: LOG_FILE
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- Ivar/log/containers/netapp-ci-event-exporter.log
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Kubernetes Operator & 10| =& Al&Hstn TC HMEES 2502 AESIHAIL.
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S AEOA _fsnotify_settingsES HA EAAIL.

sudo sysctl
fs.inotify.max user instances
(take note of setting)

sudo sysctl
fs.inotify.max user instances=<som
ething larger than current
setting>

sudo sysctl
fs.inotify.max user watches (take

note of setting)

sudo sysctl
fs.inotify.max user watches=<somet
hing larger than current setting>
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_letc/sysctl.conf_Of| TS &2 =isliof EL|Ct

fs.inotify.max user instances=<so
mething larger than current
setting>

fs.inotify.max user watches=<some
thing larger than current setting>
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M Memcached Configuration

Gathers Memcached metrics.

What Operating System or Platform Are You Using? Need Help?

e Windows -

Select existing Agent Access Key or create a new one

Cefault (405fb5ec-ddcb-4404-3770-T1fa331e1ad3) - + Agent Access Key
*Please ensure that you have a Telegraf Agent in you environment before configuring  Show Instructions
Follow Configuration Steps Need Help?

Copy the contents below into 2 new conf file under the C:\Program Files\telegraf\telegraf.d) folder, For example,
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-memcached.conf file

@ Replace <INSERT_MEMCACHED _ADDRESS= with the applicable Memcached server address. Please specify a
real machine address. and refrain from using a loopback addrass

9. Replace <INSERT_MEMCACHED PORT=with the applicable Memcached server port.

@ Peastart the Telegraf service
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MongoDB Configuration
0 mongoDB 4. ol cr:;;r-;-,;?

What Operating System or Platform Are You Using? Need Help?

4% RHEL & CentOS w
Select existing Agent Access Key or create a new one

Default (405f5ec-ddcbh-4404-977b-71fa%3 1 e1ad3) w + Agent Access Key

*Please ensure that you have 3 Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Riged Helg?

Open mongod.conf. Locate the line beginning with "bindlp”, and append the address of the node on which the
Telegraf agent resides. After saving the change. restart the MongoDE server

a Copy the contents below into a new conf file undar the /etc/telegrafitelearaf d/ directony. For exampie, copy the
contents to the jetc/telegrafitelegraf.d/cloudinsights-mongod b.conf file

@ Replace <INSERT _MONGCODB _ADDRESS=with the applicable MongoDB server address. Please specify a real
machine addrass, and refrain from wusing a loopback address.

@ Replace <INSERT_MONGCGODEB_PORT=with the applicabla MongoDB port.

@ Restart the Telegraf service
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-',“‘-.__ MySQL Configuration
M }r Gathers WyS0L merics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v
Select existing Agent Access Key or create a new one
Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Pleaze enzure that you have s Telegraf Azent inyou environment before configuring Show Instrructicns

Follow Configuration Steps Meed Help?

or example,

@ Copy the contents below into a new conf file under the C\Program Files\telegrafitelegraf.d) foicler
copy the contents to the C\Program Filesitelegraftelegraf dicloudinsights-mysgl.conf file.

Review and verify the contents of the configuration fila,

Replace <INSERT_USERNAME= and <INSERT_PASSWORD:= with the applicable MySQL credentials.

Replace <INSERT_PROTOCOL> with the applicable MySQL connection protocol. The typical protocol is top.

Feplace <INSEERT_MYSQL ADDRESS=with the applicable My5QL server addrass. Dlgase specify a real machine
addrass. and refrain fromn using a loopback address

Replace <INSERT_MYSQL_PORT=with the applicable MySQL server port. The typical port is 3306

Modify the tls' parameter in accordance to the My5SJL server configuration

Festart the Telegraf service

00 0000

2%

HEE= oM S "MysQL EE A" JAELICHL
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1. =M > $F 7| * oM * + Data Collector * £ Z22I8tL|LC}. netstatE MEHSILIC.
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netstat Metstat Configuration

Gathers netstat metrics of the host where telegraf agent is inszalled.

What Operating System or Platform Are You Using? Meed Help?
B8R Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa¥31e1ad3) hd + Agent Access Key
*Please ensure that you have a Telegraf Agent in you envircnment before configuring  Show Instructions

Follow Cenfiguration Steps Need Help?

Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d\, folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-netstat.conf file.
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MNginx Configuration

Gathers Mgin« metrics.

NGiNX

What Operating System or Platform Are You Using?

& Ubuntu & Debian - |

Select existing Agent Access Key or create a new one

- | =+ Agent Access Key

*Pleaze enzure that you hawve a8 Telegraf Agent in you environment before configuring  Show Instructions

Cefault {A05%05ec-0dcb-2404-3770-7 1728372t ad3)

SH0] NginxOllA HIE

A: HlolE] 24

218 LI

221510 M Agent HAM[A
Of|2F CHE Of|O| M E M M| A

veed Help?
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Follow Configuration Steps Need Help

@ if you already have a URL enabled to provide Nginx metrics, go directly to the plugin configuration.

Maginx metrics are available through a status page when the HTTP stub status moduleis enabled Refer to the
below link for verifying/enabling http_stub_status_module

@ After verifying the module is enabled .modify the Nginx configuration to set up a locally-accessible URL for the

status page:

Copy the contants below into a new conf file under the /etcitelegrafitelegrafd/ directory. For example. copy the
contents to the fetc/telegrafitelegraf d/cloudinsights-nginx.conf file

@ Replace <INSERT_NGINX_ADDRESS> with the applicable Nginx address: Please specify a real machine address,
and refrain from using a loopback address

@ Replace =INSERT_NGINX_PORT=with the applicable Mginx port

@ Restart the Telegraf service.

A
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4 PostgreSOL PostgreSQL Configuration

Gathers Posigre5S0L memics.

What Operating System or Platform Are You Using? Need Help?

2% RHEL & CentOs '

Select existing Agent Access Key or create a new one

Default (405fb5ec-d4cb-4404-977b-71fa%931elad3) - <= Agent Access Key

*Please ensure that you have 3 Telegra® Agent in you envircnment before configuring  Show Instrucoons

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the fetc/telegrafitelegraf d/ directory. For example, copy the
contents to the /etc/telegrafitelegraf d/cloudinsights- postgresql.conf fila.

Feplace <INSEQT_USERMAME= and <INSERT_PASSWORD> with the applicable PostgreS0L credentials

Replace <INSERT _POSTCRESQL _ADDRESS>with the applicable PostgreSQL address. Please specify a real
machine addrass, and refrain from using a loopback address.

Replace <INSERT_POSTCRESQL PORT=with the applicable PostgreS0L port.

Replace <INSERT_DB= with the applicable PostgreSQL database

Modify ‘Namespace' if needed for server disambiguation (to avoid name clashes)

Restart the Telegraf service

OO0 006 00

ME
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Puppet Agent Configuration

pl.l ppet Gathers Puppet agent metrics.

What Operating System or Platform Are You Using? Need Help?

iR Windows -

Select existing Agent Access Key or create a new one

Default (405fb5ec-ddcb-4404-977b-71fa®31e1ad3) hd + Agent Access Key

*Pleaze ensure that you have a Telegraf Agent in you environment before configuring Show Instructions

Follow Configuration Steps Need Help?

o Copy the contents below into a new .conf file under the C\Program Files\telegrafitelegraf.d), folder. For example,
copy the contents to the C\Program Files\telegrafitelegrafdicloudinsights-puppetagent.conf fila.

9 Modify “location' if last_run_summaryyaml is on different path
B Modify "Mamespace' if needed for puppet agent disambiguation (to avoid name clashas).

G Fastart the Telegraf service
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a redis Redis Configuration

Gathers Redis metrics.

What Operating System or Platform Are You Using? Need Help?

5 Windowe v

Select existing Agent Access Key or create a new one

Default {405f5ec-d4cb-4404-577b-71fa%31eladd) ol + Agent Access Key
*Please enzure that you have 3 Telegraf Agent inyou environment before confguring Show Instructicns

Follow Configuration Steps Meed Help?

@ Configure Redis to accept connections from the address of the node on which the Telegraf agent resides. Open
the Redis configuration fila:

resides

@. Copy the contents below into a nesw .conf file under the C\Program Filesitelegrafitelegrafdy folder. For example.
copy the contents to the C\Program Filesitelegrafitelegraf dicloudinsights-redis.conf file

@ Replace ~INSERT_REDIS_ADDRESS=> with the applicable Redis address. Please specify a real machine address,
and refrain from using a lcopback address

@ Replace <INSERT_REDIS_PORT= with the applicable Redis port

.@ Restart the Telegraf service

2%

HEE oA A2 "Redis EA"$ Q&LICE.
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