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NetApp Backup and Recovery 0l|A] StorageGRID 3! ONTAP
Ol CHet HoF IJA AH

NetApp Backup and Recovery 2} StorageGRID L= ONTAP ZH EAIS gMS1617| 98
Hot QIZME THELILCL.

StorageGRID 0f| Cl{ot HOt 21F A N

NetApp Backup and Recovery Z1E{|0| {2} StorageGRID Z2t2| E M 0| A StorageGRID 215 M E H0l8l{of ot= AL
CtS CHAIE 2t=5HMIR.

MM El 21F A0l = NetApp Backup and Recovery Of|A] B S 2t dstet of XS ot 0|1 STt CN S A CHA|
0| 0| Qlofof gfL|LCt.

EHA|
1. StorageGRID MHAQ| CHA|0]| }2} StorageGRID 2IZAME MM Q.

"Q1Z M 740l ciet StorageGRID HE"

2. O}%| StorageGRID QEMZ UCI0|ESHX| ARATHH UCIO|ESIAIR.

3. RE AFEXt2 22 Oo|™Eof 2ol |t Ea|rt

sudo su
4. NetApp Backup and Recovery (Cloud Backup Service) Docker 282 7t SL|Ct. E2|C}:
docker volume ls | grep cbs
=3 o

local service-manager-2 cloudmanager cbs volume"

@ =25 0|§2 EZE, 71Q!, ot HiZ R Eof|M CHELICE of oflX|oi M= & EEE AFEgL|CH
£ ZSICt "NetApp Console HiIE 2E"

3. NetApp Backup and Recovery 2&2| OI2E X|H 2 &&LICH Ea|Ct

docker volume inspect service-manager-2 cloudmanager cbs volume | grep

Mountpoint
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=4 o

"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data"

@ OFRE X|™E2 EF, 709l 9! Mi$h vz D =ntct CHELICH O] ofjoM e BEE 2

&= 22tE
HOJEL|Ct &ZSICH "NetApp Console HIE ZE"

=

6. MountPoint C|2IE2| 2 HATIL|C}. EE|C}:

cd /var/lib/docker/volumes/service-manager-—
2 cloudmanager cbs volume/ data

7. StorageGRID QIZ A7t RE CAI £7t CAY| Qo N HE AL CHS S FIHELICH pem & IHYS
E% sgws.crt X IX[0|A. O] mHUof| 2| ASME FIISHXA| OFM|L.

cloudmanager_cbs 71E{[0|L0f| CHSF THA|

o 3}
=2 =

NetApp Backup and Recovery (Cloud Backup Service )0llA] StorageGRID Server Q13X #Z
grLct.

[ |
1. O|™ CHAOlA 22 Docker 2522 CIHEZ|E HAFLIC

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data
2. C|AME2|E config C|HE2|Z HATL|C

cd cbs config

3. B 2Foi| 2t ChZ 0| & & SHLtE AFZ3t0] of2fiet 20| 7 mbed

° “production-customer.json' & 2 E 8l X|$t D& H{IZZO| AL EIL|CH
° “darksite-customer.json’ 72! &= HYIOf| AFREIL|CE,
£ Z=5IC} "NetApp Console HfZE RE"

74 Ifel
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"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,

"ca-bundle": "/config/sgws.crt"

4. ZiH|o|LHOl M LIRMIR. E2[Ct:

exit

5. CtA| A& cloudmanager cbs . E2[Ch:

docker restart cloudmanager cbs

cloudmanager_cbs_catalog Z1E{| 00| {5t ThHA|

Ct2oZ, F}Er2 0 MH| A0 Ci$ StorageGRID Server 215 A A5 S g stdfjof gL|Ct,

1. Docker =EQ 2 C|AER|E HATIL|CE

cd /var/lib/docker/volumes/service-manager-

2 cloudmanager cbs volume/ data

2. FtE 25 Fdetct et

cd cbs catalog config

3. HiE 2HHof| w2t CHZ 0| F & StLtE AFZ3Ho] of2fiet 20| 74 mtedg BHELCH.

° “production-customer.json' & 2 E 8l ¢t 2= H{ZO| At EIL|CE,

° “darksite-customer.json’ 72l = HYZOf| AF2E/L|CE,
A ZSICt "NetApp Console HIE ZE"
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"protocols": {
"sgws": {
"certificates": {
"reject-unauthorized": true,

"ca-bundle": "/config/sgws.crt"

—

4. FJIEEE CRA] AJZFELICH E2|Ct:

docker restart cloudmanager cbs catalog

Olo]HE 2 H|Hofl 2} StorageGRID IS M= 2 0|0|HE 2ASME HH|IO|ERILILY,

4m

od
T

1. SGWS QIEME SAISHMR /usr/local/share/ca-certificates . k22 1 O|QIL|C}.

cp /config/sgws.crt /usr/local/share/ca-certificates/

OLC| sgws.crt FE CA QS AN YL|CE,

2.

ot

AE 9IZ5ME StorageGRID QIZ A Z HC|0|ETIL|CE Ea|Ct

sudo update-ca-certificates

| E8 AE{IT 20| X B|=A
1. SGWS QSN E EASIMIR /etc/pki/ca-trust/source/anchors/ .

cp /config/sgws.crt /etc/pki/ca-trust/source/anchors/

OLC| sgws.crt FE CA QSN YUL|CE,

2.

tot

AE 915 ME StorageGRID 215AM 2 HH|0|EBHLICE,

update-ca-trust extract



3. AO|O|E ca-bundle.crt

cd /etc/pki/tls/certs/

openssl x509 -in ca-bundle.crt -text -noout

4. QB MIL A=X| gelstH ChZ FHS HAsHM K.

openssl crl2pkcs7 -nocrl -certfile /etc/pki/tls/certs/ca-bundle.crt |
openssl pkcs7 -print certs | grep subject | head
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* "System ManagerE Ar&3I0{ ONTAP SSL QIZAME 22|

1. 24 of|0|ME| EEZ 2QIstL|C} Ea|C}:
sudo su

2. NetApp Backup and Recovery Docker 252 #ONM| Q. &2|C}:

docker volume ls | grep cbs
=3 0

local service-manager-2 cloudmanager cbs volume

@ 28 0|82 EZE, 71!, Mot HHE HEof|M CHEL|CE O] ool M= BE S=tRE HIEE
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docker volume inspect service-manager-2 cloudmanager cbs volume grep
Mountpoint

=3 0
"Mountpoint": "/var/lib/docker/volumes/service-manager-

2 _cloudmanager cbs volume/ data
@ OIRE XM EZ, 7io! U H|$t Uy DE=0fct CHELICE O] OlolAM s BE S22IRC HiZE
HoFL|Ct &XS Hif "NetApp Console HfZ ZE"

4. OHRE X|™ ClME2|2 HAFLLICH Za|ch

cd /var/lib/docker/volumes/service-manager-—

2 cloudmanager cbs volume/ data

° ONTAP 2B M7t RE CA2t F7t CAO| 2ld MEE HR CISE FIIZLICL pem F TFYS SHLES| THYU =
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"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"
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exit
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docker restart cloudmanager cbs
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"ontap": {
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"

4. NetApp Backup and Recovery CHA| A|ZF8tL|CE Eh2|C}:
docker restart cloudmanager cbs catalog
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* ONTAP % StorageGRID 0f| CHst A mpd*

"protocols": {
"sgws": |
"certificates": {
"reject-unauthorized": true,
"ca-bundle": "/config/sgws.crt"
}
}
by
"ontap": |
"certificates": {

"reject-unauthorized": true,
"ca-bundle": "/config/ontap.crt"
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GetObject",

:PutObject",
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"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"arn:aws:s3::
"Allow",

:netapp-backup-*",

"backupPolicy"

"Action": [

"s3:
"s3:

1,

"Resource":
"Effect":

ListBucket",
GetBucketLocation"

"arn:aws:s3:::netapp-backup*",
"Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3
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"Resource":
"Effect":
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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls"
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",



"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",

"glue:BatchDeletePartition"
I

"Resource": |

"arn:aws:s3:::netapp-backup-*"
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backup-*
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"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"
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"Version":

"Statement": [

{

"Action":
Va3

"S3

1,

"2012-10-17",

[
GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [

"s3:
"s3:

1,

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:

"83
"83
"S3

1,

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",

:GetObjectTagging",
:RestoreObject",
:GetBucketObjectLockConfiguration",
"s3:
"s3:
"s3:

GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"
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~]$ openssl s client -connect bucket.vpce-

0f£5c15df7e00fbab-yxs71t8v.s3.us-west-2.vpce.amazonaws.com:443

-showcerts

5. 0| HHo| 0N S3 1B M0 CHEt H|O|E{E SAFELICHBEGIN / END CERTIFICATE Ef3E Z &8st 1

Atole] 2= H|0IH).

Certificate chain

0 s:/CN=s3.us-west-2.amazonaws.com
i:/C=US/0O=Amazon/OU=Server CA 1B/CN=Amazon

MIIM6zCCCOOgAWIBAgIQATMGJI4FaDBRBULOKR301tTANBgkghkiGOwOBAQsFADBG

GgvbO0z/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2MLCM4ESTI 2b+IpBmPkriWnnxo=

6. ONTAP 2 AE CLIO| 219

O|EL = CHA|).

clusterl:
ca

Please enter Certificate:

ONTAP ZE0iA 2 gdel
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Press <Enter> when done

EefLICHARE RIS 2E2|X| VM

:> security certificate install -vserver clusterl -type server-
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7. C}2 SQL EHE AE310] NetApp Backup and Recovery MySQL DB7t 2HIZ| Sl E|A=X]| &0

mysgl -u root -p cloud backup

HIEHS E Y=ot K.

mysgl> show tables;
mysgl> select * from volume;

1. uHd

IX|0|A Indexed Catalog Y

Q1 zip THY (Ol Al IHY 0|

OISIM| 2.

"Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip"2 A2 2 "/opt/application/netapp/cbs"

Z0| Q= M 22 00| ME SAEZ EAISHL|C)

2. g

HEHZS AFE5H0] "Indexed_Catalog_DB_Backup_catalogdb1_23_05_2023.zip" It 2|

oF
=

=& LIt

unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

M2 MBS0 "catalogdb1" ZE7F MAHEQIDT O
f

FOISHL|LC},

w
ot &
o og

AH|IZS 2

ONTAP Z22{AE{2} StorageGRID A|AHIS LOIEN R

1. "2 |0|A ONTAP A|AEIS D E 2A0LE N 2"0|H 2HA
AF23H ONTAP A|AEIO| ISHEIL|CE

2. "StorageGRID A|AHIS AOtEA|R".

StorageGRID 22 N8 HE MH

el 2& o[0|HE 2F0ilM 2 E CHZ ONTAP A A=t A

"NetApp Console API" .

Of2Hoi| "changes"2t "snapshots"2t=

oM A 7tsH

7S LIt of7]oll=

ZEl StorageGRID A|AHIS| ME HHE

59l BEI7H =X

S3 MH 2

FIFefLct.

187


https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/console-automation/index.html

C}2 HE = NetApp Console 3.9.xx:2E] A|ZfSH= 1ol mE M

— =
IEM|KR. "DarkSite S2HRE HY: MySQL & QA FHEZ T HHQ xl %%J' :

StorageGRID Of| 0| £ W H5H= 2t A|AZ0]| Ciol Ol2{St THA|IS +~&sH{oF LTt

1. CI2 oauth/token APIZ At3I0] E3t 20 E2S FF¢HL|CT,

curl 'http://10.193.192.202/0auth/token' -X POST -H 'Accept:
application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d

'{"username":"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}
> ]
IP =&, AHEX} 0|5, HI2HZ = AMZXt X|F 2HOIX[ 2 AE 0|22 O™ X| h&LIC AIE 0|F2 &4 "account-
DARKSITE1"QILICE 3t AL R 0|22 0|H|Y BAl2| 0|22 AFsfof S|k,

of

mm

HAE 4 UBLICE

API= Ct21 22 SHS HIEtefLICt of2fer o] 215 EZ

—

{"expires in":21600, "access token":"eyJhbGci0iJSUzI1INiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImh0dHBz018vY
XBpLmNsb3VkLm51dGFwcC5jb201iXSwiaHROcDovL2Nsb3VkLm51dGFweC57b20vZnVsbFouY
W1lTjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmMNvbS91bWFpbCI6ImFkbWluQG51d
GFwcC5]Jb20iLCJzY29WwZSI6ImOwZWS5pZCBwemOmaWx1IiwiaWFO0IjoxNjcyNzM2MDIzLCJle
HA10jE2NzI3NTc2MjMsImlzcyI6Imh0dHAG6LY9vY2NtYXV0aDo4NDIwLyJ9CJItRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-
114v_pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIOKANC6Z88WALcJ4WRQgjSy
kODNDmrv5At f9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
IOQdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXD0OjklsUMunmN3WHVOuspl PgBRESHACIJPrEBmOValSZcUbiA"}

2. HIHA/QIR/2| AL APIE AFESHY A|AH] ID2t X-Agent-IdE FERLICE
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https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800

curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITELl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjIJIMGFiZiRiIn0eyJzdWIiOoiJvY
2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBzO18vYXBpLmNsb3VkImb1ldGEFwcC5jb20iXSwiaHROc
DovL2Nsb3VkIm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWSopZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2Z2NtYXV0aDo4NDIwLyJOX cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgri4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1NgPZT8A szHinud5WOHJ9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbzZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtECENH GAX
wSgMT3zUfwaOimPw'

O| API= CtS1t Z2 SES utehetL|Ct. "resourceldentifier" OF2H2| ZY2  WorkingEnvironment Id_S
LIEHLH D "agentld” OF2H2| 242 _x-agent-id_E LtEFEHL|CH

- StorageGRID A|AEI0]| AZE A|ARS NS FEZ NetApp Backup and Recovery H|O|E{H|O|A S
AC|0| EBtLICE. Of2fet Z0| StorageGRID 2| HstEl =@l 0|5, AMA 7|, AER|X| 7|2 Y2Hof hLCt.

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —--header 'authorization: Bearer
eyJhbGci0iJSUzIINiIsSInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBzO1i8vYXBpLmNsb3VkImb1ldGEFwcC5jb20iXSwiaHR0OcC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
nVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGFweC5)Jb201iLCIzY29wZSI6ImO9wZWS5pZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzZzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
y9vY2NtYXVOaDo4NDIwLyJ9X_CQF8xttDO—S7SU2uph2Cdu_kN—
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCctNH GAXx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> =@l

> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":
"uk/61kd4L]1XQ0FnzSzP/T0zR4Z2Q1G0wlxgWsB" }'
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# Disable UAC remote restrictions

Set-ItemProperty -Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy" -Value 1 -Type DWord

# Verify the change

Get-ItemProperty -Path
"HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" -Name
"LocalAccountTokenFilterPolicy"

# Output

LocalAccountTokenFilterPolicy : 1
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curl --location --request POST 'https://netapp-cloud-
account.auth0.com/ocauth/token?=" \
--header 'Content-Type: application/json' \

-d '{
"grant type": "refresh token",
"refresh token": "JxaVHn9cGkX92aPVCkhat3zxxxxxwsC9gMl pLHkZtsVA",
"client id": "MuOV1lywgYteI6wlMbD15fKEfVIUrNXGWC"

} |l

NetApp Console # AIO|EQ| ALK EZ0||= T2 M7 U}SLICEH API SHOl= E20]
() ei=El= AEE LERKE expires_in" L7} E8telof UL £22 M2 DA 0] APIS
Chal S3efof i

2. NetApp Console A|H IDE ¥OAN|L.

GET 'https://api.bluexp.netapp.com/tenancy/account' -H 'authority:
api.bluexp.netapp.com'

Header:

-H 'accept: application/json'

-H 'accept-language: en-GB,en;g=0.9"'

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInR

O| API= CI21t 22 SEHS vtatstL|Ct. *[0].[ accountPublicld]*Q] £ 72 EM510] A|IH IDE ZHME ¢

USLICE
{
"accountPublicId": "account-i6vJIXvzZW",
"accountName": "rashidn",
"isSaas": true,

"isGov": false,
"isPrivatePreviewEnabled": false,
"is3rdPartyServicesEnabled": false,
"accountSerial": "96064469711530003565",
"userRole": "Role-1"

3. 2& O[0|ME D7} ZX&tEl x-agent-idE 7t ZL|Ct,
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GET 'https://api.services.cloud.netapp.com/occm/list-occms/account-
OOnAR4ZS?excludeStandalone=true&source=saas' \
Header:

-H 'authority: api.services.cloud.netapp.com' \

-H 'accept: application/json' \

-H 'accept-language: en-GB,en;g=0.9"' \

-H 'authorization: Bearer eyJhbGciOiJSUzIINiIsInRb5......

*occm.[0].[agent].[agentld]*2] EHE 7 & 24510 SHOA O[0|HME IDE M & AUELICL.

APIE AFESH |

CtS OO AN = Azure 222 E2| East-US-2 X[H0j|A] LY, A|ZHE, =8 2j|0|S0| MH™E[1, 23 7|7H0] 180Y =
MHE M HHHO| A= A|AEIO|A NetApp Backup and Recovery &35t 9t APl = &S HO{FL|Ct O
StH A|AHI BRI JtS6t0 S E2 WAE| K| FSLICt

API 2%

NetApp Console AH IDE AtE%t= WS & = USLILH account-DpTFexN3 , 25 O|O|ME ID
iZwFFeVCZjWnzGlw8RgDOQONANZvpP7Iclients , ¥ AMEXAI EZ Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVEUzUWpZeklE..y6nyhBjwkeMwHc4V
alobjUmju2x0xUH48g O] HHH|A,

299



curl --location --request POST
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/v3/backup/working-
environment/VsaWorkingEnvironment-99hPYEgk' \
--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQQONANZvpP7Iclients' \
-—header 'Accept: application/json' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUZzUWpZeklE...y6nyhBjwk
eMwHc4ValobjUmju2x0xUH48g" \
-—data-raw '{
"provider":"AZURE",
"backup-policy": {
"archive-after-days": 180,
"rule": [
{
"label": "hourly",
"retention": "2"

"label": "daily",

"retention": "30"

"label": "weekly",

"retention": "52"

]
by
"ip-space": "Default",
"region": "eastus2",
"azure": {
"resource-group": "rn-test-backup-rg",
"subscription": "3beb4dd0-25d4-464f-9bb0-303d7cf5c0c2"

—

—_

"job-id": "1b34b6£f6-8£f43-40fb-9a52-485b0dfe893a"
}
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SHE ZLEHESH R:

curl --location --request GET
'https://api.bluexp.netapp.com/account/account-
DpTFcxN3/providers/cloudmanager cbs/api/vl/job/1b34b6f6-8£43-40fb-9a52-
485b0dfe893a" \

--header 'x-agent-id: 1ZwFFeVCZjWnzGlw8RgDOQONANZvpP7Iclients' \

--header 'Accept: application/json' \

--header 'Content-Type: application/json' \

--header 'Authorization: Bearer
eyJhbGciOiJSUzZIINi1iIsInR5cCI6IkpXVCIsImtpZCI6Ik5rSX1PVFUzUWpZeklE..hE9ss2Nub
K6wZRHUASaORI7JvcOorUhJ8srqdiUiWoMvuGIFAQTIh6680f2M3dLbhVDBe8BBMtsa939UGnJIx
7Qz6Eg"

0[0

Ch.
=N

—_~

"job" . [
{
"id": "1b34b6f6-8£f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "PENDING",
"error": mwn

"time": 1651852160000

"HENUTL 2tE"7F 2 WK 2L EfR>IELIC

"job" . [
{
"id": "1b34b6f6-8f43-40fb-9a52-485b0dfe893a",

"type": "backup-working-environment",
"status": "COMPLETED",
"errOI.": "",

"time": 1651852160000
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o: 2= 2147} 521 SnapCenter Xt HZ 317t 1021 CHE HHMO| = AR NetApp Backup and Recovery

SnapCenter EX 2| SnapMirror 2|0|=

SnapCenter /0| HZ |2t OF0|12{|0|M =0f| = 2F HXHoj| CHSE SnapMirror 2[0|=2 | XILICH

303



Oofl: SnapCenter 2| A|ZtZH H*40| NetApp Backup and Recovery 0|A] Q& MO Z HAE 4 QI&LICE SHX| 2t
SnapMirror 20|22 Ot0|8|0|M =0l = SYSHA RXIELICL.

NetApp Backup and Recovery ID 5! HA|A ZH2|(IAM) SE

NetApp Backup and Recovery IAM(Identity and Access Management)2 A2t 2t
ALEXI7L EH 7|53t 2ol CHol = HMAE ehe[etL|Ct.

NetApp Backup and Recovery 0| £¢t |AM SH&hof| Cisl LotEe{H CH2S EXSHMR. "NetApp Console 2
NetApp Backup and Recovery &&"

Ct3 AFO|EO0|A NetApp Backup and Recovery 74 Cj|O|E 2¢
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S3 HZI0j| BHAEIL|CE 22 of|O|ME SAE A|AHIY 2X|7I = ZR2 M2 22
OIO|MEE HZESI 1 23 NetApp Backup and Recovery HIO|EE SE = Q&LICL.
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* M 2£ ofo|HE HX|

* NetApp Backup and Recovery Ci|O|E{H|0| A =&l

+ QAT FhEE 0 T 2

—

304


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-backup-rec-roles.html

* 20| A ONTAP A|AEID} StorageGRID A|AEIS © 5 NetApp Console UIZ CHA| ZMBHN L.

A ARIO| MU= RSSh=X| 2t = 22 HY TUS HEMKR.

L

2

rot

A

& IhAO0| MEHE|0| A= StorageGRID EEi= ONTAP S3 HZI0 A X4 H|O[E{H|O] A 5! QI A BHOI0]| ot M| ABHOF
L|Ct.

oot = E

* NetApp Backup and Recovery MySQL H|O|E{H|0] A m}Q!

O] mA2 M2 CZ {IX[0] }_ELICE netapp-backup-<GUID>/mysql backup/, 2|11 I22 0|F0|
&LICt cBS DB Backup <day> <month> <year>.sql.

* MQIE FHE =D Y] zip IHH

o] mA2 HZIQ| Ot 2|X|0| }ELICH netapp-backup-<GUID>/catalog backup/, J2[1 A2
0|E0| 2&LICt Indexed Catalog DB Backup <db name> <day> <month> <year>.zip.

ME2 2Z8[0|A Linux SAE0 A 2£ O[0|ME X

MER ZZ£ oo|HEE X mf 22 o0|MES}t ST ATEQ0| TS Ef—i—ﬁ StM|IR. NetApp Backup and
$l | O O] E{t[O] A HH AT} ZtSSHR| Qb2 =~ UELICH

Recovery H|O|E{H|O| AT} HAE|H XA ATESR 2 = UAS
A2 B 4= QUEL|CH A HO|E{H|0| A S 25t T 2L Of0|HE AT EQOE %A HHEOZ ¥ g0 =Lt
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(@]

1. "MZ2 2Z|0|A Linux SAEN 2& of0|HE Mx|"

2. 432 QhE HE|X AR XHE BEES AFESIo] 240 2l CE
NetApp Backup and Recovery H|O|E{#|0|A £&l

1. 8 X0 MySQL Hil2 M 2& K0|HE SAEZ SAFEILICE of2fof| M=
"CBS_DB_Backup_23_05_2023.sql"0|2+= Of|H| I} 0|22 AFRBIZIALIC

2. Docker &= Podman ZiH|O|HE AtEst=X|0f 2t CHS HE & StLIE ALEsHo] B2 MySQL Docker
ZiE|0|LH0f| S AFEFLICE

docker cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

podman cp CBS DB Backup 23 05 2023.sgl ds mysqgl 1:/.

3. Docker EE= Podman Z4E|O|LH & AtEst=X|of W2t CHS HE F SHLE AFESHe] MySQL ZH|0|L] &S
UL Ef.

docker exec -it ds mysgl 1 sh
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podman exec -it ds mysqgl 1 sh

4. ZiH|0|A Mof|lM "env"E HHZEBL|C.

MySQL DB H|Z# S} esto 2 "MYSQL_ROOT_PASSWORD" 7| 22 =2 ALHLICH,

CHS ™S A3t NetApp Backup and Recovery MySQL DBE Sl gfL|C},

=]
mysqgl -u root -p cloud backup < CBS DB Backup 23 05 2023.sqgl

7. Ct2 SQL HHS AFE238H0] NetApp Backup and Recovery MySQL DB7t SHIZA| £¢l

mysgl -u root -p cloud backup
HIZHS S UHSIM K.

mysgl> show tables;
mysgl> select * from volume;
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1. 8 2| X|0fl A Indexed Catalog B¥! zip It (0d|A| It 0|2

"Indexed_Catalog_DB_Backup_catalogdb1_23 05 2023.zip"& A28 "/opt/application/netapp/cbs"
Z00f| A= M 2L OI0|HE S AEZ SAFSL|CE

CtS HAH S AE5I0] "Indexed_Catalog_DB_Backup_catalogdb1 23 05 2023.zip" It 9| f=g EL|LCI.
unzip Indexed Catalog DB Backup catalogdbl 23 05 2023.zip -d catalogdbl

&i5t0] "catalogdb1" ZC 7t MM =0 T 0f2Hol| "changes"2t "snapshots"2t= 5H9| E2C7F JA=X|

o=
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1. "2I20]A ONTAP A ABIS D& YoHs 4|2 0|H 32

— o= e

B0l AR 7tSHE 7|SRLICH 67]0l= S3 MH=E
AtETH ONTAP A|ARIO] ZBHEL|CY.
2. "StorageGRID A|AHIZ LOLEAM|R",
StorageGRID &2 ME HE 4H

el 22 ol0|HE HFo|M 2YE = ONTAP A|AR HZE StorageGRID A|AR2| MR HEE FIHEILICE
"NetApp Console API" .

306


https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html#discover-clusters-using-a-connector
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/storage-management-storagegrid/task-discover-storagegrid.html
https://docs.netapp.com/us-en/console-automation/index.html

CH2 ME = NetApp Console 3.9.xx5E{ A|Z *fE i1 @ E Mx|of| MEEIL|C} 0|X HF Q| AL LIS HAI=
2 M|K. "DarkSite 22t E A MySQL 3 QIEA FIENZ T 8 5l 2ol

StorageGRID 0f| H|O|E{S #St= 2t A|ARI0)| Chol o|2{et HHAIS ~dHoF LTt
1. Ct3 oauth/token APIE AtESH0] Eet 2o EZS FEFLICL
curl 'http://10.193.192.202/0auth/token' -X POST -H 'Accept:

application/json' -H 'Accept-Language: en-US,en;g=0.5' -H 'Accept-
Encoding: gzip, deflate' -H 'Content-Type: application/json' -d

'{"username":"admin@netapp.com", "password":"Netapp@l23", "grant type":"pa
ssword"}
> 1

IP =4, ALEX} 0| &, HIZHS = ALK} X 2H0IX[2 AF 0| &2 I X| &L/ AIH 0|§2 &4 "account-

DARKSITE1"QIL|C}, & LS AFEXE O|E2 O|H|Y HAIS| O|F S AFE3HOF BL|C.

Ol API= Ct21t 22 SHES HIEtefLICt of2fet 20| 215 EZS AMY + AUSLICE

i

{"expires in":21600, "access token":"eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjR1In0eyJzdWIi01iJvY2NtYXV0aHwxIiwiYXVkIjpbImh0dHBZz018vY
XBpLmNsb3VkLm51dGFwcC57b201XSwiaHROcDovL2Nsb3VkIm51dGFwcC57b20vZnVsbFouY
W1lTIjoiYWRtaW4iLCJodHRwO18vY2xvdWQubmVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51d
GFwcC59b20iLCJzY29wZSI6ImOwZW5pZCBwemO9maWx1IiwiaWF0IjoxNjcyNzM2MDIzLCJle
HAiOjE2NzI3NTc2MjMsImlzcyI6ImhOdHAGLYOvY2NtYXV0aDo4NDIwLyJdJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUH4T-

114v_ pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WALlcJ4WRQg]jSy
kODNDmrv5At fO9HHpO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
I0QAWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81-0o-1ipvrOgSoliwIeHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. HAA/E/2|AA APIE ARSI A| AR D2} X-Agent-IdE FEFLICEH
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curl -X GET
http://10.193.192.202/tenancy/external/resource?account=account-
DARKSITELl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCIsImtpZCI6IjIJIMGFiZiRiIn0eyJzdWIiOoiJvY
2NtYXV0aHwxIiwiYXVkIjpbImhO0dHBzO18vYXBpLmNsb3VkImb1ldGEFwcC5jb20iXSwiaHROc
DovL2Nsb3VkIm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGEFwcC5)jb201iLCIzY29wZSI6Im9wZWSopZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIVY2Z2NtYXV0aDo4NDIwLyJOX cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgri4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1NgPZT8A szHinud5WOHJ9c4AaT0zC-
sp81lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbzZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtECENH GAX
wSgMT3zUfwaOimPw'

O| API= CtS1t Z2 SES utehetL|Ct. "resourceldentifier" OF2H2| ZY2  WorkingEnvironment Id_S
LIEtLH T "agentld" Of2H2| 22 x-

agent-id_S LtEFL|C

- StorageGRID A|AEI0]| AZE A|ARS NS FEZ NetApp Backup and Recovery H|O|E{H|O|A S
AC|0| EBtLICE. Of2fet Z0| StorageGRID 2| HstEl =@l 0|5, AMA 7|, AER|X| 7|2 Y2Hof hLCt.

curl -X POST 'http://10.193.192.202/account/account-
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —--header 'authorization: Bearer
eyJhbGci0iJSUzIINiIsSInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBzO1i8vYXBpLmNsb3VkImb1ldGEFwcC5jb20iXSwiaHR0OcC
DovL2Nsb3VkILm51dGFwcC5jb20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
nVOYXBwLmNvbS91bWFpbCI6ImFkbWluQG51dGFweC5)Jb201iLCIzY29wZSI6ImO9wZWS5pZCBwe
mO9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzZzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
y9vY2NtYXVOaDo4NDIwLyJ9X_CQF8xttDO—S7SU2uph2Cdu_kN—
fLWpdJJIX98HODWPPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
vyEOfHO9gr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggB1INgPZT8A szHinud5WOHJI9c4AaT0zC-
sp8lGagMahPf0KcFVy]jbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCctNH GAXx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> =@l

> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNHO", "secret-password":
"uk/61kd4L]1XQ0FnzSzP/T0zR4Z2Q1G0wlxgWsB" }'
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