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"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutBucketOwnershipControls",
"s3:PutBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetObjectVersionTagging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectVersionAcl",
"s3:PutObjectTagging",
"s3:DeleteObjectTagging",
"s3:GetObjectRetention",
"s3:DeleteObjectVersionTagging",
"s3:PutBucketObjectLockConfiguration",
"s3:DeleteObjectVersion",
"s3:GetObjectTagging",
"s3:PutBucketVersioning",
"s3:PutObjectVersionTagging",
"s3:GetBucketVersioning",
"s3:BypassGovernanceRetention",
"s3:PutObjectRetention",
"s3:GetObjectVersion",
"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",



"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"
I
"Resource": |

"arn:aws:s3:::netapp-backup-*"

AWS Z= 2|H0l|M S Mg of IAM M| 2= Resource MM Of2lo]] Y= AWS 2[AA O|F

@ "arn"g "aws"0[A] "aws-cn"2 = HASOF SLICL O|E =0, arn:aws-cn:s3:: :netapp-
backup-*

Zis~ AWS Cloud Volumes ONTAP &%t
Cloud Volumes ONTAP A|AEIO|AM ONTAP 9.12.1 O|A AT EQHE Alslist= AR ol|E A|AHI0| HEHE

— OT
HZ8H= 1AM g0l = %Al 2| NetApp Backup and Recovery /8t MZ2 S3 # st MEJt Z8HE|0{0f
2tLICE. "Cloud Volumes ONTAP X H"

Z& HM 3.9.23 0|42 AFESL0] Cloud Volumes ONTAP A|ARIS BHE Z < 0[2{3t #$t2 o|0| IAM HE Q|
LRO{OF PLICH JHX| M F2E | 43J° Z=7fstiof gLt

S—L- T 11—

X == AWS XY
NetApp Backup and Recovery AWS GovCloud X|€& Zatst I E AWS X[ A] K| EL|CE,
CHE AWS A HO[AM B S MAsY| /ot T4 MH
7|2HO R A2 Cloud Volumes ONTAP A|ARIO| AFEE A1t ST AFEE AL ‘MM ELICH 2o

CHE AWS 71II*° AtEdHH LSS A0 gLt

* "s3:PutBucketPolicy" %! "s3:PutBucketOwnershipControls" #8t0| 2& 0f|0|MEd| Hst2 HZSH= IAM
ol AL QIX| &QISHA| 2.

JR

© TE0 iy AWS AIE Xt SHES FIHLICE 0] S Aoks YHE 2flsth " .
5
o

© &R AIFe AFEXL XA

35


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-set-up-iam-roles.html
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector
https://docs.netapp.com/us-en/console-setup-admin/task-adding-aws-accounts.html#add-additional-credentials-to-a-connector

"athena:StartQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryExecution",
"glue:GetDatabase",
"glue:GetTable",
"glue:CreateTable",
"glue:CreateDatabase",
"glue:GetPartitions",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition"

L2t IS USOEN R
72HoZ MH|AE ALEAIE 2ol HAIS WERLICH Rl HIIS AtE0ta{H MY 2t OFHALE AlE5t|
Hofl H2lE 2E f° UFHMOHM ol HZlS MESHH ELC)

"LIZHOl HZIE BHE= O CHAH XEM[S| ZOtE MR

E2 22X E Qs ONTAP HEQZ 27 AFSt &9l

NetApp Backup and Recovery AF23510] 2% ONTAP A|AHIO| EX|E 282 MMste= 22 A4 8l Cia
AARIO| CHS HIERZE 27 AFE SFSH=X] 2lotM( 2.

I0|A ONTAP LIEQZ @7 At

* SHAETI 28020 A= B2 M HE/IM Z2HRE S| 7t HEYIZ HZE|0{0F LT},
Ol YEtX o= VPN HZAYLICE

* ONTAP S2{AHE F7tHl MEU, ZE ol 5l S2{AH @7 AYE S5 0f L.

Cloud Volumes ONTAP L= 2Ig|0|A A|AHIY ST 4+ AT Z 2T 2||0|A ONTAP A|AHI| CHSH I 0 &
Q7 AtetE AESIMIR. "ONTAP AHAMUA S2{AH I|o{Zlof st T 28 @4 HI|",

Cloud Volumes ONTAP HE|Z 27 At

* AAEIAO HOF OAF0E T QHI2E 3 OFRHI2E 20| ZRE[0OF BfLICH FHEZE ICMP L ZE
111042} 1110501 CHet #2]0] ZeHEL|CE o2t #A|2 O|2| Fol 2ot aF o ZeEL(ct

* ME CHE B0 = F 7H2| Cloud Volumes ONTAP A|AE ZHoj| C|O|E1E SX[sIHH MEUIS S|
2t ESHOF gL CHOl= 7|2 EFYLICH).

_

Cloud Volumes ONTAP 0{|A{ NetApp Backup and Recovery 245}

NetApp Backup and Recovery gds5t= A2 E&L|CE EHAl= 7| Cloud Volumes ONTAP A|AERIO| JU=X]
OfL|™ Aj A|AEIO| A=X|0f E[fEf M CHELICE

M A|AEIO| A NetApp Backup and Recovery 245}

NetApp Backup and Recovery A|AE! OFHALON 7|2MO = 2 MotE|0] JELICE ST SHS 23t FH|2.

36


https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html

B "AWSO0{| A Cloud Volumes ONTAP ZA[" Cloud Volumes ONTAP A|ARIS TIE = Of| HRo Q7 AFgat M2
HEE 2RI5tHIR.

ch
1. 20| AIAH HO|X|0IA *AAR FIPS Meotn

= L= "1

Cloud Volumes ONTAP SHS7[*E MEHSIL|CE

P

2819C ZEAIE MES Ok *ME RIS MeghL|Ct *

. 22I2E SZXE *Amazon Web Services*E MEHD L1 T L E L= HA A|ABIS MEHBILICE,

- MH|2 HO|X|Of| M MH|AE 2dstot HEHZ £ *A &+ HEfRiL|Ct.

—_

2
3. M2 HE 5l XtH ZE H0|X|E ZAMEIMR.
4
5

= O
OFgEALS| HOX| S 2t25H0 AlA™S HHZZRLIC

1ol A NetApp Backup and Recovery 24 %t=|0 QELICE 0|2{3t Cloud Volumes ONTAP A|ABIOM S &S
MMt = NetApp Backup and Recovery AdlSHM| R "ES5t2 = 2 2E50|M A S 2AsaL

7|Z& A AHIO|A NetApp Backup and Recovery &3}

2L HAMEX| 7|= AAHIO| A NetApp Backup and Recovery Z43tet 4~ Ql&L|C

oA
1. 29| AlAH HO|X|o| A 22AES Meioln Q2% Tjdol wel 9l 27 Yo Yl *TBHE MBILICY,
1S /3t Amazon S3 THAO| AIAE HO|X|0f 22AER EXfots S, 22{AES Amazon S3 AlAHOZ
Zo{A EOB A OFHAP} AISEILICE,

ONTAP = S0i|A BH =5}
RIEX| 2|0 A A|AHIO|M T 8AS SHMBISHMR.

O ALZE CHE2 8 HAIE QLiRfLICt.

(]
>

YUE g = ASLICIAPI B BA| AE HAM ZES SASH o= A|AH0f Cet MY 2ol E Xtsete &=
olAL|C}
M- .

OFE AR AL

1. OS2 U B LIS AF83te] MY 8l =71 2t OHH AL HAASHAIL.

o &9 AAH! H|O|X[0| M A ARIS MEHSI D QEZ miidol uie] 5l =3 Hof| = st > M) 2 S
MEHSHL|C}
-4

A S ot AWS A0 252 A|AH! HO|X|0f| AIARICZ EXHSH= 22 ONTAP 2HAEE AWS 7HA|
AEE|X|E BOE £+ JSLICL

37


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-aws.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

LIC}. - OIO]2 S 42

I.

o
=

ofl CHel *3-2-1 E= M E

M

o o] Bl = il ofl A *
(2R £ 2K AE2|X

W
o . 11 ol

R
P = L 3 ¢ 53
ofm = 5 = . ol
{0 =3 H_._E V o ._O_._._ X
H."Mll o M.AH = X [} _ w 10
5 o N B2 S 5] a U
uk U S I T mx
X o :. ) 3 oo
X | RO T o = oy &0
s 7! ® = 3 = W gD
= foll = © H w il
o =3 Hr or ._|qu c b Tl {0
S 4u = il 2 i = & 3«
. KO ol 44 =0 2 o
) 1 XKooy - w ol
Cl W < ol o O . K 0 X 7]
e i 2 =r o1 T O N u o 1o
_._._M =] m Kq < o3 <{|D Ul ) o il W_l\_._.__H_
> ot = Al pr = ™
el 5 W m TR o3 ol & a2
. iy o —_ u M= e ﬂ 10 -

m R = ] <+ o {0
Sy T ol 1= WS 2 1 Hr m_M &l
0 = o JT i = of 0 = = < &4
o= W Hu 0 L5 u ° e T
i K olo - KH r L & O W A < ol
H_u_ o IDl - |r_A N {0} m = s Hu_ u_.—.wﬂ o
) ¥ o N K- o 53 ._JMMV Mo = = Wu
fo0 oT oo o el ! S = T
F &0 T o <0 M_M il AL 4 EE kg OU
o1l #ir ol ~ 2 AR CIRETRY * 5 i 10
e MK 42 T RE m g Wy
g W By = 84 m T o =S

.o oo Kio = . m 38 00 oy O s =
=T 3 o Tk g @ c U
L ol oS ol oL T n o — T

= N © o " o ol S o S g o Ul 1
K = 4 ol Hwrz0 5 o= I T N
3% KH ) w  BwT G mp e TR T
ML 7 B i ﬂ mll S oo T o 5 5 Q)
Mz O 0 o @ol L o3 o ook oK

s 3 ot & L e T oo owm wmN
th T} 2NN H H 0 +un_vH = Mg S o iy H H._.._ul T
S g Wou oI P Mg X T I
K— & % % A HA 58S T pliwpr T ol |z
o K = = T T 3 jod Tof 0 Zur {
o2 S 2 X = M B F o MR s ol
Bz T T b X QAWM T = o M. mgd
= R @ & ¥ FI_ . o 7 O I3
Jdof  am < lw Fa e 2 T E U
MR LTI T o T wa By
I w2 X m my Hine W% gy o
< ol o © oW Wy Zz3 &._: 1: R 0
28 % @ wmo 3%4 S o
=% 0 o1 R Sl % T i

N T MR Lol ol <l

ARHAE SR S WA AEE|X] ¢
O &Lt

=

2

=

- of7|Ey
* 2R CHY B FA

38


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

* HH AEE|X| YE(SSAL 2ot HEAZ, Y A Sl 27| S4)0f chet s dL|Ct.

£
1. Q) Mzt Aol Ho|XIo|M CHS & diLt i RES MEfSIAIR. 7|2 MO M| 71X| B MEtE|of QaLIC,
o 22 AL N AE2|X|0| 2HIL S A%t HQ 2 AWALS BHSO{of BILICH,
> 2H): C}2 ONTAP AE2|X| AIAEI0]| 2XE 252 ALt

o MY EFES A 2E2|X|of MATILICE 7| E KIS MESIALL A IS TEY o S2{AET 2| 6712
H'Ii'Oﬂ =2 w4 UAgLICt.

== 1da2 T
2. o7 |EH: BR| U MAS Meidt AP CtS
=
> o}

SE & otLE UESIN K.

=
MEHE T2 AEZX| A| A=A B AEZ|X|Z, EX AEZ|X|0| X JHA| AEZ|X|2 SEL|CE
=

Moo 1>
o
i
rr
N
u
S
>
=

AEZ|X|Z, 7|2 AEZ|X|0|M M| AEE|X|2 SEL|CE,

Of={et Ot [EXof et XtMISt I8 2 LSS EXSIMR."E2 ofE = A 2l6th .

=

|>
1t
phal
o
m.*°i
ﬁr
of
N
ra
=2
=
0o
A
0z
1o
0z
12
mjo
0x
0x
Of
i
rg
i}
dlo
rulo

ZOHMIR."EM 27|

AMA|Q. MEHXOZ EX|El 22 0|20 X7} CHAH

— = o

EHSH
OH2Z[AIO|E = O2[AO|ESS M=ot D HEAL E= HOIAME XHY & ASLICE

T 4

AFBTE HO| HAS MY C1SS MR H A US|

L HAo| 0122 YRISHHIL.
i YUrEOR A O HIZE A0y 57H0] YHS Mot

X} *Amazon Web Services*S MEHSIM| Q.

—1
=]
A 2F: S MR FEet 0| MEHE XS LM .

XESH= O AF2E|= AWS AI™ S ESHM| 2. 0= Cloud Volumes ONTAP A|AEIO| Q= A X1

-

Aol CHE AWS AIEE ALESt{TH 240 M CHA AWS AIE XtA ZHE FII6t 240 S M3sh=


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

IAM S&Ho]| "s3:PutBucketPolicy" % "s3:PutBucketOwnershipControls" #stS 2= 7t8l{0F StL|LCt,

| XA X|ol2 MEHBEAIR. Ol Cloud Volumes ONTAP AIAEI0| Q= X|H 3} Ch2 XY 4

ot o
OH
ol
>
HuU
4
il

[

rlo
o2
fot
ot
)
oz
HT
i
IIQ
_E
W >

| A EX SHMIR. (

() 71z was dest 3 st 320t ojo| MBEDE X3 Y Bt el

° HIEQIY: o] SEX0] thist HIEQIE SM8S FEELIC

o wHQl HM: 7| Zo| wol MK AEalx| MM MesriLE M2 BHELICH

olS SHSIolY| ZOl AFBRE FO| HAMS MR TS S ARSR.FH BHET|".

L "o 0|22 YstiR
i ABHOR A T} WISE At 570 AHS MestilR

(=X
o= =
alLock & &0 %?_434 HAHE XY eL|Ch. DataLock ! #HM%0] =
.I

. 75| e FAO| AL Dat
et RAISH LHS S CHe S RSl | i 2 M7
V. *BHS 7|2 MEfSHAL.
* 7IE A LS| O NAHOl SO Cfsh W3 Heet el A 20| S (ol i, OhF S)nt Akt
22 A4A0| Q1= F2 0] 371 HAKIZE EAELICH S J1 setepi| 2st7| 9/} 2= 244
AUIALS el TH2 | A E2lx|of SASI2{e 0| Solzig MBIl

1. HE HO|X|ol| A MEH AretS HESIAIR.

2. Mdeixo=z *Ea* AHAE SH| 3 HAM LX[SHX| g= 2|0IES AMS2 2 +F e = AFLICE O|FA| 5tHH

HA, 7

— =
ARE SN 8 MY Yol 20| St LX|SH= 2[0|20] X|FE AAk0| MG ELICE

o 1
3.+t st oS MEHSIA|R.
Z3}
NetApp Backup and Recovery =

Bol £7
AE2|X[ A AE H|OJE of A APEOI TS ELICE Ol TEM= A4k
XIS Aol ZetEL|Ct

MRS AIZRHLICEH SHE =50 WY Ilol 7|E HEME 7=
HotE 7|2 AEE|X| A|A™- H0]E 9|

40

|2. Cllo|E] =otE 22| g
| A1

o


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html

—

e E21AH0| SXE 280] M=o 7|2 ML =52 S7IsHE L
2t S3 HAM|A 7|oF HI 7|2 X[FE MH|A A0 S3 HZI0| M|, e mHAof s S H2lof| XMZEHELICE

=5 U A 270 BA|=|0f W) HEHE ZELIE-RE = ASLIT.

CHESS AHE3t0] i 51 S 2ol HElE ZELEf>le = JAFLICH A ZLEZ Ho[X]" .

=/

e Sl S 2dot OPEAOIA ALEEl= API HE S EAISHD MEHO = SAte = QGLICE T A|2-0f A 2
Yot E ASetote{H o] s +dots A0l FSLIL.

o0 =7 2AS} DR AL M *API @ 27|+ MeigiLct

2. HES SEULCO| SABIZ{HE AL 00|22 MEISHAIL.

NetApp Backup and Recovery AH25}10{ Cloud Volumes
ONTAP Gi|O|E{E Azure Blob A E2|X|0]] e BtL|C},

NetApp Backup and Recovery Of|A & 7}X| EHAIE 2t=510] Cloud Volumes ONTAP
A AEI0| A Azure Blob AE2|X|= EF H|0|HE WHASHAM 2.

@ NetApp Backup and Recovery {IAZ2EE Hetst{M LSS T ZSHM|R."CF S NetApp Backup
and Recovery JIAEZEE Mt

TS0l CHet XIS 2felotMle
Azure Blob MZ 20l 288 Hst7| Foi| X|El= 740 A=K HRUSI2H CHF 27 AEHE Ho2NL.
CHE OID0IX|= 2t 7N Q49 T4 Q4 Zhof FH[ojof & AHS HHFLICH

MERRO 2

[ |

41


br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

A

NetApp
Backup and
Recovery

a

{ooe> VNet

Console agent

()

Private
Endpoint

PN

ONTAP API
operations

Snapshot Q

HTTPS ® HTTPS

Data transfer
over HTTPS

Backup

O Replicated

copies

Cloud Volumes
ONTAP (source)

Restore volumes

Cloud Volumes
ONTAP

Blob
storage

files

X2 &= ONTAP HA

%A ONTAP 9.8;: ONTAP 9.8P13 0| A2 A ZHst

X E|= Azure XS

NetApp Backup and Recovery Azure Government X

7|2XH O Z NetApp Backup and Recovery H|& %|X3}IE 2ol 22 S24(LRS)2
I ZH|XJetLICt NetApp Backup and Recovery A 3tst

L|Ct.

2 Tt 2= Azure X|F0| M X|&IELICH

0| 882 B9 F=H(ZRS)L = HEY = JUFLICL Microsoft X[ &S HZSHM K. "A &

o1 &=/

CHE Azure =0 MRS 2EE O RS &F
NES

7|2HMO 2 AL Cloud Volumes ONTAP

2tO[ A 251 Ateh =

= =

NetApp Backup and Recovery PAYGO 2t0|AAlo] A2

MarketplaceE

NetApp Backup and Recover
S0l £=H0F ZLICE NetApp Backup and Recovery CHet Hl= 0] 7

2ol ALEE At St =2 AHESHO

"A|AE DALY MIF FE 3 XA 5 HO[X|0M F5T = JASLICE"

NetApp Backup and Recovery BYOL 20| A Q| AL 2to|MA 7|7t 82F S0t MH|AS A8 £+ JEE St=
NetApp 2| €& H 7t ZQBtL|C} "BYOL EfOIA.jﬁE J_-'*EIOHZ 2SS 20

-1 O O

= =2 T M

& HlO|E{7L M2 CHE H

ry gtk
(=)
==

AF3104 Blob HE0|L4S
2H0]l = x5 =2 of2qo
P LTSRS

St7| ol Azure

O|FO{TL|CE.

FEAMR". 2& 00| EL Cloud

Volumes ONTAP A|ARIO0| L3 AFO|E("H|SH 2 =)0 BHEE|= H2 BYOL 20| A E AFESHOF LTt

MO MEE ME Sztoil i

St Microsoft Azure 1= 0|

il
k>
=2
o
rA
Im
min
M
o
o)

=
=)

S HE 2E) 7ks

e

ot Azure X|Hof| HX[g £~ QUELICE



https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html

"KM LI 2 NetApp Console HIE ZEE &HZTSHNR." .

* "22Z 00| EO0| Chol Lot M| "
* "AzureO| M BE HE(TA| QUE{LI HMA)Z 2& Of|0|THE HiE"

* "Higt ZE(OFRHI2E UM A HEhHZ Z£ ofo|HE ZX|

_— 1

=& Oflo|HEo] CHEt MotE 2tlSALE FIFELICY.

NetApp Backup and Recovery ZiM 8l 22l 7|52 At2st2{H 5'._—%
Synapse Workspace % Data Lake Storage 71|x"01| MM AL 5~ UESL Ef. OfEHQ
Stz 22 THA0)| w2t TIHSHM| 2.

=2
=)
_>.'.
Im
18
— |'|J°|'
2
)
rot
dm
0z
&
rot
=)
30
<2
=
>
N
C
@

A|Zfot7] FHof

* *58 Sl Azure Synapse Analytics 2|2A ZFXH("Microsoft.Synapse")

=2 =

= oS

2laA SEAE SEots HE 2o Elal SFXE SEIIEH 75
'6'I-|__||:|-
= .

LICt "F =2 28l of

E 7| Rp* 04 OF

|_n |10I-

* 22 0f|0| M EQt Azure Synapse SQL AMH|A Zt EAME QISiA = ZE 14330 E2{ Q0|0 BfL|Ct,

= 1=
a. Azure Portal0i| A 7tAF A MH|A S ELICE
b. 2& Of|0|ME JtA HAS MEHBHL|CE,

c. 4H0l|M *ID*E MEdEL|CY

=
d. *Azure et &S MEHBL|CE
e. Z& O0|HE 7haf Hilof| 2P E ALEXL X[E HEE 7|=l SLIC.

2. N8 XE A HHo|E
a. Azure Portal®llA Azure 7152 ELICH
b. *HMA KO{(IAM) > HEt*S MEHBIL|C}
C. AtEX} XM dgtof chst ZQH(...)S MENS ChS *HE*S MedBtL|Ct,

d. *JSON*S MElist1 C

oo
rH
rok
o
Pt
M
el
C
n

43


https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-modes.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-azure.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-restricted-mode.html
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/resource-providers-and-types#register-resource-provider

44

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
’

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

"Microsoft.

"Microsoft

"Microsoft.
"Microsoft.

action"

e. *HE + gH|0|E*E

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write",
Storage/storageAccounts/blobServices/containers/read",
Storage/storageAccounts/listAccountSas/action",
.KeyVault/vaults/read",
.KeyVault/vaults/accessPolicies/write",
.Network/networkInterfaces/read",
.Resources/subscriptions/locations/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Resources/subscriptions/resourceGroups/read",
.Resources/subscriptions/resourcegroups/resources/read"

.Resources/subscriptions/resourceGroups/write",
.Authorization/locks/*",
.Network/privateEndpoints/write",
.Network/privateEndpoints/read",
.Network/privateDnsZones/virtualNetworkLinks/write",
.Network/virtualNetworks/join/action",
.Network/privateDnsZones/A/write",
.Network/privateDnsZones/read",
.Network/privateDnsZones/virtualNetworkLinks/read",
.Network/networkInterfaces/delete",
.Network/networkSecurityGroups/delete",
.Resources/deployments/delete",
.ManagedIdentity/userAssignedIdentities/assign/action",
Synapse/workspaces/write",

Synapse/workspaces/read",

Synapse/workspaces/delete",

Synapse/register/action",
Synapse/checkNameAvailability/action",
.Synapse/workspaces/operationStatuses/read",
Synapse/workspaces/firewallRules/read",
.Synapse/workspaces/replaceAllIpFirewallRules/action",
Synapse/workspaces/operationResults/read",
Synapse/workspaces/privateEndpointConnectionsApproval/

"HAHoj| CHet TA| JSON &4 E7|"

Meet CkS *iHl0| 42 MeiBhict.

— Tl =


https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-azure.html

HIO|E| et=stE flot 1 22| 7| Mg 2Rt HE

7|& Microsoft 22| &=t 7| & AHESH=E T, gt O AIOA 1ZH0| 22[St= 7|E AFESHH HIOIHE Y=ot
== AFLICE 0] B Azure 75, Key Vault 012 Y 7|7t WREILICE "XIAIS| 7|2 AR SE B SHOIBHHQ" .

met

it
e

2|

ogt

NetApp Backup and Recovery Azure M|A HHM | Azyre HE 7|9 A M| A H|[O{(Azure RBAC) Hot ZH
StESO Hot RE(HSM)S K|FetL|ChEr = "Azure Key Vault 2t2|% HSMO|Zt 231017t 2" ).

Azure Blob XZ4A AH THE7|

712X QZ O] MH|AE AFEXIE 98t AEEZ|X] AYE HYBLCE XM AE2|X| AHE ALt MY 2o}
OFEALE AIEFSEZ| Fofl A S 2HE CHS DFEAOIA oie AE2|X| AIES HEsHH EL|C).

LIRS AEEX| AHIF Mol CHaH XtAIS] LOtEAMIR".

ZE SHE 2/ct ONTAP HERZ 27 Atg =l

NetApp Backup and Recovery AF23510] 22X ONTAP A|AEIN| 2X|E 252 MHsi3{= 22 22 Sl iy
AAHIO| CH2 HERZ @7 A E X=X 2elstMa.

2I2|0|A ONTAP HE/Z QF ALY

+ S2|AE7} 2T20|A0| Y= F2 SlAHEYI0IN Z2ALE SIS 4 LIEHZR HBE|0{of FLIC
0] UBHH O VPN SZHRILIC

* ONTAP 22HAHE Al MEUl ZE Yol gl S AE @7 AfE SF6lof gLCt.
Cloud Volumes ONTAP L= 2Ig|0|A A|AHIY ST = JASDZ 2T 2||0|A ONTAP A|AHI| CHSH I 0 &
Q7 AtetS HESIMIR. "ONTAP AHAMUA 2=2{AH D|o{2Zlof st L M8 @4 HI|",
Cloud Volumes ONTAP HIEQ|Z @7 AFst

* QIAEIAC| HOt T20j T4 QIHIRC 5 OFRHE2.E FA|0] TEHE|0fof B THHORE ICMP X EE
111042} 111050/ Chet 40| TBHEILICE 0[2i3t 7412 0l2| Holgl 2ot I50| EatelL|ct

* MZ CHE MEUlof L= = 7H2| Cloud Volumes ONTAP A|AE! ZHof] HIO|E E SH|st2{H MEUS &
2t E8HOoF gLChOl= 7|2 EF|LICH).

_

Cloud Volumes ONTAP 0i|A] NetApp Backup and Recovery &3}

NetApp Backup and Recovery &d3t5H= A2 HSLICH tHAl= 7|ZE Cloud Volumes ONTAP A|AEIO| /=X
OfL|™ Aj A|AEIO| A=X|0ff w2t 2 ofzl A CHELICE,

M A|AEIO|A NetApp Backup and Recovery 43}
NetApp Backup and Recovery A|AE! OFAALOIA 72X 02 gadste|of JYLLICH oiTt SMS SAste] FM|2.

HC} "Azured| M Cloud Volumes ONTAP A|Z" Cloud Volumes ONTAP A|AEIS OIE = | Qs @7 Alstat
NE MEE 2olstNR.

@ 2|aA 159| 0|28 MEiSIZ{™ Cloud Volumes ONTAP HiZ % it NetApp Backup and Recovery
*H 2 ehshM K.

45


https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://learn.microsoft.com/en-us/azure/key-vault/managed-hsm/overview
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-otc-azure.html

CHA|
1. 249 A|AH! H|O|X[0| A *A|AEI XI5 MEHs ) 22t C ZZXHE MENSHCHS *MZ FI7PE MEfhL|Ct,
Cloud Volumes ONTAP BtS7|*E MEHSHL|C},

2. 2212 ZZXIZ *Microsoft Azure*S MEHSHCHS THl L& E= HA A|ABRIS MEHSHL|C

3. Azure A4 ZH M| H|O|X|0|A XtH BH 0|5, S2I0|HE D, E2I0|HE H|UHS
A &2 MENBIL|CE

4. N2 ™E 8 XtAH ZH 00| X|E =5t Azure Marketplace 50| Q=X| &Qlst & *7|&*S MEHSHL|CE.

5. MH|A HO|X|0f| M MH|AZ ShAStst AFEHZ =101 *H|&*2 MEHSHL|C}.

- O [ N =

6. Db AL HO|X|E 2t=5t0] A| AR S B EILICY.

21t
A AEI0i M NetApp Backup and Recovery 2%42tE|0] AELIC} 0218t Cloud Volumes ONTAP A|ARIOM 2EES
MMot = NetApp Backup and Recovery ASHNR "ES5t2 = 2f S E0|AM P S atar|chr .

7|& A AHIO|AM NetApp Backup and Recovery 243}
AHKM|EX| A|AEIO|A ZIF NetApp Backup and Recovery ZAsH6HN|R.

|

1. 2£9| A|AH H|OX|0| A AARIS MEHStD Q2% nfido] wied 5l 2 Hoj| A= *24eE MESL| T,

-

1=
|> 2
|:|-rE mo

Ml
H
>
m
Il
>
N
c
@
oY
o
o

218t Azure Blob CH2t0] 2£2| A|AH H|O|X|0f| A|IARCZ EXHSI= B2,
192 Z0{M s2E X UFHME Azt = ASLIC.

-

2. OpHALS| H|O|X|E 2t=Z8H0] NetApp Backup and Recovery B EBHL|C}.
H
(=]

£ MESIH OIS S AISSHHR.ONTAP 2501 A 2 2dat

w
T
=

ONTAP = E0i|M B = Mot
M| EX| 2maj|o|A AJAHI|A XY #HAS SHM3ISHM Q.
OFHARZE CHE Q| =Q CHAIZ QHLHERLICY.

(=13
=

1=

1=
e e
gl

52 MHSINR

~

n HIHI

1o

o
MEH A S HESHMIR

L]
>

ME & 2= JASULCIAPI S EA| AE HAOM ZEE SALSI0] ehe A|AHOf Cih i 2ot E RSt =
SLIC}.
=]

£0 oft

OFEI AR Al

o AIAE HOIXO A AIAHES MEistn Q2% Tigol wel U =7 gof Qi 2yt > el 252

46


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

Azure Blob 7HA|

=

=

2 AE

=
=

FM|R. «ss O}O|

Meis
US|

R EX=1
THd =

*

*X
tHZ 40| EAIEILICE of THAof M

A

4

HelX] 852 =&)ofl CHaH *2

SHS

=}

F & o| H|O|X|7F LIEFELICY.
L|C}. *C}

=

2
=4
|

.I

3

ez

=

H
I

=L
o
=]

=

t

gol &4

4 gLk,
HH
a
PNTPAET I
et Zu7t

O A|A% H|Oo|X|of] A|ARSZ EXliSHs B2 ONTAP
Z4

CHef
=
=

=

E2X|Z2 B0ttt =

—

7t

F Azure
X

SHH| 2

o
StLto] 2F0| MEE HEfZ o

.

U =7 oito A “2E-S MegtLich 28 Hof
El

(ofo] =HLt 7HH| 2EE2|X|

f=2ye]
A= 2

A
° 0|0l 2& olo]

o Ato] 27 To|x|of
O}z

1 S
R
sl Ol 1y © 7T %0
= i 2 + T
[} = 10 =7
= Hn > e o =2
= ol 3 ko) . o W_ 30
= oL L5 =l o oo
..._A. S - . ¥ _ {0 '’
S CH B A
= o o
ooy 3 SO 1
or 1o c | - Wl 551
o d (o=~
& Z0 » o 2 S
R0 A 1 &4 5 o
X ofu S 1 Q
3 aw ool K w53
o zr OO I WO N i) L
. — 1 <D Ul i} o) Al ~
o — ® A= = g
=) b ol 03 [ ¥oI T ol I
5 <= koo b o aw
I TS J W 53
WooEw §By  §F g <=
_l < - O w — o A
m_n .r_ = W oW <! < jon i
T g # = B oOm
o ) a1 %0 Kio z o M o
%0 <m 2 2 o Wl T T o = <
s Bl ¥ @ -5 on
() o < = .__m o0 oF T M M 1o
T F= 5 U RO g MR T =)
1 ol o = ©9 m ¥ s X 5
Kk F= . mw 3% W T xS MW Bl
._ILI.I._O_I Q = - .AL o X K .
ojo <416 W g ’r tlo ® In
) woldl o 52 s W m m__._ T &
oy WHwr 3 O o WMo uy o RO
= S ol X X THn! ™ Il
W Bl O G R T R T <
I T = \ = 0ol
§ Hhm @ W3 woOE R AN o
p PR S | k) Mook Wik o o
ﬂ e = 2L 5ok 4 o wm wX m o
o omT® I oms S MW wTa B il
= v me = Coye) 1o o
o <= = _ 4 = X RO =T [ Q_
= S 01 S ol o ) = ES 1 Bl
S ur ol <[z
> N T R = o3 o = i
© Gy I EX >R Mot o i
i < <k ol X =] o M o MU g =] ] £ 1o
= Lo . . o ® oo =13 % o
i foll BT Epugn WX o K
ol 2r ¥ = = RO oll o1 ol KO
ITEN S womrqn BEE W oon wo
i e [T u._l._ 33 ™ ._u._l._ u._l._ = =x S
Bl _ WHounm @ R o 7l =
e 35 T @ 98
MR ol oo™ ~  FH 3

47

ARHSE = 8 HH AER[X] 8

24
=

=

* Of7|ElIx


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

L|Ct.
L|C}.

=

=l
=

=

-
o

i
o

YLICt,

)ofl CHt ©

4

LHELHZ|

[m]
=

H

*l
Al

ot 3

El
7
=)

A
KtMISt 182 LSS XM R."ES ¢

b

—

.
o

712 AER|X| A|AHHIN EX AEE|XZ, EX AEZ|X|0|A] JHH| AEE|X|2
7|2 AEE|X| A|AHIM EX AER|X|Z, 7|2 AEZ|X|0|A K| AEE|X|2

st =2&01 Of THA0 A
WM AEE2|X|0f] S H|LE

of

MOfFL|LH.

—

=
[ -

| HO[X|0[A CtZ & dtLt E= RFE MEHSINR. 7|22 M| 7HX| 25 MEHE[0] RSLICE

E-

—HlH A
ONTAP AEZ|X| A|IAHIN SHE 2 &S MAMetL|CH

o HiRY: 22 JHH| AE2|X|0f eHABL|CY,

1E

A
—
=
I

=

Of7 | =l X{ off Ch

b

—

.
o

L|
OEEAHA
o K

A cf
Hol: ME

02

=
° AEHA: ZE

®

* WA AEE|X| BE(SEA, Y=t HES

2. op7|EK:
o IO

=

WA RS MetstoiLE ME BHELICE
12 graetely| ol AR o
=

A

LHA
H A
A

K
~

= i
<

i

A
H

ol

7"

SHM|R.

SHAIR.
E

.I

E

.I
.I

.I

Cloud Volumes ONTAP A|

S| R.

—

—_

4

MEHSEALE M2 THSL|CE,
=2 |l 574

=]

ql

=2 Z|ch 571

2 YEstMIR. of

L|C}.
=HE g-getstr| Hofl AERL K|

2 ME L}

Z NZEC
1

 *OFST|* 2 MEHSIAN|Q.

o ZZ2X}: *Microsoft Azure*S MEHSIN| L.

L S

48


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

MZ2 MF AZS USHU 7|Z AES HESHMI K.

MRS KMot Ol MEE= Azure =S LHBHHR. 0= Cloud Volumes ONTAP A[ARIO| Q= =1t
tE =+ ASLICH
Blob E|0|4E &2[St= XAl 2|24 OFS S 2|42 OF fYEN OFS UHSIHR.

MY DOl +=FE7LE AR|E = RS YX|otH 302 BZ 7|2tS 285t HE =7tstt
x-|x+_+_ A

HAE LYot MEA AEHE HEUEX 2RISR,

2%} 7|: M| Azure Storage AI™E THE 32 SEXERE 22 2 "ﬁf 7| HEE L=SLICE 7[2 Azure
A=t 7|5 AHEEX| OFL|H Azure A|HO|M DZH0| 2t2[st= 7|E MEHSHY] CI0|H 2=3HE 2| eX|
MEHSHM 2
DZHo| ZF 2E|5H= 7|1 E A2 MEfst H2 I BRtAll 7| MEE UASIMIR. "R B4 E
AL85t= WHE AOotEN K" .

@ 7|& Microsoft M&A AF S MEHSt H2 Aot HEIL 0|0l MBEEE X Z g TRt

l&Lct.

HEZ: IP 32H2 MEfSI T 7Ol AIEXQIES A EX| R E MEHBILICH JHQl AEZRIEE= 7| 2Mo2

Hl g dstE[0] ASLITH.

. WIS = 2&0| A= ONTAP SHAEQ| IP ZZHYLICE 0] IPZZHe] 22{AH ZHLIFO= OFRHIRE

ii. MEAXOZ OfTof Tt Azure I AEZQIES METX| K-S I=HHLICE "Azure 2]
o

Bl op A"
ot FA; 7|Z0| A KEA WY HAS MeEiL|ct
WIS SNBLSE| HO| AR FO| HMS MASHEH (1SS ATSHHIR. M S|

i

= =]
H| 4% FHo| 22 Datalock S 2HH20] 59._13—1 MBS X|IHeL|Ch DataLock 3! 2HM%0] S0
o

2 HA AZ22 JHM| AEE|X|2 LHELT]: Of A|AE | =500l et 22 A-4E0| 0] A|AHIo
IZH‘H Yz MEich A AU E1|0|='( l: OHY, O )2t LX[Sh= B2 0| 7t ZEZETL HA|ELILE =8O
CHet 7+ it 28 BE5H7| #l8 2= o ARAS MY ﬂfe WA AE2|X|off SALSHAH Of éﬂf%

MESHNIR.

6. *C}2*2 MENSIA| Q.

49


https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-overview
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html

MEd A S HESHAIR

Ol= Fotel MEl AtetS HESIY Rt

—

o
n@

|
1. 4E HO|X|of| M MEH AtSHS HESIAR.

[}
2. MEATOR APl A 20|22 =H| Y el B 20|23 NSO 5|3 SIS MUBLICE 0/ Bf2
: JNE

H

0| A= AEAFO| MM EILICE

3.+ S MBPE MEHSHM| K.

e

NetApp Backup and Recovery 2&2| &£7| S AZELICE SH|E SE2 WY Ao 7|F M&oll= 7|2
7

AEB|X| A|AH C|O|E{2] THA| A20] ZEELICE ojF |2 XMZ2a H0|E2| A+ AH=O
ZerELIC.

e 22AH0 SHE =50 44E0 7|2 =254 S7|=tELIT.

ol
=]

I

of 2|laA JF0| Blob AE2|X| HE|O|L7t WM L1, W THo| of7[ofl A& ELICt.

72X 2= NetApp Backup and Recovery H|E Z[X3}E 2|3} 22 Z54(LRS)2 AHE5I0{ Blob ZiH|0|LHE
DT2H|NJLCH ME CHE F9 7Hol| H[o|E{ 7t SH|= =5 5t2{H o] X g JY E5M(ZRS)CE HEY &
USLICE Microsoft X| &S RSN Q. "ME A A SH| A HE" .

Q) 8l =7 o} OFHAIM ALEEl= API BES BAISIY MEIHOZ A 4 QUASLICH e A|A-0|AM
Yt AtSetoteH o HYS +ddt= W0l FSLICE

1. Q) 8l 551 2g3t O At *API 8 27|*E MEfgiL|Ct

2. HES SEUEC SABIZ{HE AL 00|22 MEISHA|L.

o TS o £ QUEL|CH ] I 0 BHOY HAHS 22 |SHAIR" . 7|0 B AR B! K|, S At gHd U™
FIt 3 HE S0| ZEL|CH

c ML T £ QUBELICHEHAE 47 Y] AE 22" §7]0|= ONTAP 22t AEZ|X|d| °HA1|¢6rE el
AESt= AEE|X| 7| HE, JHA| ¢5a|7<|01| 'L“?J% AUZCSH= O AFEY £ = HEYHI Y E HE, o=
=50 CHSt XtS e M™ HA SO0| ZELICE

o GHME o £ UEL|ChElRd Tho A 25, 20 L= HE I S2" AWSQ| Cloud Volumes ONTAP
A|AEIO|LL 218|0|A ONTAP A|AEICZ,

50


https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
https://learn.microsoft.com/en-us/azure/storage/common/redundancy-migration?tabs=portal
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html

NetApp Backup and Recovery AH25}10{ Cloud Volumes
ONTAP Cl|O|E{E Google Cloud Storagedi| Bi 2SN 2.

NetApp Backup and Recovery 0| A & 7}X| HHAIE 2t=510] Cloud Volumes ONTAP
AAEIOM Google Cloud StorageZ &5 H|0|E{E HABIA K.

@ NetApp Backup and Recovery {3 Z2EE Hetot™ LSS RZSHM|R."CIS NetApp Backup
and Recovery JIAEZEZ Hat"

T80fl ot XA S &elotM R
Google Cloud Storagedi] 2E {5}7| X0 X|iE= 40| UEX| HOIst2{H CHg T AFgE o2 MIL.

CHS o[0|Xl= 2 18 4% 714 Q4 7H| ZH|s{ol E HAS HELICt

Me{Moz g i JHol IS ARSI BX|E 20| EX ONTAP A|ARI| HZE &= UALICH
) Google Cloud Platform
VPC
B NﬁtApp d e Private
ackup an Google
Recovery Console agent ACCOSS Gogst;é?acélé)ud
< (z) AR
HTTPS \ } HTTPS Bk
ackup
files
Data transfer

ONTAP AP over HTTPS
operations
Backup .
Snap_sho@ < »> O Replicated
copies Restore volumes
Cloud Volumes Cloud Volumes
ONTAP (source) ONTAP

X|@=|= ONTAP HZ
%2 ONTAP 9.8; ONTAP 9.8P13 O| &2 & SILICE

X|&l= GCP X<
NetApp Backup and Recovery 2= GCP X|H0f|A X|& ElL|C}.

GCP MH|A AH

Google Cloud ZZHE0]| AtEX X|H HE0| U= AMH|2 AFO| RLo{OF LTt "MH|A AE
AOIE M R" .

fujo

Ol = "HIH=S
L — H=


br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-creating-gcp-service-account.html

@ NetApp Backup and Recovery Google Cloud Storage H{Zl0f| N AT 2~ QIEE SH= A{H|A
AEoll= o o|& AEZ|X| 2| Xt Fo| HRSHK| et&L|Ct.

2tO[MIA @7 Atgt =0l

NetApp Backup and Recovery PAYGO 2}0|MAL| AL Google Marketplace0l| A Cloud Volumes ONTAP 3
NetApp Backup and Recovery HHEZS = Ql= 24 2152 0|8T 4 JUSLICEH HA2 HQBILICH 0| 2& 152
T=6HM 2" NetApp Backup and Recovery E43t517| F10i|. NetApp Backup and Recovery Ciot H1= 0| =52
Sl O|FO{EILICE "A|AH OpHALS| NE HE 9 XtH S H|O|X[0f| M =5 4 USLICH".

=2 T AM\Hd

-

NetApp Backup and Recovery BYOL 20| A 9| ZHQ, 2to|MA 7|7t 3F SOF AH|A
NetApp O L& HS I HQSHL|CE "BYOL 20| MA S 2E|6h= dhH e A0otEM Q"

1

MEZ = JUAEF Bt

rr

10| X2

Rl

& B0l 3t Google 50| ZRELICt
=& 0|HES EH[otMR

S

—

YE

=& oo

Im
rir

QIE{Lll H£0| 7H5$ Google X0l Ax|stjof gtL|Ct.

* "2Z Of|0|HE| CHsl LOotEML"
* "Google Cloud0l 2& 0Of|0|HE Hjz"

=& O[O|HEO| Tt Mots 2HRIStALE =71t CY.

NetApp Backup and Recovery "ZM 3l SE1" 7|52 AIE5t2{H 2& 0f|0|ME Ao it EX ”_‘4'5*0| %!CHOF
Google Cloud BigQuery AH| A0 °“A1|ﬁ%* 2 UELICE ofzliel Mots =telsti, MAY i
2 RSB Q.

el
1ol 72 2etes 2

2
3
4. oAsto| gt
5

bigquery.jobs.get
bigquery.jobs.list
bigquery.jobs.listAll
bigquery.datasets.create
bigquery.datasets.get
bigquery.jobs.create
bigquery.tables.get
bigquery.tables.getData
bigquery.tables.list

bigguery.tables.create

52


https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://console.cloud.google.com/marketplace/details/netapp-cloudmanager/cloud-manager?supportedpurview=project
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/ko-kr/data-services-backup-recovery/br-start-licensing.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-google.html
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com

223} 7|(CMEK) ArE0] 20t F&

7|12 Google 2| f= s} 7| L4l nZ4o] 2t2[5H= 7|5 AHESHH HIO|EE % 2ot = AFLICH XY 2t 7|2t
m2FE 7t 7|7} BE X|YE|D2 CMEK 7|o| TRHEQ} 2 H3le| IRNMES Mest & ALICE DHo| XY
HE|St= 7182 AEdIE = B2

© 23t opgAto] o] EEE FI15t2{H 7| 2at 7| 0| 20| Rt "u 2 2a| et 7|0f CHsl XbA|S]

AOtE M| 2" .

* 2£ 00| E Aeoj| CHS3at 22 Ea Hoto] IE|0| U=X| &Qlsl{oF gLfct

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.getIamPolicy

cloudkms.cryptoKeys.list

cloudkms.cryptoKeys.setIamPolicy

cloudkms.keyRings.get

cloudkms.keyRings.getIamPolicy

cloudkms.keyRings.list

cloudkms.keyRings.setIamPolicy

* TZHEN A Google "Cloud Key Management Serwce(KMS)" API7} 2td
XS AL "Google Cloud 2A1: API 245} XtA|BH LHE

CMEK 112{ Atgt:

* HSM(SIESI0] X[ @)t AZEQ0 Mo 7|7t 2= X[ EL|CH

* MZ M43t Cloud KMS 7|Lt 7t Cloud KMS 7|7} 25 X[ ElL|Ct.
* X9 7|12 X /{E D, 22 J|= X[JE X ESLICE
* oilE "o el Ese SO X[ ELICH

* AER|X| AF 1 HZEE MH|A 0f|0] M E0f|= NetApp Backup and Recovery 0| A| "CryptoKey &
25 3}(roles/cloudkms.cryptoKeyEncrypterDecrypter)" IAM S&t0| SHeHElL|Ct

=Xy

Lzt HZIE USOHEN R
J2HoE MH[AE ALEAIE 2ol IS WARLICH RO HZIS AtEoteH MY st OFHALE AlEfot7] |
HZlS 2= TS DF“MOHM i HZlE MESHA ELC)

C = b
—_—

2101 CH3H XtAIS]

AOtEAM| 2",

=5 SHME

2|5t ONTAP 4| E

NetApp Backup and Recovery A2
AAHIO| CHE HERZ F AFES

A 27 Ak &l

510 EX ONTAP A|AHI0| EX|E =25

ESESH=X] &UsHMIR.

of

53


https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis

2noz0|A ONTAP HIEYZ QF Atst

* SAEIF 2o 0|A0 A B2 A HIEHIM E2RE S| 7ty HIES A= AZE[0{OF gLt
Oll— olHIM O 2 VPN ﬁ?dol | |.

=21

* ONTAP S2{AE = F7HHQ MEU, ZE ot 5l S2{AE @7 M-S SF6of Lt

Cloud Volumes ONTAP = 2Ig|0|A A|AHIY ST 4 AT Z 2T 2||0|A ONTAP A|AEI| CHSH I o &
Q7 AtetE HESIMIR. "ONTAP AHAMUA 2=2{AH I|o{2Zl0f st L M8 @4 HI|" .

Cloud Volumes ONTAP HE|Z 27 At

* QIABIAO| HOt IE0| T4 QU2 Y OFRBHRS 70| Tete|ojof BLICE, FHMOZE ICMP Y EE
111042} 1110501 Cifgt F40| EBHEILICE Ol2{2t 74/ 0j2| Holl Bot I Tt

* M2 CHE MBI A= F 7H2| Cloud Volumes ONTAP A|AE! ZHoj| C|O|E1E SX[SHHH MEUIS S|
2t &3 OF gL Ch(Oo I" 7I% HAEYULICE).

_

Cloud Volumes ONTAP 0i|A] NetApp Backup and Recovery &3}

NetApp Backup and Recovery &3%}5H= A= 7|E Cloud Volumes ONTAP A|AEIO| QU=X] OtL|H Af
A AEIO| Rl=X[of w2t eFzt CHEL|CE,

M A|AEIO| A NetApp Backup and Recovery 245}

A AH OPHALE 2t25H0] {22 Cloud Volumes ONTAP A|AEIS THS™ NetApp Backup and Recovery &2t
= AELICH

MH|A AFo| o]0 M E|0 Q10{0F EHL|C}. Cloud Volumes ONTAP A|AEIS AMSH I AMH|A HHES MEHSIX|
OfO M A|AEIS 1171 GCP 2£0i|A Cloud Volumes ONTAP 0| MH|A A™ES Z718lj0fF SfL|Ct.

HL} "GCPO|A Cloud Volumes ONTAP ZA|" Cloud Volumes ONTAP A|AEIS OIE = 0| T QS @7 AFS Dl M|
MEE 208N 2.

CHA|
1. 2L A|AH HO|X|U|A] *A|AH FIPE MEiSID 22tRE ZZAHE MEiSHCHS *MZ FIpE MEigh|Ct,
Cloud Volumes ONTAP QtS7[*E MEHSIL|CY,

2. |X| MEH: *Google Cloud Platform*S MEHSIA| Q.
Eli: * Cloud Volumes ONTAP*(THY L E = NJHEMH)S MEHBILICE

4. N2 HE 81t 3E: O3 HEE st a.

-l

r

w
40
o
rx

a *D2HE WS 25t Ao = T2HET} 7|2 T2HME(ZE |0|HET Q= Z2HE)QCHE
22 M Z2HEE MEfSL|CH

n

b. 22{AE 0|§S XFELICH.
=

C. MH|A AY AKX E Edetotn O|2| Yo|E AER[X]| 22|X} HEO| A= MH[A AZE HEGLICE Ol
Mt A EetE Edetot= ol 2Lt

d. 7td ZEE XHSHMIR.

GCP Marketplace #=0| 243tE|0 J=X| 2SN R.

54


https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html

5. MH|A: NetApp Backup and Recovery ZAatot AEfZ 10 *AH&+*2 SEIeL|CL.

6. A|AEIZ HYESI2{™H OPHALS| IO K|S 2tZ38IM|R. "GCP|A Cloud Volumes ONTAP ZA|" .

A AEI0| A NetApp Backup and Recovery ZA35tE|0f Q!&L|CE 0218t Cloud Volumes ONTAP A|AHIM 28
o

MMt = NetApp Backup and Recovery AdlSHM| R "ES5t2 = 2 250 M A S 2AsEL
7|Z A AHI0O|AM NetApp Backup and Recovery &3}
HH|EX| A AR A =& NetApp Backup and Recovery &431er 4 QI&LICE.

£

1. 20| A HOIXIA AIAHS Heotn Q2% Tgel el Il 27 Hoj s *2yshE MesiLct,

—

2 2|2t Google Cloud Storage CHA0| 2&9| A|AH! H|0|X|0f| A|ARICZ EX|SH= R, SHAHE
Google Cloud Storage A|[AEIC = B0{M 5oH AH OPHALI A[ZHEL|CE,

Google Cloud StorageE ¢} CHA O = FH|SIM|2

Google Cloud StorageE Y CHACZ ZFH|SIHH LS A E 2N .

(HOtAIE ME[20M HZlE TS0 ERLIC)

2.
teh) HIolE P=otE flet 02 22| 7| 23

o

=

MEX XIE A2 A0t EF Tto] s MH|A A|Fof| thet M2 HMA F|E HMSaHof LIt ME[A AFS

—

Ar238HH NetApp Backup and Recovery “—*.'?:1 2 XZst= Ol AF2E|= Cloud Storage H2IS Q156D AN AT 2

UELICE Google Cloud Storaged|A| 7t @ESH=X| & £ JYEE 7|7t HQTILICE,

EHA|
1. 0lM 72 222 Z&" 9Y H|0|X| 2 o|SELIct
2. "MZ2 Ag IHS7["CHg Heto] MeStLCt

55


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-deploying-gcp.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://console.cloud.google.com
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role
https://cloud.google.com/iam/docs/creating-custom-roles#creating_a_custom_role

storage.buckets.create
storage.buckets.delete
storage.buckets.get
storage.buckets.list
storage.buckets.update
storage.buckets.getIamPolicy
storage.multipartUploads.create
storage.objects.create
storage.objects.delete
storage.objects.get
storage.objects.list

storage.objects.update

3. Google Cloud 2&0f|A "AMH|A A T 0| X| 2 0] 5" .

4. 2IRE TZNHEZ MEHSIN|R.

S. *MH|A AF gHS7*E MEHSI D Tt HEE M3 SLICE
a. MH[A AE ME ME: 0|Ext HHE U=stMla.
b. O] MH|A Ao Z2HE0] CHEE MM A HEH F0f: HF DHE ALK} X[ ™ S MEHSLICE
C. *AE*E MEHStM(R.

6. 2 7ICH "GCP AE2|X| 2H" MH|A AFoj| Chgt HM|A 7|1E MHBL|Ct.

a DRHES MEistD *MSLSBY S MUSHHR. OFF Metotn] QIUTIE s 284 UN|A SN2

MESHNIR.

b. *MH|A HHE HMA F[*0| M *MH[A AFE 7| THS7|*E MBSt W3 THE MH|A AHE MBS CHE *7|
oHS7*E St

LIZS0f| e MH|AS M8 iff NetApp Backup and Recovery O 7|2 I248ljoF ghL|Ct.

712X 2 MH[A = AEXE floi HZIS MEYLICH =, A DR/ KIS AE5I2{H W 2l OtHALE
AlZfsto] Hof| HZlS 2h= CHZ OFEANOIA o B2IS MEisHA 'I—IEf

"Ll HZIE TtE= Ol CHOH XA 2ot A K"

HIO|E| t=otE Qi 1Y 2| Aot 7|(CMEK) 2H

7|2 Google 2| =3t 7| LAl nZ40| 22|5t= 7|2 AHESHH HIO[EE =etet £ JESLICH X|F 2t 7[2t
OZNE 7t 7|7} B5 X522 CMEK 7|2 ZTENEQ} CIE HIIo| TEMEZ MEHSH & QIALICEH

UA40| =Y 2e|St= 712 AMEdlE = B

* gt oAt O YEE FototH 7| &at 7| 0|F0| ERELILE. "7 2| st 7|0] ol XtA|S]
AOLE MR .
=

56


https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/iam-admin/serviceaccounts
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://console.cloud.google.com/storage/settings
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek
https://cloud.google.com/kms/docs/cmek

cloudkms.
cloudkms.
cloudkms.
cloudkms.

cloudkms.

cloudkms

cloudkms

keyRings.
.keyRings
.keyRings.

cryptoKeys.
cryptoKeys.
cryptoKeys.
cryptoKeys.

get
getIamPolicy
list
setIamPolicy

get
.getIamPolicy
list

cloudkms.keyRings.setIamPolicy

AR

solsof

= -

« TZHEN M Google "Cloud Key Management Service(KMS)" API7} 2-M3tz| o
XS AIR "Google Cloud EA1: APl 243t XtAt LIES

CMEK 112 Atgt:

* HSM(SH=RI0] X[ )2t AZER 0 Mo 7|7t 25 X[ ELCt.

* MZ MMt Cloud KMS 7|Lt 72 Cloud KMS 7|7t 25 X[ EIL|CH.
* XY 7|2t X|e| 0 22 J|= X/} EX| &L[Ct

« S| "CHAl OSBRSS DA OF K|S EIL|C}

* AEE|X| AET HZE MH|A 0f|0]F E0f|= NetApp Backup and Recovery 0| A "CryptoKey &=
S 3K(roles/cloudkms.cryptoKeyEncrypterDecrypter)" IAM 0| S2HEIL|CE.

st/

ONTAP E50]|A{ &H

AHMEX 2

o 2ysl

Z2f|ojA A AR £ M S 2dotstM K.

OFHALIE L2 S| 8 HHAIS AFURLICE

- woist 222 Mesh
- e Hzf ol
- M AR YESR
SAE S & USLICAPI B2 EA| ZE ED0IN ZES SAfot0] 83 AIAS0] Ch2t wef 2ste RSere 4
RIBLIC
O AL AR}
i
1. CHg W 5 OlLIZ ALSOHO] ] U 27 23t DALl M ASHAR,
- B&0| AAL HOIX|0IA AIAHS MESID Q2% Tgo| Y 3 27 Hofl Y TN > WY 25
MefstLct
212 95t GCP C410| 2&0| AlAH HO[X|0f AIAHOR Zxfst 2L ONTAP 2BAEIS GCP A
AEX|Z BOiTt £ 4 YALIT
o 9] Ol 51 DTHo| A *EE S MEBILITH 28 HOIA “KIQ*S MEBNIR. - Of0|2S S2stT Eh

57


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis

Z25(0|0] 2R|Lt 7K AEE|X| eio| EMSHE|X|

ojn

Hz ZM0| BAIELICE O] THAIOM & B M

| O X7t LIEFEFL|CE.

oF
I

tMIR.

MEE ZH[SIMR .

Al

ZSHLHEZ 0f 0

I.

ME 7t FMO| LEEHLICE,

LICE AR M, SH 4, IHA|

.
[¢]

-
ot

i 0|24

L|Ct" (FlexVo

adsetet
St
=]

St 4 QLICH J2iLE AAS HelS

= {0k

=_.__+.__. ol Aom
or X
1 op
11 1 o

-

M M-Sl =7t =F0i tist WS 2dst

-

A
=
-
o

=]

=]

o
=

LI-H

C

=
C

AH
HA
FlexGroup) 7| 2&0f clst

St AL
= T =

fo{ et

-
o

|.

FlexVol EE= FlexGroup 282
o
[e— = |

-

detet = AF L

ol
ol
o1

o
=
—

* ot HH0f| 8tLt2| FlexGroup 2E0|

SnapLock Enterprise

=
—

L|C}.

Lich 2= =&l
&

3
H=lO A0{0F

.
[<)
=

s

t SnapLock 0| L0{0f

.
o
—_

L =
- O

© MEiS 2E0= Y
g-gotE(0] A0{0F 3t7Lt Snaplock H

®

|

1. 28 M= 10| X|0]| M &

RC T
@r <o
RElR

B2 MEY & ASLICHFlexGrou
52 HASH{H HN =F StLE M

=
=

— Hu

B 60l o1
B 5
T

o

tAlR.

{0
=

x4

qE

2. rig g

ol
%0
r
il

K
20

x|
0

© 2 AHM, SH S HM AEEX] E

-+ of7|Ex

=

X

<l

il

ot =&0fl Of THA|ol| A
MO FLICE

M
0]

®

58


prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html

L|C}.

ol
ol

x|

)ofl CHk o

1

zl

ofn

LHELHZ|

o H ol

HH

e

* WM AE2X| HE(SEA, 2o}, HIES

A

| HO[X|0[M CtZ & Lt = RFE MEHSINR. 7|EHMO 2 M| 7HX| 25 MEHE[0] RELICE

° B2 ARSE JHH AEE[X[0f SR|LE S

ONTAP AE2|X| A|AHI] SHE 2&S YL

H: Ccr=

o H
=

L|C}.

I.

-
o
=

A EE2 Al AE2|X|0f WY

HH
HH

o

2. OL7|EIN: SH| % ¢

L|C}.

- =
Sh=

7|2 AEE|X| A ARIGM EX AEZX|Z2, HE AEZ|X|0|A 7K AEE|X| 2

=
—

o ATt B

L|Ct.

=
=h=1

712 2EEX| A A”IOM BZ AREX|Z, 7|2 AEE|X|0|M JHA| AEE|XK|2

=
[

Hot: ME

o I
uld

KhA[et

-
ot

OF7 =l x| of| CH

olafet

M S MEHSIZ{LE A2 PHELCY,

WAL T

<

lt

S| 2.

=

E

x

A

4

P
ol

Ol

T = Z|CH 574
2 Datalock ! 2HM0]

ChE2S HZSHMIR.IHA| 2

SR

ol

|

Z ME Ct

UstE o

o

L|C}. Datalock ¥ Ransomware Resilienced|

F

MS
SH
x~
S

?.
M
=

8
LHE2

KhA[et

- d
ot

- QL. 24| FHol
of

L{Ct.

I.

Ab = HOIALS e

[=hn

o SH| oY the A2 SVME M
~Ne

=X YMS MESHLE M2 2hEL T

K

=
KO
=

r

=HE g-detstr| Hofl AERL K|

M.

{0
=

E

x

A

ol

P
oll

ol

T2 X[l 574

ol

|

Z ME Ct

o]
I
ol
oll

gl

|..

1EHSIN| 2.

> 33Xt *Google Cloud*E MEHSIA| Q.
° A 2 SEAME HEe} B

20

59


prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
prev-ontap-protect-journey.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
prev-ontap-policy-object-options.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html

° 223t 7|: M Google HZIE 2= 2 SSUMOIM MSet &t=st 7| YEE YHSIM| K. HI0H f=etE
#a|5k7| floh 7|12 Google Cloud &=} 7|E AFEEX|, OtL|H Google A H A 11Z40] t*EIOHZ IS
MEHSHR

MEHSEX] MEHSHA 2.

DH0| T BRsts 718 AGSPIIZ HeE B2 7| BEAct | HEE ARISHAIL.

@ 7|Z& Google Cloud HZIS MEISt F2 Yool EIt 0|0 MSEEZE XZ YHY BRIt
AsLIC).

o HHQY M J|EO| BH-H| AER|X| B S MEASALE A2 THSLICE

1=
1%
mjo
mt';*
ﬁ
Of
N

gal
=2
>

00
>

0z
1o
oxd
J>|-
mjo
0=
0x
_o'l
i)
rg

CHE2S HZSHMQ.EH 2=7[".

- 2| 0|22 YBNIR.
© YHIYOR MR CIZ HIER Ao 5712 AFE MeisiiR
* BHSTYE MESHA.

I AAS el AR OR K| AS2IXI2 LRI 0f AARIC] 50| Chet 22 Ao of NAH]
Cil 2 Aehst el U 2ol 2 (ol: THY, N )3t YKIsHs S 0] £} ZETEJ} EAIPLICE B0
gt 712 ghuist WSS HAB] o) R O|H AYAE el T2 | A2 o] ZASIRIR O] AXIE
ML,

2. MEiXO = ARHAFHM 20|22 E4 X W M 2fjo|2a (S22 S7|%h 2elzts MEISLICE oA 5t
20]=0] A= 240 WHELICH

3. *u9] FBhg MESIAIR.
2

NetApp Backup and Recovery E&2| £7| 2 A[ZEILICL SXE S0 Y 0rde| 7|& &= 7|&2

HH
AE2|X] A| AR O[] MM AFRO| EHEIL|CE O] M&0f= AHA ZHE 7|2 AEZ|X| A|AH! H[O]E{ Q|
XIS AH20| TSHEIL|CE

the 2HAE0 SHE 20| Y40 7|2 AR X A|A™ =2F2 S7ISHELICE

=Tt Google HMA 7|2 H|H 7|2 X[HEl MH|A A 0| Google Cloud Storage H210| MM E| 11 B4 10|
Sk H2lof A E=HELICE.

A2 J|EMOZ Standard AEE|X| EciA HZELICE H[E0| YTt Nearline, Coldline EE= Archive 2E2|X]|

A S AI2E £ QUELICE 8HX| 2 NetApp Backup and Recovery UI7} Ot:l GoogleS E8ll AEZ|X| 2{AS
TAMBILICH Google FHIE HZSIMR "HZIC| 7|2 AE2|X| ZA HA" XM[et LHE2

60


br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
br-use-policies-create.html
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class
https://cloud.google.com/storage/docs/changing-default-storage-class

ZF U HAEE7F EAIE[O] Y JEHE ZLIERE 5= ASLIL.

n
ojo
mjo
>
o

Stof B 3l =@ Ao MEE RLIHEY +x JAFLICH A ZLE{Z T o]X]"

ol 91 =3 St DR AOA AFBEIS API S EASHD MEOR BArs 4 YALICE 35 AAHOA 4
212 XS fotE T 0] A2 2%sts 20| FaLIC,

U =7 293 OPE A *API 8 H7[+E MEfgLCt

2. HHE2 SEULCO| SASIZ{HE AL 0I0|2 2 MEISHAIR.

o SRS T 4 QUEL|CH NS Ml ap HHQd HMAHS BH2[SHH Q" . of7]0fl= Y A|ZF B! SX|, Q] AtY|, uiQf 2AH
78l HAE 50| ZeHEL|Ct

o GHM2 T £ USLICHEE{AE F uie] AF 22[" | 6{7]|0f|= ONTAP 22tR2E= AEZ|X|0f| HA|ASH= O
ArEst= AER|X| 7| HE, JHA| *EEIIIOH HAS YEESH= O A Y = U= HEYI Y E HE, 2=
=50 it Xt ey MM HAH S0| ZSHElL|CE

o BRI B 4 QUELICHE TN 25, 20 = JHE 0t 221" AWSS| Cloud Volumes ONTAP
A AEIOILF 2 2|0]A ONTAP AIﬁ':%!QE.

NetApp Backup and Recovery AtESH 2I2|0|A ONTAP
0| 0|E{S Amazon S30i| BHSIA| L.

NetApp Backup and Recovery O|A & 7tX| EHAIE 2t=5H0] 20| A ONTAP A|AEIQ]
28 HO|HE EX AEZ|X| A| AT} Amazon S3 22t2E AEZ|X| 2 BHABHN| L.

@ "2I|0]A ONTAP A|AEI"0|= FAS, AFF 3 ONTAP Select A|AEIO| EHEIL|C,

@ NetApp Backup and Recovery I 2E = HMetst2{™ CHZS FRSHM|R."CIFo NetApp Backup
and Recovery JI=E= Tt

2I2|0]A ONTAP A|AHIA AWS S3Z HAS AT o = 71X W F o WS ALK MEHSHA|R
* 3N AHE - 371 S3 AEZQUEE ALESHH ONTAP A|ARIS AWS S30]| 2™ AZARLICE
* 72l A& - VPN EE= AWS Direct ConnectE AHESt 7HQI IP FAE A= VPC HEZQIE QIE{H|0|AE
Sl Eeiml 2 2t Lt
MEiXMO=Z 28 e JHQl HES ALESIH =H|El 282 E& ONTAP A|ARI0| HAZEY 5 SL|CH
CHe CHoloj 17y 24 7tof| ZH[3{0f 5h= HAS EHFLICEH AtLiol AX|et 2£ oflo|HMEL

o
AWS VPCO]| H{ZE


br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
br-use-monitor-tasks.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-backup-manage.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-policy-object-advanced-settings.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
prev-ontap-restore.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html

Console agent installed on-premises (Public)

On-premises data center

Console agent
& NetApp Backup
and Recovery

S3 bucket
-

£t

HTTPS

ONTAP

E Backup

files

Console agent deployed in AWS VPC (Public)

&%) vPC

Cloud Volumes Console agent

API over

HTTPS

Management

Snapshot . Volume -
copies . data -

On-premises ONTAP
(source)

Data transfer
over HTTPS

Intercluster

LIF---» <« --LIF
I'illlliliiii IiiIIIIIIIII
E 3 &

Backup/
Restore

HA PAIR

. Replicated .

volumes &

On-premises ONTAP
(destination)

62

ONTAP & NetApp Backup
(destination) and Recovery S3 bucket
—_
O HTTPS 0 HTTPS i !
Replicated Backup
volumes files
|
% ONTAP &
‘f% APlover &
Q.
/‘% HTTPS o/ Data transfer
%, &/ overHTTPS
(J Q/p
Management [ Intercluster
LIF-=-» +---LIF

E 4

Snapshot Volume
copies data
Management
On-premises ONTAP -
(source) Data
HIgHOF St= HE S EHFLICL ALl XIS 2& O|0|HELL



Console agent installed on-premises (Private)

On-premises data center /)

. VPC

Console agent VPC
& NetApp Backup Endpoint
and Recovery Interface S3 bucket
—_

a HTTPS ”

files

E Backup

Console agent deployed in AWS VPC (Private)

&% vpc
Cloud Volumes Console agent VPC
ONTAP & NetApp Backup Endpoint
(destination) and Recovery Interface S3 bucket
—_

Q HTTPS ( 0 ) HTTPS @
Replicated

volumes
|

files

! Backup

ONTAP

HTTPS

Data transfer over
HTTPS through VPN
or Direct Connect

Management Intercluster
HA PAIR

LIF---» «---LIF
. ] B :
ackup,
Volume Restore
. data .

On-premises ONTAP
(source)

. Replicated .

volumes

(destination)

[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
:
[}
\ API over
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}
[}

On-premises ONTAP

Olo|HEE ZH[otM|R

=% Of|0|ME = NetApp Console 7|52 23t 2
OlO|HETt HREL|C}.

Z& O0|HE 57| = et

E{YULICH. ONTAP H|O|E{E B35t =R5H2H

S, ONTAP &
(o) b g
%, APlover &
'°/‘p HTTPS &/ Data transfer over
S, Q HTTPS through VPN
%, £/ or Direct Connect
® 7
Q

Management | Intercluster

LIF-—=-» «---LIF
. :

Snapshot . Active -
copies l data -

AWS VPCLt AfLOff 2& 00| E 7} 0|0 B E|0] QUCHH FH[It 2t=El LT,

N
gLICt. CHE 22t E SSXtof BiEE

— = —

* "2& V0| ME| CHol LOotENIR"
* "AWSH| 2& Of[O|ME MX|"
s "ot FLHY 2& KIO|MEE HX|SHMR"

=
* "AWS GovCloud X|¥0| 2& ¢|0|HE AX|"

NetApp Backup and Recovery 2& 0[0|MET} SR E0]| HiZE Z0|2F GovCloud X[FHol| A X[ =,

B2 R oY 2%l S otLtof 2 HO|HES T

=0{ ONTAP H[0]E{ & AWS S3 AEZ|X|0f| 25K OF

E M8 = BlaUCh

Ao Mx| 2l ZR0|= X[ X| t&LICt EsHAWS Marketplace®ll Al 2& 00| M EE Y Es{of BFL|Ct,
NetApp Console SaaS EAIO|E0|A = R X|Ho|| 2& Of|0|HEE HiZY £~ iSL|CH

ZE£ 00|HE HEHZ @7 At ZH|

CtE HE/NZ 27 AS0| EFE=X] &elstM K.

Tk
L8

Management
On-premises ONTAP >
(source) Data

63


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-aws.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-connector-on-prem.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-restricted-mode.html

* ZE OO|HETH AXIE HEKIM CiZ HEO| 5185 =X| 2elotM K.

° NetApp Backup and Recovery 2 S3 7HA| AE2|X|0f| CHot ZE 4438 S HTTPS HA("IEZRIE
SEE golstMa")
° ONTAP 22{AK 22| LIFO| CHe LE 4432 S5t HTTPS ¢ &
> AWS 5! AWS GovCloud H{ZZOf|= F=7tE Q1 QIHIR2 E 3! OFRHIRE ot OF 20| BReL|Ct ECf
"AWS2| 2& Of|0|HE0]| CHEE 2" XtASt LHE 2.
* ONTAP 22{AE0| M VPCZ Direct Connect == VPN HZ0| Q1 22 01|0|x._159f S3 7F°
E 9l

HIESI3(HI B 20| KA 22 S30) et VPC =Tl
A TOIE QIEHO|AS ALEELO] THol HZES SIet Al AH 7.

m
=
[}
>
Il
fliok
0x
_w,
OF
s
g_

2tO[MIA @7 Atgt =0l
AWSS2} NetApp Console 250f| Ciet 2t0|MA @7 Abehg =holsHof SfL|Ct,

* 22{AE0]| Lt NetApp Backup and Recovery 24351 H HX AWSO|AM XS 35H= PAYGO(Pay-as-you-
go) NetApp Console OFZIZ2|0[ A0 7tSHAHLE NetApp 0lA NetApp Backup and Recovery BYOL
2fO| MAE FOHSI 2dstaliof BL|CE o]2{St 2f0|MA = 25te] A ™o MEE|H o2 A|AHIAM AFRE
olA&L|C}H

> NetApp Backup and Recovery PAYGO 2t0| M 42| A 1=0| BRBL|Ct "AWS Marketplace 0| A
H|&38H= NetApp Console" . NetApp Backup and Recovery Clii$t 1= 0| 152 Sl O|F0{ZRIL|C}.

° NetApp Backup and Recovery BYOL 2t0|MAQ| AL ZI0|MA 7|7tat 2F Ot MH|AE AL
U Z Sh= NetApp 2| 23 HS I LBt}

* Aol MEHE MM 2E2|X| S2toi chet AWS F=0| 2 RefL|Ct.

NERE
AWS GovCloud X|[¥E2 Z&st I E

X|So| @mpf|O|A A|AEINA Amazon S3Z B S MAMSH L QIALICE
MH|AE Mo H"°*° My XS X™ Z L|CF.
ONTAP Z22{AE Z=H|
AA 2mpO|A ONTAP A|AEID HE 213|0|A ONTAP EE= Cloud Volumes ONTAP A|AEIS ZFH|SHL|CT.
ONTAP 22 AHE &H|6t= tHAl= CHEat Z2&LICH

* NetApp Console H|A] ONTAP A|AEIZS AHOLE MR

* ONTAP A|AEI @1 Atgh 2ol

* JHH| AE2|X|0fl CIO|HE Hist7| 2%t ONTAP HIESRIZ 7 Atg 20l
c 28 Z2XE 25t ONTAP HEYZ 27 Alst &l

NetApp Console 0|A]l ONTAP A|AEIS RHOtE MR

AA 2080]A ONTAP A|ARID HE 2I2{|0|A ONTAP EE= Cloud Volumes ONTAP A|AH!I = NetApp
Console A|AR! H[O|X|0]| M AHEE == LO{OF LT}

SHAEE FIotH S AH HE| IP FAQL HE[X AEX AFO| HIZHZE LOtof LIt "SE2{AEE
HAMictE YRS LOLEM "


https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/task-set-up-networking-aws.html#endpoints-contacted-for-day-to-day-operations
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-ports-aws.html
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://aws.amazon.com/marketplace/pp/prodview-oorxakq6lq7m4?sr=0-8&ref_=beagle&applicationId=AWSMPContessa
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html
https://docs.netapp.com/us-en/storage-management-ontap-onprem/task-discovering-ontap.html

ONTAP A|AE! Q71 AL ol

ONTAP A|2AH-I0] THS 7 At S EFI=X

Lot
o
ot
e
fo

Z[2 ONTAP 9.8; ONTAP 9.8P13 O| A2 HZeL|Ct
SnapMirror 2t0| A (Z2|0|H HE = H0|E ES HEC| YL E ZEHE).

£ 11: NetApp Backup and Recovery AH&35t= 22 "St0|EE|E S2IRE HE"2 HASX| E&LICL
WHE HRYUA|R "S2{AE] 2tO[MA ZHE[",

A2tk A2ty 7

oo SHtEA SEERASLCH SEHS HRYA L "2 AH AlZE 74"
HIO|E| E SH[ot=

%
te 22 A2 LY AARI0] 282 = ONTAP HT S H&SH=X] 2lotM| 2.

_h

"SnapMirror 2tA0f| CHSE S2F ONTAP HZH E7|",

TR AE2|X|0fl HIO|E|S tefst| $/3t ONTAP HIESIZ 27 A2 2l

WM AE2|X|of| AESHE AAEIOM LS 27 ArdS 8O0k &Lt

THOFR Y OF7|EX Q| F2 7|2 AIA”M T2 BH S FERLItt
ATHA A OF7|EIK O] 2 B A[A”0M THE 2EE FEELIL

CtEat Z2 ONTAP 22{AE HE/Z @7 Ateto] 2oLt

EHAEHN = 24 0|MENM 2AH 22| LIF2Q| QIHIR2E HTTPS HZ0| gL},
HASIE = 252 SAESHE Z ONTAP E0f|= 22 AF 2t LIF7} 2QEL|Ct, o]2{gt 22{AH Zt LIF= 7HA|
KEA0| HMAT 4= Qlofof THL|Ct

| o 22{AE Zt LIFOIM Amazon S3 AEZ|X|Z2 ZE 4438 Edf| 0lHI2
AP K| AEE|X|0| M HIO|EE 110 HLICH JHM| AEE[X|= 22 *l”ﬁxl

—|-|o

iQ
k1
n
A
0o
i
ra
ot
r
o

2 AH 7t LIF= ONTAP 7HM| AEZ|X[of| HAZESH= O AHE3HOF Sti= _IPspace_2f HZE|0{0fF SfL|CH,
"IPspacesti| CHaH XtA|S| OEAM[R" .

NetApp Backup and Recovery H&5IH AL IP 37t2 &5t HIAIX[7F EA|EL|CE o|2{$t LIF7t HZ =
IP 57t MEHSiOF EL|Ct O]="7| 2" IP St & U1 ALEXI7L THE AFEXE XIH IP 37t & JUELICE.
"7|2"0| otl CIE IP SZt2 M85t E 2 7HH| AEZ|X|0f| AMASHHH FX HEE THS0{0}
oI&L|CH

ot

|.|'|

A
T

Ztofl T3l o & e

%
(2]
i)
Q
(@]
(0]
=
10
Hd
rin
mju

AE ZFLIF= 20| ME 20 AM AL 4= AO{OF SfL|CE SR |
T Y= 3% ZE S8 AH ZELIFZE N ME A0 HhAS A= H

FIF
b

80| fIX|e 2E2|X] VMO Chl DNS A7t 1S =|00F RELICEH YH S 2I5tM|R "SVMO| CHet DNS AfH|A
4",

LIQSH A Wit A2 AH|0|ESH ONTAP Ol A 7HA| AE2|X|Z22| NetApp Backup and Recovery $1Z0|
ILE 4432 ol 518%|1 AEZ|X| VMO|IA DNS MHZ2| 0| 2ol E2{Zo| LE 53(TCP/UDP)2 Sl
SHEEEE gLt

65


https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-cluster-time-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/compatible-ontap-versions-snapmirror-concept.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/standard_properties_of_ipspaces.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html
https://docs.netapp.com/us-en/ontap/networking/configure_dns_services_auto.html

* AWSO|M S3 HZE 2[8ll Private VPC Interface EndpointE AI23H= 2L HTTPS/4432 AR5t S3
A= ZOIE QAIFZME ONTAP E2{AE 0| Z=6H0F EHLICE VPC AI=ZQIE QIEI0|A S AMESI0] 70l HZES
st A|AEI LA,

* ONTAP S2{AE{0f S3 20| UM AT = Q= Heto] UA=X] 2ASHHIR.

=5 SHE 213 ONTAP HEXZ 27 Akg &9l

NetApp Backup and Recovery AF23510] 2 ONTAP A|AEIN| 2X|E 282 MHsiei= 22 22 Sl i
AAEIO| CHE HEXZ 27 AFd S SF5t=X] 2l .

2I2|0|A ONTAP HESQZ Q7 At

* 2HAEII 2T 0|AY Y= ER A HEKHIM 224R2E SSXHQ| 7H HIEYIZE HZA |00 BfLC,
Ol= YHtM o= VPN HZAQIL|CY,

* ONTAP 2 AH = FIMHQ MEU, ZE ol 5l I AH 27 ArgS SFM0F LIt

o

Cloud Volumes ONTAP = 2Ig|0|A A|AHIY ST = JASDZ 2T 2||0]|A ONTAP A|AEI| CHSH I 0 &
Q7 AtetS AESIMIR. "ONTAP AHAMUA 22{AH I|o{Zl0f st L M8 @4 HI|",

* QIAEIAO| KOt JF0f= T4 QIHIRE YW OFRHIR S FA|0] TEHE|0{0f BILICH PHHORE ICMP U EE
111042} 111050/ Chzt 40| EBEILICE 0[2{3t FAI2 02| Mol Bot JF0| EaHelLIcH

>
3
Q
N
@]
=)
wn
w
In
=
1%
=
0z
|0
HU
MM
o
of
v
re
_ITl_
dlo
m
N
muin
n
=
=0

* (MEH AFE) LERES| S3 H{ZIE ZHELICE. (RSHAIE MH|20M HZIS BHSO0{EEILICE)
* (M=} AFSY) CllOIH Y=otE 23l 02 22| AWS 7|1E 2F LI
* (ME} AFE) VPC =X QIE QIE{I|O|A S AESHH el HES I8 AIARS P&t

T 71X Het MEE F4dtof SLCt.

- B2 00|HETL S3 HZIS MAstD BRlE 4 s

* 2Z20|A ONTAP 22{AE{7t S3 HAI0|M CIOIHE 1 & & U= AT

b
1. 22 ool E0| TRt HB0| YEX| SHLUSHHIR. XA LIS CISS HESHHR. "NetApp Console %
st

AWS Z= 2|0 A S M mf IAM EMO| = Resource M4 Of20]] A= AWS 2[AA
@ O|E "arn"& "aws"0|A]| "aws-cn"Q 2 HAGHOF SIL|Ct O|E S0, arn:aws-
cn:s3:::netapp-backup-*.

66


https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/ontap-sm-classic/peering/reference_prerequisites_for_cluster_peering.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions-aws.html

2. MHIAE 2dstolH M DFHALTL M| A 7|9t HIR 7|15 2istats HIAXIE EAIRLICE o|2{et Xt

ONTAP 22 AE{0f| HMEE|0{ ONTAP S3 H{Z!0j| HIO|E{ S WSt 0 S@iet = JA=F LTt 0| LIl 1E
0| A= 1AM AFE XIS BHS0{Of BLCE

2
CHS
E HZSHM|R "AWS HHA: IAM ALEXI0f|A| #THE ¢Yst= 9

Mr
o -

ot
0=

67


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html

"Version":

"Statement": [

{

"2012-10-17",

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObject",

PutObject",

DeleteObject",

ListBucket",
ListAllMyBuckets",
GetBucketLocation",
PutEncryptionConfiguration"

"Resource": "arn:aws:s3:::netapp-backup-*",
"Effect": "Allow",
"Sid":

"backupPolicy"

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"s3:

GetObject",

PutObject",

DeleteObject",

ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

RestoreObject",
GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Resource": "arn:aws:s3:::netapp-backup*/*",
"Effect": "Allow"



72X 2 MH[AE MEXE flol HIZIS MERLICH =, A2
AlZfot7] Fof| HzZlE 2h= CHS DAL A BliE HZlS MEISHE EL|C)

"LIZHOl KA THE= O TH

i XEMIS] ZOHEAM K"

A HZI S MMst= AL HZl 0|29 Z "netapp-backup"S AH2s{OF BHL|Ct AF2Xl HO| O|ES ALl 0F St
B LHS2 MASIMNR. ontapcloud-instance-policy-netapp-backup 7|& CVOO| Lt IAMRole2

Z715t11 CHE JSON 252 S3

"arn:aws:s3:::x" J2|1 H3I1 AR OOf o= B E H HotS

"Effect": "Allow",

"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::*"
b
{

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject",

"s3:DeletelObj

ect",

"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource": "arn:aws:s3:::*"

HIOo[E Y=etE fgh 02 2| AW

2o20jA SHAEQ 83 M3
2, 712 2X|oflM sl F &

s7| &%

* of ME=l= HOIHE 2f=2t5t7| 2l
D3I ALEE|EE R E FH|Jf 2t E

3 Aot =ItL|CE statement HE. TEHS|OF EL|ICH "Resource™:
Sttt Ct,

7|2 Amazon S3 253t 7|E ALEstE =
ZielL|C},

7ol HAIS ALSota{H el 2ds} OFEAME

69



CHAl 712 712 AFEdts Tl nZ40] 22|5h= 7|2 AHE5H0] HIO|EE 2= stste = &2 NetApp Backup and
Recovery OFHALS AlZHoL7| Hof ef=et 22| 7|1E 0|2| 28O0k gfLCt.

"Cloud Volumes ONTAP Of| A XtX| Amazon €53t 7|E AtESt= WHE A XM ..

rir
0%
nE
o
[e]3
=
FO

"NetApp Backup and Recovery Of| A XtX| Amazon 2=2} 7| A5t

VPC AEZQIE QIEHO|AS ALESIY 71! HES flet AIA” Y

Z SE UHA HEES MEolE= 3R ZE Y

rlo
THI
>
=2
=l
rad
Im
=2

ol dYEEE 1 20z otRAE & BRIt

—

2I2|0|A Ho|E| MENAM VPCE QIEUIS E6l| EC} otFot HAS o= 42 WY 25t DAL A AWS
PrivateLink HZ & MEHSH=E SMO0| USLICE JHQl IP TAE AF25tE VPC AIEXQIE QE{H0|AE S
2oy|0|A A|AE0| HESH| 2|8 VPNO|LF AWS Direct ConnectE At26t2{= 2 LB}

I'II’

CHA|
1. Amazon VPC 2&0|Lt HHES
PrivateLinkE AtEdtH= 20| CHSt
2. 2L 0f|0|MEQt HZE Hot O 5 AAMS ML CH HAMS "HA| HM AN "AFEX} X|H"CZ HAGO}
SILICH B Aol A S3 HotS F=IHtL|CH $M BEE AME.

f St0] QIE{H|O|A AEHQIE FES
KpMleE LHES B3N .

=]

SLICE "Amazon S30i| AWS

|'OI- >-

el AEZIERL EAGHI| 6 LE 80(HTTP)S AHRSICH FH|7F b= &l ZA/ULICH O|A| E2{AE KA
NetApp Backup and Recovery & 2** slst 4~ ISLILCE

JHel A= ZQIER} EMSIY| o] EE 443(HTTPS)2 ALEdt= A CHS 4THHAI0| EA|El CHE VPC S3
AIEZQIEN|N QUSME ZAISIH ONTAP 22 AE{0| Z=7}38H{0F BL|Ct.

3. AWS Z240f|M AE=ZQIEQI DNS O|ES Y&
4. VPC S3 AEEQIEN A QABSME 7t ZLICt.
(=} o

0
ZI0I"CIS HHS ATtL|CH AEZQIE
FItgtLCt,

L|C}.

Y
X

| SLICt "2 00| EE s AEISH= VMO
i ™"Z "bucket" 2= HHYM XS0

o 0

= 28 0|
DNS 0| & 23

openssl s client -connect bucket.vpce-0££5cl15df7e00fbab-yxs71t8v.s3.us-

west-2.vpce.amazonaws.com:443 -showcerts

5. O] HHO| £HO0j|A S3 1B A0 cist H|0|E & SAFZLICHBEGIN / END CERTIFICATE EfOE X a6t O
Ato|e| 2= O|0|H).

70


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-setting-up-kms.html
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.netapp.com/us-en/console-setup-admin/task-install-connector-aws-bluexp.html#configure-encryption-settings
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/console-setup-admin/task-maintain-connectors.html#connect-to-the-linux-vm

Certificate chain
0 s:/CN=s3.us-west-2.amazonaws.com’
1:/C=US/O=Amazon/0OU=Server CA 1B/CN=Amazon

MIIM6zCCCO90gAWIBAgGIQATMGJIJ4FaDBR8ULOKR301tTANBgkghkiGO9wOBAQsSFADBG

GavbOz/002NWLLFCgI+xmkLcMiPrZy+/6Af+HH2mLCMA4ESI2b+IpBmPkriWnnxo=

6. ONTAP 22{AF] CLIO| 21018t1 CHZ Y S AMEt0o] SAISt QS ME HEELITH A& XIS 2EE(X]| VM
O|S o= ChA]).

clusterl::> security certificate install -vserver clusterl -type server-
ca

Please enter Certificate: Press <Enter> when done
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Console agent installed on-premises (Public)

Console agent deployed in Azure VNet (Public)
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Console agent installed on-premises (Private) Console agent deployed in Azure VNet (Private)
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{"username":"admin@netapp.com", "password":"Netappll23", "grant type":"pas
sword"}
> 1

IP 2, AHEXL O &, HIEHS = ALSAL X 2U0[X|2 AF 0|2 JFX| 45 LICE A 0| &2 &4 "account-

0f

=
DARKSITE1"QILICE. 3t AL 0|22 0|H|Y 3Al2| 0|22 AFsfof ELiCt,

4,

HAME & UBLICH

mm

API= Ct2a 22 SHS HIEtefLICt of2fer 20| 215 EZ

{"expires in":21600, "access token":"eyJhbGciO0iJSUzIINiIsInR5cCI6IkpXVCIs
ImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvY2NtYXV0aHwxIiwiYXVkIjpbImh0dHBz0i8vY
XBpLmNsb3VkLm51dGFwcC5jb201iXSwiaHROcDovL2Nsb3VkLm51dGFweC57b20vZnVsbFouY
W1lTIjoiYWRtaW4iLCJodHRwWO18vY2xvdWQubmVOYXBwLmMNvbS91bWFpbCI6ImFkbWluQG51d
GEFwcC5Jb20iLCJzY29wZSI6ImOwZW5pZCBwemOmaWx1IiwiaWF0IjoxNjcyNzM2MDIzLCJle
HA10jE2NzI3NTc2MjMsImlzcyI6Imh0dHA6LY9vY2NtYXV0aDo4NDIwLyJ9CJIJtRpRDY23Pok
yLglif67bmgnMcYxdCvBOY-ZUYWzhrWbbY hqUHA4T-

114v pNDsPyNDyWgHaKizThdjjHYHxm56vTz Vdn4NqgjaBDPwNIKANC6Z88WAlcJ4WRQg]jSy
kODNDmrv5At f9HHPO-xVMyHqywZ4nNFalMvAh4xESc5]foKOZc—
I0QdWm4F4LHpMzs4gFzCYthTuSKLYtgSTUrZB81l-o-ipvrOgSoliwIeHXZJJV-
UsWun9daNgiYd wX-4WWJViGEnDzzwOKfUoUoelFg3ch--7JFkF1-
rrXDOJjklsUMumN3WHVOuspl PgBESHACJPrEBmOValSZcUbiA" }

2. HIHA/QE/2|AA APIS AFRSH0] A|AEI D} X-Agent-IdE EZTIL|C}
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https://docs.netapp.com/us-en/console-automation/index.html
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800
https://community.netapp.com/t5/Tech-ONTAP-Blogs/DarkSite-Cloud-Backup-MySQL-and-Indexed-Catalog-Backup-and-Restore/ba-p/440800

curl -X GET

http://10.193.192.202/tenancy/external /resource?account=account-
DARKSITEl -H 'accept: application/json' -H 'authorization: Bearer
eyJhbGciOiJSUZzI1INiIsSINR5cCI6IkpXVCISImtpZCI6IjIIMGFiZjRiIn0eyJzdWIi01idvY
2NtYXV0aHwxIiwiYXVkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwecC57b20iXSwiaHROC
DovLZ2Nsb3VkLm51dGFwcC53b20vZnVsbFIuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwILmMNVLS 91 bWEFpbCI6ImEFkbW1uQGS51dGFwcC53b201LCIzY29wZSTI6ImOwWZWS5pZCBwC
m9maWx1IiwiaWFO0IjoxNjcyNzIyNzEzLCJleHAiOjE2NzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIvYZNtYXV0aDo4NDIwLyJ9X cQF8xttD0-S7sU2uph2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISET7KvMgcoXc5kLDyX-
yEOfHOgr4XgkdswjWcNvw2rRkFzjHpWrETgfgAMkZcAukV4DHuxogHWh6 -

DggBINgPZT8A szHinud5WOHJSc4AaT0zC-
sp81GagMahPf0KcEFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCJj7Vc2XvUdOwCaJvDMjwpl9-
KbZgmmBX9vDnYp7SSxC1hHIJRDStcFgJLdJHtowweNH2829Ks JEGBTTcBAO8SvVIDECENH GAx
wSgMT3zUfwaOimPw'

O| API= CtS1t Z2 SES utehetL|Ct. "resourceldentifier" OF2H2| Z2+2  WorkingEnvironment Id_S
LIEFLH D "agentld" OF2H9| 2t x-agent-id_E LtEHHL|CE

[{"resourceldentifier":"OnPremWorkingEnvironment-

PMtZNDOM", "resourceType" :"ON PREM", "agentId":"vB 1xShPpBtUosjD7wfBlLIhgD
gIPAOwclients", "resourceClass":"ON PREM", "name":"CBSFAS8300-01-

02", "metadata":"{\"clusterUuid\": \"2cb6cbi4b-dc07-11lec-9114-
d039ea931e09\"}", "workspaceIds": ["workspace2wKYjTy9"], "agentIds": ["vB 1x
ShPpBtUosjD7wfB1LIhgDgIPAOwclients"] }]

3. StorageGRID A|AEI0| HAZHE A|ABIC NE HEE NetApp Backup and Recovery H|O|E{H|0|AS
UC|O|ESLICE. of2iet 20| StorageGRID 2 Mrt2tEl EH|Ql 0|5, AMA 7|, AER|X]| 7|E & SHOF LT
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curl -X POST 'http://10.193.192.202/account/account-—
DARKSITEl/providers/cloudmanager cbs/api/vl/sg/credentials/working-
environment/OnPremWorkingEnvironment-pMtZNDOM' \

> —--header 'authorization: Bearer
eyJhbGciOiJSUzZIINiIsInR5cCI6IkpXVCIsImtpZCI6IjJIMGFiZjRiIn0eyJzdWIiOiJvy
2NtYXV0aHwxIiwiYXVKkIjpbImh0dHBz01i8vYXBpLmNsb3VkIm51dGFwcC57b20iXSwiaHROC
DovL2Nsb3VkILm51dGEFwcC5)b20vZnVsbFOuYW11IjoiYWRtaW4iLCJodHRwO18vY2xvdWQub
mVOYXBwLmNvbS91bWFpbCI6ImEFkbWluQG51dGEFwecC5)jb201iLCIzY29wZSI6Im9wZWSpZCBwe
m9maWx1IiwiaWF0IjoxNjcyNzIyNzEzZLCJ1leHALiOJE2NZzI3NDQzMTMsImlzcyI6ImhOdHAGL
yIOVY2NtYXV0aDo4NDIwLyJO9X cQF8xttD0-S7sUZ2uphZ2cdu kN-
fLWpdJJIX98HODWPpVUitLcxV28 sQhuopjWobozPelNISE7KvMgcoXc5kLDyX—
yEOfHOgr4XgkdswiWcNvw2rRkFz JHpWrETgfgAMkZcAukV4DHuxogHWh6—

DggBINgPZT8A szHinud5WOHJ9c4AaT0zC-
sp8lGagMahPf0KcFVyjbBL4krOewgKHGFo 7ma 4mF39B1LCj7Vc2XvUdOwCaJvDMjwpl9-
KbzZgmmBX9vDnYp7SSxC1lhHIJRDStcFgJLAJHtowweNH2829Ks JEGBTTcBAO8SvVIDtCctNH GAx
wSgMT3zUfwaOimPw' \

> --header 'x-agent-id: vB_ 1xShPpBtUosjD7wfBlLIhgDgIPAOwclients' \

> -d
> { "storage-server" : "sr630ipl5.rtp.eng.netapp.com:10443", "access-
key": "2ZMYOAVASS5E70MCNH9", "secret-password":

"uk/61kd4Lj1XQ0FnzSzP/T0zR4ZQ1G0wlxgWsB" }'

NetApp Backup and Recovery 473 290l
1. ZF ONTAP A|ABIS MEISID Q22 mf'do| Bi] 3l 5 AMH|A Fof| = *uie] HI|*E S2IFLIC,
ZE0] Coll M E 2= WHO| HA|=[0{OF L|Ct,

2. g.g__] [HAlEE_Ql I7:-||)k_|-|| 94 gg_] MIA=|0||A-| *O| Al A-II-I*% EEtEI'é'I-L_||:|._

0|0l Aol T2 7|550| BAISHEl AIAHIS Al SA3tEl AEfE QXI5 EX| SHolsth L.
3. M 9 =2 mo|Xlofl M H JHK| FIEE T HAS Asto] ol AEl FiEE 0 2el0] AZHOR HREY=X]
stolgtL|Ct,

NetApp Backup and Recovery AF235H0{ ONTAP A|AHIQ|
HHA S 2| SHM| R

NetApp Backup and Recovery AFE3H Q] U™ tHE =& Y M ol/H[2t M5} e
LA SX|, WA APH|, B ZH| K| S= Sl Cloud Volumes ONTAP 8l 2og0jA
ONTAP Alﬁﬂlol “HO*Q el = JELICH 47]0l= A-AE SHE =&, M AE2[X|2
HHQ MU S Hotol IE RO BiA0| ILBHEIL|ICEH NetApp Backup and Recovery 2| SE2
x Jko}- A QIAL|CE

S oM
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br-start-switch-ui.html
br-start-switch-ui.html
br-start-switch-ui.html
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br-start-switch-ui.html
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https://docs.netapp.com/us-en/ontap/san-admin/delete-all-existing-snapshot-copies-volume-task.html
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