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Use access keys to authenticate your applications when making reguests to this Azure storage account.
and don't share them. We
recommend regenerating your access keys regularly. You are provided two access keys so that you can

Store your access keys securely - for example, using Azure Key Vault -

maintain connections using one key while regenerating the other,

When you regenerate your access keys, you must update any Azure resources and applications that access
this storage account to use the new keys. This action will not interrupt access to disks from your virtual
machines. Learn more
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"Name": "Azure Data Broker",
"Actions": [

"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/disks/delete",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Compute/disks/write",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Resources/deployments/read",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/publicIPAddresses/read",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft
ts/read"

"Microsoft

ts/write"

"Microsoft

1,

.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes
"Microsoft.EventGrid/systemTopics/read",
"Microsoft.EventGrid/systemTopics/write",
"Microsoft.EventGrid/systemTopics/delete",
"Microsoft.EventGrid/eventSubscriptions/write",

"Microsoft.Storage/storageAccounts/write"

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.Network/networkSecurityGroups/securityRules/read",

"Microsoft.Network/networkSecurityGroups/read",

"NotActions": [],

HI2:

"AssignableScopes": [],
"Description": "Azure Data Broker",
"IsCustom": "true"
}
- OH2 A2 O3S 496l = 40T Rt T "% 572t 28" AzureOl| M CHE 22IRE K&
IXIZ22| S7|=t 2tA[of CHoH:

o 'Microsoft.Storage/storageAccounts/read’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/write',
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o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/read’,

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/Af A",

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action’,
o 'Microsoft.EventGrid/systemTopics/read’,

o 'Microsoft.EventGrid/systemTopics/write',

° 'Microsoft.EventGrid/systemTopics/AHA",

o 'Microsoft.EventGrid/eventSubscriptions/write',

o 'Microsoft.Storage/storageAccounts/write'
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Bucket Setup
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{ 53 Bucket @ Settings e Tags/Metadata

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the S3 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object's Tags O Save On Object's Metadata

Tag Key Tag Value

° Add Relationship Tag

Optional Field | [Up to 5]
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< lucket @ Settings o ags/Meiadata @ Rewview

Relationship Metadata

Cloud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Object's Tags @ Save On Chbject's Metadata
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“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam 2159 0

{
"external-integrations": {
"hashicorp": {

"enabled": true,

"url": http://ip-10-20-30-55.ec2.internal:8200,

"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

"role-name": ""
}o
"app-role": {
"root_id" : mwn r
"secret id": ""
Y,
"gcp-iam": {

"role-name": "my-iam-role"
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url: https://api.cloudsync.netapp.com/api/relationships-v2

headers:
"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"

br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"
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1. 4IO|E| EE27H SAEN| 2l
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NetApp Copy and Sync API
& UIE Edl| HZ%|= NetApp Copy and Sync 7|52 RESTful APIE ESiME A2E £
AELICE
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Copy and Sync APIE A|ZSt2{H A2 X E21 NetApp Console A& IDE €0{OF BtLICH API S &S & If
Authorization 8i|C{0f| E21F A|E IDE F760F LT}

THA|

1. NetApp Console Ol A AH2X} EZE P ELICL

POST https://netapp-cloud-account.authO.com/oauth/token
Header: Content-Type: application/json

Body:

{
"username": "<user email>",
"scope": "profile",
"audience": "https://api.cloud.netapp.com",
"client id": "UaVhOIXMWQs5ilWdDxauXe5Mgkb34NJQ",
"grant type": "password",
"password": "<user password>"

@ S2t0|HE ID7L gl 7Hel O|HIY AEE M8t 2R 7|12
"QC3AgHk6qdbmC7Yyr82ApBwaaJLWRINO"E At 4 QUELICH

2. NetApp Console | IDE YoM L.

GET https://api.cloudsync.netapp.com/api/accounts
Headers: Authorization: Bearer <user token>
Content-Type: application/json

0| APIE CHSTH 22 SEE WretBiLIt.

"accountId": "account-JeL97Ry3",

"name": "Test"
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3. Z} APl S &9| Authorization 8|0 AF2 Xt E2 0 AHE IDE F7HetLCt.
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CHE o A0l A= Microsoft Azure®l| M HIO|E] E2HE BtE= APl 253 2 EL|Ct <user_token>1t
<accountld>E O|H CHA|0|M 22 EZ 1t IDZ HHREZ|2F SHH ELICE

POST https://api.cloudsync.netapp.com/api/data-brokers
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

Body: { "name": "databrokerl", "type": "AZURE" }

ChE2 FA7te?

NetApp Console 2| AHEXI EZ0||= CHE HMIF JSLICEH EZS ME 0X([2{H 1¢5HA[2| APIE CHA| = &6l 0F
[2=]=s

API SEHO|= £20| PHRE|= AEE LIEHHS "expires_in" =7t Tate|of ALICH

ZE API A

SE API= H|S7| APIO|E22 A7t ZA| gt2te[X| UEL|ICHO|: GET /data-brokers/{id}/list-nfs-
export-folders 2|1 GET /data-brokers/{id}/list-s3-buckets ). AHOAM ELi= LT SH2
HTTP &el 202QJL|Ct AX 21 E o™ L3 2 AL88OF &fLICH GET /messages/client API.

CHA|

1. A8St2 = S5 APIE SEELILCL.

2. AF23ICFGET /messages/client X Z1E = £ Y= APIQIL|CE
3. g W2 IDE FII5t0 S APIE AMEBHMIR. GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

e

IDE = &% ufoict HAEILICH GET /messages/client APL.

A0 Mot M| 1ist-s3-buckets API, 2117t FA| grete|X| o5LICEH

GET http://api.cloudsync.netapp.com/api/data-brokers/<data-broker-
id>/1list-s3-buckets

Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>

ZH= HTTP S 2 202QL|C}. Ol HIAIX| 7t =2 = AX| 2 OFE K| =X AS S 20|RfLICH.
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GET http://api.cloudsync.netapp.com/api/messages/client

Headers:
Content-

xXx—account-id:

1t

of:

“rir

ID

=

s g2

GET

WES Fapots

Authorization:

Type:
<accountId>

StLtof 2|7t A= B E

application/json

"header": {
"requestId": "init",
"clientId": "init",
"agentId": "init"

by

"payload": {
"init": {}

by

"id": "5801"

IDE ARSI CHS API S &2 8EL|Ct

YLICh ID

Bearer <user token>

ol =
=—1

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

Headers:

Content-Type:

xXx—account-id:

Authorization:

<accountId>

IAIXI7H gL A

application/json

FOIAIX] LHE Ol = &

I.

Bearer <user token>
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iPas

P

"payload": {
"list-s3-buckets": [
{
"tags": [
{
"Value": "100S",

"Key": "price"

1,

"region": {
"displayName": "US West (Oregon)",
"name": "us-west-2"

by

"name": "small"

by

"header": {
"requestId": "f687ac55-2f0c-40e3-9fa6-57fb8c4094a3",
"clientId": "5beb032f548e6e35f4edlbald”,
"agentId": "5bed61f4489fb04e34a%aaco”

by

"id": "5802"

X

Zt SAFS! S7(% API0]| CHot MEAM = LA M3 ELICE hitps://api.cloudsync.netapp.com/docs .
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