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'"Microsoft.Storage/storageAccounts/read’',

'Microsoft.EventGrid/systemTopics/eventSubscriptions/write'
'Microsoft.EventGrid/systemTopics/eventSubscriptions/read',
'"Microsoft.EventGrid/systemTopics/eventSubscriptions/delete’,

'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action',

'Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

/action',
'"Microsoft.EventGrid/systemTopics/read’,
'Microsoft.EventGrid/systemTopics/write'
'"Microsoft.EventGrid/systemTopics/delete’,
'Microsoft.EventGrid/eventSubscriptions/write',
'Microsoft.Storage/storageAccounts/write'
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- pubsub.subscriptions.consume

- pubsub.subscriptions.create

- pubsub.subscriptions.delete

- pubsub.subscriptions.list

- pubsub.topics.attachSubscription
- pubsub.topics.create

- pubsub.topics.delete

- pubsub.topics.list

- pubsub.topics.setIamPolicy

- storage.buckets.update
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"Name": "Azure Data Broker",
"Actions": [

"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/deployments/validate/action",

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/disks/delete",
"Microsoft.Network/networkInterfaces/delete",
"Microsoft.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Compute/disks/write",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Resources/deployments/read",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/publicIPAddresses/read",



"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft
/action",

"Microsoft
ts/read"

"Microsoft

ts/write"

"Microsoft

1,

.Network/virtualNetworks/subnets/join/action",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes
"Microsoft.EventGrid/systemTopics/read",
"Microsoft.EventGrid/systemTopics/write",
"Microsoft.EventGrid/systemTopics/delete",
"Microsoft.EventGrid/eventSubscriptions/write",

"Microsoft.Storage/storageAccounts/write"

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

.Network/networkSecurityGroups/securityRules/read",

"Microsoft.Network/networkSecurityGroups/read",

"NotActions": [],

HI2:

"AssignableScopes": [],
"Description": "Azure Data Broker",
"IsCustom": "true"
}
- OH2 A2 O3S 496t = 400 HRetL|Ch "% 572t 28" AzureOl| M CHE 22IRE K&
IXIZ22| S7|=t 2tA|of CHoH:

o 'Microsoft.Storage/storageAccounts/read’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/write',
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o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/read’,

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/Af A",

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/action’,
o 'Microsoft.EventGrid/systemTopics/read’,

o 'Microsoft.EventGrid/systemTopics/write',

° 'Microsoft.EventGrid/systemTopics/AHA",

o 'Microsoft.EventGrid/eventSubscriptions/write',

o 'Microsoft.Storage/storageAccounts/write'
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{ 53 Bucket @ Settings e Tags/Metadata

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the S3 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object's Tags O Save On Object's Metadata
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° Add Relationship Tag
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< lucket @ Settings o ags/Meiadata @ Rewview

Relationship Metadata

Cloud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Object's Tags @ Save On Chbject's Metadata
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“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam 2159 0

{
"external-integrations": {
"hashicorp": {

"enabled": true,

"url": http://ip-10-20-30-55.ec2.internal:8200,

"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": {

"role-name": ""
}o
"app-role": {
"root_id" : mwn r
"secret id": ""
Y,
"gcp-iam": {

"role-name": "my-iam-role"
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Authorization: Bearer <user-token>
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x-netapp-external-request-id-src: request ID as part of path for source

credentials

x-netapp-external-request-id-trg: request ID as part of path for target

credentials
Body: post relationship v2 body
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url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:

"x-account-id": "CS-SasdW"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6elll1d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host": "1.1.1.1",
"port": "443",
"bucket": "my-source"

br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"
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