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* Red Hat Enterprise Linux H7 8.8, 8.10, 9.0, 9.1, 9.2, 9.3, 9.4, 9.5 5 9.6.
° TAE AAHIOM D5 HE 2HEHAVX2)S M tslof gLICE

* Red Hat Subscription Management: A E = Red Hat Subscription Management0f| SZ&|0{0f BfL|C},
SEEX %42 F2, X B0l A|ARS MEA0| H2ot] HRTE EIAF AT EQI0E YFH0|EY 4 gl&LICt

* X7 AZER0f: HIO|E 2FE HX|5H7| Hol| =AE0| CH2 AZEY0{E MXIsHOF LIt
° AHE3h= OSo| et ZAE|0|L ATl F SHLHE AX[SHOF SfLIC},
* Docker Engine ™ 19.3.1 O| &, "&X| X|& E7|" .

* Podman 7 4 0|4, Podmang AX|5t2H LIS 2 LSIMR2.(sudo yum install podman
netavark -y).

* Python % 3.6 O| &, "& X[ X|& H7|".

° NTP 112{ Alel: NetApp CIOIE| 2&F A|2ES 750 NTP(UIERZ A2t Z2EE) MH|AS MEY AS
HELLICE O0|H 27 A2 ZE 00|HE A|AH ZHo] A|ZH2 S7[SHe[0fof Bt

B 2] Areh WelHE A3t = B firewalld HIOIE 2RE X517 Hof| 31 7|52 &d=td=

ZTELICH O S 2ASI0 FHSIMR. firewalld HIO|H 272t SRtE|EE:

firewall-cmd --permanent --add-service=http
firewall-cmd --permanent --add-service=https
firewall-cmd --permanent —--add-port=80/tcp
firewall-cmd --permanent --add-port=8080/tcp
firewall-cmd --permanent —--add-port=443/tcp
firewall-cmd --reload

OO 2F 22EE A LEZ ME3HH = Z2(24 20| M), oju] ChZ R#AIS 712 AIA”|
FISHMIR.
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https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://docs.docker.com/engine/install/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/

firewall-cmd --permanent --add-port=2377/tcp
firewall-cmd --permanent —--add-port=7946/udp
firewall-cmd --permanent —--add-port=7946/tcp
firewall-cmd --permanent --add-port=4789/udp

Docker f£i= Podmans &gt Lt YH[0| Egt WDCE CRA] A|ZFSHOF BILICH firewalld 3.

HIO|E] 2R0A OtRHI2E QIE{Hll MM A Std s}

CIO|E 2F0ll= OFRHIR2E QIE{Ul WM AT EHRSHL|CE 7t e S2|X HES I QB HES QI ZTEA
MHE A5z 2%, HIO|H 27 QAR A LS AEZIE E’E"% T U= OFZHIR E QIE Ul & ATto|
A=K SIS K.
QIE| ©IZ0| G APO|E0] AXIE SAE AAZ0= O MMO| HRSIX| prLiC
ANEZOIE =S
\ https://api.console.netapp.com NetApp AIHS Eotst= 2& AH| AL EXMQILICE,
\ https://netapp-cloud-account.auth0.com \ ZAUSHEl ALK QIS S Q6 25 RIAIO|ELF EAISL|LCY.
https://authO.com
\ AZE0{ o[0|X|, OiL|HAE, HZSI0] CHot HMAS [ S35
https://support.compliance.api.console.netapp. 212} HEZ|S M&stL|C},
com/ \ https://hub.docker.com \
https://auth.docker.io \ https://registry-
1.docker.io \ https://index.docker.io/ \
https://dseasb33srnrn.cloudfront.net/ \
https://production.cloudflare.docker.com/
\ NetApp ZAl 7|Z0i|M CIO|E{E AER|YY = JULE Lt
https://support.compliance.api.console.netapp.
com/
\ https://github.com/docker \ Docker MX|Z st T4 m7|X|E HZ2EHL|C}
https://download.docker.com
\ http://packages.ubuntu.com/ \ Ubuntu A X|E 93t T2 047X E N 2EL|C},

http://archive.ubuntu.com
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https://netapp-cloud-account.auth0.com
https://auth0.com
https://support.compliance.api.console.netapp.com/
https://support.compliance.api.console.netapp.com/
https://hub.docker.com
https://auth.docker.io
https://registry-1.docker.io
https://registry-1.docker.io
https://index.docker.io/
https://dseasb33srnrn.cloudfront.net/
https://production.cloudflare.docker.com/
https://support.compliance.api.console.netapp.com/
https://support.compliance.api.console.netapp.com/
https://github.com/docker
https://download.docker.com
http://packages.ubuntu.com/
http://archive.ubuntu.com
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oA
1. HI0|H 23 A =71 AIZYUEE CIREESIMR. "NetApp X ALO|E" . MEHSHO} St= MUl 0|52
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chmod +x standalone-pre-requisite-tester-v1.25.0
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https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://youtu.be/5ONowfPWkFs?si=QLGUw8mqPrz9qs4B
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
https://mysupport.netapp.com/site/products/all/details/cloud-data-sense/downloads-tab/
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task-controlling-governance-data.html
task-controlling-governance-data.html
task-controlling-governance-data.html
task-controlling-governance-data.html
task-controlling-governance-data.html
task-controlling-governance-data.html
task-controlling-governance-data.html
task-using-policies.html
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task-deploy-overview.html
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task-deploy-overview.html
task-deploy-overview.html
task-deploy-overview.html
https://docs.netapp.com/us-en/console-setup-admin/task-manage-multiple-connectors.html#switch-between-connectors
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https://docs.netapp.com/us-en/console-setup-admin/task-manage-multiple-connectors.html#switch-between-connectors
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NetApp Data Classification At&35l0] Amazon FSx 0iA{ ONTAP =& A7
A

NetApp Data Classification A&3}0{ Amazon FSx for ONTAP S E2
CHAIE 2t=5HM| .

AlZtst7| o

* GO|Ef 2R E HHZSHD 2t2[st{H AWSO|M 2 Z2& Ofo|METH EeetL|C
A

=2 o
* AAEIS WA o) MEE Hot DS ojo|E 28 QIAEIAC| £} 5{SeOF BILICE. FSx for ONTAP IH

o= [
AARIO] HEE ENIE AFESI0] H2tEl EQt 1FES 10 AWS Management Console2 AHESHH HAY 4
SIAL|CH
M- .

"Linux QIAEIAR AWS Hot IS
"Windows QIAEHAZ AWS EHOt TE"
"AWS EtEX HEQ|3 QIE{H[O|A(ENI)"
* LIS ZEJLOO|E 27 QIAHAC HEf Y=X| =olstM|a.
° NFSQ| Z2 ZE 1111} 2049.
° CIFSQ| 32 ZE 139 53l 445.
ClO|E 27 QIARA HYIE
"G|O|E 27 HHZZ"OFE] HYELEl QIARATL Ql= B2,
AWSE Z& Of|0|HERt AZHSIH = FSx 21 SYet AWS HIE 30| o5 2FE HHEsHOF SfL|Ct,
E:FSx EE2 AMY mf 2o2|0|A X[l HIo|H &7 E tiEst= A2 dx X[&=|X| ZSLICH
QUAEAQ QIE{Ll HZAO| Y= o HO|H 27 AZEL0] A20|E= S22 +HEL|CE.
A AEIOM HO|H 27 E 2d35tMa
FSx for ONTAP 2 &0l CHet Cl|0|E 2R E st &~ AUSLICH

1. NetApp Console O|Al *HHHA > B2+ MEHSHL|CE,

2. H|O|E] 257 HlF0llM *7d*S MeEdetL|Ct.

Filter by: S3 FSx Clear filters

mjulia
Amazon FSx for ONTAP

Map all Volumes Map & Classify all Volumes

Or select scanning type per each volume

50


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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Volumes selected for Data Classification scan (11/15) Q

Custom ‘ Mapping vs. Classification & Retry All # Edit CIFS Credentials

Scan when missing "write" permissions

Scan 2| storage repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |
Paused 2025-07-16 08:51 Mapped 219
Map & Classify bank_statements NFS -
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29

Via cifs labs ars Mapped 52K
M o = Last full cycle: 2025-10-06 10:29 i

Off cifs_labs_second CIFS

‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
Map datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Scan when missing “write attributes” permissions

Enable Access to DP Volumes ¢ Edit CIFS Credentials
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3 Required Action
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Provide Active Directory Credentials Provide Active Directory Credentials

@® Use existing CIFS Scanning Credentials (usert@domain2) | O Use Custom Credentials (O Use existing CIFS Scanning Credentials (user1 @domain2) | (@ Use Custom Credentials
Active Directory Domain DNS 1P Address () Username Password
DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Domain £ DNS IP Address

access by default. Continuing will create NFS shares from DF Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DP Molumes, created from a SnapMirror relationship, do not allow external

access by default, Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel have been activated for Data Sense. The shares’ export policies will allow access

only from the Cloud Data Senseinstance. Learn More

Enable Access to DP Volumes | Cancel |
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification & Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action < \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify bank_statements NFS .
Last full cycle: 2025-07-16 08:50 Classified 219

® Finished 2025-10-06 10:29
Viap fs_lab: CIFS M d 5.2K
Bep o difslabs Last full cycle: 2025-10-06 10:29 APHe >

Off cifs_labs_second CIFS

Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
Map datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Custom ‘ Mapping vs. Classification =

Sean when missing "write” permissions

Q

Scan 4| storage Repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |
- P—— * Error 2025-01-09 18:53 Mapped 210 i
I:vlar: & Classify | bank statements WS Last full cycle: 2025-01-09 18:48 Classified 210 -
cifs_labs CIFS
cifs_labs_second CIFS
P — : #® Error 2025-01-12 06:11 Mapped 127K
@| datasence WFS Last full cycle: 2025-01-12 06:06 Classified 127K © Retry
Moan # (laccify * Error 2024-10-10 01:35 Mapped 13
@| german_data NFS Last full cycle: 2024-10-10 01:29 Classified 13 @ Retry
Off german_data_share CIFS
1-13 of 13
= o -- . . o o
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Volumes selected for Data Classification scan (11/15) Q

Custom ‘ Mapping vs. Classification > Retry All 7 Edit CIFS Credentials

Scan when missing "write" permissions

Scan % | storage repository (Volume) 2| Type | Mapping status 2| Scan progress | Required Action 2

-

Paused 2025-07-16 08:51 Mapped 219
Map & Classify

bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219

@ ® Finished 2025-10-06 10:29
Via cifs_labs CIFs Mapped 52K
e = Last full cycle: 2025-10-06 10:29 i

Off cifs_labs_second CIFS

‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
Maf datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Add DB Server

To activate Compliance on Datahases, first add a Database Server, After

this step, you'll be able to select which Database Schemas you would like
to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

Add DB Server | Cancel
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‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name | Status ~ %+ | Required Action

= ] DB1 - Schemahamel ® Not Scanning Add Credentials @)

@ DB1 - SchemaName2 @ Continuosly Scanning

] DB1 - Schemahiame3 ® Continuosly Scanning

D DB1 - SchemaMamed ® Continuosly Scanning
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Custom ‘ Mapping vs. Classification > Retry All

Scan when missing "write" permissions

Scan 4| storage repository (Volume) 2| Type e Mapping status 2| Scan progress | Required Action %
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Map & Classify bank_statements NFS
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Add Shares

Directly add any NFS or CIFS [SMB) File Shares, located in the cloud or on-premises,
Select Protocol

You'll be able to add additional shares from the other protocol later.

fi_: NF5S

() CIFS (NTLM Authentication)

() CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Hostname: /SHAREPATH

Continue | Cancal
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NTLM

i1 Kerberos

Username Password
domain\user or user@domain ‘Pas.swcrrd

[ o

0lZ gHHS MEHSHA|Q: NTLM = Kerberos.

. Active Directory AtEX} 0| St S E 2 BhL|Ct.
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
@ NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

TYgm SHAREPATH
Hostname: /SHAREPATH
Hostname: /SHAREPATH
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View fil
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files files files
Open permissions
11-100 identifies 620 120 128
files files files e
82% 0% 8%

No open permissions

0-10 identifiers 220 106 109
files files files
Reports
1-10 users 11-100 users Over 100 users

Data discovery assessment report

1B Open to organization

B Open to public

L Download

Exposure Summary of data risks, governance gaps, and compliance findings across scanned systems
© 652 files @© 652 files © 238 files A\ 82files
Low risk Medium risk % High risk W Critical risk Full data mapping overview report L Download
Detailed breakdown of data types, volumes, and storage locations
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Amazon | I D 125 K items
cvo [a) I 125 K items
File shares [ 125 K items
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audit reports Hatements resumes
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2.93k RFP 3.2k
8.5K 13K 1aic
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. NDA
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Last modified ¥
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40K 40K 40K 40K 40K
40K 40K
40K 40K
40K 40K
. . . . .
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years years days days days days days days KB MB MB 100 MB 168 100 GB
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‘Monitor regulatory compliance adherence Learn more Last refreshed: September 11, 2024, 10:08 AM * Refresh
Compliace

Investigation L iayilol £ 260.5¢« =] 265.568 m 141 & 70.6«

Al system (1) - Seanned filas count Seanned files size Seanned tables count icsentified Pil

Custom classification

w name
o Compliance status Regarts Data subjects

Configuration

Distribution by Pil Privacy risk assessment
istribution by P :I- e

Assessment of personal and sensitive data exposure

o 3%
B Sensitive persenal View
HIPAA repart =
1200 4 Download ‘
Scan summary of heaith data and HIPAA-related risks e ————
Files 24%
® Personal View
PCI DSS report
73% 4 Download
Scan summary of credit card data and PCI DSS risks L = |
B Non sensitive View
Sensitive personal results (5/9) Show ail Personal results (5/96) Show all Custom classification (§/7) ~ Bata Show all

! 9k (] 69.9k & 44.9«

Filos with sensitive personal data ) Files with personal data @ Files with custom classification results

# Ethnicity reference 5.6K Data subjects 42 6K # Datainrisk 42 6K
Criminal procedures reference 5.3K Data in risk 42 6K # Unique zip codes 42 6K
Sex Iife or orientation reference 46K Email address 32.6K # Manager names 326K
Religious beliefs reference 3.3K United States zip code 21.3K # Israeli passports 21.3K
L ——

¢ Civil law refersnce 2.3K Medical records. 21.3K # Bank account numbers 21.3K
N L___________________J |
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Personal results (5/96)

& 69.9¢

Files with personal data @)

Data subjects

Show all

42.6K

Data in risk

426K

Email address

32.6K

United States zip code

21.3K

Medical records

M, Y, &St H0IHE ZAFSHL

21.3K

= ,

§E°”—|Ef

ZAL 23t sttt B E MESHH] T Tl YEE

o = O O] I =13 Z= E =
CtZ o|0[X|= CIMER|(S+ W EC)0IA &HE 72l E1|0|E1E 04--'—|EL TEH R0f| M= Ci|O|E{Hf| O] 20| A
o E E2 A olA E L A Ol A
H2 4 HIO|HE 2 & ASLICH HIFYE Mol M= I +Z HO|HE 2 & ASLICH
B8 Data Investigation [Z] Unstructured (36.6K Files) [ Directories (6.1K Folders) BF Structured (4 Tables) QSearrhb_vF\Ee Tabie or Lacation i,
= FILTERS: clearat 36.6Kitems
Policies + []  File Name %+ | Personal % | Sensitive Personal | DataSubjects 3| FileType +
]  BBIALkD:txt B 12K @ 0 10 @ ™r
Classification Status +
Scari Anslysis Eveiit o Tags: archivado  creditcard | Delete = And7more  View Al ‘ © Tags-10tags |v |
3 ‘ Working Environment (Account): 53 - 055518635490
Open Permissions % “ ') Storage Repository (Bucket): compliancedemafiles-dema ‘ Assigned to: B G Archana| v |
(®) File path:
‘ Copy File |
Number of Users with Access g Category: Miscellanecus Documents
(D)) File Size: 50.67 KB
Tif) e ‘ 3 Move File |
User / Grolip Permissions % (©) Discovered Time: 2023-08-20 1037

Create Policy from this search

Set Email Alert

() Created Time: 2019-12-16 12:18 Last Modified: 2019-12-16 12:18
[#) OpenPermissions: ~ no7susLc

f!_'D-rl Duplicates: MNone

Delete File |

Give feedback on iivis resull

Total size 26.5GB | 1-20 of 36.6K 1




/benchmark 10TB nfs 84/share 2 74/share 5/dir2/dir16/dir10/dir20/dir15/dir... : X

Metadata

] @ Tags Create tag
Directory type

Folder

System
NFS_Shares

Open permissions

System type L
Open to organization

SHARES_GROUP

Discovered time

Storage repository 025-10-03

Path
/benchmark_10TB_nfs_84/share_...

Last accessed

2025-09-03

Last modified
2024-04-20
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Personal results (5/96) Show all

s 69.9k

Items

Data subjects 426K

Data in risk 426K

Email address 326K

United States zip code 213K

Medical records 21 3K
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.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides
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Add Custom Classifier
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Select type

Select the type of classifier that you want to add to the system, and provide the name and
description. Data Classification rescans all your data sources after you add a new classifier.
When the scan is complete, all matching results are displayed in the "Custom Classification”

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

| Describe the expected data analysis results

() Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default

Mask results; The detected personal information results will be masked,

@ Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.




Add Custom Classifier

o Classifier name ° Select tool 9 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that

should be detected. You will be able to change the logic in the future, by clicking on "edit"

from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a

regular expression.

Example: for adding a 12-digit ID that starts with 201, the regex will be \b20N\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear

around the regular expression’s match.

* Separate between words with a new line.

‘ Previous ‘
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= ilters: ensitivity level: v ) pen permissions: v reated time: (Include) Open permissions, +3 v il A
= Filt Sensitivity level: All X [¢] issit All X Created ti Include) O issi 3 X Save query  Clear filters

(Last accessed : (Includes) 3-5 years, +2 v | x) (File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x)

+ Add filters

120 @ 120 g 00 @ 4°

Items with sensitive data and open permissions Items with sensitive data Recently accessed sensitive data =) Stale Items
= Add as filter = Add as filter = Add as filter v All results match
Unstructured (500) Directories (200) Structured (80) Q [
Items (500) | 3 TiB
D v Name % | Last modified % | Personal % | Sensitive personal 3 | Datasubjects | Filetype 3 | [[]]
[j HR_Listworkprogrem.TXT Feb 2, 2019 07:28 PM 322 89 101 DOC
D Education report.PDF Mar 20, 2019 11:14 PM 189 12 89 PDF
D Work program>1.PNG Dec 4, 2019 09:42 PM 956 80 702 TXT
G Ethics consult.DOCX Dec 4, 2019 09:42 PM 380 0 622 PDF
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NFS_Shares 100 Shares Scanne,Gmup i ok
Files Shares Group ystem ID:0ecd02e419c046

EETN o

Scan Mode

Continuously scanning all i) No CIFS volumes found
selected Shares

| 0 classified . 100 Mapped 0 Not Scanned

2. 210l i3} AR M *2S O 2 ALR|*Z MEfBHL|CY

NetApp Data Classification |7

ZHME HBSHHL 2B M 2 X E0{S M2 2 H|7{5t2{H NetApp Data
Classification ®MHE 4= ASLICE AAEHAS AH|SHH QAE L HO[E{I = 2E L|A3E
MHE| 22 Ho[H 2ROIM AZict BE YEIF HFAHOZ A EL|CE

AE3lOF 5h= THA|= HIOIH 2R E SR =0 BHEMEX], OtL[H 2Z3|0| A S AE| By EM=X[of 2t
I:I-EI.II |__| [_I-
= = -

satec ZEARRE ol 23 A

1. H|oJE] 2F0IIA S MEiSL|CH

2. 78 HO|X] SIEOIM 2R ®HE MEABLICE

o Test | 0 Shares Scanner Group name: default = o
Classification Quick Navigation Files Shares Group 3 Configuration

Identity Services

Governance
Working Environments

+ Add your first Shares
. Scanner Groups
Compliace

e Uninstall

Investigation
9 Version 1.46.0

Custom classification testk | 0 Shares Scanner Group name: default
Files Shares Group

) Configurati

New name

Configuration + Add your first Shares

Scanner Groups Q  search

v~ Scanner Group: default

1 scanner nodes
Host Name slow 3| status 2| LastActive Time 3| Error s

ip-10-000-0-01.us-west.compute.internal 10.000001 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. st AXtol|M "HIA"E 225t 2& Of0]ME0|M Tl 27 AAHAL HAS BELICH MHE ME4SHO]
SIRISHAIR.

t

J

4. 27 1|71 CHsh &M *uninstall*S 22510 2& O|0|HEO|M HIO|E 27 QUARAS HAS B2 = AS
toleh ot *MA*E MEigLCt.

Jlot
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O|&2 CloudCompliance 0|
38ad-4080-9a92-36f5fd2f71¢c7
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HIO|E 2R0IM &S MEL|CE

SN 2F MAHE

pre Test | 0 Shares
Classification Files Shares Group

Quick Navigation

Identity Services

Governance
‘Working Environments
. Scanner Groups
Compliace i
* Uninstal
Investigation
Version 1.46.0
Custom classification testk | 0Shares
Files Shares Group

New name

Configuration

Scanner Groups

v Scanner Group: default

1 scanner nodes

Host Name

ip-10-000-0-01.us-west compute.internal

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources

1 Uninstall Classfication

CHet &FXIOIA "RIAH"E
o

EoflM 2ZE0{S M52 H
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S SISt R H0E =7

1, HEE SHAl(UUID)ZE o 7|0 HZELICE o:

MetLct,

and disks where

Y=ot 2& of|o[HE

Scanner Group name: default

+ Add your first Shares

Scanner Group name: default

+ Add your first Shares

Q  searcn
slow 3| Status 2| LastActive Time 3| Error $
10.0000.01 ACTIVE 2025-08-3108:24

indexed data resides will be removed,

Ol M CIO[E 27 QUAHAS HAS BELICH MHE MEHS
LIS 2 H2HSHMR. cleanup.sh GIE ool SAE HA

Ct2 X0l [ELICE /install/light probe/onprem installer/cleanup.sh Oi[Hl
SAE Mo 23QlgfL|Ct" .

_CloudCompliance-16bb6564-
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327 CPU, 128GB RAM, 1TiB gp3 SSD
CPU 167, 64GB RAM, 500GiB SSD

CPU 871, 32GB RAM, 200GiB SSD

CPU 87l, 16GB RAM, 100GiB SSD

MM

327 CPU, 128GB RAM, OS
C|A3(2,048GiB, £|4 250MB/s X{2|Z¥),
ClO|Ef CIA3(1TiB SSD, %|4 750MB/s
SEE)

CPU 167, 64GB RAM, 500GiB SSD
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CPU 167, 64GB RAM, 500GiB SSD
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"m6i.8xlarge"(7| &)

"m6i.4xlarge"(7|22f) m6a.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

"m6i.2xlarge"(7|&7t) m6a.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

"c6a.2xlarge"(7|22f) c5a.2xlarge
c5.2xlarge c4.2xlarge
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0%k

"Standard_D32 v3"(7|2)

"Standard_D16s_v3"(7|2)
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16 n1-standard-16
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SMB_Shares Scan Configuration Q

Scan when missing "write” permissions

4+ | Storage Repositary (Share) ¢ | Protocol 4 | Access 4 | Scan Status

® Mapped: 58K

Map & Classify ‘ WI01.7.16\CIFS_LABS_SHAREG CIFs ® Continuously Scanning @ o ittt i

® Mapped: 5.BK

Map & Classify ‘ W10.1.7.16\CIFS_LABS SHARE7 CIFS ® Continuously Scanning © & Fied: 58K

0] 7|2 2=2f|0|A ONTAP A|AE! Cloud Volumes ONTAP, Azure NetApp Files, Amazon FSx for NetApp
ONTAP 22| 3! EfAF IHY SR0f| HEY 4= UELICH.

ZAHO|X|oflE _ A 2 O[HIE 2t= TE7F A=, OIS AFESHHA H|OIE 2&/7F OX|9F HHA AZHS ESE
20| EFEIX] @42 THUO|L} CIOJE 2F7F ObX|2 HMA AZHS =S8 + Q0 2RE TS EAY = ASLIC
Scan Analysis Event o .
[[] Mot classified - Cannot revert last access
Classified and changed last access time
TE Mefe Cheat ZaLITh
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NetApp Data Classification A|AEI0| 2 QISR
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ssh —-i <path to the ssh key> <machine user>@<datasense ip>

* <path to the ssh key>=ssh Q& 7|9 /%]
* <machine user>:

° AWSO| AR <ec2-user>Z AI23HM|2.
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Swagger APl 0| HA| A7

Swagger0ll S0{7}2{H C|O|E| 2F AAB A9 |P FATL QLI RS0 HZES= 2 S IPFAE
AtERfLICt J2{H ks AEZQIEZ 0| S8HOF gfLCt.
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
—-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR..... " -H "x-agent-id:
hOXsZNvnASLsthwMILtjLOXZFYBOxAwMclients"

0[0

Ch
=

—~

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [

"EQUALS"

1,

"optional values": |
{}

1,

"secondary": {},
"server data": false,
"type": "TEXT"
}
]
}
{
"options": [
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by

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_EXTRACTABLE",
"field": "EXTRACTION STATUS RANGE",
"name": "Scan Analysis Status",
"operators": [

"IN
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [

nIN™
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC ACCESS",
"name": "Open Permissions",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"
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"active directory affected": true,

"data_mode": "ALL_FILESYSTEM_EXTRACTABLE",
"field": "USERS PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data_mode": "ALL_FILESYSTEM EXTRACTABLE",
"field": "USER_GROUP_PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
"IN
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
I
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"

1,
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"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

DG,

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT_IN"



1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",

"name": "File Size",

"operators": [
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n IN" 0

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_FILESYSTEM EXTRACTABLE",
"field": "FILE_CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME_RANGE",
"name": "Discovered Time",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE_LAST_MODIFICATION_RETENTION",
"name": "Last Modified",
"operators": [
"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",
"name": "Last Accessed",
"operators": [

nIN"
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1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
"IN
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",

"operators": [
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n IN" 0

"NOT IN"
1,
"server data": true,
"type": "SELECT"

[—
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curl -X POST "http://
{classification_ip}/api//{classification_version}/actions" -H "accept:
application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR.... "
-H "x-agent-id: hOXsZNvnASLsthwMILtjLI9xZFYBOxAwMclients " -H "Content-
Type: application/json" -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "1,

\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"value":["21"]}] 1"
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",

"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",

"estimated time to complete": O,
"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21
"status": "QUEUED",
"title": "string",
"user id": "string"

.705z2",
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