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cognigoWE Scan Configuration
A4/79 volumes selected for Data Sense scan

off Map & Classify Learn about the differences - & Edit CIFS Credentials

Sean when missing “write attributes” permissions @

*  Storage Repository (Volume) = : ¢ | Required Action
Mar Map & Classify AdiNFSVol_copy NFS ® No Access Access to the NFS volume was denled. Make sure tha...
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o1y hap & Clas: | AlexTest NFS ® No Access Access to the NF5 volume was denied, Make sure tha...
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|
1. CloJE 2R tiw0ilM *d*S MEfBL|C

2. Ot & SILUHE SHSHAR.

o

BOlM oY ME AZMS SYslsieiH 28 S0 *Y*3S Mg 2= 2 E0AM 2desE M=

52




BHOM *X|=*E MEASHA|R.

© SO oSt T A1 S SdetstH 2 & JoM i 3! 2/*E MEELICHL 2E 20
dotsteH M= FHfAM Y 8 EFE HESHMH .

° EBUIM 2 S v detsie{H & S0 *n|*E MEgLICH 2= 2F&UHM 29Hd2
H|Z =

|2-datote ™ M= SHol| M *nI S MERL|CY.

NetApp CIO|E| EFE A2 Amazon FSx 0|A| ONTAP =& A7
A

NetApp H|O|Ef 2FE AtE3t0 Amazon FSx for ONTAP £8 AZHE A|ZISI2{H H JHX|

TS 2tESHMIR.

AlZfsto] ol

* OOl 2FS iS5t 2t2|ote{H AWSOo|M 2 2& o[0|TEZ 2R LT

o =
2 o|AE|A Q| EZ}LIS & 28}|0F EHL|Ct FSx for ONTAP IH!

=
* AARIS Mdd o MEiS Hot OF2 0| 25 ¢
AtE3t0] HEtEl HoF &S &1 AWS Management Console2 AEdsHo] HEE &

NESE v °‘|745| ENIE
ALt

* CI2 ZEJIHIO|E 23 QIAEAQY Ee{ Q=] &QlshA .
° NFSQ| Z2 L E 1111} 2049.
° CIFSS| 22 ZE 139 4 445,
HO|H 25 QIAEA H{E
"C[O|E| 25 HHZ"OFE] HHILEl QIAEIA T} Q= AL,

AWSE 2& Of|0|HEL} AZMSHE = FSx 2 &2t S LS AWS HIER| 30| HI0[E 2F/E BiZsHof ghL|Ct.

Hu:Fsx 2ES AU o 2Z2|0|A |X|of HI0|H 2FE HIZsH= A2 HM X=X &LIC
QAAE A QE{Hl HAO| = 2 HIO[H 2R/ 2ZEH N YO 0|E= XS22 A ELIL.

1. NetApp 2&0|M *HHHA > Z2+5 MEASHL|CY,

2. Hlo|g 27 HlFoIM 742 MEHStL|Ct,

53


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/security-group-rules.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

Filter by: s3 FSx Clear filters

mjulia
Amazon FSx for ONTAP

Map all Volumes Map & Classify all Volumes

Or select scanning type per each volume
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s | Storage Repository (Volume) = \ Type + | Status s \ Required Action
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cognigoWE Scan Configuration

AA4/T9 volumes selected for Data Sense scan

off Map & Classify Learn about the differences - & Edit CIFS Credentials

Sean when missing “write attributes” permissions @

*  Storage Repository (Volume) = s * | Required Action
kSt Map & Classity AdINFSVol_copy NFS ® No Access Access ta the NFS volume was denled. Make sure tha...
Mag Map & Classity AdiProtest2501 MFS e Continuously Scanning
slj] Map Map & Clas | AlexTest MNF5 ® No Access Access to the NF5 volume was denied, Make sure tha...

Mag Map & Classily | AlexTestSecond NFS = Not Scanning
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off Map & Classify Learn about the ditferences —»

Scan when missing “write attributes” permissions @

4+ | Storage Repository (Volume) | Type + | Status

3 Required Action

| off Ma Map & Classify VolumeNamet DP
f Map & Classify VolumeName2 NFS
off | Ma Map & Classily | VolumeName3 CIFS
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Provide Active Directory Credentials

(® Use existing CIFS Seanning Credentials (user1 @damaln2) O Use Custom Credentials

Active Directory Domain DNS 1P Address ()

DP Volumes, created fram a SnapMirror refationship, do not allow external
access by default. Continuing will create NFS shares from DF Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More

Enable Access to DF Volumes [

Cancel

Provide Active Directory Credentials

(O Use existing CIFS Scanning Credentials (user1 @domain2) | (@ Use Custom Credentials

Username Password

Active Directory Domain () DNS IP Address

DP Molumes, created from a SnapMirror relationship, do not allow external
access by default, Continuing will create NF5 shares from DP Volumes which

have been activated for Data Sense. The shares’ export policies will allow access

only from the Cloud Data Senseinstance. Learn More
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Mapping vs. Classification

Scan when missing "write” permissions
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# Edit CIFS Credentials
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)
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Sean when missing "write” permissions
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Governance Compliance Investigation Classification settings Paolicies Configuration

ONTAPCluster Scan Configuration

Volumes selected for Classification scan (9/13)

Sean when missing "write” permissions
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Add DB Server

to activate Compliance for.
Database

Database Type

Port

Credentials

Username

Add DB Server |

To activate Compliance on Datahases, first add a Database Server, After
this step, you'll be able to select which Database Schemas you would like
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Service Mame
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‘Working Environment Name’ Configuration

¢ Edit Credentials

28/28 schemas selected for compliance scan

+ | Schema Name $ Status ~ 3 Required Action

- DB1 - SchemaMamel ® Not Scanning Add Credentials @)

@ DB1 - SchemaName2 @ Continuosly Scanning

F) DB1 - Schemahame3 ® Continuosly Scanning

@ DB1 - SchemaMamed ® Continuosly Scanning
Zt
HO|E BF= E4otE CIO[EH|0[A AF|OHE AZMSE7| AlEfEiL|C 74 Hlw 2 0|S¢t LS Al 183 HE5HH
x| At Tl dets FHE + AFLICH 2 A0 T L2 TAE HASE EA|ELICL TAE EAE {0
019 AS 221 EOH 25| HA| I Ci| AALE I 22 solst 2 YLICL 2RV Uk 3L 2FE Ae) Hof
A= @RS +Fot= o 2R AU SH EAIEL|C.
HIO|E E /= StF0i o M4 CO[E{H|0| A S AZHBILICE C|O|E{H|0| A= THE HIO|E 22K XX 2 AHE[X

gLt

NetApp ClIO|E] 2/ E ALK I S/ A7

oIt 2R E A7HSIE{H HX NetApp Data ClassificationdlM I 28 158 2S00}
SiL|Ch oY 35 82 2o8|0|A = S2RE0M 2 AEE|= NFS = CIFS(SMB)
SRE flet AYLICE.

(D CIojH 2&F 2l HT0AM = NetApp Ol It SROA H0|E|E A7dt= 7|S0] XX
orAL|C}
Lo - .

HIO|E 2RE E4ststr| Hofl XIE= 70| A=K 2Aelstz{H Ohz H4 74 248 HESHA K.

© BRE 2EQCLL 20|24 S OfC|oALE SATE 2 YALICE OIF NetApp 7-Mode AE2|X| AIAEC]
CIFS BRLE I ZRE A 4 &L
* HI0|E| R 7-Mode AIAHOIA HBO|L "OFX|3f AHIA AJZHS S22 glasLict
° 7-Mode AIAHI0IA 2 Linux HETH CIFS 28 210l 2l X2 21s) NTLM 2150| Z43Hel SMBv1gH
ABBHEE 29 T A OF BTt
* Hlo|E| 25 QIATIASH 2R Zio| HIEYS ¢iZo| BRBLICE
* DFS(24 T2 A AR)) ZRE At CIFS R X718 4 ALICE HO[El ERAME 2R7FH CIFS
2= ZeHE ofzf AH/ZE0 J|HrS S0 Urts AHIS QINSHR| 57| HE0 HAIKIZH MRS T2 A
2B ol E0i/E = Z20|E 20| et Het £ 91F @RI WA £ JALITH

w
* CIFS(SMB) 252| &

.
7| HM|A HBHS HB38H= Active Directory Ak SHO| QU
2oIstM|R. H|0|E ER0|A =2 #Et0|

=X
LR HO|HE AZMEHOF 5h= 2% &E|At AHF SHO| Mo EL|Ct.

64




CIO|E| 25 ZALSE Soff Q| "OrX|f AN A A[ZH0] HZAE|X] AU=X| 2152 H A2 XL0f|A| CIFSO|A A7
£ HMTIO|LE NFSO[A M 7| HSH0| = 210 EELICE 7HsSSICHH Active Directory AFRXHE 2E THAU0]| CHSE
_?_*OI U= ZZo A2 OF9 UEE -_r“gowlﬂ..

* 28 Wiel 2= CIFS I

(o
5
>
30
>
=
[

35
* NFS2t CIFS(Kerberos EE= NTLM ARR)
DEESYHHM EEH T

ok rfot

[l

° CIFS 215 8 (Kerberos % NTLM)E =&st0] It S/ JE2 UHE + SI&LICH
* Kerberos 215 & AH83t= CIFSE AI8%t= 2 MSE IP FATL HO|H 2F00 BMAL > JA=X] 2QIStNR
IP 400 Mg 4 gOH Y IRE Fte =+ elELICt

J80 oY S/E F7te W= oS G4 S AL8lOF YLICE <host name>:/<share path>.

oY SRENEHCE 1Y £ A1, HASIHE IIY SRE E2 #2010 LISt LY +x ASLIC o
HOil Z[CH 1007H77HX] =412 F0te 4= ASLIC.
ChA|

1. CIo|E 27 HimollM *74*S MESHL|CE

2. 74 HO[X|of| M AJAH] EIt > It ] OF FIPE MEIFL|CE

3. I 3] OF F7tthet dXtolM 37 1E2 0|52 YT T3 AL+ S dEiLt

4. 37t ojY SR0| iRt T2EES MESHR

65



66

Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
f!_: NFS

.__'_; CIFS (MTLM Authentication)

() CIFS (Kerberos Authentication)
Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at
be able to add more |ater).

Hostname: /SHAREFPATH

Hostname: /SHAREPATH

Continue |
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NTLM

i1 Kerberos

Username Password
domain\user or user@domain ‘Pas.swcrrd
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
@ NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

TYgm SHAREPATH
Hostname: /SHAREPATH
Hostname: /SHAREPATH
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Personal results (5/96) Show all

s 69.9k

Items

Data subjects 426K

Data in risk 426K

Email address 326K

United States zip code 213K

Medical records 21 3K
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Add Custom Classifier

5. *Ctg*g HESHHIR.

7. HO|E{e| £

=
=
~

o

Select type

Select the type of classifier that you want to add to the system, and provide the name and

description. Data Classification rescans all your data sources after you add a new classifier.

When the scan is complete, all matching results are displayed in the "Custom Classification”

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

| Describe the expected data analysis results

() Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default

Mask results; The detected personal information results will be masked,

@ Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.
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Add Custom Classifier X

o Classifier name ° Select tool 9 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that
should be detected. You will be able to change the logic in the future, by clicking on "edit"
from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a
regular expression.
Example: for adding a 12-digit ID that starts with 201, the regex will be \b20N\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear
around the regular expression’s match.
* Separate between words with a new line.

@
‘ Previous ‘
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: ( Sensitivity level: Al ~ | X ) ( Open permissions:All v | X (Createdtime:[lnclude)Openpermissions,+3 v x) Savequery Clearfilters A~

(Las! accessed : (Includes) 3-5 years, +2 v ] X) (File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v \ x) (Last modified : (Includes) 3-5 years, +1 v I x>

+ Add filters

120 120 50 45

I - B N @ , 8
Items with sensitive data and open permissions Items with sensitive data Recently accessed sensitive data Stale Items
= Add as filter = Add as filter = Add as filter ~ All results match
Unstructured (500) Directories (200) Structured (80) Q 1L
Items (500) | 3 TiB
D v Name % | Last modified 4| Personal 3| Sensitive personal 3 | Datasubjects 3 | Filetype 3 | [[]]
D HR_Listworkprogrem.TXT Feb 2, 2019 07:28 PM 322 89 101 poC
D Education report.PDF Mar 20, 2019 11:14 PM 189 12 89 PDF
D Work program>1.PNG Dec 4, 2019 09:42 PM 956 80 702 TXT
D Ethics consult.DOCX Dec 4, 2019 09:42 PM 380 0 622 PDF
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Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.
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Scanner Groups Q  sean

v Scanner Group: default

1 Scanner nodes
Host Name slow 3| Status 2| LastActive Time 3| Error $
ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

3. That X0l "HIH"E YRto] 22 OIO|MEN|M HIOJE 27 IAHAY B2 BALICL HAS Meiotof
o

E0M AZEHE FAHSIH LSS HHSIMR. cleanup.sh HIE S0, HIO|E] £F 2 AE M9

ATHEE O3 fIX|0f| AELICE /install/light probe/onprem installer/cleanup.sh Oflf
AN, HHE SHRISHH R H0|E 2F S AE HAlof| 218 (CE" .

—
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INEN=TE W) HAMIM QIARA W
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37|17t 2 CPU 167, 64GB RAM, 500GiB SSD "mé6i.4xlarge" (7| 22f) m6a.4xlarge
mba.4xlarge m5.4xlarge
m4.4xlarge

=t CPU 87}, 32GB RAM, 200GiB SSD "m6i.2xlarge"(7|&22f) m6a.2xlarge
mba.2xlarge m5.2xlarge
m4.2xlarge

2 CPU 871, 16GB RAM, 100GiB SSD "c6a.2xlarge"(7|&22}) cba.2xlarge

c5.2xlarge c4.2xlarge

Azure QIAEA @H

A2E 3] BHIA AAEIA R

Erf 327 CPU, 128GB RAM, OS "Standard_D32_v3"(7|£)
C|A3(2,048GiB, £|4 250MB/s X{2|Z¥),
HIO|E| C|A3(1TiB SSD, |4 750MB/s
SEED)
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A28 371 BHIA QIAEIA 9
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SMB_Shares Scan Configuration Q

Scan when missing "write” permissions

4+ | Storage Repositary (Share) ¢ | Protocol 4 | Access 4 | Scan Status

® Mapped: 58K
® Ciassified: 5.8K

Map & Classify ‘ WI01.7.18\CIFS_LABS_SHARE® CIFS ® Continuously Scanning @

® Mapped: 5.BK
® Clazsifisd: 5.BK

Map & Classify \ W10.1.7.16\CIFS_LABS_SHARET CIFS ® Continuously Scanning ©

0] 7|2 2=2f|0|A ONTAP A|AE! Cloud Volumes ONTAP, Azure NetApp Files, Amazon FSx for NetApp
ONTAP 22| 3! EfAF IHY SR0f| HEY 4= UELICH.

ZAHO|X|oflE _ A 2 O[HIE 2t= TE7F A=, OIS AFESHHA H|OIE 2&/7F OX|9F HHA AZHS ESE
20| EFEIX] @42 THUO|L} CIOJE 2F7F ObX|2 HMA AZHS =S8 + Q0 2RE TS EAY = ASLIC
Scan Analysis Event o .
[[] Mot classified - Cannot revert last access
Classified and changed last access time
TE Mefe Cheat ZaLITh
* "EREIX S - OX9 AMA AZHS B ST 5 QIS - A7] HEH0| 910 EREX| g2 THUS EAIZLICEH

* "= 5 YOO EE OX|2F HAA A2 - O]l= 2RFE TS HO{FH, G0 2F/= OHX|2h HAHA AZHS 22|
=2ME HEFoHK| Z]SLICE O] BB = 47| £4" olo| gl= B2 AAPE AHE gZoet HEELUCH

—_

-

Lot Z2 0l2{%t 20E EOMZ LHELHO] Aot W20 O IUO| HALE|D JA=K], HALE[X] g0 JAE=X| 2heled
= ASLICE "CIO[E] Z=AF 20 M0f| CH3 XhA[S| ROHEAMLQ" .

NetApp CIO|E| 2F A|AHI0| =2O2I5HN| 2

=10 AN KM ASHALE 718 DR S HESHAE NetApp HIO|E| 27 AIAE0 23 215H0f
SfLIC.

HIO|Ef 2F 7t Al Linux MAI0|LE 22t 0] HHE S Linux HAIO| MX|E 22 7o o ASZE| 2

HM AT = ASLICE

HIO|E 2R7t SR L0 BiEE[= Z2 H0|H 2/ QAEHA SSHE AHE3HOF BIL|CE AFEXt O|F 1t HI2HS E

YL 2& of|o|HE HX| F0f I1|3'-°P SSH 9I§ A8 A|ARIO| SSHE AABILICH SSH HE2 Ch3at
Z&Lith

ssh —-i <path to the ssh key> <machine user>@<datasense ip>

* <path to the ssh key>=ssh Q& 7|9 /%]
* <machine user>:

° AWSO| AR <ec2-user>Z AI23HM|2.
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Swagger API £ 0] M| A S|

Swagger0i| S0{7t2{H CIO|E] 27/ QAR AL |P FATF QBT 22RO HIESHE 32 S8 IP T4
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https://<EF_IP>/EM
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1NiIsInR..... " -H "x-agent-id:
hOXsZNvnASLsthwMILtjLI9XZFYBOxAwMclients"

0[0

Ch
=

—~

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [
"EQUALS"
1y
"optional values": |

{}
] 4
"secondary": {},
"server data": false,
"type": "TEXT"

"options": [

{
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"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION_STATUS_RANGE",
"name": "Scan Analysis Status",
"operators": [

"IN
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN ANALYSIS ERROR",
"name": "Scan Analysis Event",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC ACCESS",
"name": "Open Permissions",
"operators": [
"IN,
"NOT IN"
I
"server data": true,
"type": "SELECT"
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by

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS_PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
nIN™
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"
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"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
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"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN_SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN_SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT IN"

1,
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"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
I
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT_IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",



"NOT IN"
1,

"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE_CREATION_RANGE_RETENTION",
"name": "Created Time",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED_TIME_RANGE",
"name": "Discovered Time",
"operators": [

"IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",
"name": "Last Accessed",
"operators": [

"IN

1,
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"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "FILES",
"field": "IS_DUPLICATE",
"name": "Duplicates",
"operators": [
"EQUALS",
nIN"
I
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data mode": "FILES",
"field": "FILE_HASH",
"name": "File Hash",
"operators": [
"EQUALS",
"IN"
1,
"server data": true,
"type'": "TEXT"
"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [
"IN",
"NOT IN"
1,
"server data": true,
"type": "SELECT"
"active directory affected": false,
"data_mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",



"NOT IN"
1,

"server data": true,
"type": "SELECT"
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curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:

application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR.....

-H "x-agent-id: hOXsZNvnA5LsthwMILtjL9xZFYBQxAwMclients " -H "Content-

Type: application/json" -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "o},

\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"value": ["21"]}] "
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21.7052",
"status": "QUEUED",
"title": "string",
"user id": "string"
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