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United States zip code 213K

Medical records 21 3K

11



3. 3 g8o| DIZst Ol GlO[E{o] ThE M HEES FARStRH D5 HI|*2 Mesh (12 S8 S8 0izst Aol
GlO|E{oll CHS *XAF ZT} SHALE Of0| 22 MestA|R.

—

4. HM FE, EF OhYol| et M2 FE =, 21 ZAFE 22I610] 71T HEE QiU It S22
CH22E510] HIO|E| & ZAEHLCE.

NetApp Data Classification 2| 72! C|O|E{ HZF

NetApp Data Classification S &I} H|O|E{H|O| A0 AlHE £~ U= T2l HIO|H RES
CHFStL|CE.

CIOIE &&= & 71X K9] 71! C|O|E & Al'EeL|C}.
* TRl Al HE(PI)
* pizet JHel HE(SPI)

%710l 20l Al

S Holt oz AHA S LHE 712 HIO|E RS AMESty| 2l HIoIH 2&/7t

=
e
pr

©

Lot A2 AN 2e|XtolA 225tM K.
HelgHe BF
MU0 LHE = 74l HO[E, = JHl AlH H ( Il)y= LEHE Q1 74Ol GO|E{O|ALE = 7F AEXIY =~ UFLICE Of2H
HO| M| | E2 HojH 2F 7rcr°% A88H=X| OS2 E AEYLICL 2T A AS" ARt Ciet ZAutE
dASgLct.
ol2{et &=S QlAlg & U= o= HOl| HA|E[0] JAELICH
£4 AlHX} 48y gol =Y Amel ZEA AR
AZ=9 AR AR =
Ul AMEIE HZ o v v Vv
CllOJEf Z=H| oLl v v v
o|HY =4 oLl v Vv v v
IBAN HZ (ZH 2 Az H= oLl v v v v
IP 4 oLl v v v v
HZHS o v v v v

12


task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data
task-controlling-private-data.html#view-files-that-contain-personal-data

=LY

O™ M
[E — N )
?

H=
(=)

T

<r

-

130

ok

13



=LY

O™ M
[E — N )
ZE

T

<r

130

ok

14



T2 (Sozialversicherungsnummer)

il
ofl ~
<l
0 =
HI
ol
=
SR S N S N N N N N N N NS N NS NS N S NS S S S S S S S S S S S

X0 o~
CORIKO
T N8 8 3 83 8 3 83 8 8 3 88 &8 353 & &8 358 8 &8 35 88 & 358 88 & 38 388 & & T
m
Du_ 2 —

[ _ =
5 o} % |
= El 101 —_ m =
o) - £l a < = < | = Klo
= oK - =~ K = Ko 3 Ko B Ko
S & LY 7 e %o o O s m S m B % Klo
— E L BT = Ko X & m 5 g R B KB
o £ R B ool KIo S oo PO oy oo O O ¥ 3B Bl
Bl 2 TR xr o= P 1 B T AT 1 z = 1 7
= B oko ko < E Ko o X OB B MO QO oo i opr B Z & O B K
W g <F oo WO O Z B0 Rl o F W Koo I oml oMo T Ko £ T3 oy ROOM
TS WM IT Iy op oK 0L Z T T ANy o5 MK S H g
MEJ T yawsPdsTuMouuuouuuIasyITeg = dH Do
TERA mw A w w3 ek X noEE s s uu T E e AT
ol FEITT W ol Ll wl EI_ W X0 o ol RU RO RO RO RN A Mm@ O~ M S B’ oF N
Wroxrrl 8 o o o ol mr m W ot Ik & JF JF JE HE H W 0 < 30 < <] 80 T T @ T
10

ok

15

SLIC}.

o

(SSN)

E|

o

-
o

I.

0= Alg|E

2iZet 2Rl HlojE 9| &
GlO|Ef RRE Sof MUoM S



ClO[E{ L L.

t

—

-
o

of ch

F

o

.
o

N

LIt
MX
S=

C -
o

CllofE.
Cl

|.

—_

HIO|E .

.

I.

pnl
—

¥

OB LT

OB LT
ClO[E{ LT

.
o

b
t

—

t

—

¥

Hz[of
IS5
s
s
—

—

|.

pr
r
il

e
oM A8 El=
of
o Ao 2t
of

[

L4

A
=
3

I
—
A
[

.I

x
S

3
S|
~

.
o
=

CllO[E{ LIt

ol
X

x

ol

X

I.

—
=

e
o
o

|.

—

o
9

o
—

b

. K
* XA olA & xtARIS

Lk

x
=

[ |

Lq

H: el Az

* ICD-9-CM 9|
* ICD-10-CM 2| =

1 A
(]

x
-

(=13
of

gl

x
=

HiO|E 2 R= CHEat 20| HO|HE 2RFRELIC

S S S S S S S S S S S S S S S

m/ e
QO ol
£ T
2y or &
HoX oo A x
K DM H < ©f o I K = < M O
MxTrmlax._Wﬁarﬁmwmuml_a_m._ux_.
B R T RN R 0 o/ &l o ir ol M ¥ &5 X T
OF & M 4 W F§F H R KT & © =T H R 7 N0 =
ol
i i’ o
Kk orl < 1 w B0 %0
I = od joll [=] o =F

16



ZES 2 o] S A Aol Ak
AHIA RF v v

RFP v v

2LEN X v v v

=3 v v v
x| stk 20t El3 v v v

Ct2 HIEHHIO[H E Set X3 A= 2RE|D ABE LT,

S8 Tz Hlo|H

o
- USTIE(AERT| M4} £ M)

* 7IEt EM
* Ciefet Z2jHiE|o| M
* J|Et AR EAE

* JlEp e 4

£Q

on
[}

oo

rn
=

e

o2 HD
* FxotEl HolH
* H|C|2

* OHIO|E mtA

I QY

HO|E 2R= BE OUS AHSI0] M= 3! HIEHHO[E{o] st SEHS MSot tAIEES| oY {d M0 2

rin



ot RHES FAIRLICE GI0E 277t 7Hel A8 FE(PINE AXISHHLE DSAR AME 5= 42 CH3 I
FAah XSS

.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

HEHE| X Ho| K EtA

l,
NetApp ClIO|Ef 27 E Sall A2 E 71l tlofEf & 21 7HQl HI0|E{2] F2Hd S 100% 2HY & ELICH g4
HIO|E & HESIH FE2| fRrds P00k Lt
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T2l 2SI

T
o
HIo[E EF0IM &2 0| SHIZA| ABEAS AERLILE IS S04, 712!
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Il 2| 90%-97% 60%-80%
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o Select classifier type @ Define logic @ Classifier name

Select classifier type

Select the type of classifier that you want to add to the system, and provide the name and description.
Classification rescans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Custom Classification" dashboard and in other Classification
pages. Learn how

(®) Personal identifier

Create a regular expression or list of keywords to identify personal data

6@» Learn more [/

Mask results: The detected personal information results will be masked.

As“ﬁq (O Custom category
4

< Upload files to refine the Al model to identify categories of data

Learn more [7

Cancel

o 7|}EE MESIH 2RIIE FIISIE{H 7| EES MEHSIUARQ. 2 =2 o 4 st0] 7|

=

HYSHMR. 7|HETE 27 A S EF5H=X| 2HRlsHA|L.
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Define logic

Regular expression Keywords
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Define the list of keywords for Data Classification to use for detection.

Custom keywords list

® Enter each keyword or phrase on a new line

e Keywords are not case sensitive

® Each word must be at least 3 characters long, Shorter words are ignored
* Duplicate words are only added once

® The total list of keywords cannot exceed 500,000 characters

Insert keywords

Validate

28712 M7 BHAOR Sukelid B EHAIS Mgt 013 olojEo S5 FEE ANt HEHS
FoRtIR. 22 L8| 12S Holstein Sl AAS Metst e,
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Define logic

Regular expression
Define a regular expression to identify patterns
in your data.

Classifier regular expression

Keywords
Create a comprehensive list of keywords to

effectively identify personal information.

Create the regular expression used to identify data. Optionally, add proximity words to enhance

detection. Add the regular expression to identify information in your data

Example: to identify a 12-digit number that begins with 201, the expression is \b201\d{9}\b.

"\d{7,9}

Validate

@ Regular expression is valid.

Test your regular expression: Enter a string to instantly see if it matches your regex pattern

456 .u

[ Add proximity words

To improve the detection accuracy, insert phrases that must appear around the regular

expression's match.Enter any phrases that must appear adjacent to the regular expression.

Separate entries with a line break.

LX[SHOF ot ME ZAIES

7. A2 E0IM AFEXL XIE FHE| 22| S AEst2{H 2F/7| 0|52 2ES YHMR

8. AFEZL X M2l AEXE Yot H MEHS MEEHAR
AMEXE R JHQl AEXIE HdSHH o Z2atot THS of|efEl ZAtol| B ELICH Z20tE O Ee| ¥o
AHE HASHMR. 2t E EefH U238 HZSMR. A8 =+ BN dd.
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Working environment Volume

Directory path

Items (500)

® 2 files failed to load

® 498 files loaded successfully

File name Size = Type & Reliability
Contract_v2.docx 415 KB DOCX @
RevenueReport_.. 256 KB PDF D)
Report_Q4_Final... 1.2 MB T ®
Q4_Final_Revised.. 89 KB csv @)
HRReport_Final_... 640 KB HTML ©

Change path

s

= Included in training %

©

Unsupported file type.
Please provide a text file.

L

©
©

Data Classification H|0|E{ &&0f 2Lt oA 2= A|ZHS EAIRILICE. .

6. AZCF mof BHESIAIHE LSS MEHSHM K.

7. LHAIEEO0IM AFEX} X FHE| 22| E AlEStHH 2 /7| 0|5t HES
8. MES WSO ALEXt X[F FHE| 12| E HEA L.
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Hel AEXE ddst =0 = o &!‘ﬂéxfgl 2SS +EE = AFUCE HY
ASLICE OIS SO ALEAL X H HFE AEXL X 71l AlEXtz HE S =
MEXE H BAHM 7| AR KT AEXZ HEY 2 YlsLit

THA|
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3. =2 HES ML,
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1. NetApp Data Classification Ol A *AFE X} X|H 2=+ MEfSiL|Ct
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3. ZFALAMHIE MEHSIAIR.
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Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: Sensitivity level: All v ‘ X ) Open permissions: All v ‘ X (Created time: (Include) Open permissions, +3 ‘ x) Save query  Clear filters A
(Last accessed : (Includes) 3-5 years, +2 v ] x) (File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v \ x) (Last modified : (Includes) 3-5 years, +1 v | x)
+ Add filters
120 120 50 45
Items with sensitive data and open permissions @ Items with sensitive data @ Recently accessed sensitive data Stale Items
= Add as filter = Add as filter = Add as filter v All results match
Unstructured (500) Directories (200) Structured (80) Q i
Items (500) | 3 TiB
D v Name % | Last modified 4| Personal 3| Sensitive personal # | Datasubjects 3 | Filetype 3 | [[]
D HR_Listworkprogrem.TXT Feb 2, 2019 07:28 PM 322 89 101 poc
D Education report.PDF Mar 20, 2019 11:14 PM 189 12 89 PDF
O Work program>1.PNG Dec 4, 2019 09:42 PM 956 80 702 ™T
D Ethics consult.DOCX Dec 4, 2019 09:42 PM 380 0 622 PDF
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Download investigation report

Report type

(@ CSV report QO JsON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
Working system Volume -

‘ PWwork_2 - PL_D w ‘

Destination folder path

‘ NFS: Hostname:/SHARE-PATH ( e.g. 172.31.134.172:/jilanni_nfs2_150GE ) ” ‘

Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel
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Data investigation

Search and analyze your data using metadata and classification properties More [2
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Sensitive Personal Data: All X | | Number of Users with Access: All >~ | X | + Add filter
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2
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Saved queries

ZAHO|X|S] 2H =

Create and manage data governance policies More [

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type

Data Subject names — High risk

Email Addresses — High risk

New policy-BenchmarkStaging...

Personal data — High risk

PopPop

Private data — Stale over 7 years

Protect - High

Z At HIO[X[Of| M X EEl |

Query

Query

Policy

Query

Policy

Query

Query

‘ Created by

Predefined

Predefined

Custom

Predefined

Custom

Predefined

Predefined

ZAFHO|XIO| M MEE H |0l CHet Z
ChZ A3 ZAFE MESHMIR.

Personal data— High risk Query
PopPop Policy
Private data — Stale over 7 years Query
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Data investigation

Predefined

Custom

Predefined

‘ Actions

System managed

View only

Custom update

Read access

Email update

Read access

Read access
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Description

Files with over 50 data subject names.

AL-E5HH C|O|E{of| CHEt

Files with over 50 email addresses, or DB columns with over 50% of...

Duplicate files, last modified over 7 years and has no open permiss...

Files with over 20 personal data identifiers, or DB columns with ove...

popop

Files containing personal or sensitive personal information, last mo...

The search contains highly vulnerable files and DB that contain a p...
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Impacted items and objects

398K View o
1549K  View i
9142K View e
49M View s
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Read access

Email update

Read access
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Search and analyze your data using metadata and classification properties More [2

—

Files with over 20 personal data identifiers, or DB columns with ove...

popop

Files containing personal or sensitive personal information, last mo...

20t gretg Lt

= Filters: (Sensitiv:‘ty Level: (includes) Sensitive Personal, + 1 » |

X) (Open Permissions: (includes) Open ta public, + 1 X)

Sensitive Personal Data: All

x |

Number of Users with Access: All ~

X | + Add filter
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Name this query Beta
Name
Stale sensitive date
Description Optional
0/500
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Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [
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Quick Navigation . :
Identity Services

share2scan.netapp.com

® |dentity Services
Working Environments

Scanner Groups

Cl‘, shragaga@shara2scan.netapp.com Gi} 10.128.0.188
11 Working Environments
Filter by: s3 o DB SHARES Clear filters

$3 - 055518636490 | 50 Buckets
Amazon 53

Scanner Group name: default

Werking Environment ID:53

Scan Mode

Active Directory Integrated Add Working Environment ‘ -
) Edit @

==

Continuously scanning all

selected Buckets
I 16 ciassified B 16 mapped 34 Not Scanned o.
2. 74 oM AlAgIS T4 H{ES MetgiL|t
3. A7 24 THO|XIOIM BE XZAO| ATH NS SHOIBHLICY.

S3 - 055518636490 Scan Configuration

Buckets selected for Classification scan (16/50)

Q

Scan 4| Storage Repository (Bucket) = Mapping status % | Scan progress | Required Action % |
- - - Paused 2025-02-27 15:15 Mapped 1
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e Identity Services
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