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NetApp® Console™ Disaster Recovery delivers simple, low-cost disaster =

protection for your VMware workloads. Console Disaster Recovery enables you a | m. @

to replicate your VMware workloads running on ONTAP storage to another )

VMware environment running on ONTAP storage. These sites can be on-

premises or in the cloud. Console Disaster Recovery utilizes ONTAP SnapMirror

technology, which ensures that application-consistent Snapshot copies are

always in sync and the data is immediately usable after a failover. Additionally, Learn more

non-disruptive Disaster Recovery failover testing enables greater preparedness e e e e T B e i ]

without impacting production resources or availability.
Start your no-obligation, 30-day free trial today. Get full access to all

functionality to try Console Disaster Recovery. For more information, please see

the frequently asked questions.
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Manage Disaster Recovery from one control plane Protect VMs, data and applications with faster recovery operations Save time and resources and lower the total cost of ownership
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Disaster Recovery

Simple, low-cost disaster protection for your VMware
workloads.

NetApp® Console™ Disaster Recovery delivers simple, low-cost disaster
protection for your VMware workloads. Console Disaster Recovery enables you
to replicate your VMware workloads running on ONTAP storage to another
VMuware environment running on ONTAP storage. These sites can be on-
premises o in the cloud. Console Disaster Recovery utilizes ONTAP SnapMirror
technology, which ensures that application-consistent Snapshot copies are
always in sync and the data is immediately usable after a failover. Additionally,
non-disruptive Disaster Recovery failover testing enables greater preparedness

without impacting production resources or availability.
Start your no-obligation, 30-day free trial today. Get full access to all

functionality to try Console Disaster Recovery. For more information, please see
ntly asked questions.
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Simplified Management

Manage Disaster Recovery from one control plane
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Protect VMs with low recovery point objective (RPO)

Protect VMs, data and applications with faster recovery operations
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Lower total cost of ownership (TCO)

Save time and resources and lower the total cost of ownership
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Payment methods

{:- 1 or more licenses or subscriptions are active for account, 3o -

g | MetApp License

Contact your NetApp sales team to purchase a license. Once you purchase it, add your license to
Console,

Add license to Console = View license details in Console

A5 Amazon Web Services Subscribe in AWS Marketplace [

Activate Disaster Recovery through the AWS marketplace and pay at an hourty rate.

I Microsoft Azure Subscribe in Azure Marketplace [3

Activate Disaster Recovery through the Azure Marketplace and pay at an houry rate.

Close
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End free trial

Are you sure that you want to end your free trial on your account 1to1? We will delete your data 60 days
after you end your trial. If you subscribe or purchase a license within 60 days, we will retain your data. You may also

delete your data immediately when you end your trial.

This action is not reversible.

@ Delete data immediately after ending my free trial

Comments

Type "end trial” to end your free trial.
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Add vCenter server

Enter connection details for the wCenter server that is accessible from the Console Agent.

Site Console Agent
sit -gri2 DRaa5Test
v enter |P address Port
443
vCerter user name wCenter passwiord

admin

Use self-signed certificates )

By default, wCenter discoveny will run autormatically once every 24 hours. This can be edited
ater. Discovery can also be triggered manually at any time.
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Virtual machines

IF address type Target IP

Static Use subnet mapping
(i) When a subnet exhausts its |P addresses, you cannot add more VMs to it. New Vs must connect to a different subnet with available IP
addresses, which can be an existing alternative subnet or a newly created one.

| | Usethe same credentials for all Vis
| | UseWindows LAPS @

| | Usethe same script for all Vivis

Target WM prefix Optiona Target VM sufiix Optiona

Preview: Sample YMW name
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Edit vCenter server

Enter connection details for the vCenter server that is accessible from the BlueXP Connector.

Site BlueXP Connector

Source v Seclab Connector 4 v
vCenter IP address port

17226.212.218 443
vCenter user name v enter password

Use self-signed certificates ()

Enable scheduled discovery

Start discovery from | Jp25.04-02 = 1 = 15 00 AM = &

s

Run discovery once every | 23 « | Hour(s) 59 * | Minute(s)

Save Cancel
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Add replication plan o vCenter servers @ Applications @ Resource mapping @ Review
Replication plan » Add plan

vCenter servers
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O Resource groups @ Virtual machines O Datastores Selected VMs to replicate.

Datastore  All datastores Q Selected VMs (3)
DemoPlan_ResourceGroup1 (2) &
[J select all VMs in view (100 VMs in view: 100/703
(100) VMFS_Centos_vm1_ds2 & X
P indows19_vm3_vmfs_DS3 =
D avan_windowsts._vms _vims._ L VMFS_Centos_vm1_ds3 é x
() Pavan_windows19_vm3_vmfs_ds4 ==
DemoPlan_ResourceGroup?2 (1) V7
() sQLserver ==
VMFS_Centos_vm1_ds4 & X
VMFS_Centos_vm1_ds2
NemaPlan Recnireatiraim? (M) 2

VMFS_Centos_vm1_ds3

VMFS_Centos_vm1_ds4

O B o

~ View more VMs |

NEXt

A
rir

HIOJE] M4 B2

O Resource groups O Virtual machines ~ @ Datastores Selected datastores to replicate.
Q search datastores Selected datastores (2)
(J DS3 auto vmfs 6d7 DemoPlan_ResourceGroup1 (1) V4
[J Ds1_auto vmfs 6d7 DS4 auto nfs 450 %
DS4_auto_vmfs_6d7
[J DS2 auto_vmfs_6d7 DemoPlan_ResourceGroup2 X ./
O DS1_surya_nfs_scale DS4_auto_vmfs_6d7 X
DS4 auto nfs 450

DemoPlan_ResourceGroup4 (0) &

0

DS3_auto_nfs_450
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Add replication plan @ vCenter servers @ Applications o Resource mapping @ Review

Replication plan »> Add plan

Resource mapping

Specify how resources map from the source to the target.

{:l_l-—:' '/ﬁ:l veent

DemaOnPremSite_1 - DemoCloudSite 1

Use same mappings for failover and test mappings

Failover mappings Test mappings

Compute resources /M Mapping reguired
Virtual networks /1 Mapping required
Virtual machines @J Mapped

Datastores /i Mapping required
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Virtual machines

IP address typa Target IP

Static v Use subnet mapping

' When a subnet exhausts its IP addresses, you cannot add more VMSs to it. New VMs must connect to a different subnet with available IP
addresses, which can be an existing alternative subnet or a newly created ane.

:I Use the same credentials for all VMs

Use Windows LAPS

Domain controller Account name Passwaord
WIN-DLFOSSVRCR3 draasanfiadministrator
Required
Domain

draasanf.csjad.com

:| Use the same script for all VMs

Target VM prefix Optional Target VM suffix Optiona

Preaview: Sample VM name

ASZE: sh, bat £ ps1 HAIQ| ALRX} HO| HAE OS $AE ATZES AS TRHAR Tete &
=

USLICH AKX} Mol ATZEE AMESHH BlueXP disaster recovery &0 Zx|, Ztoj &3 5! Oto||o|M
DT2MA 20| ATZEEE A = JSLICE OlE S0, T ZX|7F 22 El 2 AFEX} HO| ATREE AFESIH
2 E Ho|E{H[0|A EMMMZ THIHS & JUSLICE O] MH|A = BHE i7fHST} X /{E= Microsoft Windows
= XYEE= Linux HY S A¥st= VM LHOA AFZEES Ml £ JELICH SH| A= L= 7HE VMO|LL
DE VMO AR EE aee £ EL|Ct
VM AIAE OSOf|AM E dds grdatst{™ Lt =72 SF0H{of LIt

° VMOl VMware ToolsE & X|sl{OF &fL|C}

o ASZEE Alista{H MAESH ALEXL X1H SHu M-St HAE OS #to| MSE[0{0f gfL|Ct

o MEHMOZ AJZIEO CHSE A[ZH X3t ZFS X T2 ZoheiL|Ct
Microsoft WindowsE A 25H= VM: Windows B X|(.bat) 2= PowerShell(ps1) A3 ZEE Aldieh &
USLICE Windows ATZEE= BHE Q-5 MEY = USLICL 2 Q12| HAIS X|HSHN 2.
arg name$value HAl 0{7|M arg name = 22| O|FRILICE $value 2142| ZL0[H A
24242 ARELICEH argument$value A,

LinuxE A2&lst= VM: VMO||AM AF23H= Linux HEO|AM X|@lst= B2 A A3 ZIE(.sh)
Linux ﬁﬂ% = BHE QSLE ABY = JUSLICE MOIZECE 12 E & 2l

Q= KIUEX] ELICH 2t QI+E CH30l FIMLICE arg[x] ¢l SE1 ZRIHE AHESHH 2 S
HEYLICE Arg [x]

[C}. 2
0|2 = HHE, valuel;value2;value3.

Jﬁ
I
|0
Hu
-

CHe VM E AL S EOJAL 7he T N2 HE20M MM O 2 Folj ZX|E 2 VM O] S0l HEA HO|AS
=te = °'*'—|Ef. Ol= St vCenter 2{AE 0N dlE|= T2EM VM2 FOoi =X|E VME FESH= O

=2 T M-+ o=

E20] & = AFLICL olE =01, VM O|F0f| "DR-" HFAtet "failover” HO|ME =7t 4 ASLICH L&




AMEE2 Mol LM Al CHE AMO|EOIM LAMRZ VME T AEISH| 23l & Hilj Z=2HM vCenterS
FIFLICEH HFALLL HO|AE F716HH Zolf ZX[E VME WEH| AH6= o] £20] 8 4 JELICH AFEXt
Ho| ATEENME HEALL HOIASE A E &= ASLICH

ARE 2laA MMM T VM EEE EF5t= tiAl S8 S A8E & ASLICH

2A VM CPU % RAM: 7Ha A N2 HEOA MEIMOZ VM CPU Y RAM D70 37|12 =X &
USLICE

DRAME 7|7H4}0|E(GIB) = HI7Hit0|E(MiB) 12 7438 4 YALICE 2 VMO 3|4
(D) 1MiBel RAMO| HRSHXIE AR 82 VM AIAE 0SSt 43 ol BE ofZ2lA[0] o]

2BHOR HEY 4 /2 53 7o} Lk,

Disaster recovery < e . o s
@ Add replication pian '.(:/'.' vCenter servers I~} Applications e Resource mapping 4 Recurrence \5) Review

DHCP

[[] Use the same credentials for all YMs

_I Use the same scripts for all Vids
Q
Source VM Operating system  CPUs RAM (G} Boot order @ Boot delay Create application-  Scripts Credentials
{mins) consistent replicas €%
Resource group 1
SQUL_PRD_T ﬁ Linux 4 16 1 0 None &7 £y Required &
Resource group 2
SOL_PRD 2 O v 4 3z z 0 fle.py, 42 @ fh Requited
SOL_PRD.3 ﬁ Linux 8 o4 3 ] sal_dr_prod.py & (2 Provided o7
SQL_PRO_4 Q Linux 8 [} 4 [i} sal_dr_prod.py & (<) Provided o/
SQL PRO.S Q Linux ] B 5 a sql_dr_prod.py & (2} Provided &
SQL_PRO_G & Liflix 8 64 & 0 sal_dr_prod.py & () Provided o
Datastores (%) Mapped
| Previous | MNext
= A . = o) | el == A = A SE A A
* BRI &M 2[AA OF HAo|M MEISH 2= Jhet Ao Cist Foll =X £ 28 &= ME +HE = ASLICH
= o = [=] oY SE A A L SA O A O
J2Mez BE VM2 2 RYEL(CE SHA|2 o] HA0M HEY & ASLILE Ol =& M=% VMO
=] A O AlSH = = 5= o S
AIZE|7] Tol| 2E M&=2( 1 VMO| 2™ FIX| 2tQlst= o KL

o &=t 28 2 VMOl 1/t Mo = Xt X[FE =Mci2 BT 1, 2, 3, 4, 5).
° A RE: EE VMO S HS S 2SI SA0| FRILICHO: 1,1,1,1,2,2,3,4,4).

R =ME 7|2UZ MAHSHE VM EF S 7|2ULE MEF S UG L3 7|=2UC=E
ChAl HEY AES MEigfL|Ct

* OHE2|A|0|E L2ty SHl= Md: oZ2|A0[d Yty AHMM EALES HELR o
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OHEZ|AH|I0|ME HX|AZ] CtS AHAS WO OHEZ|A|0| M| YztEl MEHE H&LICE 0] 7|52 Windows &
Linux0Ofl A AH == Oraclet WindowsO| A 2| = SQL ServerOf| A X[ ELICE XEA|ISH '—H08 Cr22
SENC Y fed

* Windows LAPS AtE: Windows 22 Z2|X} 2 &2 M(Windows LAPS)S AIE3H= AL 0| AXtE
MEHSIMIR. 0| M2 I1H IP SMS METH Z2000F AAEE £ JSLICE O] MXHE MEfSHH 2t 7HA Ao
CHEH H|YHS E H3Y E'R7f AUSLICL i =OjjQl ZHEER M2 HEE J(1|-T'-0M1|R.

Windows LAPSE AME3tX| o= A VM2 Windows VMO| I VM &9 XtH 5H &

CHet Xt 2HE Mg = JASLICHL

rz

of g-getELItt. VMo

Disaster recove - ey - e o —
@ Add replication pian '.(:.' vCenter servers |~ Applications e Resource mapping \4) Recurrence 5 Review

DHCP

[l Use the same credentials for all Viis

[C] Usethe same seripts for all Vs

Q

Source Vi Operating system CPUs RAM (GB} Boot order @ Boot delay Create application-  Scripts Credentials
(mins) consistent replicas €

Resource group 1

SQL_PRO_T ﬁ Linux 4 16 1 ] None g £y Required &

Resource group 2

SQL_PRD.2 O v 4 3z z 0 file.py, 42 & £y Required &2

SQLPRD3 ﬁ Linux g 64 E Q sal_dr_prodipy &7 (& Provided

SOL_PRO.4 O vnx 8 B4 4 0 sal_dr_prod.py @ (<) Provided

SQL_PRD.S ‘& Lintx E] 64 5 [ sql_dr_prod.py & (2 Provided &

SQL_PRO_G & Lifilix ] 64 i 0 sal_dr_prod.py & () Provided &

Datastores :I Mapped

OHEE[AHo| Mt L=l =X MY
k2 VML OracleO|Lt Microsoft SQL Server2t Z2 H|O|E{H|0| A MHE SAEISIL|CL. 0|2{$t O|O|E{H|O| A
MHol= ARAFO| MM E of H|O|E{H|O| AT} L2HEl MEHE FXISHEE OHE2|AH| 0| M L2t=l ALHAFO| TR BILICE

OHEE|#| 0| 22ty AL ARAFO| g2 wf HIO|E{H|O| A7} HRtE AENRY

—

ol 27 2 =0f Co[EH0| A S L2tEl HEiZ SY = JAXE EF5H7| O

ClO|E{H[O] A& MEHOl| M 2t2[St= Cl|O|E{ = Ci|O|E{H|0| A MHE 2 ARISH= VMt St O|O|E XZ
= 1, CHE HI0IH M40 2 ARE =2 JSLICH CHZ B o =710l M OHZ2[A|0[M Letd LAk
Rlglgls 7AH2 HoiFLID
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HO[Ef fIX] X E LE
VMt Set vCenter o CllOlE{H[O] & A2t H|O|E{H|0] A7t 2= St O|O|E
ClOEf ME A U M0 A8 = FHoll =X Al MHet Cf|o|E{ 7t 2=
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Datastores

Use platform managed backups and retention schedules o

60

Start running retention from | 2025-05-13 |D 12 + |1 00 = AM = [i]

Run retention once every 03 = | Hour(s) 00 ~ | Minute(s)

Retention count for all datastores )

30
Source datastore Target datastore
DS_Testing_Staging (Temp_3510_N1:DR_Vol_Staging) DS_Testing_Staging (test:DR_Vol_Staging_dest)
Preferred NFS LIF Export policy
Select preferred NFS LIF - Select export policy
I X o =] a k=23 Sh= o =
P EYE 2| Y W BE AN AR R AN P2 BRHES AISSHE B 0] AXIE MEUSIAIR. NetApp
S A

Disaster Recovery 7|2 ONTAP SnapMirror 2 AH|Z2{L} EtAL St Z2 25 AL 22| £ M

A
Af9° X gtict. Bx| Alelo| 2 E H|o|E X1’c‘!_+_(% )ofl o|o| CtE oA 22| == SnapMirror A7t L=
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Failover: RP_DRAAS

N Warming: Faing over will disrupt clent acces to the data in DemoOnPremsite_ during th transiion
to DemoCloudSite 1 DR Site.

Snapshot copy for volume recovery O Take snapshot now  ® Select

Selecta batch of snapshots for all the resource groups in the replication plan.

/\ Warning: All changes made after the selected snapshots were created will be lost.
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Take snapshot now
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Delete
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Resource groups View plan details

Edit schedules

Take snapshot now

Disable

Clean up old snapshots
Reconcile snapshots

Delete
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FINetApp Console

Disaster Recovery

Dashboard
Replication plans (1)
Sites
Name ~ | Compliance status Plan status
Replication plans
Rp DRARS © Healthy @ ready

Resource groups

Job monitoring
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M NetApp Console
Disaster Recovery

Dashboard
Replication plans (1)

sites

Name ~ | Compliancestatus Plan status.

Replication plans
RP_DRAAS

(©) Ready

@ Healthy

Resource groups

Job monitoring

S | Protectedsite

Resource groups

DemoOnPremsite 1 RG2, RG1, RG4

i
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2 | Protectedsite Resource groups

DemoOnPremsite 1 RG2, RG1, RG4

it

Organization
Simulated-Org.

S

HE

v

Organization
Simulated Org.

A

e 8 200 O
Q  Createreport “

DemoCloudsite 1
View plan details
Run compliance check

Refresh resources

Test failover

Fail over

Migrate

Edit schedules

Take snapshot now

Disable

Clean up old snapshots
Reconcile snapshots

Delete
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Project
Simulated.Proj,

View payment methods ®

Failover site |

0 © O

Q

Create report

DemoCloudsite 1
View plan details
Run compliance check

Refresh resources
Test failover
Fail over

Migrate
Edit schedules
Take snapshot now

Disable

Clean up old snapshots

Reconcile snapshots

Delete
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Organization Project v =

= FINetApp console oo Sorcdaadii g 20 0

Dashboard
Replicatin plans 1 R— ]

@

- Name ~ | Compliance status S| Planstatus 2 | Protectedsite Resource groups 2 | Failoversite |
I e RP_DRAAS @ Healtny @ Ready DemoOnPremsite 1 RG2, RG1, RG4 DemoCloudsite 1 [
Resuree:gmmups View plan etails
sobraediorig Run compliance check
Refresh resources
Test failover
Fail over
Migrate
it schedules
Take snapshot now
Disable
Clean up old snapshots
Reconcile snapshots
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Resource groues: View plan details

Job monitoring Run compliance check

Refresh resources
Test failover

Fail over

Migrate

Edit schedules

Take snapshot now

Disable
Clean up old snapshots

Reconcile snapshots

Delete
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FINetApp cConsole @D

Organization
Simulated Org

Edit schedules: EVS_DR_Plan

Compliance checks and test failovers run on a recurring basis. Enter how often these actions should occur.
Compliance check
Frequency (mi)

180

Test failover

Run test failovers on a schedule @

[0 Use on-demand snapshot for scheduled test failover .
Repeat

Weekly - ‘

Day of the week

Saturday - ‘

Minute Start date

- ==

Automatically cleanup [10 | minutes after test failover @

e ]

Simulated-Proj

% © O
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