NetApp Ransomware Resilience A& A{
NetApp Ransomware Resilience

NetApp
October 31, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/data-services-ransomware-
resilience/index.html on October 31, 2025. Always check docs.netapp.com for the latest.



=

NetApp Ransomware Resilience A& A{
2E|ALE

NetApp Ransomware Resilience 2| MZ2 7|5

2025 102 62
2025 88 12¢)
20254 78 15¢
2025'F 63 9
2025\ 5& 13
20254 48 292!
2025 48 14
2025 3& 10
20244 12¢ 16¥Y
20243 118 7
2024'F 9& 30
20244 9 2
20244 8¢ 52
20244 78 1
2024'H 6 10
20244 58 142
2024A 38 5
2023 10¢ 6

NetApp Ransomware Resilience 2| 224 %l X[t At

ZH =31 HHEE 24 2
Amazon FSx for NetApp ONTAP X|$t Akt
WNE

St

o

NetApp Ransomware Resilience 0| CHdH 2O0IE MR

CIOIE A& Y20 =:{H
%_Hkl .||0'| EO_IE#OE St A OIE Ql
HE == AH22| o|H

HIE

2fo| A

NetApp Console

BHAMQ|0] EQl2io| RHE HEAl

I.
o

X HEl= g oy, AIA™ S AFZE H[0[F &2

2

HHEYU H20| =20/ E = U= E
NetApp Ransomware Resilience A =71
NetApp Console 0f|Af

ONTAP 9.11.1 0| &
H|O|E 2

© © 00 0 0 N O 6o O b B W W WDNDNDMDDN-=-

- A A A A A A A A A A A =
N oo oo o A B DA W W DNDN-~ O

—_— -
RN

N D N DN DN =~
- a2 O O O ©



OIHARR AEX AS

ONTAP A|AERIO|A 2t2|Xt7} ofl AL X} et |0 E
NetApp Ransomware Resilience CH3t B2 A[Xt
NetApp Ransomware Resilience 8™

il CHANS Z=H|SHM|R

NetApp Console A&
NetApp Ransomware Resilience 0| 2N ASHA|
NetApp Ransomware Resilience Of| Ciist 2t0| M Al MH

7|E} 20| MA

0 F= HYTOZ M0 SAHSE AN EML

AWS MarketplaceE Edlf 1 55tM R

Microsoft Azure MarketplaceE £l 1S5tH 2

Google Cloud Platform MarketplaceE £l +55tM R
BYOL(Bring Your Own License)
Z& 2to|MAT AR E|H HO|0| ESHNI K.
PAYGO ++= 3=

NetApp Ransomware Resilience Ol IZEE LA R
AMSH Hooh 2] 25} AMEl
O|Z0f| MEHSE A|AERIO| CHOH M2 MHE 2 T2EE HMeL(C
MER AARIS LA R

NetApp Ransomware Resilience 0| A] 90| 22 CHH| =S HA[SHHIR.
Mol 34 chd| =3 714
FH| 2HEZ AN
ZH| 23 Z100|| i St
HIAE Zt] 2515 SIYL|CL
ZH| 23 T A2 AEj HY
ZH| 20| Ciet dE 1M

NetApp Ransomware Resilience A 23 MH 74
A7 10| X0 217 HMASIMR
HHlol A AlEao|H
YI2E AM 2
O|HAZR AEAL &S

HHOY CHAF X7}

NetApp Ransomware Resilience OflA S MA2 AR & 24X 7
Oflo|HEet =TTt
oA AL E
Ol ABR ALEX} &

Mo S/H &8

NetApp Ransomware Resilience A2

NetAPp THH90] S CHA[ZEES AI5I0] I =E HEf ELEE

QI 2 U EXI S 2IsH 2ot 3L O|HIE BHR| A|AR(SIEM)O| HZEELIC

M
o

22
22
22
23
23
24
24
26
26
26
27
29
31
33
34
35
35
36
38
38
38
38
41
41
43
44
44
45
45
46
46
46
46
53
58
59
59
64
65
65
65



CHAIEEE AFE5H0] 2 251 AEi HE 65
CHAIZEO|M Bz HE AL HE 67
H3 HO|EE CSV MY Z LHELYT| 68
7|2 S0 HMA 69
oA HSL HS 69
NetApp Ransomware Resilience £ M2fOZ A ZEE HSINR 69

2 M 2lo] 221210 M NetApp Data Classification AF23t0] 7HQ! AlH HEHE AZHSIAN| R 83
NetApp Ransomware Resilience AtE5H0] ZEX|El MY 0] LIS He2[stM R 86
ral || 87
2Z o|H Yol SESHMR 88
otd g3 3 HIE AR ALEXL SE 2K 89
MY AtDE 27 FH|Z HEA|[(AtZ7} 2HSLE F) 90
E & ZH0| ot A2 7| 2hefL|Ct 91
Fdos H2 o =5 HY| 93
NetApp Ransomware Resilience AF25t0{ MY 0] SHSZEE SH(ALTt SHEE =) 94
S3g FH|7tE &Y 25 2 95
SnapCenter 0| A 2t2[ot= &Y 25 =3 95
SnapCenter 0| A 2t2[S}X| Qb= 2t 25 53 96
NetApp Ransomware Resilience E11A| CHRZEE 103
x| Al x| 2 106
X S5 106
N R=0/ =] 106
NetApp X2 ¢/l BlueXP 8% 106
Cloud Volumes ONTAP X[ 9/st NSS X}# 5 HZ 108
E2g oM 10
22t SaAH OHY MH|A0| Ciet XS oM e 110
4 X S8 A8 110
NetApp XS Sdll Atal| BH=7| 110
X2 At 2a|olal 27]) 13
NetApp Ransomware Resilience 0| st AtF 2= E &2 116
TN 116
olxt 116
4% 284 116
e 25t 17
HS H*H 118
HA 0X| Ate 119
ySESE 119
AH 119
E5 119
ol S ™A 119
LELA 119



NetApp Ransomware Resilience &3 A]



SE|A LE

NetApp Ransomware Resilience 2| MZ2 7|s
NetApp Ransomware Resilience 2| ME2 7|52 LOtEAM Q.
20253 102 6

BlueXP ransomware protection O|X| NetApp Ransomware Resilience &L|Ct.

BlueXP ransomware protection AJH|A 2| 0|£0| NetApp Ransomware Resilience 2 HZAE|RAELICE.

BlueXP = O|X| NetApp Console 2/L|C}.

=
[>
wa
i
(nt]
40
I
fot
oY
Ral
ey
10
|>
Hm
il
Ral
wa
in|
[s)
m
x
o
[>
i

NetApp Console lE{Z2}0| =5 2I2 S L0l A

HE[oto] MAIZE SEH, M #HE A3E=, ZtAstE HE[E MSELCH

o=,

HPE Arol chist XEMIS L8 2 Ch2S &

P
[o]3
=
FO
z
o
>
o

©

O
o

>

7]

o
)

e
L]
[>
H
Im

HARO S0= H HAUCE SYstet = A= M2 HX| HIFLIFO0| ZHE[0] L0 H|O|H el =7

X EZ HIEYH AEX 17|12 ARILICH HIA O] SEHEH2 A HIoIHH|M o &El= FoHel S5 =23l
WA 7|EHE M0 AR} 17| OHIES &5t EASILICE MZ2 ALEXF &S0| o|2{et 7| & 7|ZE0| M 2A|
BolLt= ZR(ClatA] 2ot e17] 250t o dA2 7| {E0| ZetE F2) ¢Elo| WHELC Ao SHHol=

oY AR 2 7| HEHS AX[SH= Al 20| ZEHE|0] RUASLICE.

NE AHZ0|M ARPE E6t 53} X2t 22|, Ransomware Resilience SaaS AJH| A0 A= FPolicy O|HIES
=TSt ALEXtH S 0|42 AX|RLCt

() MEe A= Aol uchasIol Selet MBS el ) AHlof B AE T 5
S0f" oM AR S AR YIS A Mol UM ASHE SErict,

KtMIEE LHE2 LSS HZotMR."O[H AR 2 AER 2E 24X 2dst a2 H[F LA ALEX S5 27",

Ransomware Resilience Cl|O|E &sH ZX| 20| ZHEEl O MAZR2 ALEX HE2 7|HIOZ 31t 242 ¢
RYS AXEL|Ct,

* G|O|E m2| - A Z4 - T M| 7t 7| & 7|&S £u5tH HIHE 3729 AL E gi{F= LT
MAMEIL|C}
ood .

© O|MARS ASR S - Y

TN BHO| YUEE YRFE


https://docs.netapp.com/us-en/console-relnotes/index.html
https://docs.netapp.com/us-en/console-relnotes/index.html
https://docs.netapp.com/us-en/console-relnotes/index.html
https://docs.netapp.com/us-en/console-relnotes/index.html
https://docs.netapp.com/us-en/console-relnotes/index.html
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
#new-user-roles-for-data-breach-detection
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/suspicious-user-activity.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html#view-anomalous-user-behavior

olo|Ef Zlsl ZXIE 2zt M2 ALEXL HE

O|MAB R AR S5 22l 2H2|8}7| 28] Ransomware Resilience= 2& XX 22|X17t Q| MAR 2 AIEAL &5
ZX[0fl CHSE HMA HoHE BHY £ U= F 7K MER det, & Ransomware Resilience AF2XH S2F 22| Xt
Ransomware Resilience AF2Xt S2F HO{E S SLICE.

°|*'*E1—c-’— ME Xf o’%* HES FYotAHE AMEXt & 22| Xto{of gLt Mg of S 22Xt AE2 AR
£ Ol XA E[X] 5L,

XMt LHE S CH2S & ESHM|R. "NetApp Ransomware Resilience &g 7|dE M| A"

20254 82 12¢

O 2|20 LarEQl T Abet 371 Abeto] ZEE[0] QASLILY.

20254 78 15
SAN 3 ZC x|

0| 22| A0f= BlueXP ransomware protection 2| SAN 23 Z 0] chst X| 0] Zetz|[of AU&L|CE O|H| NFS &
CIFS -?'-IEEEHHDI' 0|'|._|E|' SAN _I-_I—_—IEI:E EE% 4\_ QAQL“:'.

XM LHE 2 CH2 8 & ZSHMIR. "BlueXP ransomware protection ZH| Z=74" .

SHALE RHQ) Kot S

0| 22|A0|M= SnapCenter Lt BlueXP backup and recovery ot Z2 CHE NetApp =712 AMAFS! B HMS
Ar8StE 20 Chst M T2 MA T IHMEIJELICE O™ 2| A0 M= BlueXP ransomware protection CHE
TP Mg WHSIH ALEXIZL X M HAY S0 JU/USLICE o] HE|AS ALESHH ARAF U i M S

BlueXP ransomware protection MO = HHRL} CHE =12 HMS AL ALY &+ UEL|CH
XiMlet 82 CHE S HXSHMR."2Y £t 3.
ol e

BlueXP ransomware protection X0l ZA S ZIX|SHH BlueXP L0l Z20| LIEtLIL, AFEXIIF 7%t ofH| Y
FAE O|H|o| MEELICH

ojmol= M2, et
Aot wateof AgLc

o

ne
o
=2
0
rot
o
|U
=2
=
rot

gh= X+ 23t BlueXP ransomware protection 22! €19

-

BlueXP ransomware protection Oilkl SIEM(E2F 5! O[HIE 2t2[) A|A'S 740t B2 s MH|AE= SIEM
ANARIOZ Z11 ME FHE MEeL

= I_OI:I

KtMISt 82 LSS EXSHM . "X E 2Halo] 2E! A2l

20257 62 9¢
e H o X| HElolE

O|tHH 22| A0fl= BlueXP ransomware protection 2| 2% H|O|X|7} IO EE|0] 22 Tt A|Zf 0t 0| <
Al O AL
| B ELICE.


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-prerequisites.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-prerequisites.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-prerequisites.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-prerequisites.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-prerequisites.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html

FH| 2 ¢Ho|E

o|Foll= MZ2 ME 320 tist 3HS AlB83|0|M
ArE3HHE A Z2[0|ME SHS EAS
E1E [AESIN Q. T QS OI= X}

501 2HAR0] THH| ER1S A & UASLICE 0] 7158
o & QIBLICE 0] 7158 ALgotel 31 2, i3
o] E22 Mstn YHES HoML.

W
)l
1%
4
ot
M
J
4.
Il

0|t ZI2| A0f| M= BlueXP ransomware protection CHA|2E2| A HES
Z=H| 2HS A £ JESLICE 0| ol MOo{E 2HF LHol|lA HE O SAHS AlE2o|Mstn, O Fes TAKSHD,
HIEEE R EXNOE S|V £V ELICE

O|H| NFS I Z =0t OtL[2t CIFS(SMB) ¥ ZE0|| Chigh ZH| S Y = JAGLICH

XiM[et LIE2 C2S EXsHMR. "2 &?of =4 CiH| =&

o
nx
>
ot
=
R

BlueXP classification 2JH|0|E &3}

BlueXP ransomware protection A{H|A LHOf|A] BlueXP classification AF235t7| Z0f| BlueXP classification
2t Mdotsto] o|O|E & AAlSHOF ZLICE HIO|HE 2FotH 7Hel AlE HHE(PINE &= o =20| £|H, 0l= E¢t 2[dS
BItAZE £ JELICE

BlueXP ransomware protection LHO|A It -7 I 20| BlueXP classification H{Zg
TE UM oE AEH S MEELICH 27 MHAE 24310t 22 0| XS Sl =2

JEX| e AL, 0] ZE| A0 M= CHSE AFXIOY| BlueXP classification HIZE 4= Q= 0| BA|EIL|CH *HZ*S
MEHSIH BlueXP classification A{H|A #HE H|O|X|2 0| 55t0] oliie MH|AS HIEE 4= JUSLICH O

J> ‘|>
E 30
o>
~

[l
o
=
ro
0

HT

XtMISt LHE S TS 2 EXSHMIR. "22F2 =0 BlueXP classification HiZ" BlueXP ransomware protection
MH|AE ArE3E{H CI22 A ZSHMIR. "BlueXP classification AF25H0] 7101 A HEE AFHSHM| Q" .

20251 53 13¢
BlueXP ransomware protection 0| A| X[ E|X| ¢t= 2t etH H1
AM AIEZ F0| XY= YTEE = XHEX] s |FEE 20| 0FRAE 22|H BlueXP ransomware

protection o XtA|S HEE HNgL|CE 0| £ Sdlf Y7 /I ZEt BlueXP ransomware protection A{H|A0]| A
AL X| = O|RE O[dliSt= ol =20| ELICt.

LS 1=

AHI A7 59 2122 RI2IHR| 94 colls 0121 JFX| 0197} UBLICH OIS SOf, B2 21| ONTAP HiF0| Bt
BT ECHSES 4 JALICH XIYIE|X] S At 1 910 0HRAS S2)81 S| 1 0[]t BAIELICH

£7| ZM S0l KIREIX| 4 TP HAS 2 4 IOH, AWE IR 25 YLICH MY Ho|X|e YIRE
A S MOl M HM ATE 2 25 YBLICH

20253 4 29
Amazon FSx for NetApp ONTAP X|&l

0| 22|A = Amazon FSx for NetApp ONTAP X|2EtL|C}. O] 7|52 BlueXP ransomware protection 7| 52 & FSx
for ONTAP Y AEEE E58l= o] £=20]| ElLCt.

FSx for ONTAP 222 =0 A NetApp ONTAP AEZ|X|S] M52 H35t= 2tF 2t2|d M|AQL|Ct


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-data-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-data-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html

0j20M ArESHE At S 7|5, 85

y O

#E| 7152 MS5HH, 712 AWS MH| A 9| 13 d 1t

Jtot
0x
jo

or
%0

BlueXP ransomware protection }IEZ0]| CtSat 22 HE AL0| HEE|/UELICEH

* Discoverydl|= FSx for ONTAP 9.15 Zt 2tA9| I3 2 =7t IatElL|Ct

* B3 BH0f|= FSx for ONTAP 2tA 2| YIAZET} HA|EILICE O] EHHN M= FSx for ONTAP H MH|AE
ArE2ot0] e Xt S 4380 THL|Ct. BlueXP ransomware protection 2HAFS AR50 0|E1°f e Hal2
Holst A Ol AL|C}

=== T

FSx for ONTAP Of| A &= /T2 =0] st W) FHM2 BlueXP Of| M 2Fg & SlELCt
Amazon FSx for NetApp ONTAP Off 23 & 7|Z W) HM2 HAL|X| gSSLIC}

* B0 A2 MER FSx for ONTAP 2] 2t38 HO{FLICE

XM LHE S L2 & ZESHM|R. "BlueXP ransomware protection 2! ZH¢d 2tA | CHal LOtE M Q" .
Xelz|= SMof st e = OS2 XML, "BlueXP ransomware protection H|gh AFEt"

BlueXP HM|A Heto| HLStL|Ct

O|X| BlueXP ransomware protection =ing 7.:1* St 2t2[Ste{™ CHS HMA et 5 Sty 2B Ct =&
ZE|Xt, EH E= TENE 2A2|X}, #HM 0| B 22X} £ M0 ES ]0Of.

"DE MH| A0 CHe BlueXP HM|A Aol Chsl LotEM K" .
20254 48 14

FH 2H 2N

0|t L2|A0I ML HNYO| B2 CHH| T BIHE HED 4 USLICH Fo| 213 Sof M2 YYE ¥E
X

o a
HIZ =0 chist 9o -5-7—4.2 AlZ2fo]dg = AELICH 22 THZ AIS20|FEl SAS ZARStD M2 =
FotE SFYLILE 0] 7|52 1 €E, 8 3 S Z2ZMAS HAESHH HX HgY 0] SHO| 2 F2

CHH|Zt 0] Q=X &elst= o] =&0| ElLIC,

XtMst LIE 2 L2 2 &XstMQ. "2 A2 0] 32 CHH| 232 MAISHH " .
MES dg 7|8 HM|A ®o] Jg o Aot
O|H™0ll= ARt Moy w2} Hetat =+510] BlueXP ransomware protection Off CHSE AF2 X} HMA S
ZE|5t= ol =20| =|ASLI|CH o[ ZE|A0 M= |EZl #oh2 2= BlueXP ransomware protection Of|

Yo
(=]
EstEl £ 7K MZ22 20| FItE[JUSLICH M22 Y2 tHEa Z2ELT.

+ HHRU0 B 2H2[X}

Yo Hz 7

Foto]| CHSE XtM|SH LHE 2 CHS S RESHM|R. "BlueXP ransomware protection &gt 7|8 7|5 A"


https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-limitations.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-limitations.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-limitations.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-limitations.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-limitations.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html

ZH| 74
o Z2[A0= 2R T2 AM|A0 Cigt o2 Z1X]| i Aol ZEE(of ASLICY.

KtMISt 182 LSS EXSHMR. "2tolild 8l X2 24 23",

20254 3& 10

SHE AlE2l|o|dst tiSsHMIR

O] 2|A0M= g0 210 TSt LSS HIAES}HY| °|0H 24 940 % S AMZ2|o|dgfLitt o] 7[s2 B2
=

o2, TS Y =7 ZENAS HAESO AN HELA0 ZH0| LT A chul7} £lof YR Erelsts o
gLict
= .

ol

KtMISt L8 2 LSS EXSHMR. "Hd20f 2 tiH] 23S A5 " .

WA TZNA WM

O] 2| A0 MENR 2 5l RS I M A0 TS 44 Aol ete|of YALIC
* O 2| A0 O|FOl MET B2f 20| X7HEl MZ MHE AIRES HMS 4 ABLICH
+ O] Ha| A0 MEL BY S MEY A5 ABLICH 0] 7152 BH0 A8 M2L Y2ZES

Hodt= o ==0| gLt

* Of2fet AM T2 M|AE X7| HM T2hA F0f| L= 2 4 LM g = ASLIC

XiMlet L1882 CHS S HZoHMR. "0|Tof| MEdSH 2rd 2hA0f| CHalf M= MM El 2Fd 2512 Mgt J2(n "dH
=M APROPO:I 7l 74"

=2 Yo7t AKX =M 207t YAt Tt

Ol HE|AE AIBSIH =2 £F2| It HAXE HASHK| §U0t: YIEE0M =2 +F9 °.:. ob7F AR =[H LS
= £ UELICH ONTAP Autonomous Ransomware Protec’uon(ARP)AI ArE3st= 0] 7|52 ;Mo 24 E0|
U= HIZEE MHSH= ol =20] ELICE 0] 7|5 AFESHH HEXIH HAE|U =X o{ 22t 2HA|gl0] JgS A2
ool MA| S£2 UHREEY 5 JUSLICH

XM|et LI 2 CHE 2 &XtMR. "2 X[ E 2iA9|of 2100 CHE5HMR" .

20244 12€ 16

Data Infrastructure Insights Storage Workload Security=S AF25t0] H|HAXOI AtEX} S2HS ZEX| B CL
0| 22| A0 M= Data Infrastructure Insights Storage Workload SecurityS AFE6I0] AEZ|X| YIZE0| A
HIEAXOI AFEX} S22 XS ~ UJSLICE O] 7|52 Al Hot 2|2 A'Est FMo = oto| Xl
AHEXHE AHEHsHO] H|O|E & ESste ol 30| ELICH

XMIEE LI 2 CHES 2 &M, "2 X[ 2l iAo 210 cHESstMe" .

Data Infrastructure Insights Storage Workload SecurityS AHE5t0{ H|FHAE QI ALEXt SEHS 2 X|5H7| Hof|
BlueXP ransomware protection 88 SME AHE50] SHS F 46 0F gfL|CE.

Xt ZSIC} "BlueXP ransomware protection A% A" .

»


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-simulate.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html

o 2t F{UlE| LHOJIM QT2 EZ HMS xH] 3}
2510l = G2 0|X[X| ko=

Ir
oM Tl

=]
H T
* OfT0i| M= 2 2tFof ol M2 HEE A FoHE HOtEAM K.

AEOICL Y IRE HA"

20244 1138 7€
Cloje 2R E gM3tst 7HQ! AE HE(PI)E AZHELIC
o| E2|AE ALE3IH BlueXP classification ME=2| & 74 @Al BlueXP 2FE A5t I 27
HIZEQ| HO|HE AHSID 2FE  JUSLICL E1|0|E1% 2 F6tH olo|Eof| 7HQ! MEL HIS ) HETH ZeHE|0f
U=X| AESH= O 20| &, 0l= Eot (g 37 Z —’F UEGLICL Ol ZEMAE RI3EE SRE0E FFS
OjX|H Mt +Fo| Ho 2 IAEEE HS6t JU=X| &elst= o =0 ELCt.
BlueXP ransomware protection Of|Af PII C|O|E{ AZH2 LHIM O = BlueXP classification HiZZSH 11240]| |
M| ZELICE BlueXP classification 37} H|-€ 210| BlueXP Z21Z9| AU Z HZE|H 2o 3f|0|A = T2
S0 HfEE 5~ USLICH

£FZSICL "BlueXP ransomware protection A& A"
AN E AIESHAH 2 HO|X|0| A 7HQ HE =& Fo| *c = A2 Z2/5tM|R.

"BlueXP classification AF25t0{ 7HQ! AlH0| 7HsSt T4t H|O[E{E AZHTL|CH" |

Microsoft SentinelZ} SIEM £¢&}

O|H| Microsoft Sentinel2 A5 @[ 24 5! ZAX|E 2o 2ot 2 ol SIEM)CZ L|0|HE M&d
2 &L|Ct o|F0= SIEM2Z AWS Security Hub EE= Splunk CloudS *._E—H.%* = UAASLICE

Im
rl—J
L]
>
[>
ju

"BlueXP ransomware protection &% F140]| CHsl XtM[S| LOtEAM|R." .

X2 302 F= MM R

[

OH 22| AE Sl BlueXP ransomware protection i 2 H{ZDE 2R 302 S¢t FEZ HYHY + ASL
0| X 0fl= BlueXP ransomware protection 90Y 22 IO Z HZE|YELICE 0]0] 90 T2 At
F0|2HH s 52 90 St Al% MEELICE

.

ol&

o

Podman?| It +=F0f| A 0 Z2|AH|0| 8 XY FEE S eLIC,

ot ~Z0l| A O Z2|AH|0|M IZZEEE SRSH| Moj| O[H| SH2= Qs s HUAS A= MY =ES E1
SEoHH = THUS AET £ QIELICE O|H™olE ZE(0|H 0= AH)2| BlueXP H4E{7} Podmana ALE%t= 32
0| 7|s0| H|Z Mot =|A}SLICE O|F PodmanOi|A At&E 4= QUELICE. BlueXP ransomware protection AH&3H0]
SYY ItUS MEHSHAALL Y202 JdEg R D E IIYS LIFst CSV ITAUS AYEESH7 L, SHY IS

== =
TSOE X HY & USLICE


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-discover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect-classify.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html

"HEA SHASZRE S5H= WEH| Chol XhM|S| 2OotEAM K" .

O[H HE[A0M=E MY ZRE IECZ FO{ GO XS O 2A| E=g £ AFLICE O] MH|AE= D59 2=
= F [e]
=

2024'3 9E 2
Digital Advisor 2| 20t 2|3 HIt

BlueXP ransomware protection O|X| NetApp Digital Advisor HIA S2{AE{Q}t ZHE =11 A2 *3._* ot ¢l °401| CHeot
MEE $£EBLICH &o| &AM BlueXP ransomware protection CHA| 2 = 9| HZE ZH &kof|
>0l A LEZl Hot F AW S TSN Q. "EHs HE AFE S HSELICH CHA|EES| #E A
/5™ Digital Advisor 2t CVE(ZHIE QI M Sl &) EME HESIH Hot (S sEAg A
ol 2ot 2|§0| = AL Digital Advisor HlM HEE HESHN Q.

Io

ZtZSIC "Digital Advisor &A1" .

Google Cloud Platform2 2 8¢

o] 2|A0AM = Y CHAS Google Cloud Platform HZIC 2 AE S £~ UELICE 0|T0fli= NetApp StorageGRID,
Amazon Web Services %! Microsoft AzureO| 2t 84 CHANS 48t 4= QIAELLCE,

"BlueXP ransomware protection A& 1-40]| CHH XtA|S| LOotENR.".

Google Cloud Platform x|

O] MH|AE= O|H| AEZ|X| ES E 2I8l Google Cloud PlatformE Cloud Volumes ONTAP X|2IEtL|Ct. O|F o= Of
MH|AZF 2m3|0]A NAS2t EHH Amazon Web Services & Microsoft Azure® Cloud Volumes ONTAP Gt
X4 &LCt.

[EPVN=]

"BlueXP ransomware protection 5! X|=|= Ci[O|E{ AA HHd CHA 51 ZHd 2hA0]| CHo LotEAMR."

g 7|8 M| A K[O]

O|H| gt 7|t HA|A 7(1|01(RBAC)% 25l EXY =350 Chgt AMAE Fgtet & JAESLICH BlueXP ransomware
protection BlueXP 2| & 7}X| &¥&, = BlueXP 7-1|JH 22| Xtet H|AY 22| XHEF0)E At2ELICE.

2t ejgto] 4

o
mot
4>

A HHof| Tt XiMet LHE2 THE S HZSHMIR. "AE 7| HE M2 H|of 2ot

20244 8 5

et

Splunk CloudE S5t 2|d EfX|

e 2 9 AXE Qs Et 5! O[HIE 22| *lﬁE'( IEM)Of| XtS2 2 HI0|HE &L = AELICH o|H
2| A0 M= SIEM2E AWS Security HubTH MBS o~ QIJASLICE 0] ZE2|A0|M = SIEM2E AWS Security Hub


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html

CE = Splunk CloudE MEHE 4= QI&L|CE

"BlueXP ransomware protection A& 1A0]| CHSH XtAl|S| LOtENIR.".
202449 7 1Y

BYOL(Bring Your Own License)

0| 2I2|A0|M= NetApp S HEXIZRE 2= NetApp 20| M A THA(NLF)Q! BYOL 20| MAE ALY =
(o]}

"2t0| M AFEOf| CHall XEM|S| ROLE M K" .

=

el S0 A OfZ2|F0|M FHe Kt =

oY =0 M OHEE|A|0|M I ZEE 2lst7| Fof| oM 3HO = Qls &2
2lstzis oA g AHE & QIELICEH BlueXP ransomware protection AF23H0] S21% Mg M ,
UZIOZ FHUS S DE MYUS LIFSH CSV U2 HZESHALE, SIS IIRUS 502 X[HE 4 JELICL

|

@ o HZ|A0M= AIEH 2 Z2E BlueXP HHE{7I Podmang AFE3HX| @i 29 HY 01 =21 7|50
gdotELIch a™X] o e AFo M= HIZ-detELIC)

" SHLZRE S75hs S| ol XpM|S| ZOotEAM K" .

WS W2 Y B [1REE

Tk $Z0M OHZ2IHl0| M YIRES =alsty| Hojl OfF 2 Ho| Kol AN AGt] BS He Y 222 CsV
U CHR2C3 CHS =7 HO|KIS ALSSHo| CSV IS RES 4 YALICH

"OfZ2|H0INS Zeltt| Holl YES WS TUS CHR2E S st W o KIS LopAl " .

25 A A

0| Ya|AE S8 ALY B HS AT & YBLICH

"EHQ) Ko e Y o] B Haf B0l el KhMI| otEMlR.

20244 62 102

7|2 AE2|X|O| AN BAFE

0] SN SHABFOHE HMRAO| BHO| MY MFA HATIK| HESITIEHE UF 77 SO AL HAHS 2HBILL

-

% = O — o
MHE = GEE 72 M¥20 Lo
"M B TEOM HERE B 5 MY FHE 2dstol sl XtMS| 2otEAHR." .

Microsoft Azure2 Cloud Volumes ONTAP X|&

0| E2|A0NA= AWSE Cloud Volumes Cloud Volumes ONTAP It 2 8|0jA ONTAP NAS 2|0l| = Microsoft
Azure2 Cloud Volumes Cloud Volumes ONTAP A|AEIOZ X|2I$tL|C},


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html

"AzureOf|A Cloud Volumes ONTAP CH$H t= A|Zf"

"BlueXP ransomware protection Of| CH8ll ZOHE A" .

Microsoft Azure”Z| B¢} CHA O = FIE|JSLICE

O|X| AWS % NetApp StorageGRID 2+ 71| Microsoft AzureS B CHAIO 2 2718 & QUEL|CE,

"HS MM DA | T KHAS| LoHE AR .

20244 52 14
2to| M A H|0|E

90 22 M| 7tUSHE M. 2 Amazon Web Services MarketplaceOf| A AF22F0]| [I}2t R2S X|25H=
T=E FO0SHALE XA NetApp 2HO|MAE 7tHE 4= A ELICH

"2}0| M HFEOf| CHaH XtAIS] LOtEAMIR" .

CIFS Z=2EZ

O] MH|A = O|X| NFS2t CIFS ZZ2EZS B 5 AF25t= AWS A|AHINAM 2Z2|0]A ONTAP % Cloud Volumes
ONTAP XIS%H—IEL O|™ Z2|A0|M= NFS Z2E S0 K| SL|CT.

ikl
1%

rod 2k

o

2

LX)

of cHet XiAet LHE 2L H3 HIIE

o|% 22| A0 A B Y J|EFHO|X|o YIARE Y 2 e
< | WS HEStD PAE Y A e ZED 4 UL

MYUSLICH 2 Fot M5 HEOoIM oixf 2 Z

N
==

"2 HO|X[of| A Zr] ME HE E7|0f CHolf XtM|S| 2otENR.".

OiEZIA01 M 22td S vm 2td 2

0x

=3

tot
#2

O|X| NetApp SnapCenter 2L ER{E A5t O ZE|H|0|M Lt HSE +&St10 SnapCenter Plug-in for
VMware vSphere AL2510{ VM 2ty E§% 28510 '—fsoﬂ ER7tHeE A Al Mo|g &4 2 WX|st|

Qo =8stn LYE MEHE HFHY £ USLICL ST HRP 2R OHEEI91|0| O|Lt VME O|H0j| AL 7ts3t
MEE ST & JYSLICH

"HAZE Ho0f CHal XbAIS] LOtEAMIR" .

O H M2

I Z =0 AhAro|Lt uel Fo| g
cte FMo| Zate & YLt

™ Mg

B2 WY 2= HES US = UAFLICE 0§70 = O] MH|A0M 2EE=

rr

- AAE A
- ol Y
+ B WA

"HIZE H0 CHoH XtA|S| LOLEMR" .

10


https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/storage-management-cloud-volumes-ontap/task-getting-started-azure.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-start-licenses.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html

2% £
OIF| EFA 91 51 OIS BI2l(SIEW) AISHS ABE101 #18 U 7152 B 4+ IBLICE HfAR ol ol
S Ho|RIol A RAT 4 U= "2lE YR BH0] Lt M2 HF A0 EAEILICE

Ol & "M AKX &g Z2tE FA[SHLL HIO[EE FA| S7EX| 2HE + ASLICE

"R A0 Z1n0f| cHESoh= S| ol XEM|S| ZOotEAM K" .

23 HO|X|off MZ2 ZX| SEHZE LIEHLL 2t Hotofl HEE 2 d*

>
=)
oy
A
0%
)
i
HL
2
i

-
i)

"I 2ot Ho 3 Ho HEf H7(0f CHH XbA|S] ZO0tEAIR."
CSV IiYU CtRZ2E
Bz, 22 3 =7 Ho[X[of M CSV IHY*ES CI2ZEY = AFLIC

"HAI2E S 7|EL TO[X[0f| M CSV ItE S CH2Z 5= S| CHo XRM|S| OotEAMR." .

O|H| 2M 27| 21371 UIo| EEE|ASLICEH CHAIEE M2 *ZrA*0| A O] 20 AM AL 4= USLICE @ =M.
A LEOM MR MEE E{H *MEL2 7|5*2 MEISIT, BlueXP ransomware protection &H A SH|0|X|E
He{H *HHM*E MEISIH|R.

BlueXP backup and recovery

O|X| BlueXP backup and recovery AH|AE A|AHIOA] O|2| gMatet LRIt AﬁLl Ch 2Ch"HA =24 . BlueXP
ransomware protection MH|A= H8 FHS Sl M) A S 45H= ol =20| L|ct 2ot 28 74"

MY =M
O|H| BlueXP ransomware protection A& 0f| A 8 CHAMS M S 4 QI&LILCE.
"HH M M0l CHol XEMIS| LotEMIR" .

20243 3E 5

Ho FH 2|

02| olel ME AF8ots A 20T O[H| MS S 5 ASLICE "EH 2h2|of| CHal XrM[s] 2otEAH " .

11


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-reports.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html

HX K& (DataLock)2| 24

OfH| 7HA| & 20| M NetApp DataLock 7|&5 AFE5I0] 2 XE A0 M M S HAY £ QA 2S == ASLICH
"Ho FH G0l ol XMS| ZotEAMR" .

NetApp StorageGRID 0| X5 & ¢

AWSE At23t= A 2|0l = O|X| StorageGRID Y CHAIQ 2 MEHSE 4= QUELICE "2 CHea 7101 CHol XFA[3]
UOtEAM[E" .

HMH SHE ZARH| #let 7t 7Is

O[X| BfX[El HMH SHS ZAISH| 9I8ll 1< AtMiet HolstA MR HEE = 5 ASLICH "ZXE 2o 210
CHESok= Aol Chol XtAIS] ZOotEAMR." .

S D2 MA
ST ZZMATL LHEIJASLICE O[H| HAZE0 CHo EEE R L= BE 25 S = AFLICH "HE 0]
SHLZRE S75H= LYo Tholl XMIS| LOLEM (ATt s ZE =)

"BlueXP ransomware protection 0| CHsll Ot M|R" .

20234 10 6

BlueXP ransomware protection A{H|A = Ci|O|E{E HES 61, ZR|H QI
HIO|EHE S756t= SaaS S MULILCE

0|'J

-
A

mo
on
Ral
ot
[

0|2|27| HFQ AL, 0| MH|ALE BlueXP X=X MA|0f|A 2Z2|0|A NAS AE2|X|2| Oracle, MySQL, VM H|O|E]
KEFA gl mhd ow_| OfZ 2|0 M 7|8t I 2 E2F AWSC| Cloud Volumes ONTAP (NFS ZZ2EZ AI2)S
JHEHMOZ H535t1 Amazon Web Services 222 = AE2|X|0f H|O|E{ S e TtL|CL.

BlueXP ransomware protection A{H|A = 0{2{ NetApp 7|&S £|Ciot 283510 O|0|E 2o Zt2|XILt Hot 2
AX|LioPt CHEat 22 SHE 2T 4+ UA=E X FLCE

© BE XY 2ot0f ciel A B2 T|s
x

2
=
* YO0 E AE Aol Cet SEEHS HoMR

F:E

* BlueXP ransomware protection & AlZS 7|80 2 HS EfME FHMELICE
* WML SHCERH FR YIZE0 1Y H0|HE Est7| 2o #iMeo] B MMES Sebsiy g,
© HHo 3Hof| chu[ste] 2= MEHE ZLIE™SH0] 0| O|&4S YATLICE

© MO AtV R0l D|X|= S AMESHA HISHM K.

* NMEE HIo[Eol|l M xHZ ol EdSHA| 25 HI0|HE S&ot 0] MUZRE XSHOZ SN K.

"BlueXP ransomware protection O CHsll Ot M|R" .

NetApp Ransomware Resilience 2| 22{Zl XSt Atgt

ALt SHIZA| &

2T MSt Are2 o] M= &2 20 X[#S
L A | A HESHA

FXI g5
K| £ 7|5S LIEPHLICE of2{3t XSt AletE &

o o

12


https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-protect.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-settings.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-alert.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-use-recover.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/concept-ransomware-resilience.html

L|C}.

k

=

e

o
ELICH O] Al

o
=

|

ZOo[ &of

P digo] SR Z0E 2-LICE "2 SA"
|

4 Xt
=Holl M X|

(=)
—

|

o] 5

o
T

bS|
(=]

Amazon FSx for NetApp ONTAP H|$t Atst

Amazon FSx for NetApp ONTAP A|AEI2 24

HEEUCt

218 Amazon FSx AFE3H0] B

4 ALt

Olu oFl

A
-
E A
= =

HH

1 2| X| phE Lt Of

(o]
LICE A0 SAHS ALESHH 0]

* Fsx for ONTAP Of| A= Ui HA0| X|
S elof g

13



S

NetApp Ransomware Resilience 0| CHol| 202 M 2

AU SH2 ALEXIS| HIO[E{of CHet M2 S KIThe & A2, SHX= HI0IH SIHLE &=
NES ZUCE FutE 7Y = ASLICH IDCO| =™, G0 mSHXE7F of2] Kt
YO SAS 74°4*H: A2 EE LO| OFgLItt. olz{et AL = Q& #5he| H|0|Ef HZ0]

o 1= oo

SIROIM R K| SEHE = ASLICE

NetApp Ransomware Resilience #d%0] SHL =R E H|0|HE E= LTt Hdo] SRHM= 22|0|A
NAS AEZ|X|(NFS % CIFS Z2EZ AI2)2t SAN AE2|X|(FC, iSCSI X NVMe)2| Oracle, MySQL, VM Gi|0|E{
MEta g8l o 392 ofZ2(|AH|0|M 7| IS 20 CHS ES 7 MISE|H, NetApp Console 0|A| Amazon Web
Services& Cloud Volumes ONTAP , Google Cloud& Cloud Volumes ONTAP , Microsoft Azure& Cloud
Volumes ONTAP %! Amazon FSx for NetApp ONTAP = E S EIL|Ct. Amazon Web Services, Google Cloud,

Microsoft Azure 22t E AE2|X|, NetApp StorageGRID 0f HIO|E{E et 4~ JAESL|C.
CIO[E AlZS2| e =&
FALS| Hot EfjM= YUMo = CHASH AO|H IHOZRE H5t7| QI8 o{2] A|B2| 2o H|AE ZeretL|ct.

* Y HIZE IS gotd, Y X AL, 7t AFEE S A8t HESRA BAIE E25t= A H
d t

* ID Hok: Q15 e, M| A K[0] Bl ID 2E|E AFSH0 ATH0| A= AFERITE S0t 2|2 A0 HMAT = JAXE
HEetct.

* OiS2|#[0]d Hok: oFF
OiEZ|Z0|MS H=efLCt.
E

* O|O|E{ £t H|0]
=L},

14



Y

Perimeter security

Identity security

— Datasecurity

Mission Critical
Assets

STORAGE

E=HOH2Y

-

O“II'—IOPPEP I ZS BEE UM 4 UE2 K|ALICH

* NetApp Console , ZZHE 4! 2& 0f0|ME Jc.Jt.'_*gl NetApp 2Z&|0]A NAS(NFS = CIFS) 2 SAN(FC,
iISCSI %! NVMe) A|AHIO|A 2= OiZE(A[0|M 7|8, I ZF/ EE= VMware e $Z2EE *AH*etL|CL
deol SRH2 OO M2 E EFstL ¢ é.*%lo'l SHH M S 2ot HE AL S WS LT

e =2

rnr

* C|O|E{0]| CHTt i, AHAF SAL Bl BHMQ0] B HM2hE 243t6to] YIEEE *HS M| R.
. BHAYY 0] ZHY A QI O|AF RIS Z *ZHX|*SIL|CH 2t
NetApp 7|& 8 EX o

. AIAE CC L OFOl ~

SH0| HXI=X| 42 #—E UX| T, XS] Z=ALO]] h=H
ol 22 &2 X228 ERASLICEH]

=
E=oe 22 MHE = GEE T2 HE LX| NetApp ONTAP 2 HAES XIS 2 A|ES5H0]

o
TR QI H4190] ZHof *THS-ELICH Q] Hl0|E{ ¥ ZIHS A RAIEID AAok ChAIK|of A 2H A2l of
ZHOREE EH 7

—_—

ZESI0 AIZE 7hF NS 7H42 WE O =80| &= YIA=EE *=70tMR. EF
EHet o~ ASLICH A0 S22 2[go FH0f Tigt HE ArtS ’IS e Ch

el Yo B MEE FHstn 20E ZLIH L

15



1. Automatically discovers and

o ) 4. Automated response to
prioritizes data in NetApp storage

secure safe recovery point,

with a focus on top attack alerting, and
application-based integration with top SIEM
workloads and XDR solutions

2. One-click protection

of top workload data Rapidly restores data via

(backup, immutable/indelible simplified
YOUR snapshots, secure configuration, to accelerate
WORKLOADS different security domain) application uptime
Implement your
ransomware as as .
) ) ransomware protection
3. Detect possible using and

and

[ | =]
* ZA S B BN EMS J[8C = O3 BHAOf ChHet HE ArdE ®MS e CH
ot 2202 AI/ML 7Bt HIO[E] B AF Alets XLt

* MySQL, Oracle, VMware H[0|E| T4 8l It S /et 22 F2 OHZ2[AH[0]M J[gt I ZE9| H|o[HE
L

Hog|ct

* Al 7|&2 ALE5HY] 7|2 AEE[X[2] Ho[Efo] st AU SHS A= AX|RfLIC.

* AXE FH SHO| S0t A EALE S HY5t HIF X 2F0f tist S MEL =M AtSetE
S AErELI

* RPO MMZ ZZF517| 2[df Rel|o|ME S+ METL|Ct AU S22 NetApp Backup and Recovery

(O] 2| Cloud Backup) & SnapCenter E&tst 0{2{ NetApp ST MH|AS AF25H0] SHM QU] At T ZEHE

SE7E ZSYLCHL
7

of

|2h M| A H[O}(RBAC)E AHESHY 7|5 S 20 Cigt AMAE 22| RfLICE.

H|E
NetApp Ransomware Resilience E7H ALZ0]| CHolf 252 HoHX| b&L|CH

2024 108 £A|52E Ransomware Resiliencel| MZ2 HH{E = 30 2= HIITHS N3 L Ct.
@ 0|M0ll Ransomware Resilience= 90 = MY T2 M3MELICt 00| 90 F 2 A& THo]|
SETHE2, i YT 902 St fREELICE

—

W Sl S0 MY SHEE 2F AMESHE B2, F HMELE E2k= &8 H0o[EH = Ao ===
ofeH M2t - ELICE.

2t0| A L= PayGo 758 Folet =, A 90] BX| YH(Xt2 HA9l0] 22)0] S-dotE (A9l S /oM

16



U7 S M) DE QIRCO} St 0|AO] ALAF L M HHMO| QUi L, YO BRI T a2
|

WS H'OR EEsID POfEH 82 EE PayGo 70| AIZIEILICH Hel0|LE AAl HHo
YI2 7} UAE|E "feoR BRED] B3t 82| FRSIR| ghaLict

T2 90 A 7|20 S=E = Fofet EQFO|LE =0 XA ELICE AHEHUA S/H2 2 =Y
£l 2ot 2t E H|o|Efof el GB 7|22 2 250 FELIC

21| Ml A

0] BAS ARSI 2 MM, AR M2 93 |2 1S T A 2l0|MA A S Cisst ato|MA
Zalg Al £ YLt

A9

rio
[
]
°
o
s

Z=7t NetApp MZ0| Zete|X| SAELICH MM S22 2to| AT} Qo e 5

s

HI™M A Ol A X M EZ ZX|5t7| 2|8 Ransomware Resiliencei= ONTAP Li2| 4l 2{'d(ML) 229! NetApp
Autonomous Ransomware Protection2 A26t0q 2t O ehE5 2 ZHX[gfL|Ct O] ZER2 2HM Y ¢
2o MAOf| ZEBtE|0] JUEL|CH

KtMISt 82 LSS FXSHUAM L. "2tol il ZF

NetApp Console
M9 0] 221212 NetApp Console E8ll 0|28 4= UESLILCE.

NetApp Console YIE{Z2t0|Xg 2O 2{|0|A 5! S2IRE etF MUt M NetApp A E2[X| ! H[O|E{ MH[A

ZA0of| M 2| £ U= 7|52 MIZELICH NetApp HIOIE] MH|AO| HMASHT AFRSIE{H 240| I”R°“—|Ef e
QIEI|O|AZ N, SILEC| QIE{H|O[ AN O3] AEE|X| 2|AAE E2|T £ JELICH 2& 22| X=7|g W 2
AABIS| KZAL} MH|AO| CHEt HMAE MUY o JUSLICH

NetApp Console ArE3t2{H 2t0| M ALE 7 =0] ERSHA| g, AEE|X| A|AIO|L} NetApp Ci|O|E{ AfH| A0 CHet
HES EI* t71 218l 222 E0f| Console O|0IHES B Zaljof & M2t @ F0] FaHELICEH J2{Lf 2E0|M HMAE
T A= L7 NetApp HIO[E MH|AE 2tO[MA 7|HH0[AHLE 1= 7| HEL|CY,

XtM|S| LOHE MR "NetApp Console” .

Aaiglof Helzio| s |
AP0 221212 NetApp Backup and Recovery AF238t0] I 29 IZ 0| Cist AHAF Gl s MxHS
ZMst 1 MA™SH, SnapCenter EE= SnapCenter for VMwareE AH23Ho] Ol Z2(7[0]4 3 VM TJZIEEOH CHot
ARHAF S EHd A S HAMSE “’“°“—| Ct. EE3F Ransomware Resilience= Y 5! 5712t SnapCenter /
SnapCenter for VMwareE AFE5t0] It 8! I 2E0f LtEl E7E S SL|CH

17


https://docs.netapp.com/us-en/console-setup-admin/concept-overview.html

Architecture

e

Hosts/Cluster

On-premises o

= =
NetApp Ransomware

Resilience Ul
[ed
=) vmware 1
Eo Management

ESKi Hosts/Cluster

= = =

g [==-c]

E Cloud: NetApp VPC
m ’,/ NetApp Console

Immutable, indelible ' Xy Cloud: Customer VPC

Ransomeware NetApp Console N S~
attack detection agent ~

| 2][0

‘ m STORAGEGRID

I Ransomeware
) attack
Backup LA detection
Cloud
=5 Mo
AlHSIC}H c 240 HZE ZE 74 2o0|A NAS(NFS 2 CIFS T2 EE), SAN(FC, iSCSI &
NVMe) % Cloud Volumes ONTAP H|[O|E{ & At&LCt
* ONTAP %! SnapCenter A{H|A APIO|A 112 H|O|EE A5t O|E | IEESR}
HZSLICH XHM|S] LOHE MR "ONTAP" 12|11 "SnapCenter 2 E 20"
* NetApp AHAF EAHE DL uHQl Mo 2+ 220| X HS £ 0 2EtA K| 7|58
ZMEILICE 2ha9)o] 2222 el 3 =T, ONTAP AH|A, XIS H9of B3
ONTAP HZof 2} ARP EE= ARP/AI) I-IxH HH x-IXH ALHAF MxHap ZHe NetApp
718 M50 ol2{et E= EfNE F'EEQP ?a:'g.“—llif NI °*OPEHI9 N =7
HMLA0 E3", "NetApp Backup and Recovery" , 22|11 "ONTAP &&"
* IS0 AMEIHS £F2 J|HIOR 2t QI Z2C0f| H|XL|A RMEQ(E SEtstn,
HIZL|A @M&2(0f K2t A2 0] Ciet o YXMS J”°“—|Ef. HIARE fU=fl=
g|azEo kel 2t 220f 0|0| MEE AHAHIEE J| X0 $hCt,
kete iul} * AHE ZL QFZC0 ME MBS Y I=EE HIXQZE DLIEHES D MY 8l =27,
SnapCenter, ONTAP API A2 2 Z£%L|LC}.

18


https://docs.netapp.com/us-en/ontap-family/
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/snapcenter/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/data-services-backup-recovery/index.html
https://docs.netapp.com/us-en/ontap/nas-audit/two-parts-fpolicy-solution-concept.html
https://docs.netapp.com/us-en/ontap/nas-audit/two-parts-fpolicy-solution-concept.html
https://docs.netapp.com/us-en/ontap/nas-audit/two-parts-fpolicy-solution-concept.html

dm

Jal
nx
0%

FAPSEl e, * HMEC = HIHAH Azt 9 #E2 AXISH= S HA (ML) ZE S Sl
HIH 342 AX[SSL|Ct.
* 7|8 AEE|X|0f| M EIHH QI A0 SAHS B[St HIFHH QI &S0l i35t THE
717t2 GlolE F¥ X[HS HMSH| e =7t Xts AHAF A2 S YHdt= 0|5 AIE
EIX| 7|52 MSELICH HHo| SEHE2 £ &Y 25to| 450 2 FX| &4
O HUSH N 3AS AEY &= U= 7S HI3 LI
* ONTAP, X2 M0 E=( ONTAP HXO|| [}2F ARP K= ARP/AI) 2 FPolicy 7|8
ALE5IH 2t QIFZ2E0| 3H5k= EF oo IHU S mhetsta of Lo,
CHErSICH © SA0| CHot HolstN AEE et=dt= O 20| &= It 25, AH8X &5, AEZT e}
22 2 H|0|H E FA[RL|CE.
* ONTAP, At2 M 90| 25 ( ONTAP HZF0|| 2t ARP = ARP/AI), FPolicy 59
NetApp 7|&1 HES AHE0I0 tHE AMHA SAE AI”°*LIEr
CRAl S0t * i 5l 231 ONTAP, X2 MY 0| 25 ( ONTAP HHO| 2t ARP EE= ARP/AI,
FPolicy 7|&2t MH|AE ALESH0] £| X o] ARMAF = S AXSHD P&*.EI =R EPES|
MX|(RPA)E HEELICE
* OHZZ|AH|0|M Ltd S |RXISHHM VM, Y S/, 25 2E2|X|, H|O|E{H|0|A S2
YIEE EFE TSELICH
=2 « Mo E HMes SRt

o
* 20E ZLEESHE ol =20] gL Lt

KA = Y oie, A2 S AT ZE H[0[E &4

A SHE2 T3 22 U e, A2 S Ho|E 225 X[

—

gLt

* OIOFE & MHIA(AWS) S3
+ 73 2249C ZYE

* OO|IZAZ2AZE OiN =&

* NetApp StorageGRID
INEEIPNES!

* ONTAP H{7 9.11.1 0|42 A83tE= 21
* ONTAP T 9.17.1 O| &2 AI85t= 2I2|0|A ONTAP SAN(FC, iSCSI
* AWSE Cloud Volumes ONTAP 9.11.1 O|A2(NFS &l CIFS ZZEE AIE)

2|0]A ONTAP NAS(NFS %! CIFS ZZEZ AIE)
2 NVMe ZZEZ AI)

* Google Cloud Platform& Cloud Volumes ONTAP 9.11.1 O|2(NFS % CIFS ZZ2EZ AI])
* Microsoft Azure€ Cloud Volumes ONTAP 9.12.1 O|&(NFS % CIFS Z2E = AIE)

19



* AWS, Google Cloud Platform % Microsoft Azure(FC, iSCSI & NVMe ZZ2EZ A2)& Cloud Volumes
ONTAP 9.17.1 O| 4

* ARP(Autonomous Ransomware Protection)E At&3t= Amazon FSx for NetApp ONTAP(ARP/AI Ot)

@ ARP/AIOl= ONTAP 9.16 0| At0| T QBH |},

@ Ct22 X% X| AELICH FlexGroup &, 9.11.12C} 0| HFO| ONTAP , OIRE XX &
OIRE EE 28, 2Z210l 28 U DPHOIH E3) =28,

XY= QA 2E Ho|E AA

HML S)I=E2 7|2 H0o|E S0 TSt Z2 o E2|AH|0|M 7|8t IIZEE BT
* NetApp It 35
s EE AEZ|X]
* VMware H|O|E{ A E 0]

* O|O|E{H|0] A(MySQL ! Oracle)

= O B2 20| Li= o Z LTt

CC

rot

t SnapCenter EE= SnapCenter for VMwareE AF&5H= 42 SiY ME0M X o= ZE QI 2EE M0

S2120] YA=|0] USLICE 0] B2 Zhel Hojof U3 YRE YA 02 02{3 YRS BootD B 4
ULICE

o B0 ==50[ & + A= 80

A 2ot pAE SO{Z Ofststs 20| =20 E 4 &Lt

* B il SEHe| Eo= B YIS AMESHH FI[HoE AU HE S5t MY0| CHE 2t
=0

F51: #do| S 2 £510fl= MySQLO|Lt Oracle Cl|O|E{H|0] A, VMware Ci|O|E] K& 4 = OHA

NetApp Ransomware Resilience ™| =7

29 2, 273921 HE 3 M A 5! A HefRX Q| =H| AEl
Ransomware Resilience £ A& L.

fufn

2121510 NetApp

NetApp Console 0| A
* E|AAE HMSEY| ot ZE] 2t2|X} HH0| = NetApp Console AFE X AIE LILCE.

s 2.T7|0|A ONTAP 22{AELE AWS = Azure2| Cloud Volumes ONTAP O]l HZst= &M 2 o|o|ME Tt

StLf O] A= 2& =X YLICE

* 22 00|ME0|= CHZ0| A0{0F BLICH. cloudmanager-ransomware-protection 24 AE{Q| ZE||O[L.

20



* AWS EE= Azure2| NetApp 2I3|0|A ONTAP 22{AE E= Cloud Volumes ONTAP Q= 24 A|AHIO| StLt
O| & U0{OF BtL|Ct. Ransomware Resilience= NAS(NFS 5! SMB)2F SAN(ISCSI, FC % NVMe) TZ2EZ2
D= XLt

o eHMLY0] S22 ONTAP HH 9.11.1 O| &2 AH2SH= ONTAP EE= Cloud Volumes ONTAP 22{AE{0f| A
X[ HEL|Ct,

() SAN43ZcolM AYRI0f SIS ALSSI2{B ONTAP 9.17.1 0|42 AgsHof Biict.

° AWS = Azure 22 EQ| 21 3|0|A ONTAP 22{AE{L} Cloud Volumes ONTAP O}Z! 20|
LHAEX| 2 AL 24 00| EJF Tt}

HZESICH"ZE 00|HEE 7ot YHE LOIENR" D21 "HE £ Q7 A",

®

 2& XX of2] 2& !o|MEJt 9= 2 Ransomware Resiliences= 2& UI0f| A $4xY
EHEl O|MEE Mot ZE 2£ OO|MEN|AM ONTAP 2[AAE AZHBILICE,

rer

ONTAP 9.11.1 O| A

s 2I3|0/A ONTAP QIAE A0 A ONTAP One 20| MA I S SHEIL|CY

* Ransomware Resilience0l|A] AF2E|= NetApp Autonomous Ransomware Protection 2t0|MA = At 9l
ONTAP H7Tof| 2t 2I2|0|A ONTAP QIAEIAO|A EASHEIL|CEH RSO "AI23 MY ES IHR".

Ransomware Resilience?| 2t 22| A 0= Preview 2| A2} 22| NetApp Autonomous
(i)  Ransomware Protection 7|20l chzt 20| A7} T8tE|0f YALICE AESHCEAHEE 249 of
23 712" XA3t LS.

KEMISt 2HO] A MR Aret2 CHE2 S HZSHMIRQ. "2 20 S2I20] o LotE A",

—_ 1

* Ho FE(RtE Ay E= 2 J|EH 7|5 245t §)2 MESHE HAU SR ONTAP S2{AE0f| Chst
22| X} #oto] HRtL|C ONTAP S2{AE = ONTAP 22{AE 22X} ALEXt XHH ZEE ALE5H0Tt
=G E[0fOf BfL|Ct.

* ONTAP S2{AE{7t 00| B2|X}7} OF:l ALEXL At SEE A8t 2&0| 22 E <2, ol Ho|X|of| 2T
CHZ ONTAP S2{AE{0f| 23215t0] ZH2[Xt7t OfEl AFS AL HetES ERet 2oto 2 |0 E5H{OF gL}

Gl0]E] ]

o BHOY CHANT} QA A AT EEHS 2B NetApp StorageGRID, AWS S3, Azure Blob EE= Google Cloud
Platform®| A™IL|C}.

£ HZT5IHQ "AWS, Azure EE= S3 Het 22" &t

* A|AHEI0|A NetApp Backup and Recovery E4stet L7} i&LICt.

Ao

A9 2

=

e

L=

1o =

rdo
ro

43 g4

mjo
Ofm

of ey tefsS Fdsts

i

| ==0| gL|ct 2ot 28 #4".

21


https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/console-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/reference-checklist-cm.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
concept-ransomware-resilience.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html

S| AER2 AL EA WS

A0 S20] oA 2 ALEXL SO tiet LEHE MSSHAH AL &S A0|MES 8Ok BLICH KpAISH
=]

24
22 OS2 HZ5HH . "NetApp Ransomware Resilience Of|A QM A2 AKX} &E 24X A"

ONTAP A| 2RO A 22| X}7F OFl AFE XL et HE|0|E
EF AAH0l| CHeh 22|Xt7t OHEl ALE R} HetS YUTIO[ESHOF t= HR LIS HAIE 2t =0HM K.

1. 240 2321510 ONTAP ALEXt HotS H|O0|EdljOf St AARIS HONMR.
2. XEMI3H LHE S HaiH A|AS MEisIM| Q.

3. ALKt O|ES HAISHHH *F71 HE HI|*E MEfSM| Q.

4. 22|X} AL XIS AH28H0] ONTAP 22{AF CLIO| 2218t}

5

Ol AMEALS] 7| E JYE HAIRLICEH Y=SICH
security login show -user-or—-group-name <username>
6. ArEXte Hge HAFRLIC YAHsICH

security login modify -user-or-group-name <username> -application
console|httplontapi|ssh|telnet -authentication-method password -role

admin

NetApp Ransomware Resilience CHgl HFE A|Z}

40
1

HE SHHS 2ot XY FoE E2oh= o 2Rt 49| &2 HAHS LotEAM L.

- "2 00| MES MAIHER| HOISH K.
« "AJABIO| @7 AFSS EZSH=X| HOlstHR."
- MY 0| BT AFRK HES HESI T MA0] S0l HMASHS ALRXIOA| HBHS BrEretL|Ct”
« "HO|MIA A"
9 2HAgof Bz A3}

22


https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/console-setup-admin/concept-agents.html#agent-installation
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html
https://docs.netapp.com/us-en/data-services-ransomware-resilience/rp-reference-roles.html

P RE0IN YRR M
FAIEEOA YARE B3 e =)

- "MEHOR 9o B

—

TS AL

Mo
r

| o
olz{et Zt¢joll= M0 S B|Xt HZ0| LRYLIC ot A2 2 AFEX S& €SS 7 4ot =7t
AN =2 AHER SE 22|kt G20 ERE L.

o MEAEOZ "ol ARS NS BE UXIS TAGH0 HE Yol

° "NetApp StorageGRID, Amazon Web Services, Google Cloud Platform EE= Microsoft AzureE W
ez FH|eL|Ch" .

o QY CHA T

* "O0|H 2RE gdeloto] A
* "SIEMOi| &E HU7|"

*"FdN Hs FH

Ao
rl'LI
Jr
-
IR
rr
0]
12
HL
[
x
il
Mo
HU
I

NetApp Ransomware Resilience &%

NetApp Ransomware Resilience gA| HHZe 4= JQSLICEH A[ZSH| Mof| HESHM| 2 |
" 5ol 2tZ0| ZH|E[JA=X| 2lSHM .

HHe] CHAHS ZH|SHMIR

CIS e LA B SHLHE EH|SHM(R.

* NetApp StorageGRID
- OOFE & MH|A
- 72 22QC EYHE

* OO|3Z2AIE 0K

SOt CHAX| RHMIOIN S M S P AT = LIS 0| Ransomware ResilienceOl| Al B CHAIO 2 1M SHA| ElL|C

23


suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
rp-start-prerequisites.html
rp-start-prerequisites.html
rp-start-prerequisites.html
rp-start-prerequisites.html
rp-start-prerequisites.html

i

Ransomware Resiliencet| A B} CHANS L ASHE BiHO|| CHEE XHM|SH LIS 2 L2 S HXotM| .Y CHA 1A

StorageGRID 2} CHAIO 2 FH

StorageGRID i¢] CHAIO 2 A83}2{H L2 & ZBIM|R. "StorageGRID £M" StorageGRID 0 CHEt XA gt
L2 eS8 kx| L.

AWSE B CHAOZ FH|
* AWSO|| A™ES M-t C.
o M "AWS HBH AWSO|A.

ZE0M AWS AEE|X|E ZE|Sh= Ao Cieh XtMlet LIE2 TS EZSHMIR. "Amazon S3 HZ! 2t2[" .

AzureS Y L= FH|
* AzureOf| AIEES d™eL|Ct.
o M "Azure HEH Azured| M.

ZE0M Azure XA E 2t2|ot= -0 Chet XtMet HE2 LSS HESHMKR. "Azure ME 4 A 2H2[".

Z£ 00|HE 257|

O MH|AS HMHStAHLE ALE3H2H NetApp S HEXOA Z2StMR. 27 CHE 2& OI0|HES A8stH
o] %?_J Hofl Mgfet 7|s0] ZhELIC

0] 5

Ransomware ResilienceE AF&3t0] 2& O0|HES WHsIHH 2& Of0|HEE g Aol U= 2 =%
HE|Xtof| A 22lstn oY LI8S 2Y5t=s BYME EXSIUAR. "2E 0f0[HES HE= S

=& Of0|HET} of2] 7 Qle 2% A/ S HAHO|EH = &

HM
() Aelst 5= 22 oojHE0M 2T ELICE of MulAs o] £xu B
ofoIHES ZABLIC

ZE0| EAIE= Of0|HES
£ DS D2NE DE A

r =>'.=

NetApp Ransomware Resilience 0f] 2| ASHA| R

NetApp Console Sl NetApp Ransomware Resilience 0ff 2 31218fL|C}.

Z &0 2215t2H NetApp X AO|E XtH SES AHE5HALt O|H| &1} H|ZHS E AHESH0] NetApp 22+
Z2a0lof| 7HUE & ASLICE "= 210] THo RM|S] LOFEM K" .

_|I—_|

W4 B2 o2 0] IS AW £ MK, BO T T2HE B2X}, A490] S 2K} E Ao
212 H0f 9%0| HRELICH "NetApp Console | #42[0f =el2] oj2io] Chef Lot HR"


rp-use-settings.html
rp-use-settings.html
rp-use-settings.html
rp-use-settings.html
rp-use-settings.html
rp-use-settings.html
rp-use-settings.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/storagegrid-117/index.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/console-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/console-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/console-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/console-setup-admin/task-viewing-amazon-s3.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/console-setup-admin/reference-permissions.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/storage-management-blob-storage/task-view-azure-blob-storage.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/console-setup-admin/task-quick-start-standard-mode.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/cloud-manager-setup-admin/task-logging-in.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

|

[
|

40

2tRXE E1 O|SSHHR"ZE".

rH
L8

Z2Q1 H|O[X|7t LIEFEL|CE.

N
Tk

w
Tk
> Tk

off 2aelghct.
=
—

2|

—

L Ll

EHAOIM E2 >+ 90 SRS MERL|Ct

Of Mu|A0f K& 2¢l5t= F% T HO[X|7} LtEHELICE.
=& O[O ET} Gl7{Lt O] MH[20f

fLICE "2& o0|HES 2F5k= YHS

AOIEMIR".

Ransomware Resilience

Outsmart ransomware

Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack

detection, and fast recovery processes in alignment with cybersecurity best practices.

Get full access to ransomware resilience with a 30-day free trial.

Start 30-day free trial

(8, We won't read the contents of your data or change existing protection.
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Detect and respond

@
Identify and protect

Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using AML and automatically

protects with one-click responds to secure a safe recovery point @
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Dashboard

Workload data protection Alerts and workload data recovery

Atrisk @ Protected @ Potential attacks @
4 inlast 7 days 1 inlast 7 days
View
View View
Recommended actions Workload data
Todo () Dismissed (0)

New (Last 7d) 107
o ——

Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix v

33% Total a5 T8
——

Completed —

Register available SnapCenter Servers with NetApp Console Review and fix \/ B Protected @ Atrisk

4/12

Protect citical workload foxn_fileshare_useast 01
Complete / total

Review and fix \/
Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ..

Review and fix v

Protect critical workload fileshare_uswest 01 Review and fix \/

FHS HESHMIR.

XYt o o] ETt ofl B

=& O[O0 EE B ZL3HOF

Restores workloads in minutes through simplified, orchestrated
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Recover

workload-consistent recovery

%9 Run reacines dril

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workioad backups

0
Failed (Last 7d)

Backup data 357
e
B New(ast7d) B Older

A\ Free trial (31 days left) ~

User activity

Get started

1. Activate suspicious user behavior
detection.
O Activate

2. Protect workloads with the "Detect
suspicious users” policy setting.
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Ransomware Resilience

— 0
Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack 2 = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. 5

g ° o
Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

(3 We won't read the contents of your data or change existing protection.
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Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fives, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add | leanne | Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Licanae Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add | leanne | Cancel
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Ransomware Resilience

Outsmart ransomware

Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack

detection, and fast recovery processes in alignment with cybersecurity best practices.

Get full access to ransomware resilience with a 30-day free trial.

Start 30-day free trial

(8, We won't read the contents of your data or change existing protection.

W 1

Identify and protect Detect and respond

Automatically identifies workloads at risk, recommends fixes, and

protects with one-click responds to secure a safe recovery point

o0&l

JHEE A

20} 222 R|gEls AT K| |K| i AL

Identifies potential attacks using A/ML and automatically

2°
[

Recover

Restores workloads in minutes through simplified, orchestrated

workload-consistent recovery
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Discover workloads

Agents (3)

aws-connector-us-east-1

gecp-connector-demo

onprem-connector

Systems with no Agent (3) A\

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Provider: AWS ~ Region: us-east-1

Provider. GCP ~ Region: us-east1

Provider: On-premises ONTAP  Region: OnPrem

Ransomware resilience won't discover systems with no Agent.

Systems (3)

Cancel Discover
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Workload data protection

9

Atrisk @

4 inlast7 days

View

Recommended actions

33%

Completed

4712

Complete / total

Protected @
1 inlast 7 days
View
Todo (8) Dismissed (0)

Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...

Register available SnapCenter Servers with NetApp Console

Protect critical workload fsxn_fileshare_useast 01

Prepare Amazon s3 \geGRID or abackup

Protect critical workload fileshare_uswest 01

UOLEMR."

MEISHM 2.

HA[SIEH *HA|HER 0|S*2 MEHSHM|R.

UAE|D 9

Alerts and workload data recovery

2

Potential attacks @

View

Review and fix \/

Review and fix \/

Review and fix \/

Review and fix \/

Review and fix \/

Workload data

New (Last 7d) 1078

Total 4578
e E—
Protected @ Atrisk
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%9 Run readiness drill

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups

0
Failed (Last 7d)

Backup data 357
8 New (ast7d) @ Older

A\ Free trial (31 daysleft)

User activity

B cetstarted

1. Activate suspicious user behavior
detection.
O Activate

2. Protect workloads with the “Detect
suspicious users" policy setting.

Learn more (%

2/4 Select systems N
0/2 Select systems N~
2 Select systems A
Q
. _ 3 A | *S
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Dashboard

Workload data protection

9

Atrisk ©

4 inlast7 days
View
Recommended actions

33%

Completed

4/12

Complete / total

2. 2% HO|X|2| FH]

Protected @
1 inlast 7 days
View
Todo (8) Dismissed (0)

Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con..

Register available SnapCenter Servers with NetApp Console

Protect critical workload fsxn fileshare_useast 01

Prepare Amazon

Alerts and workload data recovery

10

Potential attacks @

View

Review and fix v

Review and fix \/

Review and fix v

Protect critical workload fileshare_uswest 01

or StorageGRID or

abackup... Reviewand fix \/

Review and fix \/

2 0N S MERLIC

Z20| ZH| 23 78 H[O|X|7t EAIELCE.

Workload data

New (Last 7d) 1078
e ——

Total 457
e ——

B Protected B Atrisk

%7 Run readiness drill

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups

0
Failed (Last 7d)

Backup data 35T
e
B New(iast7d) B Older

[\ Freetrial (31days left) ~

User activity

Get started

1. Activate suspicious user behavior
detection.

() Activate

2. Protect workloads with the *Detect
suspicious users* policy setting.

Learn more (2

@) (e
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1

System

VsaWorkingEnvironment-1 X -

New test workload

rps_test_ drillo1

Readiness drill type

Storage VM

svm_rps_test readiness_drill_01

@) Requires 10 GiB of storage

Custom recovery
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Backup data

49 Run readiness drill
Potential attack types
Data destruction 0
Workload backup:
0
Failed (Last 70)
357
s
W New(ast7d) B Olc
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Protected @

Dismissed (0)

\apCenter Servers with NetApp Console

Web Services 53

g 8

1 inlast 7 days

Todo (8)

Protect critical workload fsxn_fileshare_useast_01

Protect critical workload fileshare_uswest 01

Register available Sn:
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Alerts Impacted data
Alerts (6)
Alert ID + |  workload
alertg727 Oracle_8821
ws_alertog23 Oracle 9819
alert3932 MysQL_9294
alert7918 vm _datastore 202 735...
alert5313 'vm_datastore_uswest ...
alert1407 = Readiness drill rps_test_gri

Location =3l

10.0.1.193

10.0.1.192

10.0.1.10

10.195.52.126

100.1.215

rps_test_readiness_drill_svm

g
il

Oracle

Oracle

MysQL

VM datastore

VM file share

File share

@

Status =

@

New

New

New

New

New

New

Automated responses

9

Snapshot copies
Connector =2 | Incidents 3 |
aws-connector-us-ast-1 2
aWs-connector-us-east-1 1
aws-connector-us-east-1 2
onprem-connector 1
aws-connector-us-west-1-account-LXtftdX... 1

aws-connector-us-east-1

I @ Workload rps_test_readiness-drill-workload-test. marked restore needed. Restore workload

Impacted data %

2GiB

2GiB

2GiB

2GiB

2Gi8

2GiB

First detected

23 days ago

23 days ago

23 days ago

23 days ago

23 days ago

1 minute ago

|«

Alerts

ol

Alerts

MEHSHMIR. AL

127

Impacted data

Location 2| Type

svm_rps_test_readi..  File share

Alerts (7)
Alert ID | Workload s
alert1407  Readiness drill rps_test_awsSystemTest
3. Zn Mg HESHMIR.
4. L2 AMHS MEISINR.

42

o
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Status ¥ 2 | Console agent
Active aws-connector-us-east-1

%7 Run readiness drill

Automated responses

o E

Snapshot copies

Incide... & |

1 2GiB

Impacted data % |

HE H|O|X|off LIEFELICY.

A\ Free trial (30 days left)

Just now

First detected 4 |

@

Q

b

Most rec

Just now




Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

(@ Potential attack
Severity

L1 New
@ Status ¢

1T1- Incoming data

Entropy of incoming data

Detected
Expected []
] File activity

Creation rate

Detected

Expected e

Renaming rate

Detected

Bxpected  GEEEED

Deletion rate

Detected

Expected

R 7EX| ALt

Y2 =T AEXLIL ofe| M2l
"AEXHE KHEFRfLICE”

e

23230 KiB / min

232 KiB / min

450 files / min

10 files / min

220 files / min

20 files / min

20 files / min

20 files / min

Encryption

Type

@ October 17, 2025, 2:20 PM

Detection time

@

N/ Impacted files (partial), to get full list Click here

New file extensions (6)

Impacted files (96)
Impacted files |
/Top_Dir_1/Sub_Dir_11/test file_1112.xIsx.Ick
/Top_Dir_1/Sub_Dir_11/test_file_1112xisxomg
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx.pck
/Top_Dir_1/Sub_Dir_11/test file_1112.xisxxyz
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf.micro

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck

23S YLt o HEl= FR ALEX 0|ES AESHMR. Sl

>
r
=

o
=)
aln
re
oY
1
H'|
i
2
=)
HT
=
fo

- gge He MY 222 MTENR. 2HS YO 4 A
- QS we [T Clse|o| 42 YES BH0| I
-t —
HIAE Xte) HotS BRABLICE,
T4 22 UYL YEN T WA FL HAE T LS DAL

e 25 A o] HUS st =7 Ha|xt E2H =
L QIL|CE "NetApp Console 2| 2 M0 221 Astof|

S D2 NE B2|x}, WA 2
CHOH LOtEMIR" .

Suspect file extensions (6)

cryp1
ck

.micro

Probable clean files
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx
/Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
/Top_Dir_1/Sub_Dir_11/test file_1112.xisx
/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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£7 Run readinessdrill  /\ Free trial (30 days left) ~
Reports 7 CRsber @ ©
Review protection status, alerts, and recovery details to monitor and maintain system health.
Summa
ﬂ ¥ L Download (JSON)
Summary of workload metrics
Protection
H 4 Download (CSV)
Tabular details for all workloads that are at risk and protected
Alerts
E 4 Download (C5V)
Tabular details for all alerts
Recove
EE Y 4 Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored
ﬂ Readiness drills 4 Downlaad (JSON)
L Downloa
Details for simulated ransomware attacks and recovery
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Add backup destination

Name 1) Action required

Provider

Select a provider to back up to the cloud.

aws L L

Amazon Web Services Microsoft Azure
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Settings > Backup destinations
Backup destinations

Backup destinations (5)
Provider t | Name 2| Region 2| Backuplock

= netapp-backup-vsavhak7dpp us-east-1 wa Default None

= netapp-backup-vsac2gmsusu us-east-1 wa Default None

= netapp-backup-vsajgd1 us-east-1 wa Default Compliance mode

= netapp-backup-vsajgd2 us-east-1 wa Default None

= netapp-backup-vsajgdl us-east-1 wa Default
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Name (1) Action required

Provider

Select a provider to back up to the cloud.
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Settings > Backup destinations
Backup destinations
Backup destinations (5)
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= netapp-backup-vsavhzk7dpp us-east-1 wa Default None
= netapp-backup-vsaczgmsusu us-east-1 wa Default None
netapp-backup-vsajgd1 us-east-1 wa Default Compliance mode
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Provider ) Google Cloud Platform N
Provider settings A~

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials

Access key Secret key
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Google Cloud Platform details
Project Region
Encryption ) Google-managed key ~
Backup lock /i Not supported
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Add backup destination

Name (1) Action required ~

Provider

Select a provider to back up to the cloud.
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"Version": "2012-10-17",
"Statement": |
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",
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"securityhub:BatchImportFindings",
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Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination

(©) 5 cloud destinations

Manage cloud destinations to back up primary storage.

=)

B8 Clean restore  Private preview

Isolate suspicious workloads in a secure environment, remove malware, and
restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited
availability.

J\p— SIEM connection

© Disconnected

Send data to a security information and event management (SIEM) for threat

reporting.
Connect

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to investigate the
attack and recover the test workload.

‘ Configure

%7 Runreadinessdrill  /\ Freetrial G1dayslefy ¥ () O

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads

4. 4% HO|X|olM SIEM HZ Eto| *H A+ MEgtL|Ct

SIEM connection

Send data to a security information and event management [SIEM) for threat reporting.

SIEM o

Select the SIEM where you want 1o send data

aws |= sphunlcs

AWS Security Hub Microsolt Sentinel Splunk
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key

4. CH2 2 MESHAR.
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= I NetApp cConsole

Ransomware Resilience Settings > User activity > collector_001

collector_svm_001

Dashboard
Protection Data collect
s ata collector
50 Type
Alerts
Recovery
Workloads (1)
Reports
Workload 3| Type
Settings
fileshare_uswest_03_... File share
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~

Name User directory type

Active Directory v

Enter a unique name.

Server IP address/domain name Forest name or search name
BIND DN BIND password
©
Protocol Optional Port
Idap 389
Attribute mapping Not set ~
Advanced Search query: (|(objectClass=posixAccount) (&(objectCategory=person)(objectClass=user))) ~

£d 0 M2 FEE FHSSHHR.

° BAlO|F

> SID (LDAPS AI23t= E2)

° AHEA}O|F

° Unix ID (NFSE AI83t= Z22)
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Dashboard

Workload data protection

Alerts and workload data recovery

Atrisk @ Protected @ Potential attacks @
4 inlast 7 days 1 inlast 7 days
View
View View
Recommended actions Workload data
Todo ®) Dismissed (0) New (Last 7d) 1076
e —
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix \
33% Total 457
e ——
Completed
Register available SnapCenter Servers with NetApp Console Review and fix "/ MtpoiiEcied| [MACHEE
4/12 = "
Protect critical workload foxn fileshare useast 01 Review and fix \/
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Prepare Amazon Web Services 3 or

Protect critical workload fileshs
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected () 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | snapshotandback..= % | Type= & | Protec.= % Encryption detecti_. 3 | Suspectedu  Actions
< : . 14 B
FSxN_fileshare_useast_01 @ Atrisk None File share N f N/A ‘\ Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled Edit protection
MysQL_4781 @ Protected NetApp Ransomware... MySQL Pg_important @ Enabled
 —
MySQL_8009 @ At risk NetApp Backup and... MysSQL N N/A 0 ( Pprotect )
\ J
' e Y
MySQL 9294 @ Protected NetApp Backup and... MysSQL I/A @ Enabled (_ Edit protection
) / |
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Protection status

9

Atrisk @

Workloads

9 in last 7 days

35 TiB data at risk

Protection groups

@ 9

Protected @

1in last 7 days

10 TiB data at risk

Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
FSxN_fileshare_useast_01 @ At risk None File share Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block @ Enabled Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MysQL 8009 @ At risk NetApp Backup and... MySQL Protect )

MySQL 9294 (&) Protected Netapp Backup and... MysaL () Enabled ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect

2. B3 Ho|X|of| M 2 25t MEASH CH *H S MENSHL| T}

A0 B HEF HO|X|Of| M *F=IH+E MEBILICH

Add Ransomware Resilience strategy

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection

Snapshot policy

1/ 3 enabled

Action required

Backup policy None
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
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MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
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Protection status

9 9 in last 7 days 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotand back.. T % Type T = | Protec..= % | Encryption detecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type= % | Protec.= % Encryption detecti... % | Suspectedu:  Actions
i ; . 7 N
FSxN_fileshare _useast 01 @ At risk None File share J { N/A \ Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block /2 @ Enabled I/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
e
MySQL_8009 @) Atrisk NetApp Backup and... MysaL N A ( Pprotect )
SR i
. . o Y
MysQL_9294 @ Protected NetApp Backup and... MysQL /A @ Enabled r {  Edit protection
. . i Y
Oradle_2115 @) atrisk SnapCenter Oracle ; v y Protect
2. 25 HO|X|0|M B 0§ S MEfgL|CH
Workloads Protection groups
Protection group (1) Q 4 ‘ ADD
Protection group 4 | Protection status = $ | Ransomware Resilience strategy = $ | Protected count
pg_important () Protected rps-important-plan 2/2
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Workloads
Select workloads to add to the protection group.

Protection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2)

Select workloads with no other policy source or with Backup and Recovery as a policy source.

Workload 11 e =2 | Consoleagent = | importance =2 | O privacyexposure 5 | Protectionstatus Detection
O eevnen i share s cia - @ nerise

lehare uswes 027453 il share A T T e © rotecte 173 enbled
fon fleshore useast 01 il share P cia High @ Avise

O comavonzssws il share ep— o wa @ atisc

O wnstougeor Hock ovs-comnectorus ast cia e © wotected 1/3enabied
O msaeo wsaL — i - @ atise

O ysaooss wsaL S —— cita W © Potected 1/3enabied
O ondears Orade aws-comnectorus-east- Cta i @ atrisc
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Protect

Select how to protect all the workloads in the protection group.

/. Warning: All current policies will be replaced with the selected policies

Ransomware Resilience strategies (3)

Ransomware Resilience strategy t | Detection 4| Snapshot policy 4| Backup policy
O psaitclplan 2/3 ensbled aitcabs-polcy rtica-bu-polcy
QO resipenssiclan 2/3 ensbled [—— ——

rps-standard-plan 173 enabled standard-ss-policy standard-bu-policy

@ Detection 1/3 enabled @ snapshot policy standard-ss-policy @ Backup policy standard-bu-policy

Settings Snapshot locking  Disabled Locking retention days Frequency
e raency | srpct o I seterion i
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Snapshot and backup policies = & | Backup destination

Backup and Recovery netapp-backup-vsajgd1

Backup and Recovery netapp-backup-vsajgd1

Backup and Recovery netapp-backup-vsajgd3

SnapCenter netapp-backup-vsaigd1
a
2| Protected workoads
3
1
0
| Retention
1
s
3
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Delete protection group

Workloads

H

Applications

2

ADD

i

Workloads (5)

=2 Detecton

2| protection status

= | importance O privacy exposure

=2 Consoleagent

1 Tyee

Workioad

netapp-backup-vsajgd

Ransomware Resiience

2/3 enabled

© Protected

m

Mediu

2/3 enabled

© protected

High

netapp-backup-vsajgd

ware Resilience

2/3 enabled

© protected

2/3 enabled

© protectea

2/3 enabled

© rotectes
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pg_important

Protection group

Workloads

5 3

File shares

Workloads (5)
Workload 1 Type

e usest 02 e shre © potctes

— vigh © protected

flesore uswest 023225 i shore v © trotected

e wsaL w © protected

oracle 8621 Oracle

© protected
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Ransomware Resilience strategies (4) | Selected rows (1)

Ransomware Resilience strategy 1 | Detection % | Snapshot policy =

rps-critical-plan 2 /3 enabled critical-ss-policy
\,:) rps-important-plan 2/ 3 enabled important-ss-policy
o rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy
(j) rr-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy

Protection status =3

Protection

2/3 enabled

2/3 enabled netapp-backup-vsajgd

2/3 enabled

2/3 enabled

netapp-backup-vsajgd

2/3 enabled netapp-backup-vsajgd

Q
Backup policy % | Protected workloads
critical-bu-policy 3
important-bu-policy 1
standard-bu-policy 0

(=]

standard-bu-policy
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Delete protection group

Edit
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Protection %9 Runreadiness drill /A Free trial G1dayslefty ~ (=)

Protection status

@7 7inlast7 days e 1 Tinlast7 days

Atrisk @ 35TiB data at risk Protected @ 10 TiB data at risk.
Worldoads Protection groups
Workloads (23) a4 Manage protection strategies.
Workload % | Type =3 | Protection status T2 Protect.T3| 2 d user beh... 3 | . %| snapshotandback.. T % | Consoleagent = | importance =4 | © Privacyex.T 3| Backup destination =3 Actions
azure vo 4872 Fileshare (1) Atrisk anure-connector-demo  Citcal (protect )
fleshare useast 02 Fleshore  (Q) Protected pgimportant (2 Enabled @ tnabied Standard Medium netapp backup vizjgd1
Fleshare.uswest 01 Flesnare  (©) protected poimportant (2 Enabled (© tnabied Ransomare Resience mcconectorewest.., Gt High [ErE——
fileshare.uswest 023223 Flestore () protected paimportant () Enabled @ Enabled Ransomware Resiience aws-connector-us-west..  Crtca \dentity exposure  netapp-badup-vsaigd1
fleshare_uswest 02.7453 Fleshare () Protected @ enabied Backup and Recovery Citical Identity xposure  netapp-backup-isigd (editprotection )
fsxn_fileshare_useast 01 File share @ Atrisk aws-c Critical High Protect
gepha.vol1_7496-ws Fleshare (1) Atrisk gep-connector-demo Critcal Identify exposure (protect
lun_storage.01 Block © protected (© Enabled Ciitical netapp-backup-rsajgd3 (eaitprotecton )
f—— wysat © Protected poimportant () Enabled © enabled Stndard netapp-backup-vsagdt
mysal 8009 MysaL @ avrisk Backup and Recovery aws-connector-us-east-1  Crtica netapp-backup-vsajgd 1 (proteat )
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Protection % Runreadinessdrill A\ Freetrial G1daystefy ~ (O C

Protection status

7 7inlast 7 days 11 1inlast 7 days
Atrisk @ 35TiB data at risk Protected @ 10 TiB data at risk.
Worldoads Protection groups
Workloads (23) a4 Manage protection strategies.
Workioad t | Type T2 | Protectionstatus T2 protect. T3 | g beh...2 | fi.. % | Snapshot and back. | Consoleagent ¥ | importance T3 | O Privacyec.T 3 | Backupdestinaton T 3| Actions
azure_von 472 Fleshore () Atrsk atwre-comectordomo Gitical Identity exposure
fleshare useast 02 Fleshore  (Q) Protected pgimportant (2 Enabled @ tnabied Standard Medium netapp backup vizjgd1
Fleshare.uswest 01 Flesnare  (©) protected poimportant (2 Enabled (© tnabied Ransomvare Resiience mcconectorewest.., Gt High [ErE——
fileshare.uswest 023223 Flestore () protected paimportant () Enabled @ Enabled Ransomware Resiience aws-connector-us-west..  Crtca \dentity exposure  netapp-badup-vsaigd1
fleshare_uswest 02.7453 Fleshare () Protected @ enabied Backup and Recovery aws-connector-us-west.. Cilicel Identity xposure  netapp-backup-isigd (it protection )
fon_fileshare_useast 01 Fleshare (0 Atrisk aws-connector-us-east-1  Grtical vigh (protect )
gepha.vol1_7496-ws Fleshare (1) Atrisk gep-connector-demo Critcal Identify exposure (protect )
lun_storage.01 Block © protected (© Enabled Gitical netapp-backup-rsajgd3 (eaitprotecton )
mysql4781 MysaL © Protected pg.important () Enabled (©) Enabled Ransomware Resilience aws-connector-us-west...  Standard netapp-backup-vsajgd1
mysal 8009 MysaL @ avrisk Backup and Recovery aws-connector-us-east-1  Critcal netapp-backup-vsajgd1 (proteat )

3. T 25t Hojl M T 23t YRS Mefste xhe] Hat MR HEES 2 & YaLICH

—

i

Protection > FSxN_fileshare_useast_01

FSxN_fileshare_useast_01

@ Protected @ 1] Not marked for recovery

Critical :
TTT Protection health Alerts Recovery

Importance Edit protection

Higt
@ L @ Protection E File share

Privacy exposure

- Location -faxEnvi it
Files with PIl €0 181 hits in 150 files 2/ 3 enabled v sumrisnvironmen
Detection Console agent console-agent-us-east
Types of PII
rps-critical-plan
: )
— Credit cards 20 nits in 150 files
[——1 Policy
View policy Amazon FSx for NetApp ONTAP
Contacts 95 hits in 150 files
——
e Passwords 2 8 hits in 150 files @ Volume: FSxN_fileshare_useas...
= @ w
Backup destination Cluster id aaalllala-lall-11aa-1...
8 Data subjects 38 s in 150 files " - i
o— View backup destination System name fsxEnvironment...

Storage VM name svm-fsxEnvironment...

4. 2 25t M2 FE HO[X|o|M JHel WE = E Bt MR FEE 2lstM Q.
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Alerts
Overview
2 10 20 GiB impacted data
Alerts
Alerts (10)

Alert ID 3| Alerttype =3 | severity =3 | Workload <
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 023223
ee_alert8727 Encryption (@ Potential attack oracle 8821
ee_alertos23 Encryption (@ Potential attack oracle 9819
db_alert3932 Encryption /\ Warning mysql 9294
dd_alert7918 Encryption (@ Potential attack vm_datastore_4719
uba_other alert5319 Encryption (@ Potential attack vm_fileshare_6699
lun_alert 6285 Encryption (@ Potential attack lun_storage_01
uba_alert voll Encryption (@ Potential attack uba_rps_test_vol1
uba_alert vol2 Encryption (@ Potential attack uba_rps_test_vol2
uba_alert vol3 Encryption (@ Potential attack uba_rps_test_vol3

BEO0|M *LE S HEHSINIR.

Run readiness drill

Automated responses

9

Snapshots
| console agent =3 | status =% | Incidents
aws-connector-us-east-1 Active 1
aws-connector-us-east-1 Active ]
aws-connector-us-east-1 Active 1
aws-connector-us-east-1 Active 4
aws-connector-us-east-1 Active 1
aws-connector-us-west-T..  Active 1
aws-connector-us-east-1 Active 1
aws-connector-us-east-1... Active 3
aws-connector-us-east-1... Active 3
aws-connector-us-east-1... Active 3

Impacted d

2GiB

2GiB

2GiB

2GiB

2GiB

2GiB

2GiB

2GiB

2GiB

2GiB

/\ Free trial (31 days left)

ata

Detected

15 days ago

22 days ago

25 days ago

26 days ago

1 month ago

1 month ago

1 month ago

1 month ago

1 month ago

2 months ago
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Alerts > ee_alert8727

ee_alert8727
Impacted workloads: oracle_8821 Motk te=toue needed
4 ® 2 @l 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) Q 3
D ¥ Incident ID 3| Volume $ | storagevm 3| Ssystem 3| Sseverity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automated res..s
O inca922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack L New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2 ~ svm._ ingEnviro...  VsaWorkingEnvironme... (1) Potential attack L New 22 days ago 21 days ago 6newextensions.. 1 snapshot
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Alerts

Overview

o 10

20 GiB impacted data

%9 Runreadiness drill /A

eNe

Free trial (31 days left)

Automated responses

9

Alerts Snapshots
Alerts (10) a 1
Alert ID 3| Alerttype =3 severity =% | Workload % | console agent T $| status =% | Incidents % | Impacted data % | Detected +
ub_alert3223 Encryption (@ Potential attack fileshare_uswest_02_3223 aws-connector-us-east-1 Active 1 2GiB 15 days ago
ee_alert8727 Encryption (@ Potential attack oracle_8821 aws-connector-us-east-1 Active 2 2GiB 22 days ago
ee_alertog23 Encryption @ Potential attack oracle_9819 aws-connector-us-east-1 Active 1 2GiB 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1 Active 4 2GiB 26 days ago
dd_alert7918 Encryption @ Potential attack vm_datastore_4719 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_other_alert5319 Encryption @ Potential attack vm_fileshare_6699 aws-connector-us-west-1... Active 1 2GiB 1 month ago
lun_alert 6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1 Active 1 2GiB 1 month ago
uba_alert voll Encryption @ Potential attack uba_rps._test_vol1 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 2GiB 1 month ago
uba_alert vol3 Encryption @ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 2GiB 2 months ago
o2l 0| X|0f|Af L2l MEHSHL|C}
2. L2 Ho|X[of| M L3S MEdSL|CE
otz | .| HFAHS |. 2 A -'-|. |
3. UZofl A LTt MAS HESIM S,
Alerts > ee_alert8727
ee_alert8727
Impacted workloads: oracle_8821
@ 2 286 2 GiB September 25, 2025, 6:51 AM
¢ Potential attacks @ Impacted files 8 Impacted data ® First detected
Incidents (2) a 1
|:\ ¥ Incident ID $|  Volume % | storagevm 3| system 3| Sseverity 3| status =% | Firstdetec.. 4 | Mostrece.. 3 | Evidence 4| Automatedres..s
d inc4922 oracle_useast_data2  svm_VsaWorkingEnviro... (@ Potential attack L New 22 days ago 21 days ago 4new extensions... 1 snapshot
O inc3163 oracle_useast log2  svm.) (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot
E EBsH = | I. |O-I |- ojc | *EHo| ol |*§ EHSH | |-
4. AI'—T'—E —|—_I'"E_|'__H7 L= Ped= ! I_I-I_I-EI:'L:' ﬁ"L‘I EREA En*_-l—l}lul—l:-
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S2L|CE "NetApp Console 2| 0] S22 A0 CHol LotEMR" .

Alerts %9 Runreadinessdrill  /\ Free trial (31 dayslefty ~ @ (e3

Overview Automated responses

é 1 0 20 GiB impacted data 9

Alerts y Snapshots

Alerts (10) Q +
Alert ID 2| Alerttype T4  severity =2 | Workload % | Console agent =3 | status =% | Incidents % | Impacted data 4 | Detected +
ub_alert3223 Encryption (@ Potential attack fileshare_uswest 02 3223 aws-connector-us-east-1  Active 1 2GiB 15 days ago
ee_alert8727 Encryption @ Potential attack oracle_8821 aws-connector-us-east-1 Active 2 2GiB 22 days ago
ee_alertos23 Encryption (@ Potential attack oracle_9819 aws-connector-us-east-1  Active 1 2Gi8 25 days ago
db_alert3932 Encryption /\ Warning mysql_9294 aws-connector-us-east-1  Active 4 2Gi8 26 days ago
dd_alert7918 Encryption (@ Potential attack vm_datastore_4719 aws-connector-us-east-1  Active 1 2Gi8 1 month ago
uba_other_alert5319 Encryption (@ Potential attack vm_fileshare_6699 aws-connector-us-west-1..  Active 1 2GiB 1 month ago
lun_alert_6285 Encryption (@ Potential attack lun_storage_01 aws-connector-us-east-1  Active 1 2GiB 1 month ago
uba_alert_voll Encryption (@ Potential attack uba_rps_test_vol1 aws-connector-us-east-1..  Active 3 268 1 month ago
uba_alert_vol2 Encryption (@ Potential attack uba_rps_test_vol2 aws-connector-us-east-1..  Active 3 26i8 1 month ago
uba_alert_vol3 Encryption (@ Potential attack uba_rps_test_vol3 aws-connector-us-east-1..  Active 3 268 2 months ago
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Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821

4 (OF] a 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected

Incidents (2) a 1
|:\ ¥ Incident ID % |  Volume 4| storagevm 3| system S| severity 3| status =% | Firstdetec.. 4 | Mostrece.. 3 | Evidence 3| Automated res..s
d inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvionme... (1) Potential attack L New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast_log2 svm_) i i i i (@ rotential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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inc4922
Impacted workloads: oracle 8821
1 New (D) Potential attack
@ Status # Severity @
TTT Incoming data
Entropy of incoming data
21732 Kig / min
Detected
2173 Kil / min
Expected —
£]  File activity
Creation rate
66 files / min
Detected
10 files / min
Expected L
Renaming rate
400 files / min
Detected
300 files / min
Expected
Deletion rate
250 files / min
Detected
200 files / min
Expected
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NetApp Ransomware Resilience A&35}0]
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s ghe ofel csv

Encryption
Type

(77 106

222

i

CIRECsoF &

® September 25, 2025, 6:51 AM
Detection time

.~ Impacted files (partial), to get full list Click here

New file extensions (4)
pck
xyz
Jdck

.omg

Impacted files (106)

Impacted files

/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck

/Top_Dir_1/Sub_Dir_11/test_file_11540.bctomg

[Top_Dir_1/Sub_Dir_11/test_file_11540.bct.pck

Top_Dir_1/Sub_Dir_11/test_file_11540.txtayz

[Top_Dir_1/Sub_Dir_11/test_file_11964.pdfick

/Top_Dir_1/Sub_Dir_11/test_file_11964 pdf.omg

Suspect file extensions (4)

dek

omg
pck
xyz
C &
4 | Probable clean files =
/Top_Dir_1/5ub_Dir_11/est_file_11540.0x1
[Top_Dir_1/5ub_Dir_11/test fila_11540.tx4
[Top_Dir_1/Sub_Dir_11/test_file_11540.txt
[Top_Dir_1/Sub_Dir_11/test _file_11540,tt
[Top_Dir_1/5ub_Dir_11/test file_11964,pdt
[Top_Dir_1/5ub_Dir_11/test file_11964,pdf
1-250f 106 1y
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Recovery

Recovery status

2.GiB data at isk

0 MiB data at risk

8GiB data at isk

Workloads (8)

Action

| Total data

1 importance

| rogress

=3 | Snapshotand backup poli. = 3 |  Recovery status

| Consoleagent

=3 Location

1 Type

Workload

Restore needed

9D

Ransomware Resilience

5-connector-us-east-1

Block 100110

lun storage_01

26i8

Restore needed

%

Backup and Recovery

100110

MysaL

mysql.9294

8

SnapCenter

100110

oracle 9819

v

uba_ps_test_voll

268

Restore needed

&)

uba_rps_test vol2

268

D) Restore needed

Ransomware Resilience

uba_rps_test vol3

268

Standard

D) Restore needed

SnapCenter for VMware

‘aws-connector-us-east-1

VM datastore 100157

vm datastore 4719

D) Restore needed

ntAXtftaXh..  Ransomware Resilience

west-1-accou
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VM file share

vm fleshare 6699
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Restore

Workload: mysal 9294~ Host100.110  Type:MySQL  Console agent: aws-connector-us-east-1

@© Alvomes O Eyvoume O Byfie

Restore scope:

@ safest for all volumes @

Restore points

Volumes (2)

Size

t | Restore point

Volume.

268

October 2, 2025, 621 AM

cbs-snapshot-adhoc- 1697555391705

mysqluseast 21

268

ptember 29, 2025, 351 AM

Ser

cbs-snapshot-adhoc- 1697556327497

east 22

mysal_ust
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Restore

Connector: aws-connector-us-eas...

Type: MySQlL

Host: 10.0.1.10

Workload; MySQL_9294

By file

(@)
@,

(@) 8y volume

Al valumes

Restore scope

mysql_useast 21 settings:

ngs,

restore and edit its setti

Sefect valume you want to
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lect restore point

Sl

Source

Volume
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inc4922

Impacted workloads: oracle 8821

® September 25, 2025, 6:51 AM
Detection time

Suspect file extensions (4)

dek

omg
pck
xyz
Q 4
4 | Probable clean files =
/Top_Dir_1/5ub_Dir_11/est_file_11540.0x1
[Top_Dir_1/5ub_Dir_11/test fila_11540.tx4
[Top_Dir_1/Sub_Dir_11/test_file_11540.txt
[Top_Dir_1/Sub_Dir_11/test _file_11540,tt
[Top_Dir_1/5ub_Dir_11/test file_11964,pdt
[Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
1-250f 106 1w

@ 1 New P (D) Potential attack a Encryption
Status Severity Type
TTT Incoming data 106
"/ Impacted files (partial), to get full st Click here
Entropy of incoming data New file extensions (4)
21732 Kig / min
Detected ek
2173 Kif / min
Bpected  GEEEED e
Jek
.omg
£]  File activity
Cragtionate Impacted files (106)
66 files / min
Detected Impacted files
10 files / min
Expected L]
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck
Renaming rate Top_Dir_1/Sub_Dir_11/test file_11540.txt omg
400 files / rain
Detected
e S5 Ties i Top_Dir_1/Sub_Dir_11/test_file_11540.batpck
Expected
Top_Dir_1/Sub_Dir_11/test_file_11540.txtayz
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick
250 files / min
Detected
200 files / min /Top_Dir_1/5ub_Dir_11/test_file_11964.pdf.omg
Expected
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Select volume you want to restere and edit its settings.

Restore scope: QO Alvolumes (O Byvolume (@ Byfile

mysql_useast_22settings:

First attack re

Volumes (2) | Selected rows (1) Q
Volume 1 | Source Restore point: chs-snapshot-adho... Type: Backup Date: September 6, 2025, 10:57 AM ~
() mysqlusesst 21
Files ~

° £SO = I MEH: X|CH 10,0007 mAO|L} HY ELE

mysql_useast_22

File selection: () Automatically selact files (® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/I\ Warning: Download the list of 3 impacted files that must be restored from a differant restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) © Download impacted file list (3)

Destination (@ Action required ~

Mool =gt

[ |

Restore "mysq|_9294" @ resoe () Review
Restorescope: O Alvolumes O Byvolume @ Byfle
Selct volume you want o restore and edit s seftings. mysql_useast 21settings:
Volumes (2) | Selected rows (1) Q B TR : o
Volume + Source Restore point: Antsensomwiare b.. | Type: Snapshot | Date: October 1, 2025,621 AM
Q@  mysaluseast2n
Files
O mysaluseast 22

8. 2xx|: 2xx| Foi

a. Hlo[E{E 53

@

File selection: O Automatically selectfies O Upload listof fles @  Manually select iles

Selected files
Al folders & fles

fil_to_verify_first_snapshot.t

mysalibd Selected Files or directory (6)

file_to_veriy_third_snapshot bt

Tpe t1 Name 2| Lastmodified sl s S
sicfle .
ibdatat -
R R a le o vrty, st snapshot October,2025,621AM 12008
a — October1,2025,621AM 24 MiB
[d] file_to_verify_second_snapshot.ixt October 1,2025, 621AM 12008
0o a sinits.ransoeuare ataksh October1, 2025, 621 M 2K
a indatat Octabert, 2025, 621 12
a scflo October1,2025,621AM 1M
a R —— October,2025,621AM 12008
Destination 0 Action required
MEfst =2l HS AFRS10] BT & gl THU0| Al AL BRAY 4 g N A2 Lighfs
HIAIX|7F LIEfLE D *SeE >2 THY S8 CH22EE MESI0] oY It SRS LI22EE +
AgLCt.
U= Of2HZ ot HE MEHSIH XiMSt HES & + ASLICH
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Restore

nt-14092025

st-1-accou

nnector-us-ea:

Console agent: aws-cor

awswest01rpsdemosandbox-14002025  Type: Fle share

Workload: uba_rps_test vol3  Host: svm_cvo:

O Alwoumess @ Byvome O Byfie

Restore scope:

uba_rps_test vol3 settings:

and edit ts settings.

Select volume you want to restore

Volume (1) | All rows selected

Date: October 2, 2025, 6:21 AM

Type: Backup

Restore point: daily2023-11-23.0.

)

Uba_1ps test vol3

]

re this volume will be restored. A new volume will be created in the selected system and Storage VM.

Aggregate

svm_cvoawiswest01rpsdemosandbox-14092025

system_uba_rps_test vol3

uba.rps.test_vol3_daily_2023.11.23.0010
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Restore

Workload: vm_datastore 4719 Location: 10.0.157  vCenter: 10.195.52.128  Type: VM datastore  Console agent: aws-connector-us-east-1

FotE AEY & ASLILE 7 HOIX|of| M= &Y &

Restore scope VM-consistent

Restore a VM back o its previous

Restore points (8)

Restore point S| e

(O rGvm datastore 202 1130010238 backyy

) veimS6 1g1 0526000742

VsimS6.1g1_05.46.18.0046

VsimS6.1g1.04.5400.0716

) veimse rg1_ 0442400486

O Rem_datastore 202.1130010260 packs
() Revm_datastore_202_11.30.01.0250 backyy

) RG-vm datastore 202 11.30.01.0871 backyy

Destination Original location

H3 HIO[HE WELH? 34 &FH| 28, 22,
-

= JSON OIS LR =E

state an

d last transaction usi

2. Hl0|E|S 23t O] ALY 2ol XIHS Metsth g,
3. 2HXx|: Yol 9|X|=.

4. *TH2*g MEsiAIR.

5. Mef Al HESHHR.

6.

7.

C

ing SnapCenter for VMware

Date

October 2, 2025, 621 AM

October 2, 2026, 121 AM

October 2, 2025, 1251 AM

October 2, 2025, 1221 AM

October 1,2025, 1151 PM

October 1, 2025, 621 AM

September 30, 2025, 621 AM

September 29, 2025, 621 AM

LIt 57 Ho[X[oM = = &

e H1A CIREE

I =]

|

Lol et M2 HEE EHF= CSV



©

DMFLICE
L& ZE& 9g 0| AP S oHsHHH =& He2|xt, EM E£= TEHE 242(X
S 5o dgo| gL | C}. "NetApp Console 2| 2 ’S%lcﬂ S A

| 2H2of
ol chef Lot ML

_|I—_|

=olad 3ta| X} &£

mYUS CHR22E6HY| Hof| ClO|HE M2 AOF ghi|ch J2{H ool EA|E|= HOIE T A2

C—

4 —O

Ofif HIO|HE L22ES £ QLR? O3 Q! tiF SMUM IS CHR22EY 4= JASLCH
* Ho: Hok= S AY o ol Mot & AHY 2 ZEote] 2= Zo| dElfet ME 2ot ZetE L
© 2T DE YO JEiet MR FE, & &7 5 8 XS AHA0| ZELICH
© 57 SH0| ot RE A 2o HEjet MR FEF ZELICL 60 s EHe", Hd I, "=E
U=l HFOR EAE A B3to & 47} EELIC
* H0M: 2= HO|X|0f| A CIO[E S LHEW D TS LIRS = ASLICH
() =8l =8 204E 5M HolXoAS CHRRES 4 YL
Ho, &8l = =7 HO|X|0|M CSV &= JSON IE S L2ZEsHs B2 ofld H[0|X|Q| H[O|E{ 2 HA|EL|C}.
CSV K= JSON Mol = ZE 2& A|AHIS| ZE 20| Cet H|0|E7t ZtE|o] JUELICH
|
1. 24 A% oA B3 > *2HAg0 2elzi*2 Mefgi|ct,
Dashboard %7 Runreadiness drill A\ Free trial (31 days left) ~
Workload data protection Alerts and workload data recovery
& e i Ceo - JO—. o
4 inlast7 days 1 inlast 7 days Datalbreach 0
View Data destruction 0
Recommen ded actions Workioad data Workload backups User activity
\ Todo (8) Dismissed (0) TEW(Lait7d] wn: @ S‘d(lmm
334 Register available SnapCenter plugin for VMware vphere (SCV) with Netapp Con...  Review and fix - s
Completed e — Backup data 3578
Register available SnapCenter Servers with NetApp Console Review and fix \/ B prowected W Atrisk O —
® New(ast7d) W Oider
412 Protect critical workload foxn fleshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ... Review and fix
Protect critical workioad fileshare._ uswest 01 Review and fix \/ o
2.

CHAIEE = CHE HO|X|0f| M *AHZ 1
Ao FHE MEGINR.

3. OIS & StLHE +HsHM 2.
Sl HO|X|o| M *CHR 2E*E MEHSHM R — 4 =M.
° NetApp Ransomware Resilience H'F0llA *E0A*E MEfBtL|Ct,
4. HnM SME Mot A2 0j2] LM E It 0| & SILIE MEist 225 MEigfL|Ct
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https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

Summary of workload metrics
Protection

Tabular details for all workloads that are at risk and protected
Tabular details for all alerts

Recovery

28]
E Alerts
23]

Tabular details for workloads marked restore needed,

progress, restore failed, and successfully restored

ﬂ Readiness drills

Details for simulated ransomware attacks and recovery

%7 Run readiness drill

/\ Free trial (30 days left)

L Download (JSON)

L Download (CSV)

4 Download (CSV)

L Download (CSV)

£ Download (JSON)

© ©
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