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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = o o ®
detection, and fast recovery processes in alignment with cybersecurity best practices. X

= ° L
Get full access to ransomware resilience with a 30-day free trial. J -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

1
\&) ﬁ %
Identify and protect Detect and respond Recover

Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated

protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Discover workloads

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS ~ Region: us-east-1 2/4
gep-connector-demo Provider. GCP ~ Region: us-east1 0/2
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 12

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3)

Cancel Discover
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%9 Run readiness drill

Dashboard
Workload data protection Alerts and workload data recovery
9 8 - 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
4 inlast 7 days 1 inlast 7 days DALEBEAH; 0.
Viesr Data destruction 0
View View
Recommended actions Workioad data Workload backups
Todo (8) Dismissed (0) New (Last 7d) 1078 0
al Failed (Last 7d)
Register available SnapCenter plugin for VMware vphere (SCV) with NetApp Con...  Review and fix
33% Total 4576
e e——
Completed Backup data 35T
Register available SnapCenter Servers with NetApp Console Review and fix \/ it (W ALTEE o EEEEEEE———
8 New (ast7d) @ Older
4712
Protect critical workload foxn_fleshare_useast_ 01 Review and fix \/
Complte / total

Prepare Amazon 53 \geGRID or abackup... Review and fix \
Protect ritical workioad fileshare._uswest_01 Review and fix \/

"THAI2E0] EAIE|= LHES LOotEM L.

A\ Free trial (31 daysleft)

User activity

B cetstarted

1. Activate suspicious user behavior
detection.
O Activate

2. Protect workloads with the “Detect
suspicious users" policy setting.

Learn more (%

(= e
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Settings

Service-level settings apply to protection, alerts, and recovery.
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@ Backup destinations

() 4 cloud destinations

Manage cloud destinations to back up primary storage.

[ ]

88 Clean restore  Public preview
(© o0isolated recovery environments

Isolate in a secure

, remove
malware, and restore them safely to production.
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Settings

Service-level settings apply to protection, alerts, and recovery.
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@ Backup destinations

() 4 cloud destinations

Manage cloud destinations to back up primary storage.

[

88 Cleanrestore  Public preview
(© oisolated recovery environments

Isolate in a secure

, remove
malware, and restore them safely to production.
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J\l\- SIEM connection

(© Disconnected

Send data to a security information and event management (SIEM)
for threat reporting.

o]

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to
investigate the attack and recover the test workload.
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A+ SIEM connection

(© Disconnected

Send data to a security information and event management (SIEM)
for threat reporting.

e

@ Readiness drill

© Not configured

Run a simulated ransomware attack on a test workload to
investigate the attack and recover the test workload.
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Run readiness drill /A Free trial (30 daysleft) - (=)
® User activity
(© No user activity
Activate suspicious user behavior detection by selecting a region
to store user activity data and create a user activity agent to
share activity with Ransomware Resilience.
]
@ Workload discovery (D)
@ 215 workloads from 3 systems
Select the systems in each Console agent where you want to
discover workloads.
@ 0 excluded workloads Manage
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Run readiness drill /A Free trial (30 daysleft) - (=)
® User activity
(© No user activity
Activate suspicious user behavior detection by selecting a region
to store user activity data and create a user activity agent to
share activity with Ransomware Resilience.
T
@, Workload discovery (D)

(©) 215 workloads from 3 systems

Select the systems in each Console agent where you want to
discover workloads.

@ 0 excluded workloads Manage
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Settings > Excluded workloads

Excluded workloads

Remove workloads from Ransomware Resilience. You aren’t charged for excluded workloads.
Excluded workloads (0)

[+  excluded workioad | Type

&

No excluded workloads

I @ Removed workload from excluded list Name. View workload
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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = m= - s
detection, and fast recovery processes in alignment with cybersecurity best practices. 3

g ° °
Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

(3 We won't read the contents of your data or change existing protection.

=a )
\ / L 4
B 1= .

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 3 safe recovery point @ workload-consistent recovery
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Dashboard

Workload data protection

% Run readiness drill /)

Alerts and workload data recovery

@ 9 @ 8 g 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
4 inlast7 days 1 in last 7 days Data breach 0
uisw Data destruction 0
View View
Recomment ded actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 107 @ 0 £ cetstarted
Felled (Last 7d) 1. Activate suspici  beha
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix \/ Eco
33% Total 457 i
Completed Ee—— Backup data 3578 O Activate
Register available SnapCenter Servers with NetApp Console Review and fix "/ B Protected B Y
W New (last7d) W Older
4/12
/ Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ... Review and fix
more (2
Protect critical workload fileshare_uswest 01 Review and fix \/
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Dashboard

Workload data protection

Atrisk @ Protected @
4 inlast7 days 1 inlast 7 days
View View
Recommended actions
Todo ®) Dismissed (0)

33%
Completed

Alerts and workload data recovery

¢ 10

Potential attacks @

View

Workload data

New (Last 7d) 1078

Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con...  Review and fix

Total 4578

Register available SnapCenter Servers with NetApp Console Review and fix \/ B Protected @ Atrisk

4/12

Protect critical workload fsxn_fileshare_use:
Complete /total

Prepare Amazon Web Servict

Protect critical workload fileshare_uswest 01
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ast 01 Review and fix v

€5 53 or StorageGRID or Azure blob store as a backup ... Review and fix
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% Runreadinessdrill A\

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups User activity
@ 0 B Getstarted
Felled et 7d) 1. Activate sus
detectio
Backup data 3578 ) Activate

O ——
B New(ast7d) B Older

Learn more (2

Free trial (31 days lef)
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Settings > Backup destinations
Backup destinations

Backup destinations (5) Q i “
Provider 1| Name 2| Region % | Encryption 2| IPspace 4| Backuplock | system: 3| Createdby =
netapp-backup-vsavhzk7dpp us-east-1 wa Default None Backup and Recovery
- netapp-backup-vs us-east-1 wa Default None Backup and Recovery
netapp-backup-vsajgd1 us-east-1 wa Default Compliance mode o 050z
netapp-backup-vsajgd2 us-east-1 wa Default None o 0502
netapp-backup-vsajgd3 us-east-1 wa Default Governance mode o 050z
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type= % | Protec.= % Encryption detecti... % | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share I/A | N/A '\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled I/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MySQL_8009 @ At risk NetApp Backup and... MySQL ( Protect )
MysSQL_9294 ) Protected NetApp Backup and... MysaL N/A () Enabled N/A ( Edit protection
Oradle_2115 @) atrisk SnapCenter Oracle N, v y Protect
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = 4| snapshotandback..T 2 | TypeT 2| Protec.T % Encryption detecti.. |  Suspected u:  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
i T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
o T A
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
e S
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Protection status
9 9 in last 7 days 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = & | snapshotandback..= 3 | Type= 3| Protec.= % Encryption detecti... * | Suspectedu:  Actions
FSxN fileshare _useast 01 @ At risk. None File share '\ Protect
LUN_storage_01 @ Protected NetApp Ransomware... Block @ Enabled Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
= — ¢
MySQL_8009 @ At risk NetApp Backup and... MysaL N, /A (\ Protect )
MysSQL_9294 @ Protected NetApp Backup and... MySQL @ Enabled | Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Ransomware Resilience strategies (4) | Selected rows (1)

Ransomware Resilience strategy 1|
J‘ rps-critical-plan
) rps-important-plan
o rps-standard-plan ~ Recommended

rr-strategy-enc-user-ext

Detection

2/ 3 enabled

2/ 3 enabled

1/ 3 enabled

3/ 3 enabled

Snapshot policy

critical-ss-policy

important-ss-policy

standard-ss-policy

standard-ss-policy

-

> Backup policy $ | Protected workloads =3
critical-bu-policy 3 s
impartant-bu-policy 1 ~

standard-bu-policy 0 v

standard-bu-policy 0 ~
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Alerts ) db aler3932

db_alert3932
Impacted workloads: mysql 9294, +3 & Take snapshot now Marik restore needed
g (©) Liam O'Reilly Block ® Active Edit P /I Warning @  Suspicous user behavior ® January 9, 2026, 4:02 AM
Suspicious user Status Severity Type Detection time
Suspicious activity Al activity
[ Review the suspicious fles with read, write, creste, snd elete activity that triggered this warning and could lead to ransomuware-type behavier Timeperod | 02 AM_ 502 AM (aierg - |

‘Suspicious read, write, create, and delete activity by volume

Tip: Drag the mouse on the chart to sefect a custom time period.
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Impacted workloads: mysql_9294, +3 & Take snapshot now Mar

(©) Liam O'Reilly Block Active Edit /\ Waning Suspicious user behavior January 9, 2026, 4:02 AM
g o ® # @ o :
ispicious lser Status Severity Type Detection time
Suspicious activity Al activity
A+ Dig deeper into ail fle activity performed by the suspected user to understand the extent of this potential data breach attack. Timeperiod | 302 AM - 502 AM (lert - I

Al file activity Tip: Drag the mouse on the chart 1o Sefect 3 custom time periad.

F12am 322am

@ Met € Acesschange () Accessdenied @ read @ wite @ aeste delete @ offers @ rename
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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Ransomware Resilience Settings > User activity > collector_001

Dashboard collector_svm_001 ® Pause
Protection X 10.001.00.001 svm_001 n
8 Data collector () Running 1.685.0 ) 23 days ago ua_agent_001
o . Cluster or storage Storage .
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Workload 3| Type =3 Importance = 3| Protectionstatus T 3| Detectionstatus T 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~
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Impacted workloads: oracle 8821
1 New (1) potential attack Encryption September 25, 2025, 6:51 AM
@ Status # Severity @ Type @ Detection time
TTT Incoming data 106
~/ Impacted files (partial, to get full ist Click here
Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Kig / min
Detected -pck dck
2173 Ki / min
Bpected GEEED e omg
Ick pck
.omg xyZ
£]  File activity
N —— Impacted files (106) Q 4
&6 files / min
Detected Impacted files 4 | Probable clean files E
10 files / min
Expected [——]
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck /Top_Dir_1/Sub_Dir_11/test_file_11540.xt
Renaming rate [Top_Dir_1/Sub_Dir_11/test.file_11540.bt omg /Top_Dir_1/Sub_Dir_11/test file_11540.6xt
400 files / min
Detected
e [Top_Dir_1/Sub_Dir_11/test_file_11540.bet pek {Top_Dir_1/Sub_Dir_11/test file_11540.txt
Expected
[Top_Dir_1/Sub_Dir_11/test.file_11540.tetxyz /Top_Dir_1/5ub_Dir_11/test.file_11540xt
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick [Top.Dir_1/5ub_Dir_11/test_file_11964,pdt
250 files / min
Detected
200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964pdfomg /Top_Dir_1/5ub_Dir_11/test_file_11964,pdf
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49 Run readiness drill

Recovery

218 data at isk

Restored

0 MiB data at risk

8GiB data at risk

Workloads (8)

| Total data

2| importance

| progress

=% | Snapshotand backup poli. = 3 |  Recovery status

21 consoleagent

t1 Type =3 | tocation

Workload

26

H

100110

lun.storage 01

268

Backup and Recovery

100110

MysaL

mysql.9294

<)

D Restore needed

SnapCenter

100110

oracle 9819

268

D) Restore needed

5 Ransomware Resilience

uba_rps_test vol

268

Restore needed

5 Ransomware Resilience

uba.rps_test vol2

D) estore needed

268

Ransomware Resilience

uba_ps_test vol3

Standard

Restore needed

)

2
H
3
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VM datastore 100157

vm_datastore 4719

Restore needed
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Restore

-1

nector-us-eas

Workload: mysql_9294  Host 100,110 Type:MySQL  Console agent: aws-cons

lume QO Byfile

O Byvolume

©® Alvolumes

Restore scope:

@ safestfor all volumes @

Restore points

Volumes (2)

size

t | Restore point

Volume.

October 2. 2025, 621 AM

Backup

cbs-snapshot-adhoc- 1697555391705

mysqlLuseast 21

268

September 29, 2025, 351 AM

Backup

cbs-snapshot-adhoc- 1697555327497

mysql_useast 22
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By file

0]

& 0|5 + MY EM=Z HAIEL|CE.

Connector. aws-connector-us-eas...

@® Byvolume

Type: MysQL
£lect restore point
(i) Action required

FLIC.

=

Restore
s

EHS

A
=
) Allvalures

Host: 10.0.1.10

€
2
B
£
i
o

mysgl_useast 21 settings:
Source

gLt

qiE

=
eaEEE
Restore scope

A
—

Workload: MySQL_9294

2[#|0]
tMlg.

IT
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EH2| Of

o

sql_useast 22

" A
Volume

my:

e
O

Select volume you want ta restore and edit its settings,

Volumes (2) | 1 selected
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inc4922

Impacted workloads: oracle 8821

® September 25, 2025, 6:51 AM
Detection time

Suspect file extensions (4)

dek

omg
pck
xyz
Q 4
4 | Probable clean files =
/Top_Dir_1/5ub_Dir_11/est_file_11540.0x1
[Top_Dir_1/5ub_Dir_11/test fila_11540.tx4
[Top_Dir_1/Sub_Dir_11/test_file_11540.txt
[Top_Dir_1/Sub_Dir_11/test _file_11540,tt
[Top_Dir_1/5ub_Dir_11/test file_11964,pdt
[Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
1-250f 106 1w

@ 1 New P (D) Potential attack a Encryption
Status Severity Type
TTT Incoming data 106
"/ Impacted files (partial), to get full st Click here
Entropy of incoming data New file extensions (4)
21732 Kig / min
Detected ek
2173 Kif / min
Bpected  GEEEED e
Jek
.omg
£]  File activity
Cragtionate Impacted files (106)
66 files / min
Detected Impacted files
10 files / min
Expected L]
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck
Renaming rate Top_Dir_1/Sub_Dir_11/test file_11540.txt omg
400 files / rain
Detected
e S5 Ties i Top_Dir_1/Sub_Dir_11/test_file_11540.batpck
Expected
Top_Dir_1/Sub_Dir_11/test_file_11540.txtayz
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick
250 files / min
Detected
200 files / min /Top_Dir_1/5ub_Dir_11/test_file_11964.pdf.omg
Expected
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Select volume you want to restere and edit its settings.

Restore scope: QO Alvolumes (O Byvolume (@ Byfile

mysql_useast_22settings:

First attack re

Volumes (2) | Selected rows (1) Q
Volume 1 | Source Restore point: chs-snapshot-adho... Type: Backup Date: September 6, 2025, 10:57 AM ~
() mysqlusesst 21
Files ~

° £SO = I MEH: X|CH 10,000712] mAO|L} HY ELE

mysql_useast_22

File selection: () Automatically selact files (® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/I\ Warning: Download the list of 3 impacted files that must be restored from a differant restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) © Download impacted file list (3)

Destination (@ Action required ~

RECCIET (=

[ |

Restore "mysq|_9294" @ resoe () Review
Restorescope: O Alvolumes O Byvolume @ Byfle
Selct volume you want o restore and edit s seftings. mysql_useast 21settings:
Volumes (2) | Selected rows (1) Q B TR : o
Volume + Source Restore point: Antsensomwiare b.. | Type: Snapshot | Date: October 1, 2025,621 AM
Q@  mysaluseast2n
Files
O mysaluseast 22

8. 2xx|: 2xx| Foj

a. Hlo[E{E 53

@
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File selection: O Automatically selectfies O Upload listof fles @  Manually select iles

Selected files
Al folders & fles

fil_to_verify_first_snapshot.t

mysalibd Selected Files or directory (6)

file_to_veriy_third_snapshot bt

Tpe t1 Name 2| Lastmodified sl s S
sicfle .
ibdatat -
R R a le o vrty, st snapshot October,2025,621AM 12008
a — October1,2025,621AM 24 MiB
[d] file_to_verify_second_snapshot.ixt October 1,2025, 621AM 12008
0o a sinits.ransoeuare ataksh October1, 2025, 621 M 2K
a indatat Octabert, 2025, 621 12
a scflo October1,2025,621AM 1M
a R —— October,2025,621AM 12008
Destination 0 Action required
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Restore

Nt-14092025

ast-1-accou

Ctor-us-e:

Console agent: aws-conne

awswest01rpsdemosandbox-14092025  Type: File share

Workload: uba_rps_test.vol3  Host: svm_cvor

O Alvoumes @ By O syfie

Restore scope:

uba rps_test vol3 settings:

and edit its settings.

tore

nt to st

Select valume you war

Volume (1) | All rows selected

Type:Backup | Date: October 2, 2025, 6:21 AM

Restore point: daily.2023-11-23.0.

me

Uba_rps test vol3

Define the alterate lacation where this volume wil be restored. A new volume will e created in the selected system and Storage VM.

Aggregate

Storage VM

System

dbox- 14092025

m_cvoawswestOrpsdemosan

system_uba.rps_test vol2

New volume name

uba,_rps_test_vol3_daily_2023_11.23.0010
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Restore

Workload: vm_datastore 4719 Location: 10.0.157  vCenter: 1019552128 Type: VM datastore  Console agent

aws-connect

XYl CIHERS M =28

tor-us-eas

| SHE
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Dashboard
Workload data protection Alerts and workload data recovery
Atrisk @ Protected @ Potential attacks @
4 inlast7 days 1inlast 7 days
View
View View
Recommen ded actions Workioad data
Todo (8) Dismissed (0) New (Last 7d) 1016
— = o —
Register available SnapCenter plugin for VMwiare vphere (SCV) with Netapp Con...  Review and fix
33% Total 4578
¢ ——
Completed
Register available SnapCenter Servers with NetApp Console Review and fix \/ WipGiecE WA
4/12 -
Protect critical workload foxn fleshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon ices 3 or StorageGRID or abackup... Review and fix
Protect critical workload fileshare._uswest 01 Review and fix \/
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49 Run readiness drill

Potential attack types
Encryption 10
Data breach 0

Data destruction 0

Workload backups

@ 0

Failed (Last 7d)

Backup data 35T
[=l— -]
B New(last7d) B Older

[\ Freetrial (31days left) ~

Get started

) Aciate

2. Protect workloads with the *Detect
suspicious users’

 policy setting.
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1

System

VsaWorkingEnvironment-1 X -

New test workload

rps_test_ drillo1

Readiness drill type

Storage VM

svm_rps_test readiness_drill_01

@) Requires 10 GiB of storage

Custom recovery
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49 Run readiness drill
Potential attack types
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Alerts (6)
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ws_alertog23 Oracle 9819
alert3932 MysQL_9294
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File share
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Status =
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Snapshot copies
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Readiness drill
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Entropy of incoming data
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Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

£ Download (JSON)
Summary of workload metrics

Protection
4 Download (CSV)
Tabular details for all workloads that are at risk and protected

Alerts
4 Download (CSV)
Tabular details for all alerts

H H H

Recovery
4 Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills
ﬂ L Download (JSON)
Details for simulated ransomware attacks and recovery

2. *ZFH| 2T CIREErE MElSto] FH| 28 EUME CIREESHN Q.
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NetApp Ransomware ResilienceE =0t 5! O|HIE 2tz
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* AWS Security Hub
* Microsoft Sentinel
* Splunk Cloud
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"
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Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination J\p— SIEM connection

(©) 5 cloud destinations © Disconnected

Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) for threat
reporting.

=) o]

B8 Clean restore  Private preview @ Readiness drill

Isolate suspicious workloads in a secure environment, remove malware, and © Not configured
restore them safely to production. Sign up to try this new feature and
provide feedback to help us improve the functionality. There is limited Run a simulated ransomware attack on a test workload to investigate the

availability. attack and recover the test workload.

4. 4% HO|X|olM SIEM HZ Eto| *H A+ MeigtL|Ct

%7 Runreadinessdrill  /\ Freetrial G1dayslefy ¥ () O

® User activity

(© No user activity

User activity agents in your environment host data collectors, which transmit
user activity events to NetApp to detect potential user anomalies, such as
data breaches.

Manage

@, Workload discovery

©) 8systems

Select the systems in each Agent where you want to discover workloads.

‘ Discover workloads

SIEM connection

SIEM

Select the SIEM where you want 1o send data

aws m=

AWS Security Hub Microsoft Sentinel

Send data to a security information and event management [SIEM) for threat reporting.

sphurik>

Splunk

5. SIEM A|AH! F SILIE MEHSIN|R.

6. AWS Security Hub = Splunk ClouddlA 7243t EZ 8l 215 M8 &

() e« m2e Mest siEM| utet ZrarELc

A Hlo|X|of "HAE"0] FAIELICY.

NetApp Ransomware Resilience 211X LR 2

}

NetApp Ransomware Resilience= X| °JEI._ SEI X[AHEX| b= 28, 34 UiH| =24,
Hg, 21 3 E30| tfst M2 HEHE HH{FE= CSV U JSON Ao HAE A eL|Ct.
HIME EoH =3 Hs MEf, 2O Y EF Olt”'EOﬂ Ciot ool H M E X &stn dEY
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° NetApp Ransomware Resilience H'w0l|A *E0A*E MEfBtL|C}
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Run readiness drill  /\ Freetrial G0daystery ~ (=) (O

Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

E] Summary

Summary of workload metrics

Download (JSON)

Protection

Download (C5V)
Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

Recovery

23]
EE Alerts L Download (CSV)
H

Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

ﬂ Readiness drills

Download (JSON)
Details for simulated ransomware attacks and recovery
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