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Ransomware Resilience

Outsmart ransomware — —

Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack 2 = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. 5

g ° o
Get full access to ransomware resilience with a 30-day free trial. ) -

Start 30-day free trial

{3 We won't read the contents of your data or change existing protection.
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Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fives, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated

protects with one-click responds to secure 2 safe recovery point @ workload-consistent recovery
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add | leanne | Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Licanae Cancel
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Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add | leanne | Cancel
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Add License

A license must be installed with an active subscription, The licensa enables you to use the Cloud Manager

sarvice for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number () Upload License File

SiMotice: You can't enter a serial number because you haven't added the NetApp Support Site account that's
authorized 1o access the serial number. To add the account to BlueXP, click Help > Support > NSS
Managemant, Otherwise, use the Upload Licensa File optian,

Add | leanne | Cancel
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Ransomware Resilience

Outsmart ransomware
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Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack

detection, and fast recovery processes in alignment with cybersecurity best practices.

Get full access to ransomware resilience with a 30-day free trial.

Start 30-day free trial

(8, We won't read the contents of your data or change existing protection.

@
Identify and protect

Automatically identifies workloads at risk, recommends fixes, and

protects with one-click
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Detect and respond

Identifies potential attacks using A/ML and automatically

responds to secure a safe recovery point @
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Recover

Restores workloads in minutes through simplified, orchestrated

workload-consistent recovery
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Discover workloads X

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS ~ Region: us-east-1 2/4 Select systems ~
gep-connector-demo Provider. GCP ~ Region: us-east1 0/2 Select systems N~
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 12 Select systems A

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3) Q

Cancel Discover
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Dashboard

Workload data protection

9

8

Alerts and workload data recovery

6 5

42 Run readiness drill

®© ©

0

S Atrisk @ Protected @) Alerts @ Restore needed @ Restore in progress
4 (Last 7 days) 1 (Last 7 days) View all View all View all
View all View all
Recommended actions 1 O TiB 1 8
Total protected workload data ) Workload backups
To do (8) Dismissed (0)
3 3 % Prepare Amazon Web Services S3 or... Review and fix v New (Last 7 days) 107 ®0
2 3 Faile
Completed d Protected (2TiB) M Atrisk (8 TiB)
Protect critical workload fileshare_us... Review and fix
Backup data 35 TiB
4712 M (Eaat 7 dls) 45T [ )
Protect standard workload vm_datas... Review and fix EE——
Complete / total @ Before last 7 days (31 TiB)
Protected (10 TiB) M At risk (35 TiB)
B Newin last 7 days (4 TiB)
Protect critical workload FSxN _filesh...  Review and fix v
Fix critical CVE for workload fileshar...  Review and fix v
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2 QBIL|CL "NetApp Console 2| FHH 0] S22 oy Cioh LotE A" .
EHA|
1. NetApp 220l S HlR0llM QLEZ AT A= ZH| =8 4 HES MEISLC
Dashboard Runreadinessdril[ @ (@7
Workload data protection Alerts and workload data recovery
L@ 9 8 6 5 7 i 0
B Atrisk @ Protected (0 Alerts @ Restore needed Restore in progress
4 (Last 7 days) 1 (Last 7 days) View all View all View all
View all View all
Recommended actions 1OTiB 18
Total protected workload data @ Workload backups
To do (8) Dismissed (0)
33 o Prepare Amazon Web Services S3 or... Review and fix v New(LaiQTdays] 1OTTE ® 0
Completed Protected (2 TiB) @ At risk (8 TiB)
Protect critical workload fileshare_us... Review and fix v
Backup data 351
4/12 New (Last 7 days) 457 [ — )

Protect standard workload vm_datas... Review and fix ~v* _—
Complete / total e — @ Before last 7 days (31 TiB)

Protected (10 TiB) M At risk (35 TiB)
B New in last 7 days (4 TiB)
Protect critical workload FSxN_filesh... Review and fix v

Fix critical CVE for workload fileshar...  Review and fix v
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigats the simulated attack and recover the test workload. You can run a readiness drill multiple times.

(1) Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

‘ gcp-demo

System

‘ gcpovohal-ws X -

Mew test workload

rps_test_ readiness-drill-2025-10-08

C. H|AE AE2|X| SVMS MEHSHH|
d. CIFS(SMB) 2E2|X| VMS MEHst 2 AIRX} 0|2

Storage VM

svm_rps_test_readiness_drill_01

{1l Requires 10 GiB of storage

Cancel ]

2o HEJ}LIEFELICH AEZ|X| VM| AL X}

e HEY M HAE YIARE=09| 0|FS YHGIM| Q. O[S0 CHAIS EefstX| OHA| K.
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Dashboard ﬁ Run readiness drill @ (@4

Workload data protection Alerts and workload data recovery

9 8 3 5 5 S 0

3 Atrisk @ Protected € Alerts @ Restore needed @ Restore in progress

4 (Last 7 days) 1 (Last 7 days) View all View all View all

View all View all
Recommended actions 1 O TiB 1 8

Total protected workload data @ Workload backups
To do (8) Dismissed (0)
3 3 % Prepare Amazon Web Services S3 or ... Review and fix v New (East 7icays) 10 ®o0
] ————>= F
Completed Protected (2 TiB) B At risk (8 TiB)
Protect critical workload fileshare_us... Review and fix
Backup data 351
4/12 Bl (Fst.7 el 45 is )
Protect standard workload vm_datas... Review and fix S ———————"1
Complete / total B Before last 7 days (31 TiB)

Protected (10TiB) M At risk (35 TiB)
B Newin last 7 days (4 TiB)

Protect critical workload FSxN filesh...  Review and fix

Fix critical CVE for workload fileshar...  Review and fix
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Automated responses
. 6 12 Gie 9
Alerts Impacted data
Snapshot copies
Alerts (6) Q 4
Alert ID + |  workload %2 | Location 2| Type T2 | Status T2 Connector | Incidents 3 | Impacteddata * First detected +
alerta727 Oracle 8821 10.0.1.193 Oracle New aws-connactor-us-east-1 2 2GiB 23 days ago
ws_alertog23 Oracle 9819 10.0.1.193 Oracle New aws-connector-us-east-1 1 2GiB 23 days ago
alert3932 MysQL_9294 100.1.10 MysQL New aws-connector-us-east-1 2 2GiB 23 days ago
alert7918 vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connectar 1 2GiB 23 days ago
alert5319 ‘vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtf4X... 1 2Gig 23 days ago
alert1407 | Readiness drill rps_test_gri rps_test_readiness_drill_svm  File share New aws-connectar-us-east-1 1 2GiB 1 minute ago
I (%) Workioad rps test readiness-drill-workload-test, marked restore needed. Restore workload x
nx | f=¥=FLl | |_o||_ orale i EH"'I- “ I.—| otz B2 O otz .”bl =~ ." | |0” I. |.l.|- I I.
Aletts 47 Runreadinessdrill /A Freetrial G0daystet) ¥ (%) O
Automated responses
7 127
@ Alerts Impactad data 9
Snapshot copies
Alerts (7) Q 4
Alert ID | Workload 4 | Location 2| Type =4 | sStatus = 42| Consoleagent =% | Incide..* | Impacteddata % | Firstdetected 4 | Mostrec
alert1407 ~ Readiness drill rps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2GiB Just now Just now
.
AT |-7 =2 A |- -"
3. I A2 AESHMIR
ozl A\JAS MEHSEHA|
4'E|:|A|_-IE |_—|°AR.
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Alerts » alerti407 » inc1407

inc1407  Readiness drill

Workload: Volume:

New (i) Potential attack

Type

1Tt

Status

Incoming data

Entropy of incoming data

23230 KiB / min

Detected ittt

232 KiB / min
Expected [ ]
ﬂ File activity
Creation rate
450 files / min
Detected [——————
10 files / min

Expected [ ]

Renaming rate

Storage VM:

@ 1 minute ago
First detected

g System:

@ 1 minute ago
Most recently detected

()%

=/ Impacted files (partial), to get full ist Click here

New file extensions (6)

Suspect file extensions (6)

pek aypl

XyzZ dck

Ack .micro

.omg g
Impacted files (96) Q 4
Impacted files 1 | Probable clean files =

fTop_Dir_1/Sub_Dir_11/test_file_1112.xlsx.Ick

fTop_Dir_1/Sub_Dir_11/test_file_1112.xlsx.omg

{Top_Dir_1/Sub_Dir_11/test_file_1112:xisx

{Top_Dir_1/Sub_Dir_11/test_file_1112:xisx

CHe2 Atmystof & 5 JHX| ARRILICE,
* FTRQl BHo| H2ATE MR
MZEI}ARSRI} ool Hel BES YLt NS FS ABK} 0122 HESHIR. T B 4 ALCt
"AFBRHE AFEHEILICE”
- I ST} O MRl IRNAS AHENR
© UXIE 1 HIO[EIS 04 BIOE|St Bl meH AR,
© UXIE THUO| MYES oY S0t Hl TGO HTHEN D,
 Ol4} STo} H|O0] ZHXIE THY O[S ¥ A=S MHEAIR
° Oll4 B ST} HIDOHA AR B2 S AT{EH L
F YYS WL Y B2 MTENQ. THS YO 4 Yk B TIYS MmENL
- Qe W MU [l ER|o] 42 HES0] BH| YT WIS motpict
HlAE 29 2512 =Rt
ZH| 22 LU HEN T WA FL HAE T LS BT}
T4 2% o8 0| HYS SRR T 22X}, BO| E= T2HE X, YA S22 B2X 2o
T2HLIC} "NetApp Console | 2449)0f 22l ofstol cish 2ot A" .
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Reports Run readiness drill /i, Free trial (30 days lef) ™
Review protection status, alerts, and recovery details to monitor and maintain system health.
O oo tworions s + povioad UsON)
EB :ar;ji?f_:lnaﬂs for all workloads that are at risk and protected £ Download (CSV)
EE jﬂ‘s:\t:rdela\\sfural\ alerts - Download (C5V)
B "::b(uu\:re;zlaﬂs for workloads marked restore needed, in progress, restore failed, and successfully restored = Download (E5V)
Readiness drills 4 Download (JSON)
Details for simulated ransomware attacks and recovery
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Select a provider to back up to the cloud.
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Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination

(2 0doud destinations

Manage cloud destinations to back up primary storage.

An SIEM connection

(2 Disconnected

Send data to a security information and event management (SIEM) for

threat reporting

%7 Runreadinessdrill  /\ Freetrial Q0daystef) ~ () ¥

L|| Workload security connection

(3 Disconnected

Connect to your Workload security instance to see suspected user

information on ransomware alerts.

® Readiness drill @ Workload discovery
() AlertActive @ 3 hours ago (©) 8systems

Workload: rps_test_awsSystemTest @
Start date: September 8, 2025, 4:56 PM workloads.

Select the systems in each Agent where you want to discover

BigeCyerworkicalts
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SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM o

Select the SIEM where you want 1o send data
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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= I NetApp cConsole

Ransomware Resilience Settings > User activity > collector_001

collector_svm_001

Dashboard
Protection Data collect
s ata collector
50 Type
Alerts
Recovery
Workloads (1)
Reports
Workload 3| Type
Settings
fileshare_uswest_03_... File share
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Organization v Project v 10
Search
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@® Pause
svm_001 .
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Storage .
Last reported User activity agent
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= 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~

Name User directory type

Active Directory v

Enter a unique name.

Server IP address/domain name Forest name or search name
BIND DN BIND password
©
Protocol Optional Port
Idap 389
Attribute mapping Not set ~
Advanced Search query: (|(objectClass=posixAccount) (&(objectCategory=person)(objectClass=user))) ~

£d 0 M2 FEE FHSSHHR.

° BAlO|F

> SID (LDAPS AI23t= E2)

° AHEA}O|F

° Unix ID (NFSE AI83t= Z22)
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View all View all
ended actions 1 O TiB

Total protected workload data )
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3 3 % 3
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected () 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | snapshotandback..= % | Type= & | Protec.= % Encryption detecti_. 3 | Suspectedu  Actions
< : . 14 B
FSxN_fileshare_useast_01 @ Atrisk None File share N f N/A ‘\ Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled Edit protection
MysQL_4781 @ Protected NetApp Ransomware... MySQL Pg_important @ Enabled
 —
MySQL_8009 @ At risk NetApp Backup and... MysSQL N N/A 0 ( Pprotect )
\ J
' e Y
MySQL 9294 @ Protected NetApp Backup and... MysSQL I/A @ Enabled (_ Edit protection
) / |
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Protection status

9

Atrisk @

Workloads

9 in last 7 days

35 TiB data at risk

Protection groups

@ 9

Protected @

1in last 7 days

10 TiB data at risk

Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
FSxN_fileshare_useast_01 @ At risk None File share Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block @ Enabled Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MysQL 8009 @ At risk NetApp Backup and... MySQL Protect )

MySQL 9294 (&) Protected Netapp Backup and... MysaL () Enabled ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect
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A0 B HEF HO|X|Of| M *F=IH+E MEBILICH

Add Ransomware Resilience strategy

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection

Snapshot policy

1/ 3 enabled

Action required

Backup policy None
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
il
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Protection status

9 9 in last 7 days 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotand back.. T % Type T = | Protec..= % | Encryption detecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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O89 2ZE =82 A0 B2 = ASLIT.

HS MdEf(F, BESEX| = 281 B35 = O8)0 Aol IE& THE + JELICL E2 O80 B HHS
ZIt5HH M 25 H*0| SnapCenter % NetApp Backup and Recovery Of| Al 22|5t= HA S Ttst IE 7|=
HMS CHAILICE

1. Mo S/ O 7Ol|lM 25 MEISLICY,

Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = % | snapshotandback..= % | Type= % | Protec.= % Encryption detecti... % | Suspectedu:  Actions
i ; 3 A \
FSxN_fileshare _useast 01 @ At risk None File share J ! N/A Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled I/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MySQL_8009 @) Atrisk NetApp Backup and... MysaL N, A Protect )
" . . Y
MysQL_9294 @ Protected NetApp Backup and... MysQL /A @ Enabled r {  Edit protection
. . ( N
Oradle_2115 @ Atrisk SnapCenter Oracle /A Y y Protect
2. 25 HO|X|0|M H= O F HS MEfRLICH
Workloads Protection groups
Protection group (1) a 4 ADD
Protection group 4 | Protection status = 3 | Ransomware resilience strategy =3 | Protected count =
pg_important ©) Protected rps-important-plan 2/2

3. *3IME MOt L.
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Workloads

Select workloads to add to the protection group.

Protection group name

Workloads (16)

Salect workloads with no other policy source or with NetApp Backup and Recovery as a policy source.

O -~

Workload t| Type =2 | Consoleagent
O FSxN_fileshare_useast 01 File share aws-connector-us-east-1
B LUN_storage 01 Block aws-connector-us-east-1
O MySQL 6009 MySQL aws-connector-us-east-1
B MysQL 9294 MySQL aws-connector-us-east-1
O Oracle_2115 Oracle aws-connector-us-east-1

@

Importance

Critical

Critical

Critical

Critical

Critical

SHLHES B QERCE &

Protect

® on -
@ Privacy exposure 5 |

High

n/a

nfa

nfa

n/a

AESHM| 2.

Select how to protect all the workloads in the protection group.

/Ay Warning: All current policies will be replaced with the selected policies.

Ransomware resilience strategies (3)

Ransomware resilience strategy 4 | Snapshot policy =i

rps-aritical-plan critical-ss-policy
rps-important-plan

important-ss-policy

rps-standard-plan standard-ss-policy

7. 0| 2F0 tiet HSE #2st=s YMS MESIAQ. gelst2H Th3+g MHs
a WM YMS pHsHof ot 2R, HHE MES = S-S MESHR
b. BX| HHof| ALEXt S BTt ZHE R AEE H0|H +HI|E ME
8. 2z JF0 thet M= ArgS AERLICH
9. HS I MMS AZSlHH XIS MESIM R
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Backup policy

critical-bu-policy

important-bu-pelicy

standard-bu-policy

| Detection policy

rps-policy-all

rps-policy-all

rps-policy-primary

Protection status = % | Detection status
(1) At risk None
) Protected Active
(1) At ri
() Atrisk None
() Protected Active
o
(1) Atrisk None
Q

Protected workloads
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4. M J|E BT HUS MESIL 3IHE Mefoto] M HE HAS DHSLICE B3 FA At0f cfst KA
LHER2 CIZS HXSHMR. B HM 0r=7| . O™ O 2 MES MEghL(c)
S. i CHa JHROIM 7|&E MY CHatS MERSIALE M W CHA =71 S2IFLICE
6. Ct2 S MEsto] HE A2 HESHHIR
JE0IM =Y 3t JMA
LtE0l| 71E 280|M 2t FoHE ®AHoHoF & == ASLICE
EHA|
1. #Hyo] =13 7o M *ES*E MEbSL|Ct
2. 25 HO|X[fN Bz 05 HS Mefgii|ct,
3. StL} o| Aol &Y HotE MHY 2FS MEfBLIC
‘Pmle(lion » Protection group I
pg_important
Protection group
f;}; Workloads O Protection Edit protection
View
Workloads (2) Q 4 ADD
Workload +| Type T 2| Consoleagent = | Importance = % | @ Privacyexposure + |  Protection status = 4| Detection status =2 =
MySQL 4781 MysaL aws-connector-us-west-1-... Standard n/a () Protected Learning mode ©)
Oracle_8821 Oracle aws-connector-us-east-1 Critical n/a () Protected Active &)
4. MEfot H OF HO|X|olM 2S0IM MAY &Y 2615 MEiStD *& g MESL|C)... M.
5. Ze] ool M *EHY 251 ®H*E MEASL|CE.
6. =Y 235 MAY AAX| &elstn *HAH*E MEfBiL|C
Hs OF A

Ho OFS AASHE 250 diE B2 7152 MA=KXI2 HE 2 £5171 ®MAHEX| = &Lt

- Ay S oo
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File shares Applications VM datastores Ransomware resilience strategy
View
Workloads (2)
Workload t| Type TS| Consoleagent = | Importance =2 | @ Privacyexposure $ |  Protection status =2 | Detection status
MySQL_4781 Myl aws-connector-us-west-1-.. Standard nfa (] Protected Learning mode
Oracle_8821 Oracle aws-connactor-us-east-1 Critical n/a () Protected Active
4. Mefol B OF HO|X|Q] QEZR MM *Eo OF AH*E MESL|Ct
o. IFS AMMIst A 2X| &elstn A+ HESHH R
Ao B MEf 2|
A TS AHE +~ ASLIT
HHglol B MAOR H5E|= YIRE &)
O B HE2S MHSH| Hof| silF TR Hok|= YAZEE 2eldt= 0| Z&UICH
My S20|M YIREE 2 45 UD, SH HUS HEY U= JIRCE 2 4 ABLIC
Haks 2 B
1. el S/ tRoM *H2+E MefetL|ct
2. 25 HO|X|of| M *E M2f ga[E MEfstL|C}
HAUA 2= HEF HO|X|0f= T2 =0 HA|IEL|CE
Ransomware Resilience strategies (4) | Selected rows (1)
Ransomware Resilience strategy 1 | Detection 5 | Snapshot policy 3 | Backup policy $ | Protected workloads
()‘ rps-critical-plan 2/ 3 enabled critical-ss-policy critical-bu-policy 3
\,,\) rps-important-plan 2/ 3 enabled important-ss-policy impaortant-bu-policy 1
o rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy standard-bu-policy 0
C) rr-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy standard-bu-policy 0
3. #iMeo] 23S M2 Ho|X|Q] ESEl 9IZE Hoj|A S 20oj| Q= OfeHZ SHMEE MERSHL|C}
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Protection » Protection group

pg_important

Protaction group

oo
&

o Workloads

0 2 0

O Protection

rps-important-plan

Delete protection group

Edit protection
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Protection

35+

Data at risk

Workloads Protection groups
Workloads (19)

Workload 4| Type = 2| Consoleagent
FSxN_fileshare_useast_01 File share aws-connector-us-east-1
LUN_storage_01 Block aws-connector-us-gast-1
MysQL_4781 MySQL aws-connector-us-west-1-...
MysQL 8009 MySQL aws-connector-us-east-1
MysQL_9294 MySQL aws-connector-us-east-1
Oracle 2115 Oracle aws-connector-us-east-1
Oracle_8821 Oracle aws-connector-us-east-1
Oracle 9819 Oracle aws-connector-us-east-1
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Protected @
1 (Last 7 days)

Importance =% | @ Privacyexposure T 2 |

Critical High

Critical

Standard

Critical Identify exposure

Critical

Critical

Critical

Important

, 70% O[30 PI7F Z8tE|0] 2

* E5: O 70% 0| &0| PIIE ZetelL|Ct.

* S oFo| 30% Ol

* H3: 0% £1}, 30% 0|2He Thdofl 7t 2|0 /S
|

1. 290} 2ela

2. B3 Mo X|ofl A 74Ol e

H7oll M *EH2*E

L Eofl 2

84

HENTH EAEE H

MEtgtL|ct.
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%7 Run readiness drill

Protection status
(1) Atrisk

(¥ Protected
() Protected
(1) Atrisk

() Protected
(1) Atrisk

() Protected

() Protected

oM *=E AEE

™ OIOo|H 27 E HHE5HY| ¢|et Chet
T H3 00X 2 SOtetM *=E AlE*S MEH

® C

/\ Freetrial (30 days left) ~

10 i

Data protected

a 4

| Manage protection strategies ‘

Protectiongra  Actions

Protect

Edit Protection

GG

pg_important
Protect
Edit Protection
Protect
pg_important

Edit Protection
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Protection

9

Atrisk @

35+ 9

Protected @

47 Runreadiness drill /A Freetrial 30daystery ~ () (O

10+

Data at risk Data protected
4 (Last 7 days) 1 (Last 7 days)
Workloads Protection groups
Workloads (19) Q 4 | Manage protection strategies
Workload +| Type =2 Conscle agent = Importance = 24| @ privacyexposure = % |  Protection status =% | Protectiongre  Actions
FSxN_fileshare_useast_01 File share aws-connector-us-east-1 Critical High @) Atrisk
LUN_storage 01 Block aws-connector-us-east-1 Critical (&) protected
MySQL 4781 MysOL aws-connector-us-west-1-... Standard () Protected pg_important
MySQL 8009 MysQL aws-connector-us-east-1 Critical Identify exposure (1) Atrisk
MySQL_9294 MySOL aws-connector-us-east-1 Critical (&) Protected
Oracle 2115 Oracle aws-connector-us-east-1 Critical () Atrisk
5 | "
Oracle_8821 Oracle aws-connector-us-east-1 Critical () Protected pg_important
Oracle 9819 Oracle aws-connect st-1 &) Protected
KFA I:I"'I. 0=|0.” 1 XA I:I"'I. 232 A EH"'l. KFA bl"‘l. .”bl MHE=E E A OlA | |-
3. &Y 2ot Hoj|A &Y Hot I E MEfSHH X Hop ME HEE = 4 JUELIC
Protection > FSxN_fileshare_useast 01
FSxN_fileshare_useast_01
() Protected @ 0] Not marked for recovery
TTT Citical Protection health Alerts Recovery
Imporitance Edit protection
High 3 T
@ B @ Protection [ File share
Privacy exposure
- Location svm-fsxEnvironment
Files with PIl €} 181 hits in 150 files 2/ 3 enabled R
Detection Console agent console-agent-us-east
Types of PIl
rps-critical-plan
—_ Credit cards 20 hits in 150 files
- Policy
View policy Amazon FSx for NetApp ONTAP
Contacts 95 s in 150 files
—-——
L Passwords 28 hits in 150 files % Volume: FSxN_fileshare_useas...
fe—] @ n/a
Backup destination Cluster id aaalllala-1all-1laa-1...
o Data subjects 38 hits in 150 files )
o fsxEnvironment...

re— View backup destination

4. 2t 25t M2 FE HO[X|ol|M JHel FWE =& Bt MR FEE

HAFE =£0| AT ST 0K = et
HRAYE & HE2 MY Foto| S0 IS 0IE = AFHICH

System name

Storage VM name svm-fexEnvironment...
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Alerts Run readiness drill /N Free trial (30 days left)y ¥ @ >

Automated responses

6 127

Alerts Impacted data @ 9
Snapshot copies
Alerts (6) a 4
Alert ID | Workload %2 | Location $ | Type =3%| sStatus T 4| Consoleagent =% | Incide.® | Impacteddata % |
alert8727 Oracle_8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2 GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2 GiB
alert3932 MySQL_9294 10.0.1.10 MysQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore 4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1 2GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
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Alerts > alert3932

alert3932
Workload: MysSQL 9294 Location: Type: MysQL Console agent: aws-con...
(O] @ 19 days ago 2 GiB 286
Potential attacks First detected Impacted data Impacted files
Incidents (2) Q i

D T Incident ID 2| Volume %2 | storagevm 42| System 2| Type 42| status =% | Firstdetec..d | Mostrece.. 5 | Evidence 3| Automatedre...
D inc3444 mysql_useast 21 svm VsaWorkingEnvir.,  VsaWorkingEnvironme...  Potential atack [ New 19 days ago 18 days ago 4 newextensions.. 2 Snapshot copi
M inc7792 mysql_useast 22 sum_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [ MNew 19 days ago 18 days ago 4 newextensions.. 1 Snapshot copy
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Alerts
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12TiB

Run readiness drill /) Free trial (30 days left) ¥

® C

Automated responses

9

Alerts Impacted data
Snapshot copies
Alerts (8) Q 4
Alert ID | workload &= Location = Type T2 Status T T Console agent =% | Incide..% | Impacteddata % |
alertd727 Oracle 8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2 GiB
ws_alert9823 Oracle 9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2GiB
alert3932 MySQL 9294 10.0.1.10 MySQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore_4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1T 2 GiB
alert5319 wm_fileshare_6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 3 2 GiB
lun_alert_6285 LUN_sterage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
o o =3 S
2. L2 ho|X|of| M 22 S MEHBL|C
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3. LM Lot AAS HESHAR
Alerts > alert3932
alert3932
Workload: MySQL_9294 Location: Type: MySQL Console agent: aws-con...
@ 2 @ 19 days ago 2 GiB 286
Potential attacks First detected Impacted data Impacted files
Incidents (2) Q i
|:| T IncidentID 2|  Volume 2| Storage VM 4| System 2] Type 2| Sstatus =42 | Firstdetec..4 | Mostrece.. * | Evidence 2|  Automatedre...
D inc3444 mysql_useast_21 sum_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack Q New 19 days ago 18 days ago 4 new extensions.. 2 Snapshot copi
M inc7792 mysql_useast_22 sum_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [\ New 19 days ago 18 days ago 4 new extensions... 1 Snapshot copy
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Alerts Run readiness drill /) Free trial (30 days left) ¥ @ >

Automated responses

o B 1270

Alerts Impacted data @ 9
Snapshot copies
Alerts (6) Q 4
Alert ID | Workload % | Location s | Type T 32| Status T2 | Consoleagent = 2| Incide..® | Impacteddata = |
alertd727 Oracle 8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2GiB
alert3932 MySQL 9294 10.0.1.10 MySQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore_4719 10.0.1.57 VM datastore Active aws-connectar-us-east-1 1 2 GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2 GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
o2l Ho|X|ofl A Y2iS Metg|ct
2. A2 HO|X[of| M LTS MEHSILICE
Alerts > alert3932
alert3932
Workload: MySQL_9294 Location: Type: MySQL Console agent: aws-con...
(OF @ 19 days ago 2 GiB 286
Potential attacks First detected Impacted data Impacted files
Incidents (2) Q 4

D ¥ Incident ID 42| Volume 4| storagevMm 4| Ssystem 2| Type 2| status = 4| Firstdetec..d | Mostrece.. & |  Evidence 4|  Automated re...

|:| inc3444 mysql_useast_21 svm VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [ New 19 days ago 18 days ago 4 new extensions.. 2 Snapshot copi

M inc7792 mysql_useast_22 svm_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [ | New 19 days ago 18 days ago 4 new extensions... 1 Snapshot copy
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Edit status

Change the status to keep track of incidents that are not a threat.

Status

Resolved

Dismissed

Cancel
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inc7792
Workload: MySQL 9294 Volume: Storage VM: aws - System:
New (i) Potential attack @ 19 days ago @ 18 days ago
a Status Type First detected Most recently detected
s (1) 109
fle. e em I®I Impacted files (partial), to get full list Click here
Entropy of incoming data New file extensions (4) Suspect file extensions (4)
25156 KiB / min
Detected e ek ek
2510 KiB / min
Epected  GEEEED g i
xyz pek
pck Xyz
ﬂ File activity
Creation rate Impacted files (109) Q _J;
65 files / min
Detected Impacted files 1 | Probable clean files -
6 files / min
EBrpected  GEEEED
/Top._Dir_1/5ub_Dir_11/test file_10386.txtlck [Top_Dir_1/5ub_Dir 11/test file 103866t
Renaming rate {Top_Dir_1/Sub_Dir_11/test_file_10386.txt.omg /Top_Dir_1/Sub_Dir_11/test file_10386.txt
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st attack reported September 9, 2025, 1:57 PM Restore points ® safest for all volumes @
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ﬂ File activity
Ereatiunirate Impacted files (109) Q 1
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Detected O et s 4 | Probable clesn files o
& files / min
Expected [ ]
/Top_Dir_1/Sub_Dir_11/test_file_10386.bxt.Ick /Top_Dir_1/Sub_Dir_11/test_file_10386.bd
Renaming rate fTop_Dir_1/Sub_Dir_11/test _file_10386.txt.omg /Top_Dir_1/5ub_Dir_11/test_file_10386.txt
S. TN mY SES Ha{H JeS W2 MY & AT = *0{7|E 2E*E UEEN K.
6. sl AAOf| CH3l CHR 2= Ot0| 22 MEfS D Hokg U2 M SES CSV YAIQE [IREESHMR
e IS FHSH=
1. el S olRolM *57+5 Mefet|ct,
2. "=7l Ha" MEfe| ofZ2|AH0|M YIA2ZEES MEHBIL|CE
3. BestaiE 2 elg MustH |,
4. 22 To|x|o| 22l Helof A *IiYE g Meigh|ct
5. 28 SE0|M S25t2 = Yo S0 U= 2 ES HERILIC)
6. S/ XH: XtMet LIE S Ea{H =3 X|H Foll A= of2HZ oA HS MEHSIM| 2. HI0|H S S215t= O Argd
=8 X[HE MESINR
@ =3 K™ g2l o|f Bofls ARAE = W9 0|7 "Of| 2FE" o= " A0 ALol| CHet XS
CH8"Q 2 HAIELICE
7. mp
° AH5OZ 1l MEH: Ransomware ResilienceZt 2718 IS MEHSI =2 BhL|Ch
° It == Y2 AT H|O|X|0f| M ZRAHLE ZQI0| 7kX| 1 = Hebs #2 It S=0| ZetEl Csv IS
YZESHM|R. oF Hoj| £ 10,000712] Y S S = ASLICH

100

inc7792

Workload: MySQL_9294 Volume:

New (i) Potential attack

E Type

Status

TTT Incoming data

Entropy of incoming data

25156 Kig / min
Detected

Storage VM:

aws - System:

@ 19 days ago
First detected

(1) 109

@ 18 days ago
Most recently detected

N/ Impacted files (partial). to get full lst Click here

New file extensions (4)

Suspect file extensions (4)



Restore scope: QO Alvolumes (O Byvolume (@ Byfile

Select volume you want to restere and edit its settings. mysql_useast_22settings:
First attack re
Volumes (2) | Selected rows (1) Q
Noliime t Source Restore point: cbs-snapshot-adho... Type:Backup | Date: September 6, 2025, 10:57 AM ~

() mysqlusesst 21
Files PN

@  ysqlusesst

File selection: () Automatically selact files (® Upload list of files O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/I\ Warning: Download the list of 3 impacted files that must be restored from a differant restore point and then restore them later.

Upload list of impacted files (CSV) @

Uploaded impacted file list (2) © Download impacted file list (3)

Destination (@ Action required ~
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Restore "app’ O e (@) Rovien %

Restore scope O Atvolumes (O Bywolume @ Byfile
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Valumes (100) Restore point Ant_rsnsomware_backup.2023-08-03_1301 | Type: Backup | Date: August B, 2023, 1:00 PM "

Volume =

(] volt <)

Files S

Fila salnction 3 Automatically salect files [} Upload listof files @ Manually selsct files
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@ restore

Restore “fileshare_uswest 02_.."

By file
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ect vol
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Restore “vm_datastore_202_7359"

Restore

Workload: vm_datastore_202_735... Location: 10.195.52.126 vCenter; 10.195.52.128

Restore scope

Source

Restore points (4)
Restore point % | Provider
@] RG-vm_datastore_202_11-21-2023_20.30,01.023 AWS
@] RG-vm _datastore_202_11-20-2023_20. WS
O RG-vm_aatastore 202 1 AW

) RG-vm_datastore_202_11-18-2023_20.30.01.087

Destination Original focation

@ restore (2) Review

Tvpe: VM datastore Connector: onprem-connector-account-Lxtft4x..

= | Date -
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Dashboard ﬁ Run readiness drill @ (@2

Workload data protection Alerts and workload data recovery
9 wl 8 o K 5 g O
Atrisk @ Protected @) Alerts € Restore needed Restore in progress
4 (Last 7 days) 1 (Last 7 days) View all View all View all
View all View all
Recommended actions 1 O TiB 1 8
Total protected workload data ) Workload backups
To do (8) Dismissed (0)
Prepare Amazon Web Services S3 or... Review and fix v New (Last 7 days) 107 ®0
33% e —————
Completed d Protected (2TiB) M Atrisk (8 TiB)

Protect critical workload fileshare_us... Review and fix

Backup data 351
4/12 New (Last 7 days) 45 s e

Protect standard workload vm_datas... Review and fix EEEEE—
Complete / total W Before last 7 days (31 TiB)

) Protected (10TiB) M At risk (35 TiB)
B Newin last 7 days (4 TiB)

Protect critical workload FSxN _filesh...  Review and fix v

Fix critical CVE for workload fileshar...  Review and fix v
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Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

Summary of workload metrics

L Download (JSON)

Protection

Download (C5V)
Tabular details for all workloads that are at risk and protected

Tabular details for all alerts

Recovery

23]
E Alerts L Download (CSV)
H

Download (CSV)
Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

ﬂ Readiness drills

Download (JSON)
Details for simulated ransomware attacks and recovery
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