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O[#IE Eaf|Y-{uuid) O[HIES Z4R{EHLIC
AWS CloudWatch 21 12 NetApp HIEIH[O|E X'd H|O|E CloudTrail O|HHES A xstel 21
O E-{uuid} &F0Z pAlgL|Ct
IAM =&t * netapp-metadata-cloudtrail-cw- =AM £t
role-{uuid}
* netapp-metadata-s3table-
integration-role-{uuid}
ObservabilityAdmin S3Tablelntegration CloudWatch 212 S3 Tables
E|O|S0f HZELIC}
S3 H|0|Z aws-cloudwatch H32l — T &S0 £3] 7Hs Tt CloudTrail
logs.aws_cloudtrail__data O|HIEE Iceberg Y202

&gt

AlZrst7| Hof
Journal H|0|Z 7|52 4Stst2{H L3 TS §RSHUAIRL.

* S3 HMA HRAET Q= 7|1E 2FO| ASLICL"S3 MM~ ZRIES ALESIH =& 448"
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* S3AUNA ERAES HERIA LHE *Internet* Q2 A BILICE "S3 AN A O
HESLICH,

EEEEERE

o "Xhd Bl 251 Aot HojstA A| 2" Workload Factory A2 ZHO 2 0|S&tLC}.

* & H|0|=S 2H5t7| 23l CloudFormation BiZE &#stH= O ALE5H= AWS AIFol Lt 1AM A 2sts

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CFNStack",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:DescribeStacks"
"cloudformation:DescribeStackEvents"
1,
"Resource": "arn:aws:cloudformation:*:*:stack/netapp-
metadata-*/*"
b
{

"Sid": "StarResources",
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"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudtrail:DescribeTrails",
"logs:DescribelLogGroups",
"logs:ListSourcesForS3TableIntegration",
"observabilityadmin:CreateS3TableIntegration",
"observabilityadmin:GetS3TableIntegration",
"observabilityadmin:TagResource",
"observabilityadmin:ListTagsForResource"

I

"Resource": "*x"
"Sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutBucketPolicy",

"s3:PutBucketTagging"
1y

"Resource": "arn:aws:s3:::netapp-metadata-*"
"Sid": "IAMRoles",

"Effect": "Allow",

"Action": [

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:TagRole",
"iam:GetRole"

I

"Resource": "arn:aws:iam::*:role/netapp-metadata-*"
"Sid": "PassRole",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/netapp-metadata-*",
"Condition": {

"StringEquals": {
"iam:PassedToService": [
"cloudtrail.amazonaws.com",

"logs.amazonaws.com"
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"Sid": "CloudTrail",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",
"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
xn
}y
{
"Sid": "CWLogGroup",
"Effect": "Allow",
"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration”

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata-*"
bo
{

"Sid": "S3Table",

"Effect": "Allow",

"Action": [

"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
"s3tables:PutTableBucketPolicy"

1y

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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aws cloudtrail describe-trails \
--no-include-shadow-trails \
--region <region> \
-—-query "length(trailList)"

AT SM
M 1Y 2[HAM AFRSHX| Qs ERfYS AMN|Ste] 372H2 =HEBHLC.
* 2M 2: 7|1E EYE AEEILILCE. CloudFormation AEHS CIA| BHZS}Z| Fof| EIZ 10| A

FsxDataEventTrail, CloudTrailBucket, CloudTrailBucketPolicy,
CloudTrailToCloudWatchRole 2|AAE MAEL|CE O CFS X7(3t A0 A 7| = E2f|Y
MetstL|Ct 7| & E&f|20l= CloudWatch 21 120| 2AE|0 Qlo{of st st 21 2= 0} oygg
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aws observabilityadmin list-s3-table-integrations --region <your-region>

83 H2! 0| 50| 0|0 ZxgL|Ct,

2l 0| Z “netapp-metadata-cloudtrail-events-logs-{uuid} 2 MHXH o2 NRBIL|C} 0|50| Z=sH= H2 M
UUIDE oa{H HE3IS LA 23t

IAM 20| 0]O0] ZXgLCt,

O] #& BiE M netapp-metadata-* O|F IHEO| X[FE IAM HE0| Ot = B2 A Mg Al AE0]
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aws iam delete-role-policy \
--role-name netapp-metadata-cloudtrail-cw-role-<uuid> \
—--policy-name <policy-name>

aws iam delete-role \
--role-name netapp-metadata-cloudtrail-cw-role-<uuid>
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