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"Statement": [
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"Sid": "CFNStack",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents"

I

metadata-*/*"

y

{

"Resource": "arn:aws:cloudformation:*:*:stack/netapp-
"Sid": "StarResources",

"Effect": "Allow",

"Action": [

"cloudformation:GetTemplateSummary",

"cloudtrail:DescribeTrails",

"logs:DescribeLogGroups",

"logs:ListSourcesForS3TableIntegration",

"observabilityadmin:CreateS3TableIntegration™,

"observabilityadmin:GetS3TableIntegration",

"observabilityadmin:TagResource",

"observabilityadmin:ListTagsForResource"

I

"Resource": "*x"
"sid": "S3Bucket",
"Effect": "Allow",
"Action": [

"s3:CreateBucket",

"s3:PutBucketPolicy",

"s3:PutBucketTagging"
1,

"Resource": "arn:aws:s3::
"Sid": "IAMRoles",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:TagRole",
"iam:GetRole"

I

"Resource": "arn:aws:iam:

:netapp-metadata-*"

:*:role/netapp-metadata-*"
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"Sid": "PassRole",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/netapp-metadata-*",
"Condition": {

"StringEquals": {
"iam:PassedToService": [
"cloudtrail.amazonaws.com",

"logs.amazonaws.com"

"Sid": "CloudTrail",
"Effect": "Allow",
"Action": [

"cloudtrail:CreateTrail",
"cloudtrail:StartLogging",
"cloudtrail:AddTags",

"cloudtrail:PutEventSelectors"

I

"Resource": "arn:aws:cloudtrail:*:*:trail/netapp-metadata-
"Sid": "CWLogGroup",

"Effect": "Allow",

"Action": [

"logs:CreateLogGroup",
"logs:DeleteLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",
"logs:AssociateSourceToS3TableIntegration"

I

"Resource": "arn:aws:logs:*:*:log-group:netapp-metadata—-*"
"Sid": "S3Table",

"Effect": "Allow",

"Action": [

"s3tables:CreateTableBucket",
"s3tables:PutTableBucketEncryption",
"s3tables:PutTableBucketPolicy"



1,

"Resource": "arn:aws:s3tables:*:*:bucket/aws-cloudwatch"
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IAM #3to| 2EtL|C}
H X ASH/ALEXI A= EH Mt 2leho| ZetL|C MA| MM A|ESH | Ho[ZS(E) BESHAL.

AEHO| AccessDenied EEE InsufficientPermission LFE AMINGHH AEH O[HIEE <tolst
ResourceStatusReason %'Eoﬂkl -'T—%"EJ Hotg 5:*9@“9.

CloudTrail A&t

| ML- O
FsxDataEventTrail 2|AA7} CHE b ZH0] AINELICEH Maximum number of trails (5) exceeded. CHS H™ES
AESHH 2™ £Z0|M Eg Y 2 2ol &~ JASLICH

AWSE 2|3% 57| ER|UE 7|2 RISt MELICH Aol 0|0] 57| E2I0| U HL the
2

aws cloudtrail describe-trails \
--no-include-shadow-trails \
--region <region> \
-—-query "length(trailList)"
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M
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