Element 2AZE0{E AI2SIH AEE|X| 22
Element Software

NetApp
January 15, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/element-software-
123/storage/task_post_deploy_access_the_element_software_user_interface.html on January 15, 2024.

Always check docs.netapp.com for the latest.



=0

Element 2AZE|0{E AFE5IH] AEZ|X| 2t
XM|gt LHE S 2lsHM AR
Element 2L E 0] AL X} QIE{H[O| A0 HM[ATHLICE
TZ= Z SolidFire A|AH SME LMTLICH
Element 2ZEQ[0] UIOA 7|2 S8 S ALEELICH
A e 1

=5 YN =5 e 52
HIo|E| B& 78
AAE 2H|E s ZEHL|Ct 121



Element 2 E Q0= ALESIH AEE|X| 2t

Element 2AZE|HE AI23510] SolidFire AEZ|X|E MAMStD, 22{AEH 82 3 HM5S
DLEZISID, HE| H'HE (multi-tenant) Q1 Z2t Huto|M AEZ|X| 2SS 22|Eh|ct,

24 SolidFire 22 AEQ M| J= AEZ|X| 2 MHULICH Element ATZEQH= SHAES BE LE0|M
EZHOZ MAE|H SHAE LEJ} 2[AAE 2SI T AEZ|X| A|A”HICZ QF S2I0[HEY M 5
QULZ TLICE Element AT EQ0{= A|AEI Mo BE SE{AE TH, 22t gl 22| MAZIL|CH

ATEQ0 2IEHO|AE= Element APIE 7|82 R EL|CEH

* "Element 2L EQ[0] ALEX} QIE{H O] A0 HM|ABILICH
* "= 2 SolidFire A|AHR S8 FMefLCH

* "AEZX] AAE Y 24 HO0|E"

* "Element 2T E Q|0 UIGA 7|2 SME AtETILICH

© AN |

o "A|AE ZHE[

*"EE WM EE el

* "H|O|E 23"

* "AA”R ERIE sHE gL o

* "SolidFire & Element 2T E 2|0 MHA"

* "vCenter Server2 NetApp Element Z22{10I"

Element 2 ZE|0 ALEXt QIE{H|O] A0f HM[ATILICE

7|2 2HAH 29| 2| M IP(MVIP) FAE AFESH0] Element UIO| A AA T 4~
OIAL_||_'_|._
AN H

HEIR XA B X272 NoScript 0| H|ZAMSHE|0] AJ=X| 2rlsjof S|t
S AE MM = 1M0f| M2} IPv4 EE= IPve TA X|™HES AF2SI0] UIO]| HMATSH & &LICEH

1o tLHS MEdStL|CE

glo
o
oF

° |Pv6: https://[IPv6 MVIP =4 124] 0]

https://[£d20:8ble:b256:45a::1234]/

° |Pv4: https://[IPv4 MVIP =4 12] o]


https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/ko-kr/element-software-123/upgrade/concept_element_upgrade_overview.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

https://10.123.456.789/

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element Z2{12l"

1% S SolidFire A|AEl 2ME As|CH

SolidFire AIAZIS A3t = 9 71x| Me| xiolg 48e 4 YaLict

AAHIOM XtH BHE HESH=s 22 CHE 714 Q400 0|X|= F&S L0 HE = AUSLICH

EotOHE 24 215, 9|8 7| 22| 8l FIPS(Federal Information Processing Standards) 2040 CHst ™S Mg
2 ASLICL Bttt 22 ¢S UH0|Ex nefsjofF BfL|Ct,

KtM[et I8 2telsti AL

* "NetApp HCI & NetApp SolidFireOllA XtZ ZEHS HATHL|CI"
* "Element 2T E||0{ 7|2 SSL 2IZME HATL|C}"

* "LE9| IPMI YT E HATILICH

* 'CHE 24 QIS S AFSHLICH

© "QE 7| BE|E AFELCH

* "FIPS £2}0| 28 X| ot 22IAES A

NetApp HCI 5! NetApp SolidFire0| A XA SHS HASLIC

NetApp HCI EE= NetApp SolidFireE 759t 2o Hot MM 2} XtH 5H L= A E
HE5H= A0 °'“WO§ Hor M o] YEULICE L= E HESHY| Mol i e| CHE
ATELO 74 A0 0|X|= FES &0 JA0{OF ghL|ct

NetApp HCI 2= NetApp SolidFire 752 714 24 & StLtof| Ciet Xt ZHE HESH= 32 LIS EoIM=CHE
e |:||X|'— kol Chet X[ &g 3L f

NetApp SolidFire 4 Q4 A5 =&


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

Element Plugin
for vCenter

® Hybrid Cloud Control @
—> 0 ah
Vﬁ. |J » QoS integration service @ Storage admin
admin
.—
vCenter mNode 0 ’_‘
N ETr T h B l
® o | e
-._’ g | P | ECr——— 4 | . N == ==z ] E
2 i N exEasy Easl| P b |
Storage admin ; = = i i -
AR T NS

O o9k Iy
> THyo gy
08

ih

2490

oM o

0% b~

Element cluster

@

SolidFire

2HE|XHE AHE

* = *:NetApp HCI % SolidFire0f| M ElL|Ct
#E|XH= O Xt ZHE AFE5to] off 2aQlgfL|Ct

* Element 2E2|X| 2HAEQ R4 ALEX} QIE{H|0|A

. B2| LEoA2| Bto|EE|= Z2t2E F|0(mnode)

Hybrid Cloud Control2 042{ AEZ2|X| 22{AEE 2a|g uf
mnode’t X 20]| MHE$t authoritative cluster 2 L2{ %l AEZ|X|
S{AEO] CHS 22| Xt Xt SHOE et LESof| sto|EE|E
22t E H[ofof] FIHEl AER|X] 22{AE2Q| B2 mnodes EE|X}
XtH ZEE HHSHA XM EELICE o0 FIHE AEZ|X]|
Se{AEO0| chst XtH ZH0| HZEE Z2 mnode APIE A5t
mnode0i| M= XA ZHE HO|0|EdOF BHLICE.

Administrator uses administrative Element storage credentials to log into Element Ul and Hybrid Cloud Control
Element Plugin for VMware vCenter uses password to communicate with QoS service on mNode

mNode and services use Element certificates to communicate with authoritative storage cluster

mNode and services use Element administrative credentials for additional storage clusters

Administrators use VMware vSphere Single Sign-on credentials to log into vCenter

« "AEZ|X| 2HAE] H2|X}
== Yoo ERL|Ct"

* £ A28 mnode?
AEE|X| E8{AH 22X}t
A ZES Yool EgL|Ct
"modifyclusteradmin APIZ

AL T,


https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_modifyclusteradmin.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_modifyclusteradmin.html

H[O|AE
=l
HEZ(
BMC)
Xz =d

-1 © o

ESXi XtA

=0
S o

-

HE[XHE AL

* = *:NetApp HCIO|2t M ElL|Ct

ZE|Xt= ol2{et XA ZHE A5 VMware vSphere ClientOf|
o|g

JQIBHL|CH vCenter?t NetApp HCI AX|Q] Y&l AL XA
HE CH22 20| NetApp HHIE AIZTIOA 2AHEIL|CE

* username@vsphere.loca | 0f] X| M=l s 5l £ 2BtL|Ct
* administrator@vsphere.loca | 2 Y=ELICt 7|& vCenterg
AHE35H0] NetApp HCIE F#&51H IT VMware 22| X7t

vSphere Single Sign-On At ZHS 22| gL Ct.

* = *:NetApp HCIO|Zt M ElL|C}

#E|Xp= o243t Xt ZEE AHE510] NetApp HCI IOl A
NetApp ZEE! -=2| BMCO| 292I%tL|Ct. BMCE 7|& 8t=4|0f
DL Y I 24 7|58 MSELICL

Zf NetApp ZHE =0 CHSt BMC(/PMI Bt 8 XtA SH2
NetApp HCI HHZ 2| mnode0| 2HHSHA| K& ELICH NetApp
Sto|H2|E 22t E Moo= MH|A AE 822 BMC Xt
THES A8 ARY = Heof ¥Tz0|E 0| AFE =9
BMC2t SAlgfL|Ct,

BMC At# S30| HEEH olid ARE =2 X SF0|
mnode0l| M= AE|0|EE|0{of ZE slo|E2|E 22tRE Hof 7|58

FAE = AELICE

* £ *:NetApp HCIO||2t M EIL|C}

22|Xh= SSH = 22 FE AFH0| = 2Z DCUIE AESHY
ESXi ZAE0 201g 4= JAELICt NetApp HCI HIZO| M=
AMZXt O|E0] 'FE’0| 11 NetApp HIZE AMTIOM 3 ARE =5
XNE 2Xg o =S XYYSLICH

2} NetApp ZEEl = =9| ESXi 2E XtZ S NetApp HCI

22 mnodef| QtHSHA| HEEILICH NetApp SIO|EE|E 22tRE
Mool ME AMH|A AE 22| XA ZHZ AMESIH AL &
Hellof iTzjo|= 5! AMEff HH F0ll ESXi S AER} 2H
EMgtLCE.

VMware Zt2| X7} ESXi 2E XA ZHE HASHH slo|EH2| =
2ERE MO 7|52 FXGH{H Y ARE == Xt4 3FE
mnode| A YH|0| EsHOF BFL|C}.

O] X[HE F=YAL

"vCenter ¥ ESXi A&

=H2
S o=

Yoo EgtLCt.

"NetApp HCIQ| Z} .= =0j|
CHal IPMIE A &L |CH,

H410C, H610C 5! H615C
=E9| F2 "J|= IPMI
AsE WAL

Lod
H410S 5! H610S =E2
2|2 IPM Y2 E
HFLct.

L_od

"2 =E0|A BMC A+
5S wELICK.

—

"vCenter ¥ ESXi SAE| CHEt

XF

H=H=2 0—i|:-||0|§'é|;ll-|__| [:|-"_

T oo=2 dJ


mailto:username@vsphere.loca
mailto:administrator@vsphere.loca
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html#%20update-the-esxi-password-by-using-the-management-node-rest-api
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hcc_edit_bmc_info.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html
https://docs.netapp.com/us-en/hci/docs/task_hci_credentials_vcenter_esxi.html

Xt

of

QoS E¢

ot
[=]
Ct

[mz]
o

0F 1N
2 0l

0|2

S L

&

vCenter
Service

Applianc
e Xt4

=
[=)

H
o

&

NetApp

e e

5
o

Kt

2| Xt
A =0H

-1 ©O O

HE[XHE AL O] X[HE F=YAL

* £ *:NetApp HCI0| MEE|H SolidFire0l| A= ME4 AFFSRJLICE  "vCenter ServerE NetApp
Element S2{ 2101
22| Xte| thetd 2010l = AFEE[X| ef&LICt. QoSSIOC AtH 3HEZ
OO E-L|Ct.
VMware vSphere2t Element 2 E2||0] 7t9| QoS E&2 L2

E5{| etAMSHEIL|CY vCenter Server SIOC& NetApp
Element 22{1Q/2 QoSSIOC
* vCenter Server® Element Z2{191 9! IL|C} 2z 2t gt
* mnode®| QoS AH|£. https://kb.netapp.com/
Advice_and_Troubleshooting/
Q52 2?5 QoS MH|AE= O HEIAEN|MEE AIBE[= Y= E Data_Storage_Software/
AEELICE QoS &% = vCenter Server& Element 22110212 Element_Plug-
NS MXSH= S E= NetApp HCI 7= 0| XS E MdE = in_for_vCenter_server/
S0 X|”EL|C mNode_Status_shows_as_'Net

work_Down' or_'Down'_in_the

CIE 78 @40 2 FX| $5LICH _mNode_Settings_tab_of the
Element_Plugin_for_vCenter_(
VCP) [vCenter Server&
Element Plug-in KB 2A1E
dEgLct.

= NetApp HHIE AITIOf A HHBH H L0 *:NetApp HCIO| HAS LRIt el&LIC.
MEEL|C

2t2[Xt= vCenter Server O{Z2L0[AA JHAF Ao 2018 &~
USLICE NetApp HCI HHZO| M= A Xt 0| F0| 'RE’0| 11 NetApp
HHZE AEIOA ST HAFE LEE NS A I ASE
X|™&LICH =2l VMware vSphere HZF 0] II}2} vSphere
Single Sign-On E0[Qle] EF 2t2|Xt: O F2t0[A A0 =2O20e &~
USLICE

CHE 74 40 JgS FX| &L CH

* £ *:NetApp HCIO| HEE|H SolidFiredf| M= M8 AltILICE  HEAY BRI ASLICEH

22| Xt= NetApp 22| L= 7t Ao 2301510 15 7
=M HES Y = ASLICH A=E 22| == HHo| o
SSHE S¢t 2RI2 J[E2HO = AEE|X| g45LIL]

U ox
=

NetApp HCI % A| NetApp 715 ATIOIM i ARE =5 M3
X[ | AHEXIZE AL} 0| B2t 2 & X[FHSLICE.

CHE 74 40 JgS FX| E&ELICH

* "Element AZE| 7|2 SSL QIS E HATL|CI"


https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://docs.netapp.com/us-en/vcp/vcp_task_qossioc.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Plug-in_for_vCenter_server/mNode_Status_shows_as_'Network_Down'_or_'Down'_in_the_mNode_Settings_tab_of_the_Element_Plugin_for_vCenter_(VCP

* "CO| IPMI S E HATIL|CH"
* OS24 ES AEgLCH

* "QIR F| ZE|E AlFfRLIC

-

* "FIPS E2I0|EE X[st= 22{AEE WHELICH

Element AT EQ|0] 7|2 SSL QISME HATIL|C}

NetApp Element APIZ AtE310{ S AHN| Y= AEE|X| 29| 7|2 SSL QIEA & 712l
71E HEY &= AGL|CH

NetApp Element 2T EQ||0 22{AE 7 HME[H 22{AE = Element Ul, Per-Node Ul EE= APIE Sl ZE
HTTPS S4l0f| At &= 1Rt Xtd| MBE SSL(Secure Sockets Layer) QIE Mt 7hel 9|§ MAMBILICE Element
AZEQ 0= XA MEE QAS AT OfL|2} M2 =~ A= CARIS 7[2h)0llM Hag A &elE= ABME
X|gct.

CHS API BIAEE AFESI0] 7|2 SSL QIS A0] CHot XpMlot EE AN HAT 2 JUSLICH

» * GetSSLCertificate *

£ MEE = JASFLICH "GetSSLCertificate HME" 2= QEM MF HEE ZLotsto] HMl X|E SSL S0
Chet H=E Aot

» * SetSSL Certificate *

St o= UELICH "SetSSLCertificate HME" 22AE 8 LLEE SSL ASME AHEAPIL HISdHE 2AS M
2 7|2 SEYLICH A A”2 REOHK| B2 ASMIt HEEX REF ASMet 712l 7|9 R=dS

* * RemoveSSL Certificate * £ MENSHL|C}

£ Z2I2LICt "RemoveSSL Certificate HIA = L|CH S4XH MX|=l SSL QIF A 8! 742! 7|E H|AHgL|Ch 12
CtES 2HAHI MZ2 XA M= IS A2t 7HQI 7| E MM BIL|CY,

@ SAE SSLISME 2HAE F7HEl 2E M =20 522 HEELILH 2 AFH|M XA E
EEE XA MBE ASMZ E[Z2|H ZE AMEXA FO| B Met 7| §EIt =0 M HMAELICH

XM LHE S &Qlsta Al
* "2 EQ| U2 SSL QIZSME HAG LI
* "Element 2ZE||0{0f| A ALEX} MO SSL QIZME HX6H= ol B2 Q7 AFS2 FAJL7?"
* "SolidFire %! Element 2ZE Q|0 MHA{"

* "vCenter Server& NetApp Element Z2{12l"
LCo| 7|2 IPMI E = E HATLICE
M

=0 chet &4 1P HBHo| = FA| 7|2 IPMI(Intelligent Platform Management
Ct.

OH M| A
M A A
Interface) 22|At = E HEY = JUSLICH K| HOO|ET} U= R 0| HAUS AL +


https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_setsslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_removesslcertificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://docs.netapp.com/ko-kr/element-software-123/mnode/reference_change_mnode_default_ssl_certificate.html
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/What_are_the_requirements_around_setting_custom_SSL_certificates_in_Element_Software%3F
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

UASLICE.

L|C.

I.

.
o
=

g 74

MA|R "2 = =0f CHSH IPMI

AtMlet g2 2 F=5t

-
il

M2 FLgof| o

[o]}]
oH

st IPM

o Y

c

* H410S =
* H610S

|-

gfLlct

@S HE

o 7|12 IPMI &

1=

H410S

L|C}.

F

e
o
=

= E HEH o

[ AFel 7= &

pr
—

Al 2t AEZE|X| EOA IPMI

Tl

IPMI HES

=

ol

FL|CE.

i
o
(=]

2t AEE|X| =20 thell IPMI IP FAS 2AsHof

o

IPMI HES

1.

dmin2 /EL|Ct.

Za

[e]3
[=}

off AHEXt O|F adminit

BRIOQZEXE
3. ROQAI* ALY * &

2.

= 2=

H

gfLCt,

il

i

4 N8R B

)
3
ol el
ar H_HH
w8
i ol T
o !
D o ar
1W,. ol T
L
4 T X
m Boul o
@l gy
._HOﬁ RIS *
._.__._.A||_ ou ol @__m
== - —L
md ol
m sy w
e Y .
Joir ml
o Y m
< T0 =K
- ok o
£ ®m o
E o 0o w0
©

H410S = =0i| CHal of Xt Hr=gfL|Ct.

=
—_

9. 7|12 IPMI =7t U=

FL|CE

S2 HEY

o 7|2 IPmI &

|

H610S =

L|Ct.

F

-
[<)
=

= E HFof

E2|X| =E0|M IPMI 22|Xt AlEQ| 7|2 2t

ZF A
- =

m

IPMI HE

=

Jod

FLICE.

e
[<)
=

2t AEE|X| =E0f CHel IPMIIP A E FAM6H{O0F

A

L|C}.

XAE A
T—+—E ;at:l'u

ol IPMI IP

|-

Ht*ME B Y =

21|
=

IPMI HIES 30| HEE == A= AREM

1.

gfLct,

e

AEXt 0|2 Y calving

Of root2t=

nE

HEAE MES gLICh

5101 5

2|
=

i

=2
=

2l
[

tH Ho|X|

{0
ol
r

=

3.

6. 220X * Administrator * AF2 XIS MEHSHLILCE,


https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html
https://docs.netapp.com/us-en/hci/docs/hci_prereqs_final_prep.html

8. ofs * 9l v o 2ol * W)

=
9. Holx| skl * K * g

10. 7|2 IPMI Y¢S 7t = CH2 HB10S L =0f| CHSH O] AXIE = StL|CT,
XHMIEE LHE S SISt AR

* "SolidFire & Element AT E 2|0 AEHA|"

* "vCenter Server2 NetApp Element Z2{12I"

Element 2T E2|0{ UIOAM 7|2 SM2 AtETL|LCE

NetApp Element 2T EQ||0] &l ALEX} QIE{H|O|A(Element UI)E AHE3HH SolidFire
A AEIO|A Xl 2SS DLIEE S g = JSLICEH

7|2 40

rr

Ul XH0l 2/3) SAI3IEl AP| B2 =1 TS B3 20| EEELICH

‘APl EEE

il

L’l El_u
* "Element QIE{H|0| A 2| OfO|2IL|CH"

* "I =S Hl S

=

i

HZESHAIR

* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server2 NetApp Element Z2{12I"

APl 252 EL|Ct

Element A|AEI2 NetApp Element APIE 7|5 % 7|59

ALE5HH QIE{H|O| A S AT M A|ARIOA EFOFE fd

AP| 205 AH26HH AMEXH A|Z Sl B T2L2 E A|AH]
AWE API SES 2 & UALICH

7|9to 2 ALERILICE Element UIE
o gua APl ZHE = & JSLICL
| &f

AP| ZtA1t sixl 21 Q= 10| X|0f| A

API 212 ALB3H0] S Htelofl AFBE|S API HIME S AlHstD API BIAS & KIS ALSSHO] ALSTH XIH S8
m2ag Yosts wHe sels 4 s

Zp o Tt XMet LIE2 S EXRSHYAIL "Element 2 E2{0f API & ZE LT

1. Element Ul Et B20jA{ * AP| 271 *
2. APl Log &0l EA|E|= API & 9
a. APl QA EalT|e HAS}2

—'-'-IIQ

o

=]
S


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html

L WO Ba v IRt AlAR Kelof ofdf MAE APl ERTILC
+ SRy HOIX] *: FHAY H1 = Ho|X|| S0l oo AT APl E2fTiRlLct

KEMISE LIS 2tQlstH Al

to

* "Element APIE AI235t0{ AE2|X| 22|
* "SolidFire & Element AT E 2|0 AEHA]"

* "vCenter Server2 NetApp Element Z2{12I"
SAH £t JES = QIEMo|A MZE 1E H|E

AP| St A|Ztof| 2t 22{AE = H 1 = NetApp Element 2Z E¢|0] H[0|X|2|] EX
TIOH EH*H HIO|E M2 D& ZHAE X522 2FY 4= USLIC

B2t X0 M HO0|X| S ChA| 228 ME D 7|22t o 2 HAMFEL|CH Ho|X|o| 22 Attol| Q=
Z2iAE 0|22 22/s/0] HiX) YBIOIE 2H2E oIS & AUKLICE 0] 22 MHU|A HIO[E} HOfLF 2] 1A
Q7| ofLizt API 20| oILE XL 0|Z0{X|=XIE AofBLICt,

rE
O |¥
ok ©

_I
.
Il
-
53

Bel At} 34t Lol o Element UIOIA API 288 Cio|Z0| 98 + SlaLck ALl th] F91 API 20|
Aot SEOHX| o F2, ALSTO0| B2 S2AE(S ZetE LBl HIEYD A 20| NAY SHO| Y|

= o1, L= =

AIZE 4 SLICL 27012 o2 2Ci el £7] Helox| oF TREEE we B2 3 [ 2a0ly

UASLICE 7K HO[X|2 SOp7IH HetMof|M 222 XHH SES MEoHK| B2 R g XHH FEE =
HIAIX|ZF LIEFE 2= ASLICE.

A
ET
—
-

|'|0

Element Q/E{H|O|A 2| O}O| 2 QIL|LC}

NetApp Element 2T E |0 QIE{H|O| A= A|AR] 2| AA0 il oS »~ = ZHES
LIELH= OO| 20| EA|ELICE.

2
2 oF

0z

£
2
=

O
Jh
=
kA
rr
JT
>

1>
]
A
rir
1z
=

=]
al


https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

EL

Ul TARIO M HM AT 5 Qs D=8 A S ALESH0] Element 2T ES|0 & AEXL
QE{H|O|AE JHM5t Ul 2XIE 2T += USLIC

1. Element UI2| H|O|X|0{| M * Feedback * HEZS Z2IgtL|C}.

fo

i}
nx
o
H
n
=2
e
r#

=)
o ol 19

rot
|>
|u
ru
el
mjo
o
I
Ot
inal
>
10)

o g A W N
et o
=
_lo'_l-
oY
2
fim}
rot
jin}
o
m
1R
H
oot
Ot
ix]
rg
=)
fot
ro
ru
mjo
r>—
1o
oo
r
o

=
it
*
o
iy
U
ot
-
il

KtAISE LIS 2Rl5t AR

* "SolidFire & Element 2T E Q0] M A"

* "vCenter Server& NetApp Element Z2{12I"
AE 2t
SolidFire AE2[X| A|AHIO|A HHE= AES AHE5H0 S2t0[AET 22 AL =&

o:|7:|'6+ ES OIEE M A—Ix-l'é'l- A o|¢L||_-_|. H=29 AAMS |.E gxﬁ 7:||I-Io1| %*%*5.:.' |__||_'_|-_ SolidFire
*EEIII AI*E"°I EE1AE1 =L, ﬁlx*% el =2 AL

10


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

* "CHAPE AtE35te] Al ="
* "SHAE ZEXE AR AY S 22 LT

CRNE PN
* "SolidFire % Element 2T E Q|0 MEH A"

* "vCenter Server& NetApp Element Z2{12l"

CHAPZE AE5IH AH =N

SolidFire 2E2|X| A|ARIO|M HIHEE= AI™HS A PR*M SCt0|HET SHAE 9

AL 4 YTE MW £ UBLICL Aol BLE 250 AMAH= o B3

I_

CHAP(ChaIIenge—Handshake Authentication Protocol) CI50| XLetE|| /JUELICE =

ddotH EF AZo| 2 ELICE

- |1 O

AFoll= £l 28 7Hel 2E0| 2 E = UK 22 SHLIQ AHol2E £ ==

1. Management * > * Accounts * S ME{StL|CT,
2. A gsEo|

3. AL} O|E *

AY ME ZEE St

HE AYe 95 252 T2 HALR = 4 AFLIL.

1. Management * > * Accounts * & ME{EL|C}.
2. AF| 2] ofo|2E SEIFLIC

k=3
=
3. Mg HE H7|* E ZFLIch

ALt

=&0]

11


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

q

YLICt.
HESI7LE CHAP 22 & HES7LL AIE 0|1ES +8EE & ASLICL

ENLICE 7ts¢t 2k

§

| AE LI
° MAHE: AWl 8 AFIE AFYLICH

* * Overall Efficiency *: A|&of &gt

CH22 % 7K Ml ARgfelLICE,
LN A

E7|x7t =280

I =
iy o

x| SOISHB AR EE AN A OF

S

oF
& 2701251 O|L|A|0[0]E] B 3! S3{AH 2FS HET

ESAEX] 8

-
%I-

M2

USLICH 2F AMATL | 7[X] 4|
l

2 T™GIALE HMA TF0[A O|LIAMIO[E] E£= S=F 2 MAHSHH X7|XH7t of|7|X] &A S &0
iSCSI M|

~

o
A E
=]
| s
[e]]

| A O]
e

AES| CHAP A
— = T HA
| E3

O | ASH &

IL|C &7

SiChe
=od

M A Fod

—

—

Fa0|= Sof| YYE|
FAALE APHISEA] DA 2.

—
—

FL|CY.

Lict.
RER

I.

=
=

.
o

fol

k=
2!

N

=

M-
&+ AF8Xt 0|

(=]

=
A
e

1. Management * > * Accounts * S ME{StL|CT,
* MEH A}

3. 21 HI'F0A * Edit* 2

CIA| HES
4,
5

(=13
=

&AM A

4 AL

=30 AlFof| & o
[ R =

.
o

Z4 AH

=
=

D= iSCSIHE0| &

&t
FAI=X|2 =&2 iSCSI

1ol CH
k=]

HEF5H
=
=

locked *
SLICH A™ ot AZ =

=+
=

El
A A
HA

T

Al
(=]

®

ol
Klo

CHAP A& * oM = HM QIS0 AIRE|= *

S *
St

EH

* B A
HELCt

6.

2 RXIELICH X2 Y UES HIgY

CHAP &H *
FH M 27

®

L|Ct

I.

=

.
[<)

A

F

AE
12



AEE AHISH| Hof| Al HEBE ZE SES AFISHD ARISHIA L.
@ #e| MH|ALp
=ES MEdt=

1. Management * > * Accounts * £ ME4BIL|CL.

28X L= gy 0|= Sof| ddE= M AFo 2EELICE SF
2 AEE sHEotAHL M7(1|°U(| O AI2.

AR Ag 2 OF0|Z S SEIRLIL.

=2 =2Tg

20 HlFoll M * AR * & MEIRLICY.
x

A w0 DN

KtMISE LIS 2Rl5t AR

* "SolidFire & Element 2ZE2J|0{ MEHA"

* "vCenter Serverg NetApp Element 22{1Q!"

ST AE 22 Xt AEA AEE

il

2| ghLfCt

SolidFire 2AE2|X| A| AR SE{AE 22X} AH2 Se{AH 2| AES dY, AH 2

o= OO0,

— O

=
= =
MZIotn, S2AE PolRt YSE HBSHD, BRI T3t AIAR HNAS H2|SHEE LDAP
AL
=]

dHE Fdoto el = 9l

AE2|X] S AH 22X AIY FHYULICH

NetApp Element 2T EQ|0E A= AEZ|X| 2HAHN E2EY = A= 22X A™Y S 2F S2{AH 22|}
A™ut S2{AH 22Xt A™ = 7EKL|CH

** 7|2 S AH HEXAIE

O ZHe|xt AIH2 SHAHE Mde uf HIELICE Of AFH2 S AFf CHer 2|0 =Fof HMA A
=

A

7| el AZ LT of 71I’E§S Linux A|ARIO| RE AEXtet FAFRILICE Of 22Xt A Ho| Y=
olAL|C}
M- .

=

* * 2e{AH B2 AFE

SAE ZE| X AIFO MetE Helol 2| HMA TS Roote S2{AH UM £F ZeS
UAFLICH 2t 22{AH 22|X AFo| 2 e XHE SE2 2E2| K| A|AH! LHoAM API 2 Element
21&ot= ol A ELILE.

®

ST AE HE|Xte| ME HEE SU T

CE UIE Sl 22AEQ &Y 20l HMAS2{H 2ZZ(LDAP OHLl) S2{AE 22Xt A1 HO|
SPfLICH OFXl SE{AE 0| £351X| 42 20 AMASHH AH XtH 50| ERIIX| &Lt

-1 © O (=]

ne

1. 22{AH TH|(LDAPZt OtLl) S2{AE 22Xt AF S Y5t O3 2fede +-ELICH
a. AtEAt* >+ S2{AH HE[X+ & S

2. AF2XRFEHel 2HAE H2|X HO|X|OM CHE FEE 2 += ASLIC

13


https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

° *ID *: S{AH ZE[X AFO| 2YE =Xt HI LT

(=]
° * ALEX} 0| *: SRAAH HE|Xt A|HE TS o X|Fet o|FYLICt.

© QA&+ A} AIFO BEHE AP A TS L

+ 947

H

" LE

= 2ol

- B8

- 7

+ B2 AF 22t

- 22| X}

H
rin
rH
rot
rlo

ZE|XF HMA FHO|| AR Y 5= AFLICH

© Q¥ * B2AAE B2IXIO QYYULITE TH5P

* LDAPE X[ ghL|Ct

o ¥ %g *: EE1AE1 22Xt A0 Element APIE AFESI0 ‘MM El 22 0] Boll= dlie WHE AHESH0]
HHE D= 0|5 2t 40| HA|ELICE
2 XS AL "NetApp Element 2T E 0] API &= A",
S2{AH 22Xt AES MLELICH
AEE|X| A|ARIS] EX HHof CHSt HM|AS 5{ESH7HLE Mot = U= HTHo| U= M EHAE 22X AHE
Mg = USLICHL S A X AE Hots AHSHH AA-ES S AE 22Xt A| SoHX| 42 B #HEHo

CHSH & I’“ﬂ;lJ tS ROgfLIct.

Mg Hots &
LDAP S2AE H2|X} A™S dMst2{H AIZSH| Tof| 22{ A LDAPZF A E|0] UK ZHRISHYAIL.
"Element AF2X} QIE{I|0| A S AL2SI0] LDAP Q152 MASHL|C}

LIEol 211, .= E20|E, £, Al X SHAH 2 HMAE XL AHE Hots dH-oHH AI*E*'OM ik

12, =
S0 CifEE M| ABHS AEBLITH AJAS AFBXETE M E”OPII 42 =0l Chal] Z2|XF ALE XA 87| HE
HMA HotS FOARLICH

LESO| AR 2E[Xo et ZE SHAE 2E|Xt ALEX AFE MAY == ASLICE S{AHE 2 of
ddet 2 S AH A AY2 HAY + SLICh

QO
>
o
Pl
\"
*

U
il
>
m
|
E
'Z
i
ruLu
Er
il
n

C. Cluster * AF2X} RS MEHSIL|CE

14


https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/api/index.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html

d. A Fe| AFEX} 0|81 AT

mjo rulm

e AZo| HEY MEX Het

f. 2|Z AR AL Aol S2lotAH =telzts MESL|CY.

g. Create Cluster Admin * £ Z&lgtL|C},

o

Cluster * > * LDAP * £ Z&2lgtL|C}.

b. LDAP 2!Z0| 243tx|0] U=X] =HQISfLCt

ro
|
iz
of¥
_o't
-
i

c. AFBT} 91 HIAE * 2 225t MBI EAElE 19 012 £ ALSKI 742
= 3jsio] C1z0l 2o{ W

e. Create Cluster Admin * £ S2IgL|C}
f. LDAP AI8X} R¥ g MEHRIL|CE
g. IS 0|2 LA EHIAE AXIO| Of|H|E 2t AFRX} e 29| MA| IS 0|28 QladstL|Ct. = o] o

SFAle 1R O|F0AM 20 EELICt

17 0|50] 259 &Rl Z2 LDAP MHO0M diE 2Fo| 4 &2l AEAHE O admin A|HS| HetS 2|
SlL|c}
= .

LDAP S2{AE H2[Xt AR B OFS FIH6t2{H AHEXt 0|59 Lt A2 "LDAP:<TAN| 1R 0|
>uuc‘)=l L’l EI_

a. AFo| HEY AFSAt AeHS MERLICY.
b. £|Z AHZ Xt AL A|of0] S2lsta{H ehelzhs MedstL|Ct.

C. Create Cluster Admin * € S&/gtL|C}.

B, LB E20|E, 28, AlE o S2AH 2E AMAE XAGLICH AL Hets dEHoHH AI*E“OHH e =0
CHot A7] Mots SHRLICE AA-2 ASXIE MESER] §E2 20l Tiol 2H2[Xt ALEAI|A §17] HE KM~
o

1. ALRX}* > * SAH Halx* S S2AYLICH

2 MYz oA Helxtol XY ofo|2g S2RLICH
3.+ g 2Yppc

4. Aol M8 ALSR A MeABiLCt

5. 7 LA M * 2 2sict

S AH X AIF oS HPRILIC
Element UIE AtE3t0] 22{AE H2[X A2 E HEY & ASLICEH

1. AREX}* > * 22{AF #2[Xt* £ SElelL|ch

15



HE|xtel 2 ofo|2 S S=IELIL.

re

oA

fuot
1o iy
my ™
>
ot m
-
o

rt

oA W N
e
oA
*

ne
n
=2
=
i}
fot
i
1S}
1®
Of
kl
for
O

ot
r
u}

e oo
oY ot
Ly
00 oY
Rl
0z
*
mjo
iy
L)
9'_|-
r
_ITl_

Xt LHES QI AIR
* "Element A2 X} QIE{H|O| AE AFESH0| LDAP Q152 A& BfL|Ct
* "LDAPE S{H[EtL|Ct"

* "SolidFire % Element 2T E 0] MHAJ"

* "vCenter Server& NetApp Element 22{12l"
LDAPE 2t2|gL|Ct
LDAP(Lightweight Directory Access Protocol)E A& 5t0 SolidFire AE2|X|0f| CHgt - F
ClaE2| 7|8t 2321 7|52 A 8E = ASLICH SSHAH 220N LDAPE 4511 LDAP

AR S OF Hets RO E = JASLICEH

LDAPE 2t2[st2{™ 7|E Microsoft Active Directory 28-S AH&35t0] SolidFire 22{AE 0| LDAP Q152 A5t
M HAESHOF hLCt.

(D) 1PvastiPve F48 25 AISE 4 AL

LDAP 2d3s}0l|= Ch3at Z2 g THA7F ZeHE LIChARAIS 4 Ex).

_,_
-

1. * LDAP X|&i2 93t ot
stolgtct.

ra

oF AFE 18 Bt = LDAP 2152 F#8st= Hl 2R 2E MR FE27t A=A

2. * LDAP QIZ M3} * Element Ul EE= Element APIZ AF2EHL|LCE
=

3. * LDAP 114 AZS *. L 0] 2} GetLdapConfiguration APl HIMEE AM&iS7LE Element UIS AF23H0] LCAP
THE 2Qlsto] 22{AET} SHIE O = PME|U=X] =olgtL|Ct,

4. * LDAP 215 HIAE * (readonly AF2X}2) TestLdapAuthentication APl HIMEE M&SH7Lt Element UIE
AL85t0{ LDAP 10| SHIEX| HIAEGL|CE 0] 7| HAEO = "HEQI" AFEXte| AHEXL 0|5
"sAMAccountName"S AF2EL|Ct O A 5tH ZS2{AE{ 7} LDAP Q150 XA SHIEA| 2L =R =X gelstn
"THHM| A 2" XHH ZSHut BM AT SHHEX| 2ol 4= JSLICE Of ThA|7h MoHSHHE 1 THA R E| 3THA| 77X
HEESrL|CE

5. *LDAP QIZ * S HIAERILICHZFIIE AEXt AR E). Element 2HAE 22[XE FIME ALXL AEHOE
setp 45 HF=EL|CE DN(dingingued name) £= AFEXHEE O8)E SAILICH O DN2 6THA|0f| A
AHEE LIt

6. * LDAP 22| AE| ZH2[X} 71 * (LDAP 215 HIAE HHA0AM DN SAH 2 20{E7]) Element Ul =
AddLdapClusterAdmin APl HIAMEE AFE310] HHEot MM A +=FO = A SBHAE 2A2|Xt AEXIE YL/t
AMEXt 0|52 2 5T M FALeE TH DNS 20 EELICH O|Z 7| 5t DN & 40| SHIZA| X[ FEL|C}.

7. * ZRAH 22| HM|A HAE * MEZ WM LDAP 22{AH admin ALEAIE AFESI S AEO|
ZOQIYLICH LDAP OFE F7iet 3R diE 282 ZE MEXE ZO0Y + AUSLICE

16


https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/ko-kr/element-software-123/storage/task_system_manage_enable_ldap_authentication.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html
https://docs.netapp.com/us-en/vcp/index.html

LDAP X[ &2 ot AH 2

0x
r

AE 2= LT

ElementOf| Al LDAP K| & 23t617| Hoi| Windows Active Directory ServerS X8t CHE AP A X
3sHof grLct.

mjo

ChA|

1. Windows Active Directory ServerS A& gtL|C}.
2. = MEl AtEE: * LDAPS X|2 &3}
3. ALK O S MMt
4

o
. LDAP C|HEZ| ZAHo| At 27| M8 MH|A A F ("sfreadonly” S)2 AAStL|C}

Element AL X} QIE{H[O| A E ALE3I0| LDAP Q1S5S MAELIC}

7|Z LDAP Mt{Qte| AE2|X| A|AE E8
AAE AMAE SHOM 222 5= ASL

THE 4 ASLICE 0| Sl LDAP 22| Xh= AFEXtof| CHet AEZ|X]|
t.

1 o

Element AF2X} QIE{I|O| A EE= Element APIE AF23H0] LDAPE S & JUELIC O] X0 M= Element UIS
ALE 3510 LDAPE A= HHHof| CHolf A ErL|Ct.

0| Of|®|0i M= SolidFire®ll A LDAP Q1&5 2 F&st= WHut 015 RHORE 'earchAndBind'E A& SH= WHH
ELICE o] oflof M= THY Windows Server 2012 R2 Active Directory ServerS A2 8tL|CL.

o

2q

EHA|
1. Cluster * > * LDAP * £ Z2|¢tL|C},

2
3. M| %7t+ 2 22jeic
4

HE S0, ArEX X[E ZE HS E FII5IHH < AE 0|5 = IP FA><EE Ho>5 UL

17



LDAP Servers

Host Name/IP Address

General Settings

Auth Type

Search Bind DN
Search Bind Password
User Search Base DN
User Search Filter
Group Search Type

Group Search Base DN

Save Changes

7. LDAP EXM3} * £ 28/8tL|C}
8. AL IO T3t At o
9. 2| AF RAZXI=

Remove
Use LDAPS Protocol

Search and Bind x

msmyth@thesmyths.ca

OU=Home users,DC=thesmyths, DC=ca

(&(objectClass=person)(|(sAMAccountName=%USER

Active Directory il

OU=Home users,DC=thesmyths,DC=ca

dd
10. M 2EHS MFstAH ~ 1 MY ME * & S2LIch

11. 0o 20| AFBXHE THE0] &=L 2018 £ JAEF S12{H CHES R

18

Show password



Create a New Cluster Admin

Select User Type

Cluster ® LDAP

Enter User Details

Distinguished Name

CN=StorageAdmins,OU=Home
users,DC=thesmyths,DC=ca

Select User Permissions

) Reporting U violumes
L) Nodes L) Accounts
LJ Drives Ul Cluster Admin

Accept the Following End User License
Agreement

o

b. A ALBXtC| B ALSXH RHEOE * LDAP * 2 S2et1 ARt 188 1 012 TS0 2of YaLICH
C. AHZ ABHYUBHOZ BE AL HshS MeEFLICH
d. #1Z ALBXF ALSH HlOPIHK| OF§Z ASZ604 * | accept * & S2ELICY.

e. Create Cluster Admin * 2 Z22!stL|C},

O|X| Active Directory 28 22 7t%l AF2XIIF AELICEH
0|2 H|AESIZ{H Element UIO|A 20t23% = 3Tt IE 0| AFRXIE CHA| 23918k C}

Element APIZE AI2510 LDAP Q15S MAstL|Ct

7|Z LDAP Mieto| AEZ|X| AL e Y 5 ASLICE 0|E Sl LDAP 22| Xt= ALEXH0) CHEE AE2(X|

oHd=
A AR HMAS SAOM 2H2|E 5= AFLICEH

Element AF2X} QIE{H|O|A EE= Element APIE AHESH0 LDAPE 7 EE 4= JUSLICH O] X0 A= Element
APIE AtE25I0| LDAPE 74 dH= Yol CHel A ehL|Ct.

19



SolidFire 22{AE0|AM LDAP 2152
Z2{AE0|A LDAP 21E5 S &-d3tsl{of 2iL|Ct.
A

1. "EnableLdapAuthentication" APl HIAES

2. "ot Y=s ALt
{
"method"

20

. CHS oj7f o

"params" : {
"authType":
"groupSearchBaseDN":
"groupSearchType":
"searchBindDN":
"searchBindPassword":
"userSearchBaseDN":
"userSearchFilter":

" (& (objectClass=person) (sAMAccountName=%3USERNAME

"serverURIs": [

A3t S2{AE 0| M LDAP

2r235t2{™ HX "EnableLdapAuthentication" APl HIAES A26H0]

15E HA 2EYLICH

:"EnableldapAuthentication",

"SearchAndBind",
"dc=prodtest,dc=solidfire,dc=net",
"ActiveDirectory",
"SFReadOnly@prodtest.solidfire.net",
"ReadOnlyPW",
"dc=prodtest,dc=solidfire,dc=net ",

%)) "

"ldap://172.27.1.189",

by
"id" . "l"

¢S HEYLICH

AFSE OfH

AuthType: SearchAndBind

groupSearchBaseDN:dc=prodtest,dc=solidfire,dc=n
et

userSearchBaseDN:dc=prodtest,dc=solidfire,dc=net

groupSearchType:ActiveDirectory & L|Ct

29

SHAEM ASE MEXE ':HH st H2 F2
S AFSXALE HiRIFSH| 23l 87| HE MHu[A AFS
MESH== X|HE LIt

LDAP EZ|0|A I & ZHMS A|ZHsl QIX|E X|™EHL|C}.

a2
ol M= EEI9| SFEE AMEJWELICt LDAP E2|7t

R 2 Z2 dM AZt2 0|7 flsH ECt M2 2tE
ote| EE|2 & 75; st 4~ QI&LICE.

LDAP E2|0|A AMEX} HME A2 QX2
X|HeLICt o] ool M= ER|e] REE AFEJELICH
LDAP E2|7t D1 2 Z2 ZM A|ZtZ F0|7| /s
HC} M 23tE ot9| ER|2 dFHE & UELICE.

Windows Active Directory AlH{E LDAP MHZ
AHSEfL|CE.



AHEE OH7H H= 29

(sAMAccountName=%username% )(userPrincipalNa

userSearchFilter: me=%username%))"-----
“ (& (objectClass=person) (sAMAccoun
tName=%USERNAMES) ) 7

userPrincipalName(Z21210f| CHst O|H|Y F4)S
Ar26t2{H userSearchFilterS CH2 ot 20|
AL |}

Lod

“ (& (objectClass=person) (userPrinc
ipalName=%USERNAMES%) ) ”

EE = userPrincipalName 2t sAMAccountName 2
D= AMst2{™ CHS userSearchFilter & AH2EFLICE.

“ (& (objectClass=person) (

sAMAccountName2 SolidFire 22 AE0f| searchBindDN
E0I5H7| 2ot AFEXI 0|SC = EEYLICE o] ME2

LDAPO| sAMAccountName &40 2321 o

X El AHEX} 0|2 AMSIES St objectClass

&Mo| Zto 2 ""person“"OI UeTU=Z0Z HMS

Mgt C.

LDAP C|HEZ|E AMSH= O AFRE= ¢7| M8 searchBindPasswordS 23¢t

AHEXIe| 1157 O|SILICE. Active Directory2| 2
UL O 2 AFE K| H| userPrincipalName (T A} M|
42 dANZ A= Aol 7HE &l &LCE.

0|Z E|AES}I2{™ Element UIOIA] 230}23t & {2t 1Z0| AFRXIE CHA| 2Q1%tL L},
LDAP ME MEE FL|Ct
S AH #o| LDAP H|O|X[0{| A LDAP HEE FL|C}.

@ Ol2{st LDAP M MH g Ha{H LDAPE &M 3tsliof gL},

1. Element UIZ LDAP M2 MEE H2{™ * Cluster * > * LDAP * £
AE O|2/IP 4 *: LDAP = LDAPS C|EHE2| MHO| =

Sagfct.
22

2lLCt.
© *QIE QY 1 NSt O1F W T3 2k
- S el

L|Cf

21



° * Search Bind DN *: AF2X}0]| CHSE LDAP ZME £517| 2o 2T01e £~ = B F3tE DN(LDAP
C2E 2|0l CH3H QI 22 kA Q).
o x AM HIQIY 2% *: LDAP AMH{0l| CHEE HMA S QBSH= O AH8El= Y= L|Ct
o * ALEXL AM J|E DN *: ALt HME AZfSt= O AFBE|= E2|Q 7|2 DN. A|lAEIE X[FE 2/X[0f|lM
5te| E2|E Mgt
o * ALEXL AM HE *: T2l 0|E2 AHESIY LIS Y= TLICH

* Active Directory: AF2XIQ| B E LDAP 1E9| SHEl M2l
* OE 8ls: 20| XA K| f&LICH
* 142 DN: 42 DN AEMY DF(CHY +F).
o * I8 dM 7|Z DN *: O AME AESH= O AF8 &= E2[9] 7|2 DN. A|AR2 X|IHE |X|0]| M 5
E2|E AMgtL|ct
o * AL8X} 215 HIAE *: LDAPZt 74 El = 0|E AFE3H0] LDAP A{H{0]| CHSt ALK} 0| 3! &= Q1B S
EHIAERILICE 0|0 EXfst= AI™NS S EHIAERLICE 117 0| X AHSXA 38 HETJH HA|Z[H, 0]
MEE= S0 S AH 22X HE HdY i A8 = JAEE SAE = JUSLICH

LDAP 7182 HAESIL|C}

LDAPE #4%t 20ll=

E| A ESHO} BtL|C}.
CHA|

1. Element UIS A23I0{ LDA
a. Cluster *>*LDAP * E

b. LDAP QIS HIAE * &

QLF HIAIX]

xLDAPUserNotFound

xLDAPBindFailed
credentials)

22

(Exrror:

Element Ul 2= Element API 'TestLdapAuthentication' HIA =

Invalid

£ M-E310| LDAPE

=l
* AL B2l ArEXHE A4 El userSearchBaseDN
St E2|oAM A2 5 LT

* userSearchFilter7} 2% MAXE|AC},

* HAE FQl AF2X} 0|E2 &% LDAP
AF2XHO|X| 2t 2 SE ot S 7t ZHIEX| QUELILCE

* HIAE S ALEX} 0
ARO[ X[ 2 A H 2
ALt

=
(=]

=22t LDAP
S H| gt of

o
—



QF HIAIX]

xLDAPSearchBindFailed (Error:
Can't contact LDAP server)

xLDAPSearchBindFailed (Error:
Invalid credentials)

xLDAPSearchFailed (Error: No
such object)

xLDAPSearchFailed (Error:
Referral)

29

LDAP MH URIZ} 22 E|A}ELICE.

97| MG ALSR 0|F Ei QB7t HE
A E|ABLIC,

userSearchBaseDN2 LDAP Ez2| Ljo| K&t
Q| X[7} OplL|Ct,

* userSearchBaseDN2 LDAP E2| Lie| K&t
| X|7} OFElL|CF.

* userSearchBaseDNX} groupSearchBaseDN2
SHE ouo AELICt o= elsl Mot 2X|7t
st & JSLICE S WYe A Y 18

7|2 DN &=0{ OUE Z&st= AULICHOl:
““ou=storage,cn=company,cn=com’).

2. Element APIS AI23%10{ LDAP A S HIAESIHH LSS £&etL|C}

a. TestLdapAuthentication HIA|EE S =8tL|CE,

"method" :"TestLdapAuthentication",

"params" : {
"username" :"adminl",
"password":"adminlPASS

b
gy

(-

b. Z1tE HETLICL API 2 &0| 433 22 XIHE
Zatof| TerEL|Ct

AEXS] 117 O|F 1t AFEAIZE G R OF S50

23



"id": 1
"result": {
"groups": [
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1
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}
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u ALt

KtMet LSS 2elstiAl2
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* "SolidFire & Element AZE |0 A"
* "vCenter Server& NetApp Element Z2{12l"
FIPS E2[0|H 7|5E AESIEE A- LIt

NetApp Element 2T E2||0] "EnableFeature" APl HIA=E ALE3t0] FIPS E210|E 7|58
ghdotet = &L

MNE Al 253} 7|52 S2AE0|M ZM318H0f 3HH, GetFipsReportZt 2= = E0f| CHslf ZH| AEHE HA|E i)
HAEI 2 BE L EQ EBI0|E = FIPSE AFRE £ Qlo{of ghL|Ct.

EHA|
1. Element APIS AI2310] CI2& 2510 2= E20|E0f| M FIPSE AE3I=S HFELICE

EnableFeature params: FipsDrives
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* "Element APIE AF&5t0| AEZ|X|E 22| T
* "SolidFire & Element 2AZE2|0{ AHAM"

* "vCenter Server& NetApp Element 22{12l"

FIPS E210|E HEfE =teletL|Ct

=

NetApp Element 2T E||0] GetFeatureStatus API HIAEE A28t FIPS E210|E 7|50|
S AEN A ML U =X EE =0lah 4= QIS L|CE O| AP| H|AE0|= FIPS E2I0|E
AHE AEHTL trueQlX| false@IX| {7t EA|EILICE.

1. Element APIZ AI23510{ CI22 st 2 AEQ| FIPS =210|E 7|52 &olgtLCt.
GetFeatureStatus @l L|C}

2. GetFeatureStatus APl &= Z1IE ZESILIC} FIPS Drives enabled 20| True@! Z<2 FIPS E2I0|H 7|50]|
SMSHEILICE

{"enabled": true,
"feature": "FipsDrives"

}

AtMlet LHES =elstH AR

* "Element APIS AI235t0{ AEZ|X| S 22|eL|Ct
* "SolidFire & Element 2T E 9|0 MEHA"

* "vCenter Server2 NetApp Element E2{12l1"
FIPS E210|H 7|5 2XIE sZLICt
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o EE= @ F0f| CHEE Y22
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=
2 4 gLk

1. Element UIS AF23I0{ * Reporting * > * Alerts * S ME{StL|LCE,

2. C}2S H|23F 23| AE XHOHE 251}
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=

° FIPS E20|E 7} LX|SHX| gs& LTt

* "Element APIE AFE310 AEE[X|E Zte|ELCt
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ZS2{AE{0|A HTTPSO| FIPS 140-25 A2t AEEIL|Ct

EnableFeature APl HIAEE AF28I0] HTTPS EA0]| FIPS 140-2 25 D EE 2hM31E 4~

AL,

NetApp Element 2ZEQH{E AE5HH 22| AE 0| A FIPS(Federal Information Processing Standards) 140-2
2% REE MESIEE MEY £ JUSLICE 0| REE &4 3t5HH NCSM(NetApp Cryptographic Security
Module)O| EAM3t=| 11 HTTPSE E3H NetApp Element Ul X API0]| HZE|= 2E S410i| FIPS 140-2 Level 1 215
LHE SEELICEH

FIPS 140-2 REE Moot =0f|= HIZMHate £ QELICE FIPS 140-2 2EE AL E AHsHH

@ S AEQ 2 LT MEEIE| T XN HAEE Sl HAHE|TZ NCSMO| FIPS 140-2 215 2 E0j[A
SHIEA| AN 9l 25 £ USLICE 0|2 Qs 22{AEQ| 2| 5l AEE|X| HZAO0| &= FEHEIL|CE
SHA Y3t HIZF{L|E0| st AR0Tt MEBSHA A2lsta o] ZEE 2MstsoF gL Ct.

XtMIst LI 2 Element APl HEE EZSHUAIL.

CHE2 FIPSE AS3t=E A85t= AP 89| o LTt

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1
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TLS_DHE_RSA_WITH_AES_128_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA_with_AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
tls_rsa_with_camellia_128 CBC_SHA(RSA 2048) -A
tls_rsa_with_camellia_256_CBC_SHA(RSA 2048) -A
tls_rsa_with_Idea_cbc_SHA(RSA 2048) -a
TLS_RSA_WITED_RC4_128_MD5(RSA 2048)-C
TLS_RSA_WITED_RC4_128_SHA(RSA 2048)-C
TLS_RSA_WITED_SEED_CBC_SHA(RSA 2048)-A

* FIPS 140-2 g 43} *
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256(DH 2048)-A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384(DH 2048)-A

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(sect571r1)-A



TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(sect571r1)-A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384(secp256r1)-A
TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384(sect571r1)-A
TLS_RSA_WITH_3DES_EDE_CBC_SHA(RSA 2048)-C
TLS_RSA_WITED_AES_128_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_128_CBC_SHA256(RSA 2048)-A
TLS_RSA_with AES_128_GCM_SHA256(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA(RSA 2048)-A
TLS_RSA_WITED_AES_256_CBC_SHA256(RSA 2048)-A

TLS_RSA_WITED_AES_256_GCM_SHA384(RSA 2048)-A
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1Hel 7| Wes *c'iéi giLIC}. "CreatePublicPrivateKeyPair S XX A| Q"
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Element 22{AE{ 7} Element 22{AHE QIBE[J=X| 2ol £ JSLICL CHS API HIMEE s =8LCL
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a. Ot2 API HMEE &80 7| MH MR HEIL U= 7| SEXAE BHSLICH "CreateKeyProviderKmip 2
EESHYAIR"

b. CtS API HAEE SE3I0 Q15 7|22 MHE QISMet 37 7| ABME HBsHs 7| MHE MABiL|Ct
“CreateKeyServeerlp 2 XS 2" "TestKeyServerKmip"
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c. [t API HIMEE 2 &3510] 7| MHE 7| &Kt ZiH|0[L{ 0| =ItetLICL"AddKeyServerToProviderKmip £
ARSI A 2" "TestKeyProviderKmip 2 & ESHY A"
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FEQO] 2=3to| 2R) &dst "q5 ot=90] Y=al E &S0 7|E MESH= O] A8E = 7|
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b. (MEE ATEQI0 223l8) "FH AZES 0] Lot MZ THE 7| SSXAHE AH8SIHH 7| S=Xt IDE o
CHBHL|CF "RekeySoftwareEncryptionAtRestMasterKeyS & Z 8t A| 2" APl HIAE.
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. GetSoftwareEncryptionatRestinfo BE S A5t keyProviderIDE Zatot Af 7| M|E HEIt
AHO| EE|}=X| =elgfL|Ct.

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by
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snapmirror create —-source-path SVM:volume|cluster://SVM/volume
-destination-path hostip:/lun/name -type XDP -schedule schedule -policy
policy

cluster dst::> snapmirror create -source-path svm 1:volA dst
-destination-path 10.0.0.11:/1un/0005 -type XDP -schedule my daily
-policy MirrorLatest

2. ONTAP SnapMirror show &S AFE350] SnapMirror 2|7t WA ==X SHolgtL|Ct.
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3. 'ElementCreateVolume' APIE AF23}0] EtZll 258 MMt
MMt

=
m
s
i
o
1=
=
|>
Hd
n
uin
wn
>

Q

o

=
S

Hu

Element APIZ AI23l0] Element 282 MASHL|C}

"method": "CreateVolume",

"params": {
"name": "SMTargetVolumeTest2",
"accountID": 1,
"totalSize": 100000000000,
"enable512e": true,

"attributes": {1},

"gosPolicyID": 1,

"enableSnapMirrorReplication”: true,
"access": "snapMirrorTarget"

by

"id": 1

4. ONTAP 'napmirror initialize' BEHOE AtE5t0{ SH| A E £7|atStCt.

snapmirror initialize -source-path hostip:/lun/name

-destination-path SVM:volume|cluster://SVM/volume
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