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"method": "AddIdpClusterAdmin",

"params": {
"username": "email=test@example.com",
"acceptEula": true,
"access": ["administrator"]
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"result": {
"clusterAdminID": 13
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"method": "CreateldpConfiguration",
"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"
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"result": {
"idpConfigInfo": {
"enabled": false,
"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor
xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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"method": "DeleteAuthSession",
"params": {
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-04-09T17:51:30z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:302",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",

"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:247z",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",

"username": "admin"
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"method": "DeleteAuthSessionsByUsername",

"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
SE
O| HIME= Ct3 OflH|2t FAFet SES HretetL|Ct.

"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24272",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:24z72",
"sessionID": "bl2bfc64-£f233-44df-8b9f-6fb6c0llabf7",

"username": "admin"
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{
"method": "DeletelIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£9-4c67-b214-bf505185cfed",
"idpName": "https://provider.name.url.com"
}
}
SE ol
O] HIMEE Ct3 oflM|2t RAFSH SEHS dhetetL|C}.

"result":{}
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"method": "DisablelIdpAuthentication",
"params": {}
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{

"result": {}

}
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"method": "EnableIdpAuthentication",
"params": {

L4 @At

OfL|R

"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",
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{

"result": {}

}
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"method": "GetIdpAuthenticationState"
}
SE ol
Ol HIMEE CHS oMt FAFSE SE S vtetefL(Ct.
{
"result": {"enabled": true}
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{
"method": "ListActiveAuthSessions"
}
SE o
Ol HIMEE CHS oIt FAFSH SEES BtetetL|Ct.
{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:242",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z",
"sessionCreationTime": "2020-03-11T19:21:24z72",

"sessionID": "bl2bfc64-£233-44df-8b9f-6fb6cO0llabf7",

"username": "admin"
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UUID = IDP O|E2 X&St EH IDP 7t Ao Cist HEE 32| = JESL|CH
oj7H 4

O] HIMEO= CtEat 22 U™ o7 Ha-7t ASLICE

JE Mo Y 7123 L4 249U
enabledOnly(AH8  A1E EEZSIH 22 =) ofL[R
7t HE) oz gM2tEl IDP
T8 S HretetL|ct
idpConfigurationID®! EtA} IDP 49| UuIDYLICE =) ofL|R
L|C} UUIDYLICY.
idpName®!L|C} £% IDP O[S0 Ciet =XIE = OfL|R
IDP +4 HHE
gLt
GLE Y
O] HIMEQ| Hhet gt2 CH2at Z&LICt
JE L 2y
idpConfigInfos EfAL IDP 10| CHot HEIL|CE. "idpConfiglnfo" AE2|X|
2d o
O] HIMEO| chet 282 CH3 o2t H| LT
{
"method": "ListIdpConfigurations",

"params": {}
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0[0

= o

O] HIMEE CHE GllM|et FAISE SES BhetetL|Ct.

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12£9-4c67-b214-b£f505185cfed",

"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor
xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
.</Organization>\r\n
</EntityDescriptor>",
"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE-----
MI...BHi\n
————— END CERTIFICATE-----\n",
"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
}
}

HM 0|2 MER 7|s

12.0

UpdateldpConfiguration = ME{SIL|C}

"UpdateldpConfiguration" HIMEE A5t S2{AEOf| CHet EfAL IDPE 7|& #

HOO|EY & ASLICE.

OH7H 1

O] HIMEO= CtEat 22 U™ o7 M7t ASLICEH

\r\n

Mg
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idpConfigurationID&!
L|Ct

idpMetadata

idpName®{L|Ct

newldpName@lL|Ct

e

e 2!

-

Of HIM =2

o|&

idpConfigInfo
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IDP M|E}CH[O[E.

£Q
gjo

SAML 2.0
SSO(Single Sign-
On)ofl Ci$t IDP
SaAE M85t
HAMlish= O M 8El=
O|ELICE.
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QE o

O HiMEOf cist RE2 LIS GIx|QF B &L,

{

"method": "UpdateIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
SE o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

[

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

HH 0|2 MER 7|5

12.0
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