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"method": "AddKeyServerToProviderKmip",
"params": {
"keyProviderID": 1,
"keyServerID": 15
by
"id": 1
}
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"id": 1,
"result":

{}

HE |2 MZ22 7|5

1.7

N
ro
By

£Q
ajo

£Q
0o

of



CreateKeyProviderKmip 2 & Z3IAIR

'CreateKeyProviderKmip' HIMEES At
Protocol) 7| 32XIE X|&E O|EC 2
LISzt *IXIE

St KMI

dyge = M.:.'—Ilif 7| &

stetstz{™ "AddKeyServerToProviderKmip"S & XsHA| Q.

OH7H -

O] HIMEO|= CtEat 22 U D7 M7t ASLICE

JE Moy oY 7|23t
KeyProviderName  A4A1El KMIP 7| Ve gle

2 S=gLct DX} A=
O|EQlLICtL. O] 0|ER2
HA S™MOZ0t
AFBEH I

O|E2 QoK
OI-A|__|[_|..

(=]

29

M= 2H= 7| SSXHof st M&2
HEIF IEE A LT

HF o

O HIME=0f CHet 282 THS oiF|QF B EfLICH

"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
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"id": 1,
"result":
{

"kmipKeyProvider": {
"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"method": "CreatePublicPrivateKeyPair",
"params": {
"commonName": "Name",
"country": "US",
"emailAddress" : "email@domain.com"
}o
"id": 1
}
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"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
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"id" : 1,
"result" : {}
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"method": "EnableEncryptionAtRest",
"params": {1},
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}
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"id": 1,
"result": {}
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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» "SecureEraseDrives"
* "GetClusterinfo £ &XstMA|"
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"method": "GetClientCertificateSignRequest",
"params": {
by
"id": 1
}
SE o
O] HIME= Lt OGN fALSE SES HretelLCt

"id": 1,
"result":

{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBGNVBAYTAIVTMRMwWEQYDVQQIEWpDYWxpZmOybm. . .

}

HM™ Ol M2 7|5
1.7
GetKeyProvideerip 2 BTSN

"GetKeyProviderKmip" A EE AF250] X|HEl KMIP(Key Management Interoperability
Protocol) 7| S=Xtoi| Cist ’HEE aMgt & JASLCH



Oi7H M=

O] HIMEO= CHEat 22 U o7 M7t ASLICEH

= =k 79 7|12k T4 QAL|Ct
KeyProviderIDE KMIP 7| S &%t e =) o
AATLICH 24K 2| "tet IDRILICE.
GLE A
o| MM =2 Hhet g2 Chaat ZELICH
oIS 2y o
HE 7| SEXtol| cHet M BEIE "J|ProviderKmip 2 & ZSHYA "
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O HIMEO st RH2 CtZ Oix|QF B gL},

"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15

by
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}
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"id": 1,
"result":
{

"kmipKeyProvider": {

"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
HE 0|= ME2R 7|5
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] (e ) e
GetKeyServerKmip 2 & ZSIMAI2
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

= o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

0[0

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",

"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,

"kmipKeyServerName":"keyserverName",

"keyServerID":15

"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HM 0|2 MER 7|5

1.7

GetSoftwareEncryptionAtRestinfo £ A XsHA|2

"GetSoftwareEncryptionAtRestInfo" HA EE ALESIH F5 HIO|EE = 2tst= O
S AEO|M AFESE 5 AZESR N 223 WHE MK 2 = JUSLICL
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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"method":
"params":
"id": 1
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"id": 1,
"result":

{

"ListKeyProvidersKmip",

{1,

| HIMEE= CHS ORIt RAFSH SES BhetetLct.

"kmipKeyProviders": [

{

"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5..

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
1,
"keyProviderID": 1
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KmipKeyServers & ZXst&A|2 ME £HEl 7| Mol Chet b[& "KeyServerKmip"
eIt ZEE JHNI Lt
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O HIMEO st 22 CtZ GiX|QF B &L,

"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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| HIMEE CH2 OIRI2t RAFSH SES HhetefLict.

0[0

o

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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asyncHandle GetAsyncResult £ 0|
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{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {

"keyServerID": 1

br

"id": 1
}
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{
"id": 1,
"result":

{}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

b
"id": 1
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"id": 1,
"result":

{}
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"method": "TestKeyServerKmip",
"params": {

"keyServerID": 15
by

TadTy
}
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"id": 1,
"result":

{}
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