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"method": "AddKeyServerToProviderKmip",
"params": {
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"id": 1,
"result":
{

"kmipKeyProvider": {
"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15
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"keyProviderID": 1
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"method": "CreateKeyServerKmip",

"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"country": "US",
"emailAddress" : "email@domain.com"
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"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
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"id": 1,
"result": {}
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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» "SecureEraseDrives"
* "GetClusterinfo £ &XstMA|"
* "SolidFire %! Element 2ZE 0] MEHA"
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"GetClientCertificateSignRequest" HIMEE AL 0

21E 7

e

| 22{2E9| 2I0|AHE
UASLICE MEE ASM =

ASME st ol MEE + A= ASA *1“:' QYs ddg
QIR MH|ALt M 2EDE| floh M2 2HAE 2HE5t= ol ERELICH

OH7H 1

Ol HIMEO= &= o7 H=7} QL& LI

14


https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_secureerasedrives.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/ko-kr/element-software-123/api/reference_element_api_getclusterinfo.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html
https://docs.netapp.com/sfe-122/topic/com.netapp.ndc.sfe-vers/GUID-B1944B0E-B335-4E0B-B9F1-E960BF32AE56.html

e
riot
gN

O HiME=9f et Zt2 Ch3at ZELICt.

= MY 4
clientCertificateSignRequest = PEM & 4| Base64 | g=l PKCS EAE
HxSHIAIR #10 X.509 S2to| 21 I%H ME

QX
2 o

O HIMEO st 22 Ct= Gix|QF B gL,

"method": "GetClientCertificateSignRequest",
"params": {
by
"id": 1
}
SE o
O] HIME= Lt OGN fALSE SES HretelLCt

"id": 1,
"result":

{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBGNVBAYTAIVTMRMwWEQYDVQQIEWpDYWxpZmOybm. . .

}
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"method": "GetKeyProviderKmip",

"params": {
"keyProviderID": 15
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"id": 1,
"result":
{

"kmipKeyProvider": {

"keyProviderID": 15,
"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [
1
I
"keyProviderName": "ProviderName"
}
}
}
HE 0|= ME2R 7|5
1.7
] (e ) e
GetKeyServerKmip 2 & ZSIMAI2
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"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

= o

O] HIMEE CHE OllM|et FAISE SES BhetetL|Ct.

0[0

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsf9tAbDpgdOES/E...",

"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,

"kmipKeyServerName":"keyserverName",

"keyServerID":15

"kmipKeyServerPort":1,
"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HM 0|2 MER 7|5

1.7

GetSoftwareEncryptionAtRestinfo £ A XsHA|2

"GetSoftwareEncryptionAtRestInfo" HA EE ALESIH F5 HIO|EE = 2tst= O
S AEO|M AFESE 5 AZESR N 223 WHE MK 2 = JUSLICL
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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"method":
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"id": 1,
"result":

{

"ListKeyProvidersKmip",

{1,

| HIMEE= CHS ORIt RAFSH SES BhetetLct.

"kmipKeyProviders": [

{

"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |
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"keyProviderName": "KeyProviderl"
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"id": 1
}

"ListKeyServersKmip",
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"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20K0z5..

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",

"params": {
"keyServerID": 15
"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",

"server2.hostname.com"],

"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
}I
"id": 1

}
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"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate":"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {

"keyServerID": 1

br

"id": 1
}
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{
"id": 1,
"result":

{}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15

b
"id": 1
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"id": 1,
"result":

{}
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"method": "TestKeyServerKmip",
"params": {

"keyServerID": 15
by

TadTy
}
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"id": 1,
"result":

{}
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